rGNITE

Technologies

Airge;idon

WWW.HACKINGARTICLES.IN



Contents

Install Airgeddon & Usage..............ooeiiiiiiiiiiiiiiicce e 3
Airgrddon FEatUres: ........cccuuiiiiiiinneiiiiiinnniiiiiinsniiiiiesmiiiessiiessssssssssses 3
Capturing Handshake & Deauthentication.................c..ooeeiiinnnn. 6
Launch De-authentication Attack ...........cccccccciiiiinii 9
Aircrack Dictionary Attack for WPA Handshake...........cc...ccoovueinnnnnn.n. 11
Airacrack Brute Force Attack for WPA Handshake............ccccccvuunnnnn.n. 14
Hashcat Rule-Based Attack for WPA Handshake................ccccccoeeeeeee. 15

EVil TWIN Attack........coovviiiiiiiiiiiiiiiiiiiieee e 18
PMEKID ATEAcK .......oooviiiiiiiiiiiiiiiiiiieeieeeeeee e 26
cGNITE Page 2 of 29

Technologies



Install Airgeddon & Usage

Airgeddon enables the capture of the WPA/WPA2 and PKMID handshakes in order to start a brute force
assault on the Wi-Fi password key. It also aids in the creation of a fictitious AP for launching Evil Twin
Attack by luring clients into the captive portal.

Let start by identifying the state for our wireless adaptor by executing the ifconfig wlan0 command.
WIlanO states that our Wi-Fi connection mode is enabled in our machine.

~

scopeld @=2@<
(Ethernet)

bytes 1
. errors @ dropped @ overruns @ frame @

{ packets 42 bytes 4584 (4.4 KiB)

. errors @ dropped @ overruns @ carrier @ collisions @

Airgrddon Features:

Full support for 2.4Ghz and 5Ghz bands

Assisted WPA/WPA2 personal networks Handshake file and PMKID capturing

Interface mode switcher (Monitor-Managed)

Offline password decrypting on WPA/WPA2 captured files for personal networks (Handshakes
and PMKIDs) using a dictionary, brute-force and rule-based attacks with aircrack, crunch, and
hashcat tools. Enterprise networks captured password decrypting based on john the ripper,
crunch, asleap and hashcat tools.

Evil Twin attacks (Rogue AP)

WPS features

Download and run the airgeddon script by running the following commands in Kali Linux.

Note: execute the script as root or superuser.

-

Is

\

git clone https://github.com/v1s1tOrish3r3/airgeddon.git
cd airgeddon

./airgeddon.sh

~
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Cloning
remote:
remote:
remote:
remote:

m -
clone https://github.com/vlslt@rlsh3r3i/airgeddon.git
into 'airgeddon'
Enumerating objects
Counting objects: 1
5
1

Compressing object
Total 8264 (

a
Receiving 0b]ﬁ:t5. (8
(518

Resolving deltas

airgeddon.sh

airgeddon

2 ~fairgeddon

~fairgeddon

; L1R4HIR4| done.
reused 155 (delta 64), pack-reused 8238
L), 34.11 MiB | 9.87 MiB/s, done.
, done.

CHANGELOG.md CODE_OF_CONDUCT.md CONTRIBUTING.md

It will first check for all dependencies and necessary tools before launching this framework. It will attempt
to install the essential tools if they are missing, which may take some time. As indicated in the picture
once the installation is complete, you will see the OK status for both required and optional tools.
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Accepted bash version (5.1.4(1)-release). Minimum required version:

Root permissions successfully detected

1 080

Kali Linux

Press [Enter] key to continue...

Now choose the network interface; for a wireless connection, this will be wlan0; hence, choose option
3 as seen in the image.

lect an interface to work with:

Intel Corporation 82545EM
Unknown

wlan@ Chipset: Ralink Technology, Corp. RTS

*Hint*

Next, we'll put the Wi-Fi card in monitor mode; the card is in managed mode by default, which means it
can’t capture packets from various networks; however, Wi-Fi in monitor mode can capture packets
passing across the air.

Select option 2 for Monitor mode.

Note: Monitor mode is the mode for monitoring traffic, usually on a particular channel. A lot of wireless
hardware is capable of entering monitor mode, but the ability to set the wireless hardware into monitor
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mode depends on support within the wireless driver. As such, you can force many cards into monitor
mode in Linux, but in Windows, you will probably need to write your wireless network card driver.

Select an option from menu:

Exit script

Select another network interface
Put interface in monitor mode
Put interface in managed mode

Dos attacks menu
Handshake/PMKID tools menu
Offline WPA/WPAZ decrypt menu
Evil Twin attacks menu

WPS attacks menu

WEP attacks menu

Enterprise attacks menu

€0 =~ &h N

o,
1€

About
Option

*Hint#
/github.com/v1s1t@rish3r3/airgeddon/wiki/Options

The interface changed its name while setting in monitor mode. Autoselected

Monitor mode now is set on wlan®mo
Press |bnter] key to continue ...||

Capturing Handshake & Deauthentication

The wlanOmon is in monitor mode, we try to can capture the handshake packets of the wireless network
for WPA and WPA2 protocol.

Choose option 5 to obtain the tool for capturing Handshake/PMKID
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" network interface
in monitor mode
in managed mode

L RJ

e WPA/WPA2 decrypt menu
Evil Twin attacks menu
WPS attacks menu
WEP attacks menu
Enterprise attacks menu

4.
b .
6.
7
8.

= WO

About
Option

*Hint#

Choose option 6 to select capture the handshake.

When you select option 6, a new window will appear, scanning for WPA and WPA2 networks and
attempting to capture the 4-way handshake in a.cap file. After getting Target’s AP (Access Point), you can
press CTRLAC.
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Select an option from menu:

urn to maim menu

ct another network interface
Put inte in monitor mode
Put int in managed mode
Explore for rgets (monitor mode n

Capture PMKID
Capture Handshake

Clean/optimize Handshake file

*Hintx

There is no valid target network selected. You'll be redirected to select one
Press [Enter] key to continue...

ing fo
(monitor mode needed)

Exploring for targets option chosen

Selected interface wlan@mon is in monitor mode. Exploration can be performed
WPA/WPA2 filter enabled in scan. When started, press [Ctrl+C] to stop...
Exploring for targets
CH & 1[ Ela
i

It will display a list of all ESSIDs (Wi-Fi names) examined, as well as their BSSID (MAC Address) and ENC
encryption protocol type. Then, as we did for ESSID “Raaj,” you can pick your target by supplying a Serial
Number.

NOTE: The asterisks (*) indicate client access points; they are maybe the best “clients” for acquiring
handshakes. Any Access Point that implements the WEP ENC protocol will be ignored by Airgeddon.
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CHANNEL W ENC ESSID

WPA2 601 2.4G

WPA2 AB02 4G

WPA2 abhi 2.4g

WPA2 Abhiaka

WPA2 AG_93

WPA2 ajoy

WPA2 Amit 2.4G

WPA2 Ankur Sinha

WPA2 Anurag

WPA2 B-503

WPA2 Dead pool 2.4 G

WPA2 GAURAV SRIVASTAVA

WPA2 Golf_Greens _Wifi_2.4G
(Hidden Network)
(Hidden Network)
(Hidden Network)
(Hidden Network)
(Hidden Network)

WPA (Hidden Network)

WPA2 (Hidden Network)

WPA2 (Hidden Network)

WPA2 (Hidden Network)

WPA2 (Hidden Network)

WPA2 (Hidden Network)

WPA2 (Hidden Network)

WPA2 ishita

WPA2 Jasmeen_2G

WPA2 JioFiber-A103

WPA2 Kavz

WPA2 mahhip

WPA2 Mehak jain_4G

WPA2 Messi

WPA2 Navneet

WPA2 Neelkamal

WPA2 raaj

WPA2 sanjay

WPA2 snowie/glowie5g

WPA2 Va binit

2)
3)
4)
5)
6)*
7 )*
8)
9)
10)
11)
12)
13)
14)
15)*
16 )*
17 )*
18)
19)
20)
21)
22)
23)
24)
25)
26)
27)
28)
29)
30)*
31)*
32)
33)
34)
35)*
36)
37)
38)

=

[

[y

1
0
9
)
(%]
7
1
)
3
6
1
8
8
4
1
1
p.
6
1
9
(%]

[

LW~NOOO R, OON

(o I - T~ I

S =W

(*) Network with clients

Select target network:
> 35

Launch De-authentication Attack

This attack sends disassociate packets to one or more clients which are currently associated with a
particular access point. Disassociating clients can be done for several reasons:

e Recovering a hidden ESSID. This is an ESSID that is not being broadcast. Another term for this is
“cloaked”.

e Capturing WPA/WPA2 handshakes by forcing clients to reauthenticate

e Generate ARP requests (Windows clients sometimes flush their ARP cache when disconnected)
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Now it will prompt you to select an attack-type; choose option 2 for Death replay attack, which will utilize
deauth attack to disconnect all clients before capturing the AP-client handshake. Then, for a timeout,
select a period in seconds.

elect an option from menu:

Return to Handshake tools menu
Deauth / disassoc amok mdk4 attack
Deauth aireplay attack

WIDS / WIPS / WDS Confusion attack

*Hint*

Type value in seconds (18-18@) for timeout or press [Enter] to accept the proposal
> 1@

Don't close any window manually, script will do when needed. In about 10 seconds ma
Press [Enter] key to continue ... ]

You'll see that two windows appear. After de-authentication, one will attempt to undertake a deauth
attack, while the other will attempt to record the 4 Way handshake between the client and the access
point.

Capturing Handshake

CH 2 1[ Elapsed: 6= 1[ 2
ME  EWC CIPHER AUTH ESSID
130 WPAZ2

STATION PUR Rate  Lost  Frames

44:CE:8 AlN] -Ei 0 -1le ; 10

Wait until the WPA Handshake shows in the top right corner of the window, then press CTRLAC.
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Capturing Handshake

CH 3 1[ Elapsed: 18 = IE-06 12+26 1[ WPA handshake: 1 :19
CSIN PUR Fs0 #= CH ME  ENC CIPHER RAUTH ESSID
-18 83 192 10 3 130 WPA2 CCHP

STATION PR  Rate Lost Frames Motes Probes

-E4
0 EAPOL  raa]

As you can see, the WPA handshake for AP “raaj”. You can now store this .cap file in your systems.

In addition to capturing a Handshake, it has been verified that a PMKID from the target network has also been successfully captured
Congratulations !!

Type the path to store the file or press [Enter] to accept the default proposal [/root/handshake-1

i"he path is valid and you have write permissions. Script can continue...

/root/handshake-1
Press [Enter] key to continue...l]

Aircrack Dictionary Attack for WPA Handshake

The Wi-Fi password was kept in a handshake file, but because it was encrypted, we had to decrypt it to
get the password. Return to the main menu by selecting option 0.

[¥,]
4+

elect an option from menu:

Return to main menu

Select another network interface

Put interface in monitor mode

Put interface in managed mode

Explore for targets (monitor mode needed)

Wk e

=

Capture PMKID
Capture Handshake

D
6.

=

Clean/optimize Handshake file

*Hint=

It will show you the attack options; select option 6 for the offline WPA/WPA2 decrypt menu.
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Select an option from menu:

it script

ct another network interface
t interface inm monitor mode
t interface in managed mode

L RJ

A/WPAZ decrypt menu
Evil Twin attacks menu
WPS attacks menu
WEP a S menu
Enterprise attacks menu

4.
b .
6.
7
8.

= W0

About & Credits
Options and language menu

*Hint

Choose option 1 to select Personal.

Select an option from menu:

Return to main menu
Personal
Enterprise

*Hintx

> 1.

Now we will use a dictionary to decrypt the handshake captured file. Select option 1 as shown in the
image. By default, it will take the last captured file to be brute force, ENTERY to select the path, and
BSSID the last captured file. Then provide the path of your dictionary or rockyou.txt and

press ENTER key to start a dictionary attack against the WPA handshake.
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2ct an option from menu:
Return to offline WPA/WPA2 decrypt menu

\ gainst Handshake/PMKID capture file
nch) Bruteforce attack against Handshake/PMKID capture file

inst PMKID
k against PMKID

/root/handsha

cted capture file? [Y/n]

elected BSSID? [Y/n]

The path to the dictionary file is valid. Script can continue ...

Starting decrypt. When started, press [Ctrl+C] to stop...
Press [Enter] y to continue [ ]

The password or Wi-Fi key will then be shown, as illustrated in the figure below. If you want to save the
key, it will prompt you to do so.

to continue ...
ongratulations!! It seems the key has been decrypted
you want to save the trophy file with the decrypted password? [Y/n]
Type the path to store the file or pre [Enter] to accept the default proj 1 [/root]
> /root/pwd. txt
The path is valid and you have write permissions. Script can continue ...

Jroot/pwd. txt

to continue ... [j
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Airacrack Brute Force Attack for WPA Handshake

Select option 2 to conduct a brute force attack against the WPA handshake file, which will decode the
packets using crunch and aircrack. By default, it will brute force the last captured file. ENTER Y to pick the
directory, and BSSID the last captured file. Then ENTER the path to your dictionary or rockyou.txt and click
the ENTER key to begin a brute force attack on the WPA handshake.

ect an option from menu:

Return to offline WPA/WPA2 decrypt menu

4.
it
b.
7

8.

/root/handshake-18:45:93:69:A5:19.

Do you want to use this already s ted capture file? [Y/n]
I

Do you want to use this already selected BSSID? [Y/n]
> Y

Enter the minimum length of the key to decrypt (8-63):
> 8
Enter the maximum length of the key to decrypt (8-63):

> s

Select the character set, in this instance option 6 to select the Lowercase + Numeric chars that will
attempt to brute force the Wi-Fi key using an alphanumeric character set. To begin the attack, press
the ENTER key.
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L R

numeric
numeric

o =] h LN B~

o

+ numeric ch
e + symbol cha
& + numeric +

TS
5

d
Ny
5

ymbol chars

abcdefghijklmnopgrstuv

Starting decrypt. When started, press [Ctrl+C] to stop...
Press [Enter] key to continue ... |]

If the attempt is successful, the password or Wi-Fi key will be displayed, as illustrated in the figure below.

Hashcat Rule-Based Attack for WPA Handshake

Because we are all familiar with the capability of hashcat, airgeddon provides the opportunity to utilize
hashcat to crack the Wi-Fi key. Choose option 5 and enter the path to your WPA handshake file,
dictionary, or rule-based file.

Here we provide the path to the best64. rule file, which will be used to perform a hashcat rule bashed
attack.
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ect an option from menu:
Return to offline WPA/WPA2 dec

ture file
PMKID capture file

=

P

Diction
(hashcat) Brutef
(hashcat) Rule ba
(hashcat)
{ hcat) i 3
(hashcat) a : PMKID capture file

0 = oh LA e

Enter the path of a captured
> /roohandshake-18 19. caplly
The path to the capture file is valid. Script can continue ...

Enter the path of a dictionary file:
> froot/dict.txt
The path to the dictionary file is valid. Script can continue ...

Enter the path of a rules file:
Jusr/share/hashc rules/best64. . rule
The path to the rules file is valid. Script can continue ...

Starting decrypt. When started, press [Ctrl+C] to stop...
Press [Enter] key to continue ...

Press ENTER to start the attack, and it will try to decrypt the WPA encrypted communication.
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to continue
starting ...

enabled warnings

OpenCL 1.2 + L 9.0.1

3.60GHz

1

0x0000ffff

not
disabled

cannot

https://hashcat.net/faq/mo

After a successful trial, it will prompt you to save the output result. To save the enumerated key, use the
ENTER key.

Congratulations!! It seems the key has been decrypted

ou want to save the trophy file with the crypted password? [Y/n]

Type the path t e the file or pr [Enter] to accept the default p al [/root/hashcat-

The path is valid and you have write permissions. Script can continue...

/root/hashcat-18::
[Enter] key to continue...[]

cGNITE

Page 17 of 29
Technologies



You can access the saved file to read the decrypted Wi-Fi password.

2021-06-85
irgeddon. Decrypted password using hashcat

L]

Evil Twin Attack

An evil twin is a forgery of a Wi-Fi access point (Bogus AP) that masquerades as genuine but is purposefully
set up to listen in on wireless traffic. By creating a fake website and enticing people to it, this type of attack
can be used to obtain credentials from legitimate clients.

From the main menu, select option 7 for Evil Twin attack.

Select an option from menu:

(=

Exit script

Select another network interface
Put interface inm monitor mode
Put interface in managed mode

(PR

Offline WPA/WPA2 decrypt menu

Evil Twin attacks menu
WPSs attacks menu
WEP attacks menu
Enterprise attacks menu

0o =~ & L

I—:'LD

About
Options a

*Hint#
> ?I

Then select option 9, which will scan for nearby Access Points.
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Select an option from menu:

Return to main menu

L another network interface
Put inte in monitor mode

Put interface in managed mode
Explore for targets (monitor mode

Evil Twin attack just AP

Evil Twin AP a ¢ with sniffing
Evil Twin AP at . with sniffing :
Evil Twin AP attack with

9, | Evil Twin AP attack with captive portal (monitor mode needed)

*Hint*

Exploring for targe option chosen {monitor mode needed)

Selected interface wlan@mon is in monitor mode. Exploration can be performed

can. When started, press [Ctrl+C] to stop...

To terminate the scan, use CTRLAC, and it will display a list of all Access Points that it has scanned. Choose
the AP that piques your curiosity.
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LIMITED_AC
mahhip
Navinawv
Neelkamal
nidhi raj
Nidhi
Nishant_2.4

[ T

I
tay
Sudhir Gupta_2.4Ghz
Va binit

White Wolf_2.4Ghz

(*) Network with clients

Select target network:

> 45]

Select option 2 for a Deauth attack to disconnect the client from a selected AP. After that, it may ask to
enable DoS pursuit mode, which we reject.

ect an optio
Return to Evil Twin attacks menu
« mdks attack

ontusion attack

If you want to integrate "DoS pursuit mode" on an Evil Twin attack, another additional wifi interface in monitor mode will be needed to be able t

Do you want to enable s 7 [y/N]

Before launching the deauth and attempting to capture the handshake, it will ask a few questions such
as:

Do you want to spoof your Mac address during this attack [y/N]: y
Do you already have a captured file [y/N]: N
Time value in second:20

Press ENTER key to accept the proposal.
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Do you want to spoof your MAC address during this attack? [y/N]

This attack requires that you have previously a WPA/WPA2 network captured Handshake file

Do you already have a captured Handshake file?
>N

Type value in seconds (10-100) for timeout or press [Enter] to accept the proposal [28]:
> 28

Don't ¢ ny window manually, script will do when needed. In about 2€ conds maximum you'll know if you've got the Handshake
Press [Enter] key to continue ...[|

The two windows will appear again. One will attempt a deauth attack, while the other will attempt to
capture the WPA handshake between the client and the access point after de-authentication.

Capturing Handshake

#llata, 4/ | ME

514

PR

Wait until the WPA Handshake shows in the top right corner of the window, then press CTRLAC.
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Capturing Handshake

CH 2 1[ Elap 05 14+03 ][ WPA handzhake 19

5510 LN = #Data, #°z CH ME EMC CIPHER AUTH ESSID
120

o3 BEAPOL
11

As you can see, we now have the WPA handshake for AP “raaj.” Accept the proposal by saving the cap file
to your systems and pressing the ENTER key. Then, if you’re using a captive portal, you’ll be asked to
specify a path for the file that will hold the Wi-Fi password.

If the password for the Wi-Fi network is achieved with the captive portal, you must decide where to save
it: /root/rajpwd.txt

In addition to capturing a Handshake, it has been verified that a PMKID from the target network has also been successfully captured
Congratulations !!

Type the path to store the file or press [Enter] to accept the default proposal [/root/handshake-1

"I"In:- path is valid and you have write permissions. Script can continue ...

/root/handshake-18
Press [Enter] key to continue ...

1t t19

Type the path to store the
]

> /root/rajpwd.txt

The path is valid and you have write permissions. Script can continue...
Press [Enter] key to continue...[]

Create a captive portal to phish your client and select the language in which the web portal will be
displayed to the client.

For English, we chose option 1. Six windows will open as soon as you submit the selected option.
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the captive porta

English
Spanish
French
Catalan
Portuguese
Russian
Greek

Turkish

All parameters and requirements are set. The attack is going to start. Multiple windows will be of
Press [Enter] key to continue...|j

AP: create a fake AP “raaj” for the client.

DHCP: Start a bogus DHCP service to provide malicious IP to the client.

DNS: Initiate with the malicious DNS query

Deauth: Deauthenticate the client from the original AP “raaj”.

Webserver: Start a service to host the captive portal.

Control: Try to sniff the Wi-Fi password once the client connects with a fake AP.

Note: Do not close the windows; they will dissipate after the password has been captured.

Evil Twin AP Info //

Dnl

DHCP ips given to possible connected clients
1! B

Webserver
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All clients connecting to the original AP “raaj” will be disconnected, and when they attempt to reconnect,
they will discover two APs with the same name. When the client connects to the bogus AP, it is lured to
the captive portal.

1:39 & vd 4
< Wi-Fi Q
Use Wi-Fi

o raaj
raaj
raaj 5GHz
snowie/glowie5g
AB02_4G
Mehak jain_4G
Messi
ajoy

6015G

()
(&
&
&)
&
(&
(s
&)
&

AG_93

)

The captive web portal will ask to submit the Wi-Fi password key to get internet access.
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1140 2 & M B Cdd4ds

Signin to raaj
connectivitycheck.gstatic.com

Wireless network, ESSID:

raaj

Enter your wireless network password to get
internet access

Show password I

Submit

If the client gives the Wi-Fi key, the password will be captured in plaintext in the control window.

Evil Twin AP Info /7

nline time
Q001250

SrootdSrajpud, it

Press [Enter] on the main script window to continue, this window will be closed
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Additionally, save the password in the file you gave during the proposal.

s portal Evil Twin attack

BSSID: 1 19
Channel: 3
SID: raaj

Password: rajl2345s

PMKID Attack

PMKID is the unique key identifier used by the AP to keep track of the PMK being used for the client.
PMKID is a derivative of AP MAC, Client MAC, PMK, and PMK Name. Read more from here

Let us capture PMKID by running the airgeddon script, select option 5 as shown below.

Select an option from menu:

Exit script
Select another network interface
Put interface in monitor mode

L R

JPMKID tools menu
PA/WPAZ decrypt menu
Evil Twin attacks menu
WPs attacks menu
WEP attacks menu
Enterprise attacks menu

=~ oh P

2]

About
Options a

*Hint*
stem

Then again press 5 and wait for the script to capture SSIDs around.
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lect an option from menu:

Return to main menu

Select another network interface

Put interface in monitor mode

Put int in ma d mode

Explore for targets (monitor mode needed)

Capture PMKID

There is no valid target network selected. You'll be redirected to select one
Press [Enter] key to continue ...

Exploring for targets option cho (monitor mode n ed)

Selected interface wlan@mon is in monitor mode. Exploration can be performed

A2 filter enabled in scan. When started, press [Ctrl+C] to stop...
s [Enter] key to ccntinue...l

Now you’ll see a list of targets. Our goal for number 6 is “Amit 2.4 G.” Then simply ENTER the timeout in
seconds that you want the script to wait for before capturing the PMKID. Let’s suppose 25 seconds is
ample time.

N. CHANNEL PWR ENC

1)

2)

3)

4)

5)

6) 68:14:01:5A:0E:9C 36%  WPA2
7),-, LR*‘CO*ND*AC*D2 D - Qo
8)

9)

10)

11)

12)

13 )*

14)

15)

16)

(*) Network with clients

Select target network:

> 6

You have a valid WPA/WPA2 target network lected. Script can continue ...
Press [Enter] key to continue ...

Type value in seconds (10-100) for timeout or press [Enter] to accept the proposal
> 25

25

Don't close the window manually, script will do when needed. In about 25 seconds maximum
Press [Enter] key to continue...l
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Sure enough, we can see a PMKID being captured here!

15 e with ctrl+c)
EMCE . ssiasesd MAA

andE4

i
LIEMT . wsvsunat €

.

WERK CAMDIDATE...0uvurasast 1

INT) . vaaat
C OIMTassnaat
IENT s ervvirinans?

OUT,sssrsrsnrsnsst

L L1 A

[ =y r. .l "E +
S

Then simply store this PMKID as a cap file. First press Y then ENTER the path and done.
Congratulations !!
Type the path to store the file or press [Enter] to accept the default proposal [/root/pmkid-68:14:@1:5A:0QE:9C.txt]
The path is valid and you have write permissions. Script can continue ...
/root/pmkid-68:14:01:5A:0E:9C. txt

Do you want to perfo
> Y

Type the path to store the file or press [Enter] to accept the default proposal [/root/pmkid-68:14:01:5A:0E:9C.cap]
>

The path is valid and you have write permissions. Script can continue...

/root/pmkid-68:14:01:5A:0E:9C. cap
Press [Enter] key to continue ... ]

Now, with an integrated aircrack-ng we can crack the cap file within the airgeddon script itself like this:

Just choose dictionary attack and yes and then the dictionary file.
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t an option from menu:

Return to offline WPA/WPAZ decry

Dictionary
. + crun

w o

W~

*Hint*

froot/pmkid-68:14:01:5A:0E:9C.cap

o you want to use this already selected capture file? [Y/n]

68:14:01:5A:0E:9C

you want to use this al dy selected BSSID? [Y/n]

Enter the path of a dictionary file:
> fusr/share/wordlists/rocky

Sure enough, we have the password we needed

1.6

5396.53

Reference:

https://www.oreilly.com/library/view/network-security-tools/0596007949/ch10s03s01.html

https://www.aircrack-ng.org/doku.php?id=deauthentication
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