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Introduction

“Security Risk Assessment Guide for Industrial Control Systems (ICS)” (hereinafter, the
“Guide”) focuses primarily on developing a correct understanding of security risk analysis, and
explaining methodologies, including specific procedures used to prepare risk assessment
sheets. Therefore, due to limitations in the paper space available, we have kept the focus of
explanatory notes provided on examples of asset-based risk assessment sheets for certain
system assets, and business impact-based risk assessment sheets covering attack scenarios
and attack trees for certain business impacts.

In this separate volume, we provide descriptions on the implementation of asset-based risk
analysis and business impact-based risk analysis for typical model systems. The three main
objectives of this are as follows.

(1) Present an overall picture of risk analysis and analysis results

Concerns of increase in the man-hours and the number of outputs required from risk
analysis in detailed risk assessment are key factors in why it is often shied away from. Here,
we present an overall picture of the amount of man-hours required, and the extent to which
analysis outputs are prepared when actually conducting risk analysis on a model system. In
this, we hope to present risk analysis as something that is “not as bad as it looks”, providing a
practical look at implementing risk analysis by understanding the specific procedures involved,
using assessment materials (threats, measures, the correspondence charts for such,
assessment sheet formats, etc.), and methods for refining analysis targets.
(2) Provide overall materials by presenting the results of a risk assessment sheet

We hope to reduce the man-hours required for risk analysis by providing the results of a risk
assessment sheet for a typical model control system for re-use and customizing materials,
where possible, when conducting system analysis in your own organization.
(3) Introduction to variations in compiling risk assessment sheets

In business impact-based risk analysis, the risk assessment sheet could potentially be
compiled in various ways based on the complexity of the analysis target model, and the
intended purpose for using the risk analysis results. We hope the specific examples of such
variations provided can serve as a reference for choosing the optimal method for compiling the
risk assessment sheet when performing risk analysis on target systems in your own
organization.

We hope that this separate volume helps provide a clear picture of the total number of man-
hours required for, and outputs (interim and final deliverables of works) produced from risk
analysis in detailed risk assessment, and aids a large number of businesses with control
systems in taking the first step toward conducting risk analysis in detailed risk assessment.
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1. Structure of This Volume

This volume introduces examples of risk analysis being implemented based on the risk
analysis methods described in the Guide.

® Presumptions
This volume assumes that the reader has read and understood the risk analysis
methods, and ways of utilizing risk analysis results, described in the Guide. In addition,
details of risk analysis flows in this volume reference descriptions provided in the Guide.
Chapter, section and item numbers (x.)72), and figure and table numbers (F7gure x-y,
Table x-y) written in blue italics refer to parts of the Guide text.

® Target system for risk analysis introduced in this volume
The control system introduced in the “Configuration Diagram of a Typical Control
System” in Section 3.2.3. Figure 3-8 of the Guide is used as the target system for risk
analysis (hereinafter, the “model system”). As indicated in the Guide, devices (used) in
non-regular operation are excluded from risk analysis. Risk analysis implements
focuses solely on devices (used) in regular operation.

® Structure and features of this volume
Although the Guide introduces some examples of asset-based and business impact-
based risk analysis (assessment sheets) implemented on the model system, this volume
presents the full range of risk analysis implementation examples. In addition, it should
be noted that the examples provided in the Guide and this volume sometimes use
different threat levels, vulnerability levels, risk values, and other assessment values.
® Implementation examples of asset-based risk analysis
The examples presented show asset-based risk analysis being performed on all
assets of the model system in regular operation.

® Implementation examples of business impact-based risk analysis

The examples presented show business impact-based risk analysis being performed
considering attack scenarios for five types of business impacts on the model system.
Further, a total of three assessment sheet formats are presented as assessment
sheet formats used for business impact-based risk analysis results - the standard
assessment sheet format, and two other formats that are put together in different
ways from the standard sheet. We hope this serves as a reference when considering
the assessment sheet format best suited to the target model and objective of the
risk analysis you are performing.

® Use examples of risk analysis results
Here we present improvement measures for reducing the risk of business impact to
the model system on the basis of business impact-based risk analysis
implementation examples.



® Risk analysis flow and outputs

The risk analysis flow and outputs for the implementation examples described in
(Figure 1-1. indicates the outputs depicted
in the
figure depicts outputs created by the person in charge of risk analysis, and . is used

Chapters 2 to 5 are outlined in Figure 1-1.
in Figure 2-2of the Guide as numbers (1 to 17) in the separate volume) The

for outputs obtained by customizing examples outlined in the Guide.

Table 1-1. List of Outputs

2. Preparing for Risk Assessment

Title in this Volume Output Output Use Guide
2.1 ) List of Assets Asset/Business Impact-based 3.1.5. Table 3-9
2.2 @ | System Configuration Diagram Asset/Business Impact-based 3.2.3. Figure 3-8
2.3.0 @ | Dataflow Matrix Asset/Business Impact-based | 3.3.1. Table 3-10
2.3.Q @ | Dataflow Chart Asset/Business Impact-based | 3.3.2. Figure 3-14
Evaluation Criteria for Importance
24 ® Asset-based 4.2.2. Table 4-5
of Assets
List Detailing the Importance of
25 ® Asset-based 4.2.3. Table 4-9
Each Asset
Evaluation Criteria for Business )
2.6 @ Business Impact-based 4.3.2. Table 4-11
Impact Levels
List Detailing Business Impacts )
2.7 . Business Impact-based 4.3.3. Table 4-12
and Business Impact Levels
Evaluation Criteria for Threat ) 4.4.5. Table 4-20
2.8 © Asset/Business Impact-based
Levels to Table 4-24
3. Asset-based Risk Analysis
Title in this Volume Output Guide
3.1 Summary Chart of Threat Levels -
3.2 @ | Asset-based Risk Assessment Sheet Chapter 5
3.3.0 @ | Summary Chart of Vulnerability Levels -
3.3.2 @@ | Summary Chart on Risk Values -
4. Asset-based Risk Analysis
Title in this Volume Output Guide
4.1 List of Attack Scenarios 6.2.2. Table 6-6
6.5.1. Table 6-11
4.2 (-1 | List of Attack Routes
to Table 6-12
4.2 (-2 | Attack Route Diagram 6.5.1. Figure 6-9
4.3 Business Impact-based Risk Assessment Sheet 6.6.4. ~ 6.11.
4.4 @ | Summary Chart on Risk Values 6.11.3.
5. Use of Risk Assessment
Title in this Volume Output Guide
5 ‘ Risk Analysis Results for the Control System Chapter 7
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Output
‘ (Created by an analystfor each targetitem)

Output * Chapternumberinthe text refers
’ (Customized by an analyst) to the chapter inthe Guide

3. Preparing forRisk Analysis (1) ~ Deciding Analysis Objects

[Output]
* List of
Assets

[Output)
+ System
Configuration

Diagram ‘

[Output]
- Dataflow Matrix
- Dataflow Chart ‘

4.PreparingforRisk Analysis (2) ~Risk Value, EvalationFactorsand Criteria
| 4\RiskValeanditsCalculaon

[Output]

* Evaluation Criteria for e
Importance of Assets

- ListDetailing the
Importance of Each Anu\‘

[Output]
evels . ion Criteria for
np: BusinessimpactLevels
* ListDetailing Business

Impact Levels
4.4, Threatand ThreatLevels

. [Output]
levels * Evaluation Criteria
o threat (attack type), for Threat Levels

threat (actor) and threat (target)
* Defining evaluation criteria for the threat level

5. Conducting Risk Analysis (1) ~ Asset-based Risk Analysis

5.3. Filling out the threat able i
and assessing and fillingout the threat level

st threats
Filing out the threat (attacktype) and available security measures in the risk
sheet

assessment:
* Assessing the threatlevel and filing out the threat level in the risk
assessmentsheet

[Output]

* Threat Levelsand Reasoning’
* Summary Charton Threat Levels,

[Output]

6. Conducting Risk Analysis (2) ~ Business Impact-based Risk Analysis

6.2. \gand Attack
} foutput] - Listof Attack Scenarios J3
63. and Selecti yPoints
¥
64, and
4
5 2

§ [Output] - ListofAttackRoutes ‘
6.6. Assembling and Filling out Attack Trees

4

6.7. Filling out the BusinessImpactLevel

}

6.8. Assessing and Filling outthe ThreatLevel

+ Asset-basedRisk sheetdf - Chartof Risk Values {8 (Output & »
. i Im| i * Chart on Risk Values
Assessment Sheet
7. Interpreting and Utilizing Risk Analysis Results
[Output]
* Risk AnalysisResultsfor
the Control System

Figure 1-1: Risk Analysis Flow and Outputs
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Example and explanation of outputs

The risk analysis presented in this volume is implemented in accordance with the “risk
analysis flow”. Interim materials (outputs) are prepared at each step to complete the
risk analysis. Examples of these outputs are presented according to the risk analysis
flow. The main points to be aware of when preparing outputs are described below.

(Example)

[Task 2.1.D] Preparing a list of assets for the system being analyzed.

® Referto Table 3-9 in the Guide when specifying the asset category (device or route of
data), functions, installation location, connected network, presence of a maintenance
port, type of data handled, vendor, OS, and protocols.

[Output 2.1.D]

No 1 2
Asset Name Monitoring Terminal Firewall
IT Asset @]
Type of OT Asset
Assets Network Asset o
(with Communication Control Functions)
Network Asset
(without Communication Control Functions)
Input/Output @]
Asset Storing Data
Functions Issuing Commands
Gateway Function O
Type of Communication Line
Installation Location Office Server Room
Information Network (@) O
DMZ O
Connected Control Network (Information Side) @]
Network Control Network (Field Side)
Field Network
Other
Network Connected to Maintenance Port X Information Network
Presence of Operation Interface @] X

[Explanation 2.1.(1)]
® Organizing information needed to perform risk analysis in detailed risk assessment
in a format that is easy to use for analysis

How precise the outputs are greatly affects the man-hours required for
subsequent processes, and analysis accuracy.
Filling out the entire list of assets is not necessary. Simply filling out items that
reference existing documents is one approach.
Another approach is to provide additional detail to certain items as necessary

while analysis is ongoing.

12



2. Preparing for Risk Analysis

Outputs created as part of risk analysis preparations are described below.
Table 2-1: List of Outputs for the Preparation Work

Section In this Volume Output Output Use Guide
21 List of Assets Asset/Business Impact-based 3.1.5. Table 3-9
22 System Configuration Diagram Asset/Business Impact-based 3.2.3. Figure 3-8
23.@ Dataflow Matrix Asset/Business Impact-based 3.3.1. Table 3-10
23.Q2 Dataflow Chart Asset/Business Impact-based 3.3.2. Figure 3-14
24 Evaluation Criteria for Importance of Assets Asset-based 4.2.2. Table 4-5
25 List Detailing the Importance of Each Asset Asset-based 4.2.3. Table 4-9
2.6 Evaluation Criteria for Business Impact Levels Business Impact-based 4.3.2. Table 4-11
List Detailing Business Impacts )
27 and Business Impact Levels Business Impact-based 4.3.3. Table 4-12
4.4.5. Table 4-20 to
2.8 Evaluation Criteria for Threat Levels Asset/Business Impact-based
Table 4-24

\

List of Assets

Dataflow Matrix t Dataflow Chart -EE—
Ewvaluation List of

Criteria for B

— Importance of t Importance of
;m_ Assets

Evaluation List of
Criteria 5
7 Business Business
Impact Levels Impacts
Ewaluation

—— _ Criteria for

Threat Levels ‘

List of Attack
Review of Scenarios
Anticipated
Threats &

List of Attack
Routes

Business Impact-
hased Risk
Assessment Sheet

Asset-hased Risk
Assessment Sheet

Figure 2-1: Preparation Work Flow
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2.1. List of Assets
[Task2.1@] Preparing a list of assets for the system being analyzed.
® Specifying the asset category, functions, installation location, connected network,
presence of a maintenance port, vendor, OS, and protocols while referring to
Table 3-9 in the Guide.

[Output2.1D]
A list of assets is shown in the next section (Table 2-2Table 2-2).

[Explanation2.1D]
® Organizing information needed to perform risk analysis in detailed risk assessment in
a format that is easy to use for analysis
It is recommended to organize information needed to perform risk analysis in
detailed risk assessment in a list of assets. How precise the outputs are greatly
affects the man-hours required for subsequent processes, and analysis accuracy.
However, filling out the entire list of assets is not necessary. Simply filling out
items that reference existing documents is one approach. Another approach is to
add or provide additional detail to certain items in the list of assets as necessary
while analysis is ongoing.

® Clarifying connected networks (NW)
Assets may be connected to different management networks and monitoring
networks outside of the regular network route. These networks may not be
included in network diagrams prepared by the company, and need to be clarified.

® Considerations for the number of man-hours required for inspection when preparing
a list of assets
Business operators that do not maintain a detailed list of assets may need to
obtain this information from their control system operator, system builder or
vendor. This requires a certain amount of man-hours, and due consideration must
be given to providing sufficient leeway in the preparation period to account for
this.

14



Table 2-2: List of Assets 1

No 1 2 3 4 5 6 7 8 9 10 11 12 13
Switch, Control Switch, Control Controller,
Monitoril Data Histori N HMI (O it | Controll
Asset Name T°"' °_”"Ig Firewall Switch, DMz | 2 aR 'IS O8N | Data Historian Network Ews Control Server | ( ‘_’erT | Network Field Network |  Controller "s': roter
ermina (Relay) (Information Side) erminal) (Field Side) (Master) (Stave)
IT Asset (@]
OT Asset o (o] (o] (@) o (@) o
Type of Network Asset
) - . O o o
Assets (with Communication Control Functions)
Network Asset (without Communication o °
Control Functions)
Input/Output (@] (@] ] @] (@] O o o
Asset Storing Data (@) (6] (o) (@) o
Functions Issuing Commands [e] ] (o) ]
Gateway Function [e] ] (o] o 0]
Type of Communication Line LAN LAN LAN Field Network
Server Room, Field (on the
. y Control R , |Premi , Field | Field th Field (off th
Installation Location Office Server Room Server Room Server Room Server Room Server Room Server Room Server Room Control Room o.n rol Room remises), Fie ' @n © © (l.) ©
Field (on the (off the Premises) Premises)
Premises) Premises)
Information Network O O
DMZ (o] o O
Connected |  Control Network (Information Side) (o] ] (@] O o (o]
Network Control Network (Field Side) (o] (6] o] O o
Field Network O o (@)
Other
Network Connected to Maintenance Port x Information x X x X x x x x X x X
Network
Presence of Operation Interface O X X O O X O O O X X X X
Use of USB Port/Communications I/F O O O O O O O O O O X X X
Regular Use of Media/Device Connections X X X X X x [e) X X x x x X
Wireless Communication Capabilities o) X X X X x X x X X X X X
Regular Operation, Non-regular Operation Regul.ar Regul.ar Regul.ar Regul.ar Regul.ar Regul.ar Regulfar Regulfar Regulfar Regul.ar Regul.ar Regul.ar Regul.ar
Operation Operation Operation Operation Operation Operation Operation Operation Operation Operation Operation Operation Operation
Data Type and Dataflow Written in Dataflow Matrix
System Construction Vendor/Device Manufacturer AB/XX AB/YY AB/ZZ AB/XX AB/XX AB/ZZ AB/XX AB/XX AB/XX AB/ZZ AB/XX AB/XX AB/XX
OS Type/Version Windows 7 Proprietary OS | Proprietary OS Wmdo:;):erver Wmdo;:;)BServer Proprietary OS | Windows XP Wmdo;:)zBServer Windows XP | Proprietary OS | Proprietary OS | Proprietary OS | Proprietary OS
TCP, UDP TCP, UDP. TCP, UDP. TCP, UDP. TCP, UDP.
Protocols TCP, UDP TCP, UDP TCP, UDP TCP, UDP TCP, UDP CP, U ’ cP, _U ! CP, U ! CP, _U ! CP, U ! Proprietary Proprietary Proprietary
Proprietary Proprietary Proprietary Proprietary Proprietary

*1 Abbreviations of assets used in this table and the following text
FW: Firewall, SW: Switch, NW: Network

*9 The EWS installation location is the server room (there are also a large number of control systems where the EWS is located in the control room).
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[Task 2.1@)] Adding details of the countermeasures taken on the external environment
of the asset—namely physical measures and operational measures—and technical
measures on the asset itself to the list of assets.

[Output 2.12)]
Roles/functions, the scope of impact, and security measures added to the list of assets
are shown from Page 17 onwards. (Table 2-3).

[Explanation 2.12)]
® Clarification of roles and scope of impact
To facilitate judgment pertaining to the importance of assets and business impact
level, it is recommended to clarify the impact from the potential outage or failure
of an asset, and the unauthorized operation of the system on the asset.

o Clarification of external public services (in particular, remote connection functions)
Whether or not an asset provides functions that explicitly allows for remote
connectivity is vital information to consider when reviewing attack trees as part of
business impact-based risk analysis.

® Filling out the security measures
It is recommended to separate details on security status for physical security
measures, operational security measures, and technical security measures added
to assets.
Physical security measures are used to review the security level for physical
intrusion into buildings and rooms where assets are located, and the theft of said
assets.

® Clarification of details concerning operational measures and technical measures
It is recommended to describe countermeasures in greater detail when reviewing
the security level. For example, it is recommended to outline whether smartphone
or USB device connections are restricted on a technical level, whether they are
prohibited from being brought into company premises, or whether connecting these
devices is prohibited in operational rules.

® Utilizing the list of assets
As the list of assets facilitates understanding of the effectiveness of security
measures in the control system, it is recommended that, once prepared, the list of
assets is regularly maintained (updated).

16



Table 2-3: List of Assets (Including Role/Function, Scope of Impact/Impact on Business Continuity, Security Measures)

No 1 2 3 4 5
Asset Name Monitoring Terminal Firewall Switch, DMZ Data Historian (Relay) Data Historian
+ A terminal used to monitor processes and on-
site status. i . . i - A server that is used to reference the data + A server where process values and control
. . . .|+ A device that functions to prevent attacks and|: A device that converges and relays multiple o . .
Role/Function + There is no operating procedure for accessing historian in the control network (information parameters are stored and analyzed over an

devices on the control network from the
monitoring terminal.

intrusions from external networks.

networks.

side) from the asset in the information network.

extended period of time.

Scope of Impact/Impact on
Business Continuity

-+ Unauthorized modification of data held by the
asset or a failure in this asset does not directly
impact business continuity.

+ Unauthorized modification of the asset's
configured settings can lead to an attack or
intrusion.

+ Even in the case of a failure in this asset, field
devices can be operated directly to ensure
business continuity.

- Even in the case of a failure in this asset, field
devices can be operated directly to ensure
business continuity.

+ While the asse's failures do not directly
impact business continuity, data analysis of
control processes will no longer be available,
reducing the operating efficiency of the control
system.

+ While unauthorized modification of data held
by the asset or a failure in this asset does not
directly impact business continuity, data
analysis of control processes will no longer be
available, reducing the operating efficiency of
the control system.

Effectiveness of Security
Measures (Physical/Operational)

+ Physical security measures (placement of
security guards, lock and key management,
entrance and exit management, etc.) are
implemented on business premises and
buildings.

+ Only internal business personnel are able to
physically access office devices.

- For business premises, buildings, rooms
(server rooms and control rooms), racks, etc.
that have control system devices installed,
physical security measures (placement of
security guards, lock and key management,
entrance and exit management, surveillance
cameras, intrusion detection sensors, etc.) are
implemented.

+ Control system device operators are limited,
both physically and logically, to the absolute
minimum number of internal personnel required.

+ For business premises, buildings, rooms
(server rooms and control rooms), racks, etc.
that have control system devices installed,
physical security measures (placement of
security guards, lock and key management,
entrance and exit management, surveillance
cameras, intrusion detection sensors, etc.) are
implemented.

- Control system device operators are limited,
both physically and logically, to the absolute
minimum number of internal personnel required.

- For business premises, buildings, rooms (server
rooms and control rooms), racks, etc. that have
control system devices installed, physical security
measures (placement of security guards, lock and
key management, entrance and exit management,
surveillance cameras, intrusion detection sensors,
etc.) are implemented.

- Control system device operators are limited, both
physically and logically, to the absolute minimum
number of internal personnel required.

+ While operating rules prohibit connections to
external storage media and smartphone devices,
technical measures are not taken.

+ For business premises, buildings, rooms (server
rooms and control rooms), racks, etc. that have
control system devices installed, physical security
measures (placement of security guards, lock and
key management, entrance and exit management,
surveillance cameras, intrusion detection sensors,
etc.) are implemented.

- Control system device operators are limited, both
physically and logically, to the absolute minimum
number of internal personnel required.

+ While operating rules prohibit connections to
external storage media and smartphone devices,
technical measures are not taken.

Effectiveness of Security
Measures (Technical)

+ The OS used is Windows 7, and updates are
applied as they are made available.

- Security measures equivalent to those
implemented for information systems are
conducted, and various security products are
available, including anti-virus software, email
filters, and web filters.

+ Users are authenticated when logging in
remotely or directly.

+ Users are authenticated when logging in

remotely or directly.

+ Only administrator accounts are used, and

there are no operator accounts.

Remote management functions are only

available on administrator accounts.

+ A packet filter firewall is used, and firewall

rules only permit communications with the

following two connections (IP protocol).

Monitoring Terminal <-> Data Historian (Relay)
Data Historian (Relay) <-> Data Historian

+ The firewall firmware updates are applied as

they are made available.

The timing of updates is determined by the

maintenance vendor.

+ Users are authenticated when logging in
remotely or directly.

- Only administrator accounts are used, and
there are no operator accounts.

Remote management functions are only
available on administrator accounts.

+ The switch firmware updates are applied as
they are made available.

The timing of updates is determined by the
maintenance vendor.

+ The OS used is Windows Server 2008, and
updates are not applied.

- Users are authenticated when logging in
remotely or directly.

+ There are two types of accounts: operator
accounts and administrator accounts. Remote
management functions are only available on
administrator accounts.

- Data backups are performed on a weekly
basis, and three generations of data are stored.
- Emergency patches are applied within one
week of their release.

- While anti-virus software is installed, signature
patterns are only updated once every six
months, rather than on a daily basis.

- The OS used is Windows Server 2008, and
updates are not applied.

- Users are authenticated when logging in
remotely or directly.

- There are two types of accounts: operator
accounts and administrator accounts. Remote
management functions are only available on
administrator accounts.

- Data backups are performed on a weekly
basis, and three generations of data are stored.
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Table 2-3: List of Assets (Including Role/Function, Scope of Impact/Impact on Business Continuity, Security Measures)

No 6 7 8 9 10
Asset Name Switch, Control Network (Information Side) EWS Control Server HMI (Operator Terminal) Switch, Control Network (Field Side)
A network used to immediately transfer status
- A device used to alter controller programs + A terminal used to enter in instructions for information and data, used for control purposes,
+ A network used to transfer status (contact ) . ) . .
. K . i and modify control server programs. X control devices and field equipment. between the local network and devices
. state) information and data with devices on an . . - A server that sends settings and commands ) .
Role/Function + The EWS is also used to bring in external - Wide-area supply outage commands (controllers) on a field network. It possesses

information network or devices in a DMZ
(servers, etc.) for control purposes.

data by connecting it with an external storage
media (typically a USB memory stick).

to control devices and field equipment.

(commands used to suspend supply to
predetermined areas) can be issued.

high responsiveness, optimized for control
functions.
+ Uses proprietary IP-based protocols.

Scope of Impact/Impact on
Business Continuity

+ Even in the case of a failure in this asset, field
devices can be operated directly to ensure
business continuity.

+ Unauthorized modification of controller or
control server programs or configured settings
could prevent normal monitoring control.

- It stores programs and data containing
business secrets, so a data breach could lead
to similar products emerging from competitors,
and a reduction in the competitive strength of
the company.

- Contains important data that, if tampered with
and altered, could cause a system malfunction
to occur, resulting in a wide-area supply outage.
+ Afailure in this asset would impact business
continuity.

- Even in the case of a failure in this asset,
equipment and devices can be operated directly
to ensure business continuity.

+ Even in the case of a failure in this asset, field
devices can be operated directly to ensure
business continuity.

Effectiveness of Security
Measures (Physical/Operational)

+ For business premises, buildings, rooms
(server rooms and control rooms), racks, etc.
that have control system devices installed,
physical security measures (placement of
security guards, lock and key management,
entrance and exit management, surveillance
cameras, intrusion detection sensors, etc.) are
implemented.

+ Control system device operators are limited,
both physically and logically, to the absolute
minimum number of internal personnel required.
- Wires are physically protected by conduits.

+ For business premises, buildings, rooms (server
rooms and control rooms), racks, etc. that have
control system devices installed, physical security
measures (placement of security guards, lock and
key management, entrance and exit management,
surveillance cameras, intrusion detection sensors,
etc.) are implemented.

+ Control system device operators are limited, both
physically and logically, to the absolute minimum
number of internal personnel required.

+ While operating rules prohibit connections to
external storage media and smartphone devices,
technical measures are not taken.

+ For business premises, buildings, rooms (server
rooms and control rooms), racks, etc. that have
control system devices installed, physical security
measures (placement of security guards, lock and
key management, entrance and exit management,
surveillance cameras, intrusion detection sensors,
etc.) are implemented.

+ Control system device operators are limited, both
physically and logically, to the absolute minimum
number of internal personnel required.

+ While operating rules prohibit connections to
smartphone devices, technical measures are not
taken.

+ For business premises, buildings, rooms
(server rooms and control rooms), racks, etc.
that have control system devices installed,
physical security measures (placement of
security guards, lock and key management,
entrance and exit management, surveillance
cameras, intrusion detection sensors, etc.) are
implemented.

- Persons with access to control system
devices are limited, both physically and logically,
to the absolute minimum number of internal
personnel required.

- For business premises, buildings, rooms
(server rooms and control rooms), racks, etc.
that have control system devices installed,
physical security measures (placement of
security guards, lock and key management,
entrance and exit management, surveillance
cameras, intrusion detection sensors, etc.) are
implemented.

+ Control system device operators are limited,
both physically and logically, to the absolute
minimum number of internal personnel required.

Effectiveness of Security
Measures (Technical)

+ Users are authenticated when logging into the
switch remotely or directly.

+ (On the switch) only administrator accounts
are used, and there are no operator accounts.

+ Connection to remote management functions
(on the switch) is restricted to the connection
source IP address.

+ The OS used is Windows XP, and updates
are not applied.

+ Anti-virus software is not installed.

+ There are two types of accounts: operator
accounts and administrator accounts. Remote
management functions are only available on
administrator accounts.

+ Users are authenticated when logging in
remotely or directly.

+ The OS used is Windows Server 2008, and
updates are not applied.

- Users are authenticated when logging in
remotely or directly.

+ There are two types of accounts: operator
accounts and administrator accounts. Remote
management functions are only available on
administrator accounts.

- While anti-virus software is not installed,
certain security measures, such as an
application whitelisting, are taken.

+ The OS used is Windows XP, and updates
are not applied.

+ Anti-virus software is not installed.

+ There are two types of accounts: operator
accounts and administrator accounts. Remote
management functions are only available on
administrator accounts.

- Users are authenticated when logging in
remotely.

+ Itis in an always-logged-in state and its
screen lock is not set.

+ Wires are physically protected by conduits.
+ The control network (field side) uses IP
protocols.
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Table 2-3: List of Assets (Including Role/Function, Scope of Impact/Impact on Business Continuity, Security Measures)

No 11 12 13

Asset Name Field Network Controller, Controller (Master) Controller (Slave)
+ A device that accepts input/output signals, such
as signals for controlling contacts and operation
devices sent from the sensor. - A device that accepts input/output signals,
- Some controllers relay communications between such as signals for controlling contacts and
the contro.l seryer ‘or data server, and the controller. operation devices sent from the sensor.

. + A network between the controller (master) The relaying side is referre§ to las the controller + It is a low-end system of the controller
Role/Function (master), and the relayed side is referred to as the

and controller (slave).

controller (slave).

+ The controller (master) relays supply outage
commands from the host system to the low-end
controller (master) to be issued.

+ Connected to controlled devices via a serial port,
or an alternative method.

(master) and receives supply outage
commands from the controller (master).

+ Connected to controlled devices via a serial
port, or an alternative method.

Scope of Impact/Impact on
Business Continuity

- Even in the case of a failure in this asset, field
devices can be operated directly to ensure
business continuity.

+ Contains programs that, if tampered with and
altered, could cause a system malfunction to occur,
resulting in a supply outage.

+ Afailure in this asset would trigger the safety
mechanism, resulting in a supply outage.

+ Under the controller (master) are such a number
of controllers (slave) that could cause a wide-area
supply outage.

+ Contains programs that, if tampered with and
altered, could cause a system malfunction to
occur, resulting in a supply outage.

+ A failure in this asset would trigger the safety
mechanism, resulting in a supply outage.

Effectiveness of Security
Measures (Physical/Operational)

- Field networks outside business premises are
installed in locked containers and installation
boxes.

+ For business premises, buildings, rooms
(server rooms and control rooms), racks, etc.
that have control system devices installed,
physical security measures (placement of
security guards, lock and key management,
entrance and exit management, surveillance
cameras, intrusion detection sensors, etc.) are
implemented.

+ Control system device operators are limited,
both physically and logically, to the absolute
minimum number of internal personnel required.

- Field devices outside business premises are
installed in locked containers and installation
boxes.

Effectiveness of Security
Measures (Technical)

+ A proprietary OS is used, and there is no anti-
virus software available for the controller.

+ Controller firmware updates are not applied.

- Users are authenticated when logging in
remotely or directly.

+ Only administrator accounts are available,
with remote management functions.

+ The OS is a proprietary OS, and there is no
anti-virus software available for the controller.
+ Controller firmware updates are not applied.
+ Users are authenticated when logging in
remotely or directly.

- Only administrator accounts are available,
with remote management functions.
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2.2. System Configuration

[Task 2.2] Preparing a system configuration diagram of the system being analyzed.

Diagram

® Referring to Figure 3-8 in the Guide to do so.

® Ensuring that the network connection status and physical installation location of assets

are clearly outlined in the system configuration diagram.

[Output 2.2]

This volume uses the same diagram as that shown in Figure 3-8 of the Guide as the system

configuration diagram (Figure 2-2).

- Devices in Regular Operation

Devices in Non-regular Operation

Meonitoring
Terminal

Router

| office*1
: Patch
: Server
Control Server
Room Room
Control Network (Information|Side) *2
o tH'\'.I"‘ inal Control
{Operator Terminal) Server
- ol
i Control Network (Fleld Side) *2
s Iun the
E Premises) Contraller Controller
: 8 (Master)
E Communication
SensorBus | O} 0 T . -1F LiNE  jewsesessesssssersas
[Dﬂ the Field Network
Valve Sensor Controller
Maintenance
Field Device pC gl (Slave)
*1 Sometimes referred to as office area, control _Il Sensor Bus
room, etc. —t]
*2 A control network (information side) and
contrel network (field side) are collectively
referred to as a control network valve Sensor  *3 Valve Sensor
*3 Valves and sensors are referred to as field Field Device

devices

Figure 2-2: System Configuration Diagram
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[Explanation 2.2]
® Preparing a system configuration diagram for risk analysis

Listing the assets required to perform risk analysis while referring to existing network
configuration diagrams (information system configuration diagrams, control system
configuration diagrams, etc.).
Some assets and network routes may not be included in a network diagram. These may
be found during security testing, or at other points during risk analysis, and should be
taken into consideration.

® Describing the network connections and physical location of the asset
It is a good practice to arrange the system configuration diagram so that both the logical
network connection status, and the physical location of an asset are identified at the
same time. This is useful when investigating whether a third party, or an insider
unrelated to the control system, can mount an intrusion attack when considering threats
involving a physical intrusion in business impact-based risk analysis.

® Assets with redundant configurations can be omitted from the system configuration diagram
It is not necessary to include all devices written in a network configuration diagram in a
system configuration diagram.
Example: Multiple network switches in the same network are shown as one switch.
Example: Multiple HMIs and controllers can be expressed as a single HMI or controller.

However, any assets omitted from the system configuration diagram should otherwise be
recorded in a list of assets.
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2.3. Dataflow Matrix

[Task 2.3(0] Summarizing network data transmitted between assets on the system being

analyzed in a dataflow matrix chart.
® Referring to Table 3-10 in the Guide for details on the format used.

[Output 2.3D)]
The dataflow matrix is shown below (Table 2-4).
Table 2-4: Dataflow Matrix

. o
c c I} >
Receiver o — 2 2 e 5 = 5 5 = =
© = 2 2 L
Route of s £ £3 2 A 2 = £ 5 5 8 2
Data £ E e I e w T 3E € 8 2
5 9 s E © = o s S S = s
= © © 5 = o o £
Sender o o O &
Information
Monitoring Terminal
Network
Data Historian Process Value
(Relay) DMZ (Historian Data)
Control NW
Data Historian Process Value
(|nf0) (Historian Data)
Control NW
(Info) Process Value
Control Server Control NW | T Control Control
(Field) Command Command
Control NW
(nfo o
EWS Control NW Engineering |Engineering
(Field) Settings Settings
Control NW
HMI (nf) Voo
(Operator Terminal) |Control NW Control Control
(Field) Command Command
Control NW
Controller (Field) Process Value Process Value
ie
Control NW b val b val
rocess Value rocess Value
Controller (Master) U1 N S S A S S A N—
Field Network

Controller (Slave)

Field Network

Process Value
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[Explanation 2.30]
® Understanding dataflow
Clarifying types of communications between assets, and the purpose of such
communications in order to review attack trees in risk analysis.
Distinguishing program changes, settings changes, and other dataflows that lead to the
final attack on the control system from other dataflows.

® Simple method to describing dataflows
In order to simplify the dataflow matrix, in a dataflow where a data reference request
is sent from asset A to asset B, with asset A then receiving a response, data is
described as being sent from asset B to asset A, omitting the data reference requests

from asset A to asset B.

® Clarification of the dataflow network
If an asset is connected to multiple networks, it should be clearly defined which
network is used to send and receive data. In this volume, this corresponds to dataflow
where data is sent and received by the HMI, EWS, control server, and controller
(master).
In addition, describing dataflow that straddles multiple networks to the degree
possible.

® Dataflow outside network routes
Data that is input/output also exists outside network routes, such as data brought in
using USB devices and other external storage media and maintenance PCs. In this
volume, the use of external storage media is described in the list of assets, and is not
included in the dataflow.
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[Task 2.3@)] Summarizing data transmitted between assets on the system being analyzed in
a dataflow chart.

» Referring to Figure 3-14 in the Guide to do so.

» Adding dataflows to the system configuration diagram.

[Output 2.3@)]
A dataflow chart of the system being analyzed is shown below.

Router

Monitoring
Terminal

Data
Historian
(Relay)

Dataflow

| - I —
Process Value (Real-time) ITTLLE & riT

N L —
Process Value (Control Side) ITEREY 3 H —_:_:
Process Value (Information Side) I —
Contrel Command (Control Side) === == d» Data Fw
Engineering Settings = seses » Historian

Control Network (Information Side)

HMI Control
(Operator Terminal) Server

Controller

Sensor Bus

Valve Sensor

Field Device

Valve Sensor

Field Device

Figure 2-3: Dataflow Chart
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2.4. Evaluation Criteria for Importance of Assets
[Task 2.4] Preparing evaluation criteria for evaluating the importance of assets in three phases
(High impact: 3 > Medium impact: 2 > Low impact: 1).

» Referring to 7able 4-51in the Guide to provide clear numerical values based on the

characteristics of the business as boundary values for evaluation. In addition,

providing reasoning behind such boundary values.

[Output 2.4]
An example of evaluation criteria for importance of assets is provided below (Table 2-5).

Table 2-5: Example Definitions of Evaluation Criteria for Importance of Assets

Evaluation Value Evaluation Criteria

- Assets which, if lost, or subject to unauthorized operation, would have a major
impact on the business.

3 - Potential for an extended system outage (for two weeks or more).

- Potential for the system becoming inoperable, causing damage or pollution in the

surrounding environment.

- Assets which, if lost, or subject to unauthorized operation, would have a medium-
level impact on the business.

2 - Potential for a system outage over a period (of three days to two weeks).

- Potential for the system becoming inoperable, causing damage to company

premises.

-+ Assets which, if lost, or subject to unauthorized operation, would have a low-level
impact on the business.
- Potential for a system outage over a period (of less than three days).

- If the system becomes inoperable, there is no risk of damage to the control system.

Criteria behind the control system outage period: If there are two weeks’ worth of stored

inventory and the asset’s failure could lead to a control system outage of under two weeks,

the asset has an importance (business impact) of 2. Those that could lead to a longer outage
have an importance (business impact) of 3.

® [f evaluation criteria with evaluation values of differing importance apply, the evaluation
value with the higher level of importance is used.
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[Explanation 2.4]

Evaluation Criteria for Importance of Assets

The evaluation criteria for importance of assets in a control system is most easily
understood when set from the perspective of asset availability. However, note that
evaluation criteria for importance of assets that only takes availability into account will
reduce the importance of boundary firewalls between information networks and control
networks, and assets containing confidential information (in this case, EWS).

Criteria for control system (plant) outage periods

Ideally, it is advisable to refer to the company’s business continuity plan (BCP) and other
internal rules when determining the criteria for control system outage periods. For
example, if the target period for restoring the control system is two weeks (target period
for resuming product manufacturing and supply), and there is two weeks’ worth of
inventory in stock, any control system outage that exceeds two weeks could be
considered to have a major impact on operations.
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2.5. List Detailing the Importance of Each Asset

[Task 2.5] Determining the importance of assets.

» Determining the importance of assets in accordance with “Evaluation Criteria for

>

Importance of Assets”.
Including reasoning used as the basis for determining the importance.

[Output 2.5]
The importance of assets, and the reasoning for such are described below (Table 2-6).
Table 2-6: Importance of Assets

# Asset Importance Reasoning
. , The asset becoming inoperable would not affect the safe
1 |Monitoring Terminal 1 operation of the control system.
Maliciously modifying firewall filter settings could lead to
2 |Firewall 3 direct unauthorized access of a control network with a low
level of security measures via the information network.
Switch (within DMZ), A failure of the DMZ network would not immediately impact
3 DMZ 2 the control system.
While a shutdown of the historian would not affect the safe
L operation of the control system, this would prevent data
4 |Data Historian (Relay) 2 analysis and could potentially reduce the operating efficiency
of the control system.
While a shutdown of the historian would not affect the safe
5 |Data Histori 9 operation of the control system, this would prevent data
ata Historian analysis and could potentially reduce the operating efficiency
of the control system.
Switch (Control
Network (Information 9 A shutdown of the control network (information side) would
6 Side)), Control Network not immediately impact the control system.
(Information Side)
EW If the EWS is taken over, the program logic used by the
7 S 3 controller could be tampered with and altered.
If this asset becomes inoperable, or is subject to
8 |Control Server 3 unauthorized operation, there is an extremely high likelihood
that this would affect the safe operation of the control system.
HMI (Operator If_monitoring is disablgd for all HMIs, monitoring operations
9 . 3 will no longer be possible. The control system may shutdown
Terminal) temporarily.
Control Network (Field While the system vyill not shutdown if this net\(vork is
10 _ 3 shutdown, monitoring and other operations will no longer be
Side) possible.
If this network becomes congested, or is shutdown, regular
. monitoring control will no longer be possible, and there is a
11 |Field Network 3 high likelihood that this would prevent the safe operation of
the control system.
If this asset becomes inoperable, or is subject to
Controller, Controll
12 ontrofler, Lontrofier 3 unauthorized operation, there is an extremely high likelihood
(Master) that this would affect the safe operation of the control system.
If this asset becomes inoperable, or is subject to
13 |Controller (Slave) 3 unauthorized operation, there is an extremely high likelihood
that this would affect the safe operation of the control system.
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[Explanation 2.5]

® Evaluation on the importance of redundant assets (from an availability perspective)
When evaluating the importance of assets from the perspective of availability, set the
evaluation value on availability based on the impact felt if all assets are lost, rather
than reducing the evaluation value because the loss of one asset would not impact
availability if multiple assets are available. Redundancy is counted and organized as
measures implemented.
Whether redundancy as a measure preventing a threat of asset failure (loss) has been
implemented or not is determined as part of risk analysis in detailed risk assessment
(asset-based risk analysis and business impact-based risk analysis).

® Evaluation of importance from the perspective of integrity and confidentiality

Certain assets should be evaluated from the perspective of integrity and confidentiality.
In this example, this evaluation applies to the firewall and EWS.

While the failure of the firewall itself has a limited impact on the stable operation of the
control system, the unauthorized access and unauthorized modification of firewall
settings can have a major impact on the stable operation of the control system by
allowing for direct cyber attacks on the control network from the information network.
As such, the firewall is set to a high level of importance in terms of integrity and
confidentiality.

An EWS failure would adversely impact the control system by preventing controller
setting changes, but would not have an immediate impact on the stable operation of the
control system. If the information stored on the EWS is leaked to competitors, it could
result in the loss of operating profits over the long-term. As such, the EWS is set to a
high level of importance in terms of integrity and confidentiality.
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2.6. Evaluation Criteria for Business Impact Level
[Task 2.6] Determining evaluation criteria for evaluating the business impact in three phases
(High impact: 3 > Medium impact: 1 > Low impact: 1).
» lIdeally, it is desirable to adapt the evaluation criteria presented in Table 4-11 of the
Guide to reflect the specific circumstances of the business.

[Output 2.6]

Examples of evaluation criteria for business impact levels are provided below (Table 2-7).
Table 2-7: Example Evaluation Criteria for Business Impact Levels

Evaluation Value Evaluation Criteria

+ The following may result from a failure occurring.
High Business | - Potential for an extended system outage (for two weeks or more).

3

Impact - Potential losses amounting to 500 million yen or more.

- Potential to cause damage or pollution in the surrounding environment.
) + The following may result from a failure occurring.
Medium i )
. - Potential for a system outage over a period (for three days to two weeks).

2 Business ) . o

| ¢ - Potential losses of between 100 million yen up to 500 million yen.

mpac

- Potential to cause damage to company premises.

+ The following may result from a failure occurring.
- While there is the potential for a system outage over a period (of less than
Low Business | three days), this will not greatly affect operations.

Impact - While there is the potential for losses under 100 million yen, this will not

greatly affect operations.

- No potential to cause damage to company premises.

Criteria behind the control system outage period: If there are two weeks’ worth of stored

inventory and the asset’s failure could lead to a control system outage of under two weeks,

the asset has an importance (business impact) of 2. Those that could lead to a longer outage
have an importance (business impact) of 3.

® If evaluation criteria with evaluation values of differing business impact apply, the
evaluation value with the higher business impact level is used.
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[Explanation 2.6]

Examples of evaluation criteria

It is recommended to tailor the evaluation criteria for business impact level according
to the circumstances facing the business while referring to the provisions of laws and
regulations and guidelines (for example, 74h/e 4-8 in the Guide), and the internal
rules that apply to the business (for example, the business continuity plan).

As a specific example of the evaluation criteria for business impact level being applied,
“Example of a Typical Consequence Scale According to IEC 62443-2-1” introduced in
Table 4-6 in the Guide can be used. Three evaluation criteria were selected in the
evaluation criteria for business impact level (Table 2-7).

Manufacturing/production disrupt/suspend for a set period of time

Cost of losses (anticipated losses from the shipment of products meeting quality

standards, or information leaks)

Impact on the environment both on the premises, at the place of business, and off

the premises
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2.7. Review of Business Impacts and Business Impact Levels
[Task 2.7@] Determining the business impacts, and providing a summary of such, for the

system being analyzed.

» Briefly describing the cause of the business impact, and the affect it has, in the summary

of business impacts.

» “4.3.1 Meanings of Business Impacts and Business Impact Levels” and Table 4-12

“Examples of Business Impact Definitions (1)” in the Guide can be used as references.

[Output 2.7D)]

Business impacts on the system being analyzed are described below (Table 2-8).
Table 2-8: List of Business Impacts

# Business Impact

Business Impact Summary

Wide Area Product Supply
Outage

Improper use of legitimate supply outage functions caused by a
cyber attack on supply facilities, which produces a wide area
product supply outage, resulting in significant social impacts and
a dramatic loss of trust in the company.

Occurrence of Fires and
Explosion Incidents

Outbreak of fires and explosions due to control abnormalities
and a loss of monitoring facilities for handling hazardous
materials caused by a cyber attack on manufacturing facilities.
Such attacks impact local residents and the environment, cause
significant losses in compensation claims, and lead to a dramatic
loss of trust in the company.

3 Supply of Defective Product

Manufacturing and supply of a product that does not meet
quality standards/criteria caused by a cyber attack on
manufacturing facilities, causing significant inconvenience to
customers, significant losses in compensation claims, and a

dramatic loss of trust in the company.

Manufacturing/Production

Manufacturing/production disrupt/suspend due to forcibly
terminated processes due to process control abnormalities and

Information

4 Disrupt/Suspend operation monitoring failures caused by a cyber attack on
manufacturing facilities.
A cyber attack on the control system, resulting in an external
5 Leak of Confidential leak of company production secrets, impacting the company’s

competitive edge against other companies, and leading to a
deterioration in competitive strength.
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[Task 2.7@)] Determining the business impact level in accordance with the evaluation
criteria for importance.
» In addition, providing reasoning for the business impact level set according to the
“Evaluation Criteria for Business Impact Level”.

[Output 2.7@)]
The business impact level for business impacts, and the reasoning for such are described
below (Table 2-9).

Table 2-9: List of Business Impacts and Business Impact Levels
Business|
Business Impact Business Impact Summary Impact Reasoning
Level

Improper use of legitimate supply
outage functions caused by a cyber
attack on supply facilities, which Evaluation is set to level “3” due
Wide Area Product produces a wide area product to the potential for losses
Supply Outage supply outage, resulting in amounting to 500 million yen or
significant social impacts and a more.

dramatic loss of trust in the
company.

Outbreak of fires and explosions
due to control abnormalities and a
loss of monitoring facilities for
handling hazardous materials

Occurrence of Fires and caused by a cyber attack on Evaluation is set to level “3” due
Explosion Incidents manufacturing facilities. Such 3 to the significant impact on the
attacks impact local residents and surrounding environment.

the environment, cause significant
losses in compensation claims, and
lead to a dramatic loss of trust in
the company.

Manufacturing and supply of a
product that does not meet quality
standards/criteria caused by a

) Evaluation is set to level “2” due
cyber attack on manufacturing

Supply of Defective facilities. causing sianificant > to anticipated losses of between
Product . ' g signitican 100 million yen up to 500 million
inconvenience to customers,
significant losses in compensation yen.
claims, and a dramatic loss of trust
in the company.
Manufacturing/production
disrupt/suspend due to forcibly
Manufacturing/Production | terminated processes due to Evaluation is set to level “1” due
Disrupt/Suspend process control abnormalities and 1 to an anticipated outage period
operation monitoring failures of under 3 days.
caused by a cyber attack on
manufacturing facilities.
A cyber attack on the control Evaluation is set to level “3” due
system, resulting in an external to the potential for significant
L ) . leak of company production losses in the order of 500 million
eak of Confidential . h , ) .
Information secrets: !mpactlng thg company’s 3 yen or more should _confldentlal
competitive edge against other information concerning
companies, and leading to a competitive advantages unique
deterioration in competitive to the company be leaked
strength. outside the company.
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[Explanation 2.70@)]

® Definition of Business Impact

In “4.3. 7 Meanings of Business Impacts and Business Impact Levels” in the Guide,
examples of business impacts are introduced from a broad range of perspectives,
encompassing CIA perspectives (C: Confidentiality, I: Integrity, A: Availability) and
HSE perspectives (H: Health, S: Safety, E: Impact on the environment). These can be
used as a guide to defining business impacts according to the characteristics of the
control system used by the business.

® Degree of information in the business impact summary

Ideally, when defining the cause of a business impact, it is desirable to describe which
assets are subject to cyber attack, and what kind of abnormalities occur. When writing
the degree of business impact, it is desirable to align descriptions with the “Evaluation
Criteria for Business Impact Level”. (Some room for interpretation can be left when
writing the degree of business impact, while the degree of impact from high, medium,
or low is clearly defined and used as the basis for determining the business impact

level.)
BIL::g;ists Business Impact Summary ltem Remarks
Outbreak of fires and explosions due to
control abnormalities and a loss of Causes of .
monitoring facilities for handling Business Used when formulating
hazardous materials caused by a cyber Impacts attack scenarios
Occurrence attack on manufacturing facilities.
of Fires and Business Impact
Explosion (Accidentg
Incidents
Such attacks impact local residents and Used when formulating
the environment, cause significant losses Affect of the business impact
in compensation claims, and lead to a Business Impact level
dramatic loss of trust in the company.
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2.8. Evaluation Criteria for Threat Level
[Task 2.8] Determining the evaluation criteria for threat level (Likelihood of occurrence 3:
High > 2: Medium > 1: Low).

» The evaluation criteria described in Tables 4-20 to 4-24 in the Guide can be used as

[Output 2.8]

a reference.

The evaluation criteria for threat level are outlined below (Table 2-10).
Table 2-10: Evaluation Criteria for Threat Levels

Evaluation Criteria Based on

Evaluation Criteria Based on

Evaluation Criteria based

certain degree of skill, it could

potentially succeed.

indirectly connected to an
information network.

Threat
Level an Attack by a Malicious Third the Logical Placement of on the Physical Placement
eve
Party Assets of Assets
+ Assets in a location that
- When attacked by an
o + Assets on a network can be accessed by
individual attacker (regardless . ) )
3 o o (information network) that can | anyone, without any access
of skill), it has a high likelihood o .
be connected to the Internet. restrictions for the premises
of success.
or room.
+ When attacked by an + Assets on a network ) . )
o ) ) + Assets in a location with
individual attacker with a (control network) that is o
2 access restrictions for the

premises or room.

- When attacked by a state
level cyber attacker (military or
equivalent group), it could
potentially succeed.

- Assets on an isolated
network.

+ Assets in a room with
strict manned surveillance
system, and access
restrictions to enter the
premises or room that
involve stringent

authentication procedures.

* If varying threat levels apply to a threat, the threat level is determined based on a general

evaluation.
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[Explanation 2.8]

Skill of the attacker in threat evaluation criteria

While there are various skill factors to consider, it is recommended to give a
comprehensive evaluation of skill level for the following three points in the threat
evaluation criteria.

- Knowledge and skills in information security required for an intrusion via a network

- Knowledge and skills in social engineering required for a physical intrusion

- Knowledge and skills of control systems to cause the control system to malfunction

Reviewing the threat evaluation criteria in the risk analysis phase

The evaluation criteria for threat level can vary between asset-based risk analysis and
business impact-based risk analysis.

In asset-based risk analysis, a risk analysis of security measures other than those for
assets being analyzed may evaluate “factors reducing the threat level”, rather than
evaluating the “security level (vulnerability level)”.

Conversely, in business impact-based risk analysis, security measures contained in the
system being analyzed must be evaluated in terms of the security level, and cannot not
be evaluated as factors reducing the threat level.

36



3. Asset-based Risk Analysis

Asset-based risk analysis involves using the following outputs prepared previously to

conduct a risk analysis.

Table 3-1: Outputs for Preparations Used

Section In
this Volume Outputs for Preparations Used Guide
21 List of Assets 3.1.5. Table 3-9
2.2 System Configuration Diagram 3.2.3. Figure 3-8
23.0D Dataflow Matrix 3.3.1. Table 3-10
23.0 Dataflow Chart 3.3.2. Figure 3-14
24 Evaluation Criteria for Importance of Assets 4.2.2. Table 4-5
2.5 List Detailing the Importance of Each Asset 4.2.3. Table 4-9
2.8 Evaluation Criteria for Threat Levels 4.4.5. Table 4-20 to Table 4-24

A list of outputs that is newly prepared as part of asset-based risk analysis is shown

below.
Table 3-2: Outputs Prepared in Asset-based Risk Analysis Work
Section In .
PO Asset-based Output Guide
3.1 Summary Chart of Threat Levels -
3.2 Asset-based Risk Assessment Sheet Chapter 5
3.3.0 Summary Chart of Vulnerability Levels -
3.3.Q Summary Chart on Risk Values -

System
Configuration S0}
Diagram

ist of Assets B3]

Dataflow Chart

Dataflow Matrix [SPEEI)]

Evaluation
Criteria for o
Importance of [t
Assets

Evaluation
Criteria for

Business 2-6
Impact Levels

Evaluation
Criteria for
Threat Levels

310

Review of
Anticipated
Threats

Business 2-7

Review of
Threat Levels

Asset-hased Risk
Assessment Sheet

J

List of Attack
Scenarios

List of Attack
Routes

Business Impaci-

based Risk
Assessment Sheet

Figure 3-1: Asset-based Risk Analysis Work Flow
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3.1. Review of Threat Level
[Task 3.1D] Reviewing and determining threats (attack types) for assets being analyzed.
» “Table 5-4; List of Anticipated Threats (Attack Types) and Corresponding Type
of Assets” in the Guide is used as a reference.
> “Section 2.1., Table 2-2: List of Assets” is used as a reference for details on the
type of assets subject to analysis.
[Output 3.12)]
A summary chart of threats (attack types) for assets being analyzed is provided below
(Table 3-3).
Table 3-3: List of Anticipated Threats to the Asset Being Analyzed

£ 3 o X < T
g3 | s N P 3 E o § Ee |z 2 g 55 8
Threat Asset £E 8 z I E T 23 H s SE|Z= 2 EN 8
ge | " £ 8 | £5 Els°|EE| 3 |83 £
o a S E © T 3 - 3
IT Asset O o
OT Asset (@) o) (@) O O ©) ©] O
m:gz::?cauon Control Functions) o o
:‘v::‘:s::( ::rsnf:vunicalion Control Functions) O O
Unauthorized Access v v v (%4 v v (4 v (%4 (%4 v
Physical Intrusion v v v v v v v v v v v
Unauthorized Operation v (%4 v (%4 v v v v v v v
Human Error in Operation v v %4 v v v v v v (4 v
(Connecting Unauthorized Media or Device v v v v v v v 4 v v v
Execution of Unauthorized Processes v v 4 v v v v v v v v
Malware Infection v 4 v v v v v v v v v
Information Theft v v v v v v v v v (4 (4
Unauthorized Modification of Information v v v v 4 v v v v v v
Information Destruction v v v v 4 v v v v v v
Unauthorized Transmission v v v v v v v v v v v
Outage v v v (%4 v v v v v v v
DoS/DDoS Attack v v v v v v v v v v v
Theft v v v v v v v v v v v
When Stolen or Discarded v v v v v v v v v v v
Route Blocking v v v v
Network Congestion v v (4 v
Jamming
Packet Sniffing 4 v (4 v
z:‘aau\horized Modification of Communication v v v v
Connecting Unauthorized Device 4 v v v

V' Threat (attack type) that applies to the asset

Grayed out: Threat (attack type) that does not apply to the asset
For information system assets (IT assets) or control system assets (OT assets),
threats #1 through to #15 could potentially occur. For network assets (NW assets),
threats #16 through to #21 could potentially occur. As the network assets in this
example do not use wireless functions, it is assumed that no threat of jamming #18)
would occur.
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[Task 3.1@)] Determining the threat level of the threat (attack type) for each asset.
» It is assumed that the attacker is a “malicious third party” (human error by a
third party, human error by an insider, and malicious insiders are excluded in

asset-based risk analysis).

» Determining the threat level of the threat (attack type) for specific assets by
using the evaluation criteria in “2.8 Evaluation Criteria for Threat Levels”.
»  Setting forth the reasoning used as the basis for determining the threat level.

[Output 3.12)]

A table showing the threat level set and the reasoning for such for the HMI (operator
terminal) is provided below. Threat levels of all assets are shown in [Output 3.13)].
Table 3-4: HMI (Operator Terminal) Threat Levels and Reasoning

Threat

# Threat (Attack Type) Level Reasoning
. Due to the existence of free and paid hacking tools, this can be
1| Unauthorized Access 2 performed by attackers with a certain degree of skill.
) ) This can be performed by attackers with a certain degree of social
2 | Physical Intrusion 2 engineering skills (trespassing, etc.).
While console operations can be performed by any attacker,
3 | Unauthorized Operation 2 regardless of skill levels, as consoles are located within buildings on
the premises, this poses a low threat.
While this can only be performed by attackers familiar with the control
4 | Human Error in Operation 2 system and control processes, this could leave the controller
susceptible to a direct attack.
Connecting Unauthorized Media or Connecting unauthorized media or devices can be performed by any
S | Device 3 attacker, regardless of skill levels.
While this can only be performed by attackers with a certain degree of
6 | Execution of Unauthorized Processes 3 skill, the threat level this poses is high as this could leave the controller
susceptible to a direct attack.
. The frequency of malware infection of general-purpose OS assets is
7 | Malware Infection 3 high.
. The threat level this poses is high, as this can easily be achieved if the
8 | Information Theft 3 system is infected with malware (#7).
. o . The threat level this poses is high, as this can easily be achieved if the
9 | Unauthorized Modification of Information 3 system is infected with malware (#7).
. . The threat level this poses is high, as this can easily be achieved if the
10 | Information Destruction 3 system is infected with malware (#7).
. L The threat level this poses is high, as this can easily be achieved if the
11 | Unauthorized Transmission 3 system is infected with malware (#7).
The threat level this poses is high, as this can easily be achieved if the
12 | Outage 3 system is infected with malware (#7).
As operations can continue on a substitute device, even when
13 | DosS Attack 1 experiencing heavy loads, the threat level this poses is low.
This can be performed by attackers with a certain degree of social
14 | Theft 2 engineering skills (trespassing, etc.).
Information Theft by Tampering Device This can be achieved following a theft (#14)
15 | at Time of Theft or Disposal 2 € gatnhe :
16 | Route Blocking - Not applicable as this is not a network asset.
17 | Network Congestion - Not applicable as this is not a network asset.
Jamming Not applicable as this is not a network asset, and wireless functions
18 - are not used.
19 | Packet Sniffing - Not applicable as this is not a network asset.
20 Unauthorized Modification of ) Not applicable as this is not a network asset.
Communication Data
21 | Connecting Unauthorized Device - Not applicable as this is not a network asset.
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[Task 3.13)] Reviewing the threat level for all assets subject to analysis, and

summarizing these in table form.

» This allows better understanding and reviewing of the distribution

levels in combinations of asset and threat types.

[Output 3.13)]

A summary chart of asset threat levels is provided below.

Table 3-5: Summary Chart of Asset Threat Levels

of threat

(without Communication Control Functions)

Unauthorized Access

Physical Intrusion

Unauthorized Operation

© = = —_
£ c c 3 5 5 < ™ 2 2
E _ g £ £ 2 i=| 3 g 8 8
Sl T | x| 25| 2 | Es| o | 8 |EE|32| 2| = | ¢
Threat Asset ) H z £3 I Z3 2 5 SE|Z= 2 5 g
£ = 3 S £ s ) [<) ] 3 °
2 * 2 2 €5 5 SF | 2 ° 2 =
S a} [} S &g o T 8 [ S S
= = o o
IT Asset or OT Asset O O O @) O O O ©)
Network Asset
! . ' ©) O
(with Communication Control Functions)
Network Asset
o O

Human Error in Operation

Connecting Unauthorized Media or Device

Execution of Unauthorized Processes

Malware Infection

Information Theft

Unauthorized Modification of Information

Information Destruction

Unauthorized Transmission

Outage

DoS/DDoS Attack

Theft

When Stolen or Discarded

(SEESE — ESCHECHESHESE G O W W & ESEESH G

Route Blocking

@ = = ECHECHEELEESE -

W — = ECHECHEECEESCE =

= = 2 W W W W w o ESHEESEESCENSE -

= A AW W W o ESHEESEESEESE — g

NNN!N

(CEECE = W W W W W W W W ECANCE — §N

= =2 2 W W W W W w ESEESENSE — EN

(SEESE = W W W (| O W  ESEESEESHEEN]

Data

Network Congestion

Jamming

Packet Sniffing 2 2 2
Unauthorized Modification of Communication 2 2

Connecting Unauthorized Device
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3.2. Filling Out the Asset-based Risk Assessment Sheet
Following the procedure described in “Chapter 5 Asset-based Risk Analysis” in the Guide
to conduct an asset-based risk analysis of the system to be analyzed. Detailed
instructions are shown in the Guide. This section only provides a general overview of the
procedure.
[Task 3.2(D] Filling out the importance of the asset in the asset-based risk assessment
sheet.

» Filling out the value defined in “Table 2-6: Importance of Assets” in the

assessment sheet.

[Task 3.2@)] Filling out the threat level in the asset-based risk assessment sheet.
Graying out any threats that are not anticipated.
»  Filling out threat level of anticipated threats for the asset, using “Table 3-3: List
of Anticipated Threats to the Asset Being Analyzed” as a reference. Graying out
any threats that are not anticipated.

[Task 3.20)] Confirming the effectiveness of security measures to threats, and circling
countermeasures that have been implemented. Adding any supplementary notes on
countermeasures implemented, if applicable. Adding additional countermeasures as
necessary.
» Comparing the effectiveness of security measures in the asset-based risk
assessment sheet with the security measures in “Table 2-3: List of Assets
(Including Role/Function, Scope of Impact/Impact on Business Continuity,
Security Measures)”, and circling the effectiveness of security measures that
applies.

[Task 3.2@] Assessing the security level from the details of countermeasures provided,
and filling out the security level and vulnerability level in the assessment sheet.
» Filling out the security level and vulnerability level, by using the criteria
described in “/tem 5.5.1 Table 5-7” of the Guide.

[Task 3.2®)] Determining the risk value based on the importance level, threat level and
vulnerability level, and filling it out in the assessment sheet.

[Output 3.2]

An example of a filled-out asset-based risk assessment sheet is provided from page 43
(Table 3-6).
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Table 3-6: Asset-based Risk Assessment Sheet

Legend: o Measures implemented  Grayed out lines: Threats not taken into account for the corresponding asset  Green text in measures: Supplementary information on measures

Col Security Level
el Type of Assels Target Device Assessment Metrcs Threat (Attack Type) Description Protection — - - By Threat
Threat Level | venerabity tovel | mererve e | Risk Value Intrusion/Spreading Phase Objective Achievement Phase | o oction! - Ardhzmp @ity
Information System Ing Terminal Unauthorized Access Intrusion of the device via the network to execute an attack. |FW (Packet Filtering Type) IPS/IDS
FW (Application Gateway Type) Log Collection/Log Analysis
One-way Gateway Integrated Log Management System
Proxy Server
1 3 2 D WAF - 2
Peer-to-Peer AL °
IPS/IDS
Applying Patches o
of —
Physical Intrusion iz?'“‘::"\:“’ ccess of sections/ares (dsvics Instelaion locations, etc.) with access Entrance and Exit (IC Card) o Surveillance Camera
2 2 2 D It aiso refers to removing restrictions on devices with physical access restrictions (devices Lock and Key ° Intrusion Detection Sensor 2
instaled inracks, cabinets, oc.)
3 2 2 D Unauthorized Operation Intrusion through direct operation of the device's console or other Operator Authentication o 5
component to execute an attack
| Human Error in Operation | An attack triggered by a human error in operation by internal URL Filtering/Web Reputation °
personnel (an employee or partner with access prvileges tothe  [Mail Filtering B
4 3 2 D device). )
|An act equivalent to an attack is performed on the device as a resuit
of a proper media or device connection.
Connecting Unauthorized ~ |Connection of unauthorized media or device (CD/DVD, USB  [Restriction on Connecting Device and its Usage | © |(Same as on the Left) (Same as on the Left)
5 3 2 D Media or Device device, etc.) brought in from outside the ization with the Log Collection/Log Analysis 2
device to execute an attack Integrated Log Management System
Execution of Unauthorized |Unauthorized execution of legitimate programs, commands, |P i (Same as on the Left) Device Error Detection
Processes services, and other processes found on the attack target Access Control (Same as on the Left) Device Alive Monitoring
6 3 3 c device. Application Whitelisti (Same as on the Left) Log Collection/Log Analysis 1
Approval of Important Operations (Same as on the Left) Integrated Log Management System
Malware Infection Infection or running of malware (unauthorized programs) on |Anti-virus o Device Error Detection
the attack target device. i itelistir Device Alive Monitoring
7 3 2 D Applying Patches o Log Collection/Log Analysis 2
Avoidance of il Integrated Log Management System
Data Signature
Information Theft Theft of information (software, ication information, ion (Same as on the Left) Log Collection/Log Analysis
configuration settings, encryption keys and other confidential [Access Control (Same as on the Left) integrated Log Management System
8 3 3 [ information) stored on the device. Data Encryption (Same as on the Left) 1
DLP (Same as on the Left)
Unauthorized Modification of|Unauthorized modification of information (software, P (Same as on the Left) Device Error Detection Data Backup
9 2 3 D Information i i settings, encryption |Access Control (Same as on the Left) Log Collection/Log Analysis 1
keys and other confidential information) stored on the device. |Data Signature (Same as on the Left) Integrated Log Management System
Information Destruction Destroying of information (software, i Permission it Device Error Detection Data Backup
10 2 3 b information, configuration settings, encryption keys and other [Access Control Log Collection/Log Analysis 4
confidential information) stored on the device. Integrated Log Management System
Unauthorized Transmission |Sending unauthorized control commands (settings changes, |Segmentation/Zoning (Same as on the Left) Log Collection/Log Analysis
1 N 3 1 b power shutdowns, etc.) and unauthorized data to other Data Signature (Same as on the Left) Integrated Log Management System 4
devices. Approval of Important Operations (Same as on the Left)
Outage Stopping device functions Device Error Detection Redundancy
Device Alive Monitoring Failsafe Design
12 2 3 D Log Collection/Log Analysis 1
Integrated Log Management System
DoS Attack Interruption of regular device operations by sending DDoS Cot Device Error Detection Redundancy
processing requests that exceed the processing capacity of Device Alive Monitoring Failsafe Design
13 1 3 E the device as a result of a DDoS attack, etc. Log Collection/Log Analysis 1
Integrated Log Management System
| | Theft Device theft. Lock and Key o |(Same as on the Left) (Same as on the Left)
14 2 2 D 2
Information Theft by Theft of information (software, authentication information, Tamper (Same as on the Left)
15 2 2 D [ Tampering Device at Time |configuration settings, encryption keys and other confidential |Ol { (Same as on the Left) 2
of Theft or Disposal information) stored on devices which were stolen or disposed |Zeroization o |(same as on the Left)
of and then
Route Blocking Communications are blocked by ing the Entrance and Exit (IC Card) Device Error Detection
communication cable. Lock and Key Device Alive Monitoring
Alternatively, communications are blocked by pulling out the Log Collection/Log Analysis
16 lcommunication cable from the device. Integrated Log Management System
Surveillance Camera
Intrusion Detection Sensor
Network Congestion Causing ion by the ications traffic [FW (Packet Filtering Type) Device Error Detection
that exceeds the capacity of the device. FW lication Gateway Type) Device Alive Monitoring
17 \WAF Log Collection/Log Analysis
IPS/IDS Integrated Log Management System
DDoS C
[Jamming with radio icati Device Error Detection
Notapplicable (no functions) Device Alive Monitoring
18 Log Collection/Log Analysis
Integrated Log Management System
Packet Sniffing | Theft of information flowing on the network. Encryption of Ct ications Channels
19 Data Encryption
Exclusive Line
L i ificati ici modifying i flowing on the network. Encryption of C ications Channels Log Collection/Log Analysis
20 Communication Data Data Signature Integrated Log Management System
Exclusive Line
C ing i Connecting ized device on the network Restriction on Connecting Device and its Usage [Restriccn on Connecting Device an s Usege:
21 Device Log Collection/Log Analysis
Integrated Log Management System
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Table 3-6: Asset-based Risk Assessment Sheet

Legend: O Measures implemented Grayed out lines: Threats not taken into account for the corresponding asset

Green text in measures:

Supplementary information on measures

. Countermeasures Security Level
5 Assessment Metrics
el Type of Assets Target Device Threat (Attack Type) Description Protection P o T — By Threat
ion/Ur m in ntinui
Throat Lovel | sttty Lovel | perwnactioss || RISK Valie Intrusion/Spreading Phase Objective Achievement Phase | o ©. amage usiness Lonunuiy
Network Asset  [Firewall Unauthorized Access Intrusion of the device via the network to execute an attack. |FW (Packet Filtering Type) o IPS/IDS
FW (Application Gateway Type) Log Collection/Log Analysis
(One-way Gateway Integrated Log Management System
Proxy Server
1 3 2 A WAF __ 2
Peer-to-Peer v o
IPS/IDS
Applying Patches o
Avoidance of Vulnerability
Physical Intrusion Unauthorized access of sections/areas (device nstallation locations, e1c.) Wth | Entrance and Exit Management (C Card Biometrc Autentcaton | O Surveillance Camera
access restrictions. Lock and Key o Intrusion Detection Sensor
2 1 1 c It also refers to removing restrictions on devices with physical access restrictions 3
(devices installed in racks, cabinets, etc.).
Unauthorized Operation Intrusion through direct operalion of the device's console or other componentto _|Operator A (ID/Pass) S
3 2 2 B execute an attack 2
Human Error in Operation ~ |An attack triggered by a human error in operation by intemal URL Filtering/Web Reputation
personnel (an employee or partner with access privileges to the Mail Filtering
4 2 3 A device). 1
|An act equivalent to an attack is performed on the device as a result
of a proper media or device connection.
Connecting Unauthorized ~ [Connection of unauthorized media or device (CD/DVD, USB |Restriction on Connecting Device and its Usage Same as on the Left) [(Same as on the Left)
5 2 3 A Media or Device device, etc.) brought in from outside the ) with the Log Collection/Log Analysis 4
device to execute an attack. Integrated Log Management System
Execution of Unauthorized |Unauthorized execution of legitimate p 3 Management ©_[(Same as on the Left) Device Error Detection
Processes services, and other processes found on the attack target Access Control (Same as on the Left) Device Alive Monitoring
6 2 2 B device. i i (Same as on the Left) Log Collection/Log Analysis 2
Approval of Important Operations (Same as on the Left) Integrated Log Management System
Malware Infection Infection or running of malware (unauthorized programs) on ~ [Anti-virus Device Error Detection
the attack target device. i Device Alive Monitoring
, 1 3 B Applying Patches Log Collection/Log Analysis
Avoidance of Vulnerability Integrated Log Management System 1
Data Signature
Information Theft Theft of information (software, authentication information, [Permission Management | © [(Same as on the Lef] Log Collection/Log Analysis
configuration settings, encryption keys and other Access Control (Same as on the Left) Integrated Log Management System
8 1 2 c information) stored on the device. Data Encryption (Same as on the Left) 2
DLP (Same as on the Left)
Unauthorized of{Unauthorized of (software, Permission Management o [(Same as on the Left) Device Error Detection Data Backup
9 3 2 A Information authentication information, configuration settings, encryption |Access Control (Same as on the Left) Log Collection/Log Analysis 2
keys and other confidential information) stored on the device. |Data Signature (Same as on the Left) Integrated Log Management System
Information Destruction Destroying of information (software, authentication P Device Error Detection Data Backup
10 2 2 B information, configuration settings, encryption keys and other Access Control © _|Log Collection/Log Analysis 5
confidential information) stored on the device. Integrated Log Management System
Unauthorized Transmission [Sending unauthorized control commands (settings changes, |Segmentation/Zoning (Same as on the Left Log Collection/Log Analysis
1 1 3 3 B power shutdowns, etc.) and unauthorized data to other Data Signature (Same as on the Left) Integrated Log Management System
devices. Approval of Important Operations (Same as on the Left) 1
Outage Stopping device functions. Device Error Detection Redundanc
Device Alive Monitoring Failsafe Design
12 2 3 A Log Collection/Log Analysis 1
Integrated Log Management System
DoS Attack Interruption of regular device operations by sending DDoS Countermeasures Device Error Detection Redundanc
processing requests that exceed the capacity of Device Alive Monitoring Failsafe Design
13 3 3 A the device as a result of a DDoS attack, etc. Log Collection/Log Analysis 1
Integrated Log Management System
Theft Device theft. Lock and Key o |(Same as on the Left) (Same as on the Left)
14 1 2 c 2
Information Theft by Theft of i (software, Tamper R Same as on the Left
Tampering Device at Time |configuration settings, encryption keys and other Obfuscation (Same as on the Left)
15 1 2 [+ . i - 2
of Theft or Disposal information) stored on devices which were stolen or disposed of and | Zeroization ©_|(Same as on the Left)
then disassembled.
Route Blocking Communications are blocked by disconnecting the Entrance and Exit Management (G Card, Biometric Authentication)| O Device Error Detection Redundancy
| communication cable. Lock and Key ° Device Alive Monitoring
Alternatively, communications are blocked by pulling out the Log Collection/Log Analysis
16 communication cable from the device. iegrsied Fog Managementsy st
Surveillance Camera
Intrusion Detection Sensor
Network Congestion Causing ion by ing the s traffic [FW (Packet Filtering Type) o Device Error Detection Redundancy
that exceeds the capacity of the device. FW (Application Gateway Type) Device Alive Monitoring
17 \WAF Log Collection/Log Analysis
IPS/IDS Integrated Log Management System
DDoS Countermeasures
Notepelicabla(naranehone), [Jamming Interference with radio communications. Device Error Detection Redundancy
Device Alive Monitoring
18 Log Collection/Log Analysis
Integrated Log Management System
Packet Sniffing Theft of information flowing on the network. Encryption of Communications Channels
19 Data Encryption
Exclusive Line
Ur 1sly modifying i flowing on the network. Encryption of Communications Channels Log Collection/Log Analysis
20 Communication Data Data Signature Integrated Log Management System
Exclusive Line
Connecting Unauthorized  [Connecting unauthorized device on the network Restriction on Connecting Device and its Usage [Restricton on Comnecting Device and s Usage.
2 Device Log Collection/Log Analysis
Integrated Log Management System
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Legend: o Measures implemented  Grayed out lines: Threats not taken into account for the corresponding asset

Table 3-6: Asset-based Risk Assessment Sheet

Green text in measures:

Supplementary information on measures

Assessment Metrics

Countermeasures

Security Level

Integrated Log Management System

wnmreel - Type of Assets Target Device Threat (Attack Type) Description Protection N ) By Threat
D D Busi inui
Threat Lsvel] | Vureraous Love | prmenat oo | RISK Valis Intrusion/Spreading Phase ObEcieAchivemerRiao T | I A e Gy
Network Asset  [Switch (within DMZ), DMZ Unauthorized Access Intrusion of the device via the network to execute an attack. |FW (Packet Filtering Type) IPS/IDS
FW (Application Gateway Type) Log Collection/Log Analysis
One-way Gateway Integrated Log Management System
Proxy Server
1 3 2 B WAF 2
Peer-to-Peer o
IPS/IDS
Applying Patches o
Avoidance of Vulnerability
Physical Intrusion Unauthorized access of sectionsareas (device installation locations, etc.) with access Entrance and Exit Management (IC Card. Biomelric Authentication) | © Surveillance Camera o
2 1 1 D e et t e et o s win gyt s restors ovss | LOCK 2 Key ° Intrusion Detection Sensor | o 3
installed i racks, cabinets, etc.).
Unauthorized Operation Intrusion through direct operation of the device's console or other Operator (ID/Pass) B
3 2 2 C 2
|component to execute an attack.
Human Error in Operation  |An attack triggered by a human error in operation by intemal URL Filtering/Web R
personnel (an employee or partner with access privileges to the Mail Filtering
4 2 3 B device) ’
An act equivalent to an attack is performed on the device as a result
of a proper media or device connection.
Connecting Unauthorized ~ |Connection of unauthorized media or device (CD/DVD, USB  |[Restriction on Connecting Device and its Usage (Same as on the Left) Same as on the Left]
5 2 3 B Media or Device device, etc.) brought in from outside the with the Log Collection/Log Analysis 4
device to execute an attack. Integrated Log Managerent System
Execution of Unauthorized  [Unauthorized execution of legitimate programs, commands, |[Permission Management ©_|(Same as on the Left) Device Error Detection
Processes services, and other processes found on the attack target Access Control (Same as on the Left) Device Alive Monitoring
6 2 2 c device { i (Same as on the Left) Log Collection/Log Analysis 2
Approval of Important Operations (Same as on the Left) Integrated Log Management System
Malware Infection Infection or running of malware (unauthorized programs) on ~ |Anti-virus Device Error Detection
the attack target device. { Device Alive Monitoring
; ' 3 ¢ Applying Patches Log Collection/Log Analysis
Avoidance of Vulnerability Integrated Log Management System 1
Data Signature
Information Theft Theft of information (software, authentication information, Permission Management ©_|(Same as on the Left) Log Collection/Log Analysis
configuration settings, encryption keys and other confidential |Access Control (Same as on the Left) Integrated Log Management System
8 1 2 D information) stored on the device. Data Encryption (Same as on the Left) 2
DLP (Same as on the Left)
Unauthorized Modification of|Unauthorized modification of information (software, Management ©_|(Same as on the Left) Device Error Detection Data Backup
9 3 2 B Information authentication information, configuration settings, encryption ~ [Access Control (Same as on the Left) Log Collection/Log Analysis 2
keys and other confidential information) stored on the device. [Data Signature (Same as on the Left) Integrated Log Management System
Information Destruction Destroying of information (software, authentication it Device Error Detection Data Backup
10 2 2 c information, configuration settings, encryption keys and other Access Control ©__|Log Collection/Log Analysis 2
confidential information) stored on the device. Integrated Log Management System
Unauthorized Transmission [Sending unauthorized control commands (settings changes, [Segmentation/Zoning (Same as on the Left) Log Collection/Log Analysis
1 1 3 c power shutdowns, etc.) and unauthorized data to other Data Signature (Same as on the Left) Integrated Log Management System
2 devices. Approval of Important Operations (Same as on the Left) 1
Outage Stopping device functions. Device Error Detection Redundanc
Device Alive Monitoring Failsafe Design
12 2 3 B Log Collection/Log Analysis 1
Integrated Log Management System
DoS Attack Interruption of regular device operations by sending DDoS Countermeasures Device Error Detection Redundanc
p ing requests that exceed the processing capacity of Device Alive Monitoring Failsafe Design
13 3 3 B the device as a result of a DDoS attack, etc. Log Collection/Log Analysis 1
Integrated Log Management System
Theft Device theft. Lock and Key © |(Same as on the Left) (Same as on the Left)
14 1 2 D 2
Information Theft by Theft of (software, Tamper Re: (Same as on the Left)
15 1 2 D [ Tampering Device at Time |configuration settings, encryption keys and other Obfuscatior (Same as on the Left)
of Theft or Disposal information) stored on devices which were stolen or disposed of and |Zeroization ©_|(Same as on the Left) 2
then disassembled.
Route Blocking C ications are blocked by the Entrance and Exit Management (C Card. Biometrc Authentication | O Device Error Detection R
communication cable. Lock and Key ° Device Alive Monitoring
Alternatively, communications are blocked by pulling out the Log Collection/Log Analysis
16 2 1 D communication cable from the device. Integrated Log Management System 3
Surveillance Camera o
Intrusion Detection Sensor o
Network Congestion Causing congestion by generating the communications traffic |FW (Packet Filtering Type) Device Error Detection Redundancy
that exceeds the capacity of the device. FW (Application Gateway Type) Device Alive Monitoring
17 2 3 B \WAF Log Collection/Log Analysis 4
IPS/IDS Integrated Log Management System
DDoS Countermeasures
Notapplicable (nofunctions) [Jamming Interference with radio communications. Device Error Detection
Device Alive
18 Log Collection/Log Analysis
Integrated Log Management System
Packet Sniffing  Theft of information flowing on the network. Encryption of Communications Channels
19 2 3 B Data Er\cry;.)hon "
Exclusive Line
Unauthorized usly modifying information flowing on the network. Encryption of Communications Channels Log Collection/Log Analysis
20 2 3 B Communication Data Data Signa(.ure Integrated Log Management System 1
Exclusive Line
Connecting Unauthorized  |Connecting unauthorized device on the network Restriction on Connecting Device and its Usage [Restriction n Comnecting Derice andits Usage
2 3 3 B Device Log Collection/Log Analysis "
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Table 3-6: Asset-based Risk Assessment Sheet

Green text in measures:

Supplementary information on measures

. Countermeasures Security Level
o Type of Assets Target Device G Threat (Attack Type) Description Protection By Threat
e Y vi v ipti . o y
Detection/L Damage Business Continui
Threat Level | vuinerabilty Level | imporanceotassess | Risk Value Intrusion/Spreading Phase Objective Achievement Phase 9 ty
Control System Asset |Data Historian (Relay) Unauthorized Access Intrusion of the device via the network to execute an attack. |FW (Packet Filtering Type) IPS/IDS
FW (Application Gateway Type) Log Collection/Log Analysis
One-way Gateway Integrated Log Management System
Proxy Server
1 3 2 B WAF - 2
Peer-to-Peer Authentication °
IPS/IDS
|Applying Patches (Web Server Only)
/Avoidance of Vulnerability
Physical Intrusion Unaulhorized access of seclions/areas (device instaliation looations. elc ) with access Erirance e £xi Managemens (C Card, Bicenetic Authentioaton) [Surveilance Camera S
2 1 1 D e et 0 oo st o s iy scoss rstrtons (ivces | OCK @ Key management ° Intrusion Detection Sensor | _© 3
nstaled n racks, cabinls, otc).
3 2 2 c Unauthorized Operation Intrusion through direct operation of the device's console or other Operator Authentication (ID/Pass) o 5
lcomponent to execute an attack
Human Error in Operation ~ |An attack triggered by a human error in operation by internal URL Filtering/Web Reputation
personnel (an employee or partner with access privileges to the Mail Filtering
4 2 3 B device) 4
An act equivalent to an attack is performed on the device as a result
of a proper media or device connection.
Connecting Unauthorized ~ [Connection of unauthorized media or device (CD/DVD, USB |Restriction on Connecting Device and its Usage Same as on the Left) Resticton on Comesting Device and s Usage
5 2 3 B Media or Device device, etc.) brought in from outside the organization with the Log Collection/Log Analysis 1
device to execute an attack. Integrated Log Management System
Execution of Unauthorized |Unauthorized execution of legitimate programs, commands, |Permission Management | (Same as on the Left; Device Error Detection
Processes services, and other processes found on the attack target Access Control (Same as on the Left) Device Alive Monitoring
6 2 2 [of device. Application Whitelisting (Same as on the Left) Log C og Analysis 2
|Approval of Important Operations (Same as on the Left) Integrated Log Management System
Malware Infection Infection or running of malware (unauthorized programs) on  [Anti-virus ©° Device Error Detection
the attack target device. [Application Whitelisting Device Alive Monitoring
|Applying Patches Log Collection/Log Analysis
7 3 2 B |Avoidance of Vulnerability Integrated Log Management System 2
Data Signature
Information Theft Theft of information (software, authentication ir ©_[(Same as on the Left) Log Collection/Log Analysis
configuration settings, encryption keys and other confidential [Access Control (Same as on the Left) ntegrated Log Management System
8 3 2 B information) stored on the device. Data Encryption (Same as on the Left) 2
DLP (Same as on the Left)
Unauthorized Modification of|Unauthorized modification of information (software, [Permission Management | © [(Same as on the Left Device Error Detection Data Backup
° 3 2 B Information authentication information, configuration settings, encryption  [Access Control (Same as on the Left) Log Collection/Log Analysis 2
keys and other confidential information) stored on the device. |Data Signature (Same as on the Left) ntograted Log Management System
1 Di Destroying of information (software, authentication Permission Management ©__|Device Error Detection Data Backup
10 3 2 B information, configuration settings, encryption keys and other Access Control © _|Log Collection/Log Analysis 5
confidential information) stored on the device. ntograted Log Management System
Unauthorized Transmission |Sending unauthorized control commands (settings changes, |Segmentation/Zoning Same as on the Left) Log Collection/Log Analysis
3 3 B power shutdowns, etc.) and unauthorized data to other Data Signature (Same as on the Left) ntograted Log Management System
" 2 devices. /Approval of Important Operations (Same as on the Left) 1
Outage Stopping device functions. Device Error Detection Redundancy
Device Alive Monitoring Failsafe Design
12 3 3 B Log Collection/Log Analysis 1
Integrated Log Management System
DoS Attack Interruption of regular device operations by sending DDoS C I Device Error Detection Redundancy
processing requests that exceed the processing capacity of Device Alive Monitoring Failsafe Design
13 1 3 c the device as a result of a DDoS attack, etc. Log Collection/Log Analysis 1
Integrated Log Management System
Theft Device theft. Lock and Key Management (Same as on the Left) (Same as on the Left)
14 1 2 D 2
Information Theft by Theft of information (software, authentication ir Tamper Resistance Same as on the Left)
s 1 2 b Tampering Device at Time  |configuration settings, encryption keys and other confidential |Obfuscation (Same as on the Left) )
5 of Theft or Disposal information) stored on devices which were stolen or disposed |Z€roization ©__|(Same as on the Left)
of and then disassembled.
Route Blocking Communications are blocked by disconnecting the Entrance and Exit Management Device Error Detection Redundancy
communication cable. Lock and Key Device Alive Monitori
|Alternatively, communications are blocked by pulling out the Log Collection/Log Analysis
16 lcommunication cable from the device. iegrated Fog htanagenentSystem
Surveillance Camera
Intrusion Detection Sensor
Network C Causing by ing the communications traffic [FW (Packet Filtering Type) Device Error Detection
that exceeds the capacity of the device. FW ( ttion Gateway Type) Device Alive
17 \WAF Log Collection/Log Analysis
IPS/IDS! Integrated Log Management System
DDoS Countermeasures
Jamming Interference with radio communications. Device Error Detection
Device Alive
18 Log C og Analysis
Integrated Log Management System
Notapplicable (no functions) Packet Sniffing Theft of information flowing on the network. Encryption of C Channels
19 Data Encryption
Exclusive Line
—{\-
¢ s ifying it ion flowing on the network. Encryption of C Channels Log Collection/Log Analysis
20 Communication Data Data Signature Integrated Log Management System
Exclusive Line
Connecting Unauthorized ~ |Connecting unauthorized device on the network Restriction on Connecting Device and its Usage [Resircton on Gonnecting Device and s Usege
2 Device Log C og Analysis

Integrated Log Management System
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Green tex

t in measures:

Supplementary information on measures

, Countermeasures Security Level
Type of Asset Target Devi Aosessment Metrics Threat (Attack Type) Descript Protecti By Threat
e e e of Assets arget Device reat (Attac escription rotection real
e g - VU g " " — " Detection/Ur ing Damage Business Continuity 4
Threat Level | Vunerabilty Level | imporance ot assets | Risk Value Intrusion/Spreading Phase Objective Achievement Phase
Control System Asset [Data Historian Unauthorized Access Intrusion of the device via the network to execute an FW (Packet Filtering Type) IPS/IDS
attack. FW (Application Gateway Type) Log Collection/Log Analysis
One-way Gateway Integrated Log Management System
Proxy Server
\WAF
1 2 2 C 2
Peer-to-Peer Autt °
IPS/IDS
Applying Patches
Avoidance of Vulnerability
Physical Intrusion Unauthorized access of sections/areas (device installation locations, etc.) |Entrance and Exit Management (C Card. Biometre Authentication | © Surveillance Camera
P 1 1 D with access restrictions. Lock and Key management o Intrusion Detection Sensor 3
It also refers to removing restrictions on devices with physical access
restrictions (devices installed in racks, cabinets, etc.)
3 2 2 c Unauthorized Operation Intrusion through direct operation of the device's console or other Operator Autt (ID/Pass) o P
component to execute an attack.
Human Error in Operation  |An attack triggered by a human error in operation by internal personnel  |URL Filtering/\Web Reputation
(an employee or partner with access privileges to the device). Mail Filtering
4 2 3 B An act equivalent to an attack is performed on the device as a resultof a 1
proper media or device connection
Connecting Unauthorized Media or Device [ Connection of unauthorized media or device (CD/DVD, USB device, etc.) |Restriction on Connecting Device and its Usage (Same as on the Left) (Same as on the Left)
broughtin from outside the organization with the device to execute an Log Collection/Log Analysis
5 2 3 B [atack. Integrated Log Management System 1
Execution of Unauthorized Processes [Unauthorized execution of legitimate programs, commands, services, P ©_[(Same as on the Left) Device Error Detection
and other processes found on the attack target device. Access Control (Same as on the Left) Device Alive Monitoring
6 2 2 [¢f Application Whitelisting © |(Same as on the Left) Log Collection/Log Analysis 2
Approval of Important Operations (Same as on the Left) Integrated Log Management System
Malware Infection Infection or running of malware (unauthorized programs) on the attack  [Anti-virus Device Error Detection
target device. Application Whitelisting o Device Alive Monitoring
B 3 2 B Applying Patches Log Collection/Log Analysis 2
Avoidance of Vulnerability Integrated Log Management System
Data Signature
Information Theft Theft of information (software, information, Permission ©_|(Same as on the Left) Log Collection/Log Analysis
settings, encryption keys and other confidential information) stored on the |Access Control (Same as on the Left) Integrated Log Management System
8 3 2 B device. Data Encryption (Same as on the Left) 2
DLP (Same as on the Left)
Unauthorized Modification of Information | Unauthorized modification of information (software, authentication Permission Management ©__[(Same as on the Left) Device Error Detection Data Backup o
information, configuration settings, encryption keys and other confidential |Access Control (Same as on the Left) Log Collection/Log Analysis
9 3 2 B stored on the device. Data Signature (Same as on the Left) Integrated Log Management System 2
Information Destruction Destroying of information (software, authentication information, Permission Management © _|Device Error Detection Data Backup o
configuration settings, encryption keys and other confidential information) Access Control Log Collection/Log Analysis
10 3 2 B stored on the device Integrated Log Management System 2
Unauthorized T ) [Sending control ti h: . power Segmentation/Zoning (Same as on the Left) Log Collection/Log Analysis
2 shutdowns, etc.) and unauthorized data to other devices. Data Signature (Same as on the Left) Integrated Log Management System
" 3 3 B Approval of Important Operations (Same as on the Left) 1
Outage Stopping device functions. Device Error Detection Redundancy
Device Alive Monitoring Failsafe Design
12 3 3 B Log Collection/Log Analysis 1
Integrated Log Management System
DoS Attack Interruption of regular device operations by sending processing requests [DDoS Countermeasures Device Error Detection Redundanc
that exceed the processing capacity of the device as a result of a DDoS Device Alive Monitoring Failsafe Design
13 1 3 c attack, etc. Log Collection/Log Analysis 1
Integrated Log Management System
Theft Device theft. Lock and Key Management o |(Same as on the Left) (Same as on the Left)
14 1 2 D 2
o e Theft of information (software, information, [ Tamper (Same as on the Left)
settings, encryption keys and other confidential information) stored on |Obfuscation (Same as on the Left)
15 1 2 D devices which were stolen or disposed of and then disassembled Zeroization > [(Same as on the LeR) 2
Route Blocking Co tions are blocked by the cable.[Entrance and Exit Management Device Error Detection Redundancy
Alternatively, communications are blocked by pulling out the Lock and Key management Device Alive Monitoring
[communication cable from the device. Log Collection/Log Analysis
16 Integrated Log Management System
Surveillance Camera
Intrusion Detection Sensor
Network Congestion Causing congestion by generating the communications traffic that FW (Packet Filtering Type) Device Error Detection Redundancy
fprzziblip e Clineit. FW i Gateway Type) Device Alive Monitoring
- \WAF Log Ci og Analysis
IPS/IDS Integrated Log Management System
DDoS Countermeasures
[Jamming Interference with radio communications. Device Error Detection Redundancy
Notapplicable (no functions) Device Alive Moriforing
18 Log Collection/Log Analysis
Integrated Log Management System
Packet Sniffing Theft of information flowing on the network. Encryption of Ci Channels
19 Data Encryption
Exclusive Line
ing information flowing on the network. Encryption of Ct Channels Log Collection/Log Analysis
o Data Signature Integrated Log Management System
Exclusive Line
[Connecting L Device |Connecting device on the network Restriction on Connecting Device and its Usage [Reerctonon Camnecing Devics s s Usage
2 Log C 0g Analysis

Integrated Log Management System
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Assessment Metrics

Cot

Security Level

el Type of Asset Target Devi Threat (Attack T D ti Protection By Threat
ypeotassels bt reat (Atiack Type) Sl - - — . Detection/Ur Damage Business Continity ML
Threat Level | vunerabiity Level | inporiancact assets | Risk Value Intrusion/Spreading Phase Objective Achievement Phase
Network Asset Switch (in Control Network Unauthorized Access Intrusion of the device via the network to execute an attack. |FW (Packet Filtering Type) IPS/IDS
(Information Side)), Control FW (Application Gateway Type) Log Collection/Log Analysis
Network (Information Side) One-way Gateway Integrated Log Management System
Proxy Server
1 2 2 c \WAF _ 2
Peer-to-Peer AL 1 o
IPS/IDS
Applying Patches
Avoidance of Vulnerability
Physical Intrusion Unauthorized access of sections/areas (device imstalation locations, efc.) with access [Entrance and Exit 3t (IC Card) o Surveillance Camera o)
rostictons . =
2 1 2 D @ aso efrstoremovig estctions on devios with physical access estictons (devices | I-OCK 8N Key it © Intrusion Detection Sensor ° 2
instaled in racks, cabinets, elc.).
3 2 2 c Unauthorized Operation Intrusion through direct operation of the device’s console or other  [Operator A ion (ID/Pass) © 2
to execute an attack
Human Error in Operation ~ [An attack triggered by a human error in operation by intemal URL Filtering/Web Reputation
personnel (an employee or partner with access privileges to the Mail Filtering
4 2 3 B device). 1
[An act equivalent to an attack is performed on the device as a result
of a proper media or device connection.
Connecting Unauthorized  |Connection of unauthorized media or device (CD/DVD, USB  |Restriction on Connecting Device and its Usage Same as on the Left] Same as on the Left
5 2 3 B Media or Device device, etc.) brought in from outside the organization with the Log Collection/Log Analysis 1
device to execute an attack. Integrated Log Management System
Execution of Unauthorized  [Unauthorized execution of legitimate programs, commands, [PermissionManagement | © |(Same as on the Left) Device Error Detection
Processes services, and other processes found on the attack target Access Control (Same as on the Left) Device Alive Monitoring
6 1 2 D device. Application Whitelisting (Same as on the Left) Log Collection/Log Analysis 2
Approval of Important Operations (Same as on the Left) Integrated Log Management System
Malware Infection Infection or running of malware (unauthorized programs) on ~ [Anti-virus Device Error Detection
the attack target device. Application Whitelisting Device Alive Monitoring
7 ' 3 c Applying Patches Log Collection/Log Analysis 1
Avoidance of Vulnerability Integrated Log Management System
Data Signature
Information Theft Theft of information (software, authentication information, Permission Management © |(Same as on the Left) Log Collection/Log Analysis
configuration settings, encryption keys and other confidential [Access Control (Same as on the Left) ntegrated Log Management System
8 1 2 D information) stored on the device. Data Encryption (Same as on the Left) 2
DLP (Same as on the Left)
Unauthorized ification of{Unauthorized of information (software, Permi Management ©__|(Same as on the Left) Device Error Detection Data Backup
9 2 2 c Information authentication information, configuration settings, encryption [Access Control (Same as on the Left) Log Collection/Log Analysis 2
keys and other confidential information) stored on the device. [Data Signature (Same as on the Left) Integrated Log Management System
Information Destruction Destroying of information (software, autt it Device Error Detection Data Backup
10 2 2 c information, configuration settings, encryption keys and other Access Control ©_|Log Collection/Log Analysis 2
information) stored on the device. Integrated Log Management System
Unauthorized Transmission |Sending unauthorized control commands (settings changes, [ ion/Zoning Same as on the Left) Log Collection/Log Analysis
1 2 power shutdowns, etc.) and unauthorized data to other Data Signature (Same as on the Left) ntegrated Log Management System
" 3 ¢ devices. Approval of Important Operations (Same as on the Left) 1
Outage Stopping device functions. Device Error Detection Redundancy
Device Alive Monitoring Failsafe Design
12 2 3 B Log Collection/Log Analysis 1
Integrated Log Management System
DosS Attack Interruption of regular device operations by sending DDoS Countermeasures Device Error Detection Redundancy
requests that exceed the capacity of Device Alive Monitoring Failsafe Design
13 3 3 B the device as a result of a DDoS attack, etc. Log Collection/Log Analysis 1
Integrated Log Management System
Theft Device theft. Lock and Key t (Same as on the Left) Lock and Key Management o
14 1 2 D 2
Information Theft by Theft of (software, [Tamper Resistance | Same as on the Left)
Tampering Device at Time [configuration settings, encryption keys and other Obfuscation (Same as on the Left)
15 1 2 D ) ) — — 2
of Theft or Disposal information) stored on devices which were stolen or disposed of and |Zeroization © |(Same as on the Left)
then disassembled.
Route Blocking Communications are blocked by the Entrance and Exit it (IC Card) ° Device Error Detection Redundancy
communication cable. Lock and Key it ° Device Alive Monitoring
Alternatively, communications are blocked by pulling out the Log Collection/Log Analysis
16 2 2 c communication cable from the device. ntegrated Log Management System 2
Surveillance Camera °
Intrusion Detection Sensor °
Network Congestion Causing congestion by generating the communications traffic |FW (Packet Filtering Type) Device Error Detection
that exceeds the capacity of the device. FW (Application Gateway Type) Device Alive Monitoring
17 2 3 B \WAF Log Collection/Log Analysis 1
IPS/IDS Integrated Log Management System
DDoS Countermeasures
" H Jamming Interference with radio communications. Device Error Detection
Notapplicable (no functions) Legldh :
Device Alive
18 Log Collection/Log Analysis
Integrated Log Management System
J
Packet Sniffing Theft of information flowing on the network. Encryption of Communications Channels
19 2 3 B Data Efwcry;‘)hon "
Exclusive Line
Unauthorized Modification of{Maliciously modifying information flowing on the network. Encryption of Communications Channels Log Collection/Log Analysis
20 2 3 B Communication Data Data S?gnal‘ure Integrated Log Management System 1
Exclusive Line
Connecting Unauthorized Connecting unauthorized device on the network Restriction on Connecting Device and its Usage [Restriction on Connecting Device and is Usage
Device Log Collection/Log Analysis
21 3 3 B o9 09 Analy: 1
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5 Countermeasures Security Level
Type of Asset Target Devi CECEIELBITED Threat (Attack Type) Descript Protection By Threat
ennse| - Type of Assets arget Device reat (Attack Type) escription y Thre
Detection/Understanding Damage Business Continuit;
Throat Lovel | ey Love | poimee t/eses | RISK Valie Intrusion/Spreading Phase, Objective Achievement Phase 9 9 Y
Control System Asset |EWS Unauthorized Access Intrusion of the device via the network to execute an attack. |FW (Packet Filtering Type) IPS/IDS
FW i Gateway Type) Log Collection/Log Analysis
One-way Gateway Integrated Log Management System
Proxy Server
(WAF
1 2 2 B — 2
Peer-to-Peer Authentication °
IPS/IDS
| Applying Patches
Avoidance of
Physical Intrusion Unauthorized access of sections/areas (device installation locations, [Entrance and Exit Management (C Card. Biometic Autnentication) | © Surveillance Camera
etc.) with access restrictions. Lock and Key o Intrusion Detection Sensor
2 1 1 o] It also refers to removing restrictions on devices with physical 3
access restrictions (devices installed in racks, cabinets, etc.).
3 2 2 B Unauthorized Operation Intrusion through direct operation of the device's console or ~|Operator Authentication (ID/Pass) o )
other component to execute an attack.
Human Error in Operation  |An attack triggered by a human error in operation by interal URL Filtering/Web
personnel (an employee or partner with access privileges to the Mail Filtering
4 2 3 A device). 1
An act equivalent to an attack is performed on the device as a resut
of a proper media or device connection.
Connecting Unauthorized ~ |Connection of unauthorized media or device (CD/DVD, USB  |Restriction on Connecting Device and its Usage Same as on the Left] Same as on the Left)
5 3 3 A Media or Device device, etc.) brought in from outside the organization with the Log C: 0g Analysis 1
device to execute an attack. Integrated Log Management System
Execution of Unauthorized  (Unauthorized execution of legitimate programs, [(Same as on the Left) Device Error Detection
Processes services, and other processes found on the attack target  [Access Control (Same as on the Left) Device Alive Monitoring
6 3 3 A device. Application Whitelisting (Same as on the Left) Log Collection/Log Analysis 1
Approval of Important Operations (Same as on the Left) Integrated Log Management System
Malware Infection Infection or running of malware (unauthorized programs) on ~ |Anti-virus Device Error Detection
the attack target device. Application Whitelisting Device Alive Monitoring
Applying Patches Log Collection/Log Analysis
7 3 3 A  Avoidance of Integrated Log Management System 1
Data Signature
Information Theft Theft of information (software, authentication information, |(Same as on the Left) Log Collection/Log Analysis
configuration settings, encryption keys and other jal [Access Control (Same as on the Left) Integrated Log Managerment System
8 3 3 A information) stored on the device. Data Encryption (Same as on the Left) 1
DLP (Same as on the Left)
L L i ification of i (software, |(Same as on the Left) Device Error Detection Data Backup
9 3 3 A |nformation authentication information, configuration settings, encryption [Access Control (Same as on the Left) Log Collection/Log Analysis 4
keys and other confidential information) stored on the device. [Data Signature (Same as on the Left) Integrated Log Management System
Information Destruction Destroying of information (software, authentication Permission Management Device Error Detection Data Backup
10 3 3 A information, configuration settings, encryption keys and other Access Control Log Collection/Log Analysis 4
confidential information) stored on the device. Integrated Log Management System
3 Unauthorized Transmission |Sending unauthorized control commands (settings changes, S ion/Zoning |(Same as on the Left) Log Collection/Log Analysis
" 3 3 A power shutdowns, etc.) and unauthorized data to other Data Signature (Same as on the Left) Integrated Log Management System s
devices. Approval of Important Operations (Same as on the Left)
Outage Stopping device functions Device Error Detection Redundanc
Device Alive Monitoring Failsafe Design
12 3 3 A Log C 0g Analysis 1
Integrated Log Management System
DoS Attack Interruption of regular device operations by sending DDoS C Device Error Detection
processing requests that exceed the processing capacity of Device Alive Monitoring Failsafe Design
13 1 3 B the device as a result of a DDoS attack, etc. Log Collection/Log Analysis 1
Integrated Log Management System
Theft Device theft. Lock and Key o |(Same as on the Left) (Same as on the Left)
14 2 2 B 2
Information Theft by Theft of (software, Tamper Resi |(Same as on the Left)
15 2 2 Tampering Device at Time ~|configuration settings, encryption keys and other (] (Same as on the Left) )
B | fThettor Disposal information) stored on devices which were stolen or disposed of and |Zeroization > |(Same as on the Left)
then disassembled.
Route Blocking C ications are blocked by di the Entrance and Exit Management Device Error Detection Redundancy
communication cable. Lock and Key Device Alive
Alternatively, communications are blocked by pulling out the Log Collection/Log Analysis
16 R e caT. Integrated Log Management System
Surveillance Camera
Intrusion Detection Sensor
Network C Causing ion by ing the traffic |FW (Packet Filtering Type) Device Error Detection
that exceeds the capacity of the device. FW ( i Gateway Type) Device Alive
17 WAF Log Collection/Log Analysis
IPS/IDS Integrated Log Management System
DDoS Countermeasures
. . Jamming Interference with radio communications. Device Error Detection
Notapplicable (nofunctions) ice En
Device Alive
18 Log C og Analysis
Integrated Log Management System
Packet Sniffing Theft of information flowing on the network. Encryption of Ct Channels
19 Data Encryption
Exclusive Line
L modifying information flowing on the network. Encryption of C: Channels Log Collection/Log Analysis
20 Communication Data Data Signature Integrated Log Managerent System
Exclusive Line
C ing Unauthorized  C ing unauthorized device on the network on Connecting Device and its Usage
21 Device Log C 0g Analysis
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N C Security Level
Assessment Metrics - -
wnmne]  Type of Assets Target Device Threat (Attack Type) Description Protection Detoction/Understanding Damags P By Threat
Threat Level | vaneabity tevl| rrmeectreses | Risk Value Intrusion/Spreading Phase Objective Achievement Phase J g Y
Control System Asset |Control Server Unauthorized Access Intrusion of the device via the network to execute an attack. |FW (Packet Filtering Type) IPS/IDS
FW (Application Gateway Type) Log Collection/Log Analysis
One-way Gateway Integrated Log Management System
Proxy Server
1 2 2 B \WAF —_ 2
Peer-to-Peer Authentication °
IPS/IDS
Applying Patches
[Avoidance of Vulnerability
Physical Intrusion Unauthorized access of sections/areas (device installation locations, |Entrance and exit Management (C Card, Biometric Authentical o Surveillance Camera
etc.) with access restrictions. Lock and Key management o Intrusion Detection Sensor
2 1 1 c It also refers to removing restrictions on devices with physical 3
access restrictions (devices installed in racks, cabinets, etc.).
3 2 2 B Unauthorized Operation Intrusion through direct operation of the device’s console or other Operator Autt (ID/Pass) © 2
to execute an attack.
Human Error in Operation ~ [An attack triggered by a human error in operation by intemal URL Filtering/Web Reputation
personnel (an employee or partner with access privileges to the Mail Filtering
4 2 3 A device). ) 4
[An act equivalent to an attack is performed on the device as a result
of a proper media or device connection.
Connecting Unauthorized ~ |Connection of unauthorized media or device (CD/DVD, USB  [Restriction on Connecting Device and its Usage |(Same as on the Left) Same as on the Left)
5 2 3 A Media or Device device, etc.) brought in from outside the with the Log Collection/Log Analysis 4
device to execute an attack. Integrated Log Management System
of L L ized execution of legitimate programs, Permission ©__|(Same as on the Left) Device Error Detection
Processes services, and other processes found on the attack target Access Control (Same as on the Left) Device Alive Monitorir
6 3 2 A device [Application Whitelisting o |(Same as on the Left) Log Collection/Log Analysis 2
[Approval of Important Operations (Same as on the Left) ntegrated Log Management System
Malware Infection Infection or running of malware programs) on  |Anti-virus Device Error Detection
the attack target device. [ Application Whitelisting o Device Alive
; s R A Applying Patches Log Collection/Log Analysis
[Avoidance of Vulnerability Integrated Log Management System 2
Data Signature
Information Theft Theft of information (software, authentication information, Permission Management ©__|(Same as on the Left) Log Collection/Log Analysis
configuration settings, encryption keys and other ial [Access Control (Same as on the Left) Integrated Log Management System
8 3 2 A information) stored on the device. Data Encryption (Same as on the Left) 2
DLP (Same as on the Left)
[l i tion of]|L i ion of (software, Permission Management ©__|(Same as on the Left) Device Error Detection Data Backup
9 3 2 A Information ion i { ion settings, encrypt Access Control (Same as on the Left) Log Collection/Log Analysis )
keys and other confidential information) stored on the device. |Data Signature (Same as on the Left) Integrated Log Managemen System
Information Destruction Destroying of i (software, Permission ©__|Device Error Detection Data Backup
10 3 2 A information, configuration settings, encryption keys and other Access Control Log Collection/Log Analysis 2
confidential information) stored on the device. Integrated Log Management System
3 Unauthorized Transmission |Sending unauthorized control commands (settings changes, [Segmentation/Zoning (Same as on the Left) Log Collection/Log Analysis
11 3 3 A power shutdowns, etc.) and unauthorized data to other Data Signature (Same as on the Left) Integrated Log Management System ;
devices. Approval of Important Operations (Same as on the Left)
Outage Stopping device functions. Device Error Detection Redundancy
Device Alive Failsafe Design
12 3 3 A Log Collection/Log Analysis 1
Integrated Log Management System
DoS Attack Interruption of regular device operations by sending DDoS Countermeasures Device Error Detection Redundanc
processing requests that exceed the capacity of Device Alive i Failsafe Design
13 1 3 B the device as a result of a DDoS attack, etc. Log Collection/Log Analysis 1
Integrated Log Management System
Theft Device theft. Lock and Key Management © _|(Same as on the Left) (Same as on the Left)
14 1 2 [ 2
Information Theft by Theft of infc (software, [ Tamper Resistance (Same as on the Left)
15 1 2 c Tampering Device at Time |configuration settings, encryption keys and other O (Same as on the Left)
of Theft or Disposal information) stored on devices which were stolen or disposed of and |Zeroization o [(Same as on the Left) 2
then disassembled
Route Blocking Communications are blocked by disconnecting the Entrance and Exit Management Device Error Detection Redundancy
communication cable. Lock and Key Device Alive Monitori
Alternatively, communications are blocked by pulling out the Log Collection/Log Analysis
16 communication cable from the device. ixzayatodfoa ManeapipertSyste)
Surveillance Camera
Intrusion Detection Sensor
Network Congestion Causing ion by the traffic [FW (Packet Filtering Type) Device Error Detection
that exceeds the capacity of the device. FW (; i Gateway Type) Device Alive
17 (WAF Log Collection/Log Analysis
IPS/IDS Integrated Log Management System
DDoS C
) [Jamming Interference with radio communications. Device Error Detection
Notapplicable (no functions) = -
Device Alive
18 Log Collection/Log Analysis
Integrated Log Management System
Packet Sniffing Theft of information flowing on the network. yption of Ce Channels
19 Data Encryption
Exclusive Line
[{ modifying i flowing on the network. yption of C Channels Log Collection/Log Analysis
20 Communication Data Data Signature Integrated Log Management System
Exclusive Line
C ing L C ] device on the network Restriction on Connecting Device and its Usage [Restriction on Comecting Device and s Usage:
21 Device Log Collection/Log Analysis
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Legend: o Measures implemented  Grayed out lines: Threats not taken into account for the corresponding asset

Green text in measures:

Supplementary information on measures

Assessment Metrics

Col

Security Level

ool Type of Assets Target Device Threat (Attack Type) Description Protection — Damage Business Confinui By Threat
Threat Level | vuinerabilty Level | importsnce ot assets | Risk Value Intrusion/Spreading Phase Objective Achievement Phase g ty
Control System Asset | HMI (Operator Terminal) Unauthorized Access Intrusion of the device via the network to execute an attack. |FW (Packet Filtering Type) IPS/IDS
FW (Application Gateway Type) Log Collection/Log Analysis
One-way Gateway Integrated Log Management System
Proxy Server
1 2 2 B AR i 2
Peer-to-Peer ! o
IPS/IDS
Applying Patches
Avoidance of Vulnerability
Physical Intrusion Unauthorized access of sections/areas (device installation locations, Enlrance and Exit (IC Card) o Surveillance Camera o
etc.) with access restrictions Lock and Key it ° Intrusion Detection Sensor °
2 2 2 B It also refers to removing restrictions on devices with physical 2
access restrictions (devices installed in racks, cabinets, etc.).
3 2 3 A Unauthorized Operation Intrusion through direct operation of the device’s console or other  |Operator Authentication 1
to execute an attack.
Human Error in Operation  |An attack triggered by a human error in operation by intermnal URL Filtering/Web Reputation
personnel (an employee or partner with access privileges to the Mail Filtering
4 2 3 A device) 1
|An act equivalent to an attack is performed on the device as a result
of a proper media or device connection.
Connecting Unauthorized  [Connection of unauthorized media or device (CD/DVD, USB  [Restriction on Connecting Device and its Usage Same as on the Left] (Same as on the Left)
5 3 3 A Media or Device device, etc.) brought in from outside the with the Log Collection/Log Analysis 4
device to execute an attack. Integrated Log Management System
Execution of Unauthorized [Unauthorized execution of legitimate programs, commands, [Permission Management | Same as on the Left] Device Error Detection
Processes services, and other processes found on the attack target  [Access Control (Same as on the Left) Device Alive Monitoring
6 3 3 A device. [Application Whitelisting (Same as on the Left) Log Collection/Log Analysis 1
[Approval of Important Operations (Same as on the Left) Integrated Log Management System
Malware Infection Infection or running of malware (unauthorized )on |Anti-virus Device Error Detection
the attack target device. ion Whitelisting Device Alive Monitoring
; 3 3 A Applying Patches Log Collection/Log Analysis ,
Avoidance of Vulnerability Integrated Log Management System
Data Signature
Information Theft Theft of information (software, authentication information, Permission Management Same as on the Left) Log Collection/Log Analysis
configuration settings, encryption keys and other confidential Access Control (Same as on the Left) Integrated Log Management System
8 3 3 A information) stored on the device. Data Encryption (Same as on the Left) 1
DLP (Same as on the Left)
Unauthorized Modification of|Unauthorized modification of information (software, Permission Management Same as on the Leff Device Error Detection Data Backup
9 3 3 A Information authentication information, configuration settings, encryption [Access Control (Same as on the Left) Log Collection/Log Analysis 4
keys and other confidential information) stored on the device. |Data Signature (Same as on the Left) Integrated Log Management System
Information Destruction Destroying of information (software, at it Device Error Detection Data Backup
10 3 3 A information, configuration settings, encryption keys and other |Access Control Log Collection/Log Analysis 4
confidential information) stored on the device. Integrated Log Management System
Unauthorized Transmission |Sending unauthorized control commands (settings changes, [ ion/Zoning Same as on the Left) Log Collection/Log Analysis
" 3 3 3 a power shutdowns, etc.) and unauthorized data to other Data Signature (Same as on the Left) Integrated Log Managerent System ;
devices. Approval of Important Operations (Same as on the Left)
Outage Stopping device functions. Device Error Detection
Device Alive Monitoring Failsafe Design
12 3 3 A Log Collection/Log Analysis 1
Integrated Log Management System
DoS Attack Interruption of regular device operations by sending DDoS Cour Device Error Detection
processing requests that exceed the processing capacity of Device Alive Monitoring Failsafe Design
3 1 3 B the device as a result of a DDoS attack, etc. Log Collection/Log Analysis 1
Integrated Log Management System
Theft Device theft. Lock and Key l © |(Same as on the Left) (Same as on the Left)
14 2 2 B 2
Information Theft by (Theft of (software, Tamper Resistance Same as on the Left]
Tampering Device at Time ~|configuration settings, encryption keys and other Obfuscation (Same as on the Left)
15 2 2 B P— 2
of Theft or Disposal information) stored on devices which were stolen or disposed of and [Zeroization o |(Same as on the Left)
then disassembled.
Route Blocking Communications are blocked by disconnecting the [Entrance and Exit Management Device Error Detection Redundancy
communication cable. Lock and Key Device Alive Monitoring
|Alternatively, communications are blocked by pulling out the Log Collection/Log Analysis
16 lcommunication cable from the device. [Leegrated Log Menagsmentieystan
Surveillance Camera
Intrusion Detection Sensor
Network Congestion Causing ion by ing the traffic |FW (Packet Filtering Type) Device Error Detection
that exceeds the capacity of the device. FW (. Gateway Type) Device Alive Monitoring
17 WAF Log Collection/Log Analysis
IPS/IDS Integrated Log Management System
DDosS C
Notapplicable (nofunctions) Jamming with radio Dev!ce Er‘ror Dete.cm‘m
Device Alive Monitoring
18 Log Collection/Log Analysis
Integrated Log Management System
Packet Sniffing | Theft of information flowing on the network. Encryption of Communications Channels
19 Data Encryption
Exclusive Line
L modifying information flowing on the network. |Encryption of Communications Channels Log Collection/Log Analysis
20 Communication Data Data Signature Integrated Log Management System
Exclusive Line
C ting L Ci i device on the network Restriction on Connecting Device and its Usage [Restriction on Connecting Device and s Usage.
21 Device Log Collection/Log Analysis

Integrated Log Management System
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Table 3-6: Asset-based Risk Assessment Sheet

Threats not taken into account for the corresponding asset

Green text in measures:

Supplementary information on measures

Assessment Metrics

Countermeasures

Security Level

inumal  Type of Assets Target Device Threat (Attack Type) Description Protection Detecton'U N R - By Threat
Threat Level | Vuneraoity tove | imireectosee | Risk Value Intrusion/Spreading Phase Objective Achievement Phase etection HREIEED usiness Confinuity
Network Asset  |Control Network (Field Sida) Unauthorized Access Intrusion of the device via the network to execute an attack. |FW (Packet Filtering Type) IPS/IDS
FW (Application Gateway Type) Log Collection/Log Analysis
(One-way Gateway Integrated Log Management System
Proxy Server
1 WAF
Peer-to-Peer
IPS/IDS
Applying Patches
Avoidance of
Physical Intrusion Unauthorized access of sections/areas (device installation locations, [Entrance and Exit Surveillance Camera
etc.) with access restrictions. Lock and Key Intrusion Detection Sensor
2 It also refers to removing restrictions on devices with physical
access restrictions (devices installed in racks, cabinets, etc.).
3 Unauthorized Operation Intrusion through direct operation of the device's console or other  [Operator Authentication
to execute an attack.
Human Error in Operation |An attack triggered by a human error in operation by internal URL Filtering/Web Reputation
personnel (an employee or partner with access privileges to the Mail Filtering
4 device).
|An act equivalent to an attack is performed on the device as a resut
of a proper media or device connection.
Connecting L Ci of media or device (CD/DVD, USB |Restriction on Connecting Device and its Usage (Same as on the Left [Resiricton on Corneciing Devics and s Usage
5 Media or Device device, etc.) brought in from outside the with the Log Collection/Log Analysis
device to execute an attack. Integrated Log Management System
Execution of Unauthorized |Unauthorized execution of legitimate programs, F i |(Same as on the Left) Device Error Detection
Processes services, and other processes found on the attack target Access Control (Same as on the Left) Device Alive i
6 device. Application Whitelisting (Same as on the Left) Log Collection/Log Analysis
Approval of Important Operations (Same as on the Left) Integrated Log Management System
Malware Infection Infection or running of malware ized pi on |Anti-virus Device Error Detection
the attack target device. Application Whitelisting Device Alive itori
; Applying Patches Log Collection/Log Analysis.
Avoidance of Integrated Log Management System
Data Signature
Information Theft Theft of information (software, F |(Same as on the Left) Log Collection/Log Analysis
configuration settings, encryption keys and other confidential |Access Control (Same as on the Left) [ e e St
8 information) stored on the device. Data Encryption (Same as on the Left)
DLP (Same as on the Left)
Unauthorized Modification of|Unauthorized modification of information (software, F |(Same as on the Left) Device Error Detection Data Backup
iariEreD ication i i settings, encryption |Access Control (Same as on the Left) Log Collection/Log Analysis
9 keys and other confidential information) stored on the device. |Data Signature (Same as on the Left) Integrated Log Management System
Information Destruction Destroying of i (software, Permission Device Error Detection Data Backup
10 information, configuration settings, encryption keys and other Access Control Log Collection/Log Analysis
confidential information) stored on the device. Jis e i i
U T Sending control (settings changes, [Segmentation/Zoning |(Same as on the Left) Log Collection/Log Analysis
1 power shutdowns, etc.) and unauthorized data to other Data Signature (Same as on the Left) ntegrated|Fog Menagement Sy stem)
devices. Approval of Important Operations (Same as on the Left)
Outage Stopping device functions. Device Error Detection Redundancy
Device Alive Failsafe Design
12 Log Collection/Log Analysis
Integrated Log Management System
DoS Attack Interruption of regular device operations by sending DDoS Counter Device Error Detection Redundancy
processing requests that exceed the processing capacity of Device Alive Failsafe Design
13 the device as a result of a DDoS attack, etc. Log Collection/Log Analysis
Integrated Log Management System
Theft Device theft. Lock and Key o |(Same as on the Left) (Same as on the Left)
14
Information Theft by Theft of i (software, Tamper |(Same as on the Left)
15 ‘Tampering Device at Time |configuration settings, encryption keys and other Ol i (Same as on the Left)
of Theft or Disposal information) stored on devices which were stolen or disposed of and |Zeroization (Same as on the Left)
then disassembled.
Route Blocking Communications are blocked by disconnecting the [Entrance and Exit Management (IC Card. Biomelric Authentication ° Device Error Detection Redundanc
communication cable. Lock and Key o Device Alive Monitoring
Alternatively, communications are blocked by pulling out the Log Collection/Log Analysis
16 3 2 A communication cable from the device. Integrated Log Management System 2
Surveillance Camera
Intrusion Detection Sensor
Network C Causing ion by ing the traffic [FW (Packet Filtering Type) Device Error Detection Redundancy
that exceeds the capacity of the device. FW (Application Gateway Type) Device Alive Monitoring
17 2 3 A WAF Log Collection/Log Analysis ;
IPS/IDS Integrated Log Management System
DDoS Countermeasures
[Jamming with radio Device Error Detection
Notapplicable (nofunctions) bl
Device Alive
18 Log Collection/Log Analysis
Integrated Log Management System
Packet Sniffing Theft of information flowing on the network. Encryption of C Channels
19 2 3 A Data E.ncry;.mon 4
Exclusive Line
Unauthorized Modification of Maliciously modifying information flowing on the network.  |Encryption of C: Channels Log Collection/Log Analysis
2 2 3 A Communication Data Data Slgnatyre Integrated Log Management System ,
Exclusive Line
(Connecting Unauthorized  |Connecting unauthorized device on the network Restriction on Connecting Device and its Usage [Restriction on Comecting Device and s Usage
D - -
2 2 3 A evice Log Collection/Log Analysis 1

Integrated Log Management System
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Green text in measures:

Supplementary information on measures

. Countermeasures Security Level
Ty f Asset: Target D Assessment Metrics Threat (Attack Type) D iptic Protection By Threat
el Type of Assets arget Device reat (Attack Type escription y Threa
Detection/Understanding Damage Business Continuit
Throat Lovel | Veabtey Lovl | [irpomesofeees || RISK Vallis Intrusion/Spreading Phase Objective Achievement Phase 9 Damag Y
Network Asset Field Network Unauthorized Access Intrusion of the device via the network to execute an attack. |[FW (Packet Filtering Type) IPS/IDS
FW (Application Gateway Type) Log Collection/Log Analysis
One-way Gateway Integrated Log Management System
Proxy Server
1 WAF
Peer-to-Peer
IPS/IDS
Applying Patches
Avoidance of Vulnerability
Physical Intrusion Unauthorized access of sections/areas (device installation locations, [Entrance and Exit Management Surveillance Camera
etc.) with access restrictions. Lock and Key Intrusion Detection Sensor
2 It also refers to removing restrictions on devices with physical
access restrictions (devices installed in racks, cabinets, etc.).
3 Unauthorized Operation Intrusion through direct operation of the device's console or other Operator
lcomponent to execute an attack.
Human Error in Operation  [An attack triggered by a human error in operation by internal URL Fil
personnel (an employee or partner with access privileges to the Mail Filtering
4 device).
|An act equivalent to an attack is performed on the device as a result
of a proper media or device connection.
Connecting Unauthorized _|Connection of unauthorized media or device (CD/DVD, USB_|Restriction on Gonnecling Device and its Usage (Same as on the Left) [Festictonen Goacirg Doves an s Usoos
5 Media or Device device, etc.) brought in from outside the with the Log Collection/Log Analysis
device to execute an attack. Integrated Cog MansgementSysiem
of L L i tion of legitimate programs, Permission [(Same as on the Left) Device Error Detection
Processes services, and other processes found on the attack target Access Control (Same as on the Left) Device Alive Monitori
6 device. icati i (Same as on the Left) Log Collection/Log Analysis
Approval of Important Operations (Same as on the Left) Integrated Log Management System
Malware Infection Infection or running of malware ized p on [Anti-virus Device Error Detection
the attack target device. Device Alive
Applying Patches Log Ci 0g Analysis
! Avoidance of Vulnerability Integrated Log Management System
Data Signature
Information Theft Theft of it (software, Permission Management Same as on the Left) Log Collection/Log Analysis
configuration settings, encryption keys and other Access Control (Same as on the Left) Integrated Log Managerrent System
8 information) stored on the device. Data Encryption (Same as on the Left)
DLP (Same as on the Left)
Unauthorized fication of|L i iification of i (software, Permission [(Same as on the Left) Device Error Detection Data Backup
5 g ication i i settings, encryption | Access Control (Same as on the Left) Log Collection/Log Analysis
keys and other confidential information) stored on the device. |Pata Signature (Same as on the Left) Integrated Log Managerment System
D¢ D¢ of (software, autt Permission Management Device Error Detection Data Backup
10 information, configuration settings, encryption keys and other |Access Control Log C og Analysis
confidential information) stored on the device. nisgrated tog MonagamentSysiom)
Unauthorized Transmission [Sending unauthorized control commands (settings changes, |Segmentation/Zonin Same as on the Left) Log Collection/Log Analysis
1" 3 power shutdowns, etc.) and unauthorized data to other Data Signature (Same as on the Left) Integrated Log Management System
devices. Approval of Important Operations (Same as on the Left)
Outage Stopping device functions. Device Error Detection Redundancy
Device Alive Monitoring Failsafe Design
12 Log C og Analysis
Integrated Log Managerent System
DoS Attack Interruption of regular device operations by sending DDoS Countermeasures Device Error Detection Redundancy
processing requests that exceed the processing capacity of Device Alive Failsafe Design
13 the device as a result of a DDoS attack, etc. Log Collection/Log Analysis
Integrated Log Managerent System
Theft Device theft. Lock and Key (Same as on the Left) (Same as on the Left)
14
Information Theft by Theft of (software, Tamper [(Same as on the Left)
15 Tampering Device at Time |configuration settings, encryption keys and other Obfuscation (Same as on the Left)
of Theft or Disposal information) stored on devices which were stolen or disposed of and i (Same as on the Left)
then disassembled.
Route Blocking C ications are blocked by the Entrance and Exit Management (o the Premises Only) o Device Error Detection Redundan
communication cable. Lock and Key ° Device Alive Monitoring
Alternatively, communications are blocked by pulling out the Log Collection/Log Analysis
16 3 2 A lcommunication cable from the device. Integrated Log Managerent System 2
Surveillance Camera
Intrusion Detection Sensor
Network Congestion Causing congestion by generating the communications traffic [FW (Packet Filtering Type) Device Error Detection Redundancy
that exceeds the capacity of the device. FW (Application Gateway Type) Device Alive Monitoring
17 2 3 A WAF Log Collection/Log Analysis 1
PS/IDS Integrated Log Management System
DDoS Countermeasures
) ) Jamming Interference with radio communications. Device Error Detection
Notapplicable (nofunctions) DT
18 Log C og Analysis
Integrated Log Managerent System
&
Packet Sniffing Theft of information flowing on the network. Encryption of Communications Channels
19 2 3 A Data Er\cry?llon 4
Exclusive Line
Unauthorized ification modifying 1 flowing on the network. Encryption of Communications Channels Log Collection/Log Analysis
20 2 3 A Communication Data Data Signal‘ure Integrated Log Management System 4
Exclusive Line
Connecting Unauthorized ~ [Connecting unauthorized device on the network Restriction on Connecting Device and its Usage [Restricton on Gamnecting Device and s Usage.
Device Log Collection/Log Analysis
21 2 3 A 9 9 Analy 1
Integrated Log Managerment System
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Green text in measures:

Supplementary information on measures

Assessment Metrics

Countermeasures

Security Level

el Type of Assets Target Device Threat (Attack Type) Description Protection " N . . By Threat
" - - Detection/Understanding Damage Business Continuity
Threat Level [ vunerabilty Level | importance ot assets | Risk Value Intrusion/Spreading Phase Objective Achievement Phase
Control System Asset (Controller, Controller Unauthorized Access Intrusion of the device via the network to execute an attack. [FW (Packet Filtering Type) IPS/IDS
(Master) FW (Application Gateway Type) Log Collection/Log Analysis
One-way Gateway Integrated Log Management System
Proxy Server
WAF
1 2 3 A 1
Peer-to-Peer
IPS/IDS
Applying Patches
/Avoidance of Vulnerability
Physical Intrusion Unauthorized access of sections/areas (device installation locations, [Entrance and Exit Management (IC Card © Surveillance Camera o
etc.) with access restrictions. Lock and Key ° Intrusion Detection Sensor °
2 2 2 B It also refers to removing restrictions on devices with physical 2
access restrictions (devices installed in racks, cabinets, etc.).
3 2 2 B Unauthorized Operation Intrusion through direct operation of the device's console or other Operator 1 (ID/Pass) © 2
to execute an attack
Human Error in Operation ~ [An attack triggered by a human error in operation by intemal URL Filtering/Web Reputation
personnel (an employee or partner with access privileges to the Mail Filtering
4 2 3 A device) 1
An act equivalent to an attack is performed on the device as a result
of a proper media or device connection.
Connecting Unauthorized ~ [Connection of unauthorized media or device (CD/DVD, USB [Restriction on Connecting Device and its Usage |(Same as on the Left) [(Same as on the Left)
5 2 3 A Media or Device device, etc.) brought in from outside the organization with the Log Collection/Log Analysis 4
device to execute an attack. Integrated Log Management System
Execution of Unauthorized [Unauthorized execution of legitimate programs, commands, |Permission Management [(Same as on the Left) Device Error Detection
Processes services, and other processes found on the attack target  |Access Control (Same as on the Left) Device Alive Monitoring
6 2 3 A device. /Application Whitelisting (Same as on the Left) Log Collection/Log Analysis 1
|Approval of Important Operations (Same as on the Left) Integrated Log Management System
Malware Infection Infection or running of malware (unauthorized programs) on  |Anti-virus Device Error Deection
the attack target device. /Application Whitelisting Device Alive Monitoring
|Applying Patches Log Collection/Log Analysis
7 1 3 B Avoidance of Vulnerability Itegrated Log Managerent System 1
Data Signature
Information Theft Theft of information (software, authentication information, Permission Management Same as on the Left) Log Collection/Log Analysis
1 settings, encryption keys and other confidential [Access Control (Same as on the Left) Integrated Log Managerent System
8 3 3 A information) stored on the device. Data Encryption (Same as on the Left) 1
DLP (Same as on the Left)
Unauthorized i ion of [ of information (software, Permission Management Same as on the Left) Device Error Detection Data Backup
9 3 3 A Information information, co settings, encryption |Access Control (Same as on the Left) Log C og Analysis 4
keys and other confidential information) stored on the device. |Data Signature (Same as on the Left) Integrated L og Managsment System
Information Destruction Destroying of information (software, authentication P it Device Error Detection Data Backup
10 3 3 A information, configuration settings, encryption keys and other [Access Control Log Collection/Log Analysis 1
confidential information) stored on the device. Integrated Log Management System
Unauthorized Transmission [Sending unauthorized control commands (settings changes, [Segmer oning [(Same as on the Left) Log Collection/Log Analysis
1 3 3 3 A power shutdowns, etc.) and unauthorized data to other Data Signature (Same as on the Left) Integrated Log Management System 4
devices. /Approval of Important Operations (Same as on the Left)
(Outage Stopping device functions. Device Error Detection Redundancy
Device Alive Monitoring Failsafe Design
12 2 3 A Log Collection/Log Analysis 1
Integrated Log Management System
DosS Attack Interruption of regular device operations by sending DDoS Countermeasures Device Error Detection Redundancy
processing requests that exceed the processing capacity of Device Alive Monitoring Failsafe Design
13 3 3 A the device as a result of a DDoS attack, etc. Log Collection/Log Analysis 1
Integrated Log Management System
Theft Device theft. Lock and Key © |(Same as on the Left) (Same as on the Left)
14 2 2 B 2
Information Theft by Theft of (software, Tamper Same as on the Left)
Tampering Device at Time  |configuration settings, encryption keys and other Obfuscation (Same as on the Left)
15 2 2 B " y " 2
of Theft or Disposal information) stored on devices which were stolen o disposed of and |Zeroization o |(Same as on the Left)
then disassembled.
Route Blocking Communications are blocked by disconnecting the [Entrance and Exit Management Device Error Detection Redundancy
communication cable. Lock and Key Device Alive itorir
Alternatively, communications are blocked by pulling out the Log Collection/Log Analysis
16 lcommunication cable from the device. ntegrated Log Menagsment Syste
Surveillance Camera
Intrusion Detection Sensor
Network C Causing by generating the communications traffic [FW (Packet Filtering Type) Device Error Detection Redundancy
that exceeds the capacity of the device. FW Gateway Type) Device Alive
17 WAF Log Collection/Log Analysis
IPS/IDS Integrated Log Management System
DDoS Countermeasures
i A [Jamming Interference with radio communications. Device Error Detection Redundancy
Notapplicable (nofunctions) LI
Device Alive
18 Log C og Analysis
Integrated Log Management System
Packet Sniffing Theft of information flowing on the network. Encryption of Cq Channels
19 Data Encryption
Exclusive Line
Unauthorized flowing on the network. Encryption of Ce Channels Log C og Analysis
20 [Communication Data Data Signature Integrated Log Management System
Exclusive Line
Connecting L C device on the network on Connecting Device and its Usage
2 Device Log Collection/Log Analysis
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Green text in measures:

Supplementary information on measures

3 Countermeasures Security Level
Assessment Metrics - 5
fom Mumber Type of Assets Target Device Threat (Attack Type) Description Protection Detectionll D B Cont By Threat
ion
Threat Level | Vanersity Level| merrcotrses | Risk Value Intrusion/Spreading Phase Objective Achievement Phase stectio amage UL @iy
Control System Asset |Controller (Slave) Unauthorized Access Intrusion of the device via the network to execute an attack. |FW (Packet Filtering Type) IPS/IDS
FW (; i Gateway Type) Log Collection/Log Analysis
One-way Gateway Integrated Log Management System
Proxy Server
1 2 3 A WAR 1
Peer-to-Peer !
IPS/IDS
|Applying Patches
Avoidance of Vulnerability
Physical Intrusion Unauthorized access of sections/areas (device installation locations, [Entrance and Exit Surveillance Camera
etc.) with access restrictions. Lock and Key it o Intrusion Detection Sensor
2 3 2 A It also refers to removing restrictions on devices with physical 2
access restrictions (devices installed in racks, cabinets, etc.).
3 3 2 A Unauthorized Operation Intrusion through direct operation of the device's console or other  [Operator Autf (ID/Pass) o B
to execute an attack
Human Error in Operation ~ [An attack triggered by a human error in operation by intemnal URL Filtering/Web Reputation
personnel (an employee or partner with access privileges to the Mail Filtering
4 2 3 A device). 1
An act equivalent to an attack is performed on the device as a result
of a proper media or device connection
Connecting Unauthorized  |Connection of unauthorized media or device (CD/DVD, USB  |Restriction on Connecting Device and its Usage [(Same as on the Left) (Same as on the Left)
5 2 3 A Media or Device device, etc.) brought in from outside the organization with the Log Collection/Log Analysis 4
device to execute an attack. Integrated Log Management System
| Execution of Unauthorized  [Unauthorized execution of legitimate programs, Management [(Same as on the Leff) Device Error Detection
Processes services, and other processes found on the attack target  [Access Control (Same as on the Left) Device Alive Monitoring
6 2 3 A device. Application Whitelisting (Same as on the Left) Log Collection/Log Analysis 1
Approval of Important Operations (Same as on the Left) Integrated Log Management System
Malware Infection Infection or running of malware (unauthorized programs) on ~ |Anti-virus Device Error Detection
the attack target device. |Application Whitelisting Device Alive Monitoring
; 1 3 B Applying Patches Log Collection/Log Analysis
|Avoidance of Vulnerability Integrated Log Management System 1
Data Signature
Information Theft Theft of il (software, a ication Permission Management Same as on the Left) Log Collection/Log Analysis
configuration settings, encryption keys and other Access Control (Same as on the Left) Integrated Log Management System
8 3 3 A information) stored on the device. Data Encryption (Same as on the Left) 1
DLP (Same as on the Left)
Unauthorized Modification of|Unauthorized modification of information (software, Management (Same as on the Left) Device Error Detection Data Backup
9 3 3 A Information authentication information, configuration settings, encryption |Access Control (Same as on the Left) Log Collection/Log Analysis 4
keys and other confidential information) stored on the device. |Data Signature (Same as on the Left) Integrated Log Management System
Information Destruction Destroying of information (software, autt Permission Device Error Detection Data Backup
10 3 3 A information, configuration settings, encryption keys and other Access Control Log Collection/Log Analysis 4
confidential information) stored on the device. Integrated Log Management System
3 Unauthorized Transmission [Sending unauthorized control commands (settings changes, oning (Same as on the Left) Log Collection/Log Analysis
1 3 3 A power shutdowns, etc.) and unauthorized data to other Data Signature (Same as on the Left) Integrated Log Management System
devices. [Approval of Important Operations (Same as on the Left) !
Outage Stopping device functions. Device Error Detection Redundancy o
Device Alive Failsafe Design o
12 3 3 A Log Collection/Log Analysis 1
Integrated Log Management System
DoS Attack 1 of regular device operations by sending DDoS C Device Error Detection Redundan ©
processing requests that exceed the processing capacity of Device Alive Monitoring Failsafe Design °
13 3 3 A the device as a result of a DDoS attack, etc. Log Collection/Log Analysis 1
Integrated Log Management System
Theft Device theft. Lock and Key it © _|(Same as on the Left) (Same as on the Left)
14 3 2 A 2
Information Theft by Theft of it (software, Tamper |1_§ame as on the Left)
15 3 2 A Tampering Device at Time  |configuration settings, encryption keys and other (Obfuscation (Same as on the Left)
of Theft or Disposal information) stored on devices which were stolen or disposed of and |Zeroization © |(Same as on the Left) 2
then disassembled.
Route Blocking C i are blocked by the [Entrance and Exit Device Error Detection
communication cable. Lock and Key Device Alive Monitori
|Alternatively, communications are blocked by pulling out the Log Collection/Log Analysis
16 communication cable from the device. intoggated Fog MenzgpentBysfom)
Surveillance Camera
Intrusion Detection Sensor
Network Ce Causing congestion by the traffic |FW (Packet Filtering Type) Device Error Detection
that exceeds the capacity of the device. FW (; Gateway Type) Device Alive
17 WAF Log Collection/Log Analysis
IPS/IDS Integrated Log Management System
DDoS C
Notapplicable (nofunctions) Jamming with radio Device Error Detection
Device Alive Monitoring
18 Log Collection/Log Analysis
Integrated Log Management System
Packet Sniffing Theft of information flowing on the network. Encryption of Communications Channels
19 Data Encryption
Exclusive Line
1 modifying i flowing on the network. |Encryption of Communications Channels Log Collection/Log Analysis
20 Communication Data Data Signature Integrated Log Management System
Exclusive Line
Connecting Unauthorized  |Connecting unauthorized device on the network Restriction on Connecting Device and its Usage [Resiriction on Comnecting Device and ts Usage:
2 Device Log Collection/Log Analysis

Integrated Log Management System
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3.3. Summary of Risk Values
[Task 3.3@)] Preparing a summary chart of vulnerability levels.
» This allows better understanding and reviewing of the distribution of
vulnerability levels in combinations of asset and threat types.

[Output 3.3D)]

A summary chart of asset vulnerability levels is provided below (Table 3-7).
Table 3-7: Summary Chart of Vulnerability Levels for Asset-based Risk Analysis

£ £3 5 5 ¥ T ®
Threat Asset | 2 K 2 |zg| = |38 | & 3 [SE| 33 : 5 B
g 8 &8 |5¢ S1E7 8| 8| ¢ | ¢
S o £ o 8 3
Unauthorized Access 2 2 2 2 2 2 2 2 2
Physical Intrusion 2 1 1 1 1 1 1 2
Unauthorized Operation 2 nnnnnnn 3
Human Error in Operation 2 3 3 3 3 3 3 3 3
Connecting Unauthorized Media or Device 2 3 3 3 3 3 3 3 3
Execution of Unauthorized Processes 3 nn n K} 3
Malware Infection |n 3 3 3 3 3
Information Theft 3 3 3
Unauthorized Modification of Information 3 3 3
Information Destruction 3 3 3
Unauthorized Transmission 3 3 3
Outage 3 3 3
DoS/DDoS Attack 3 3 3
Theft 2 2 2
When Stolen or Discarded 2 2 2 2 2
Route Blocking

Network Congestion

Jamming

Packet Sniffing

Unauthorized Modification of Communication Data

Connecting Unauthorized Device
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[Task 3.3@)] Preparing a summary chart of risk values.

[Output 3.3@)]

A summary chart of risk values is provided below (Table 3-8).
Table 3-8: Summary Chart of Risk Values for Asset-based Risk Analysis

Threat Asset

Firewall

DMZ

Data Historian
(Relay)

Unauthorized Access

Physical Intrusion

Unauthorized Operation

Human Error in Operation

Data Historian
Control Network
(Information Side)
HMI (Operator
Terminal)
Control Network
(Field Side)
Field Network
Controller (Slave)

Connecting Unauthorized Media or Device

Execution of Unauthorized Processes

Malware Infection

Information Theft

Unauthorized Modification of Information

Information Destruction

W|W|eO|m

b NSNS 00 | 00 Bl Controller (Master)

Unauthorized Transmission

Outage
DoS/DDoS Attack
Theft

Hﬂoomcoo

When Stolen or Discarded

OO O|0O|0(0 OHO O | 0| O| 0| O [ Monitoring Terminal

oo>>mm>o==>>=o>

O(0O|e|®| 0| (W|W|W|0|e P|®([e O|w

o0 H > > > > > > > > > H (9}| W Control Server
@ | oo | o (B R S RS S RS S S | 0 | 00
> > > > > > > > ﬂ > > > > > >

ANl > (> > (> > (>

Route Blocking

Network Congestion

W | O0|0|0

Jamming

Packet Sniffing

vy

Unauthorized Modification of Communication Data

Connecting Unauthorized Device
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4. Business Impact-based Risk Analysis

Business impact-based risk analysis involves using the following outputs prepared

previously to conduct a risk analysis.
Table 4-1: Outputs for Preparations Used

Section In this Volume Outputs for Preparations Used Guide
21 List of Assets 3.1.5. Table 3-9
2.2 System Configuration Diagram 3.2.3. Figure 3-8
2.3.0 Dataflow Matrix 3.3.1. Table 3-10
2.3.Q Dataflow Chart 3.3.2. Figure 3-14
Evaluation Criteria for
2.6 ) 4.3.2. Table 4-11
Business Impact Levels
List Detailing Business Impacts
2.7 ) 4.3.3. Table 4-12
and Business Impact Levels
2.8 Evaluation Criteria for Threat Levels 4.4.5. Table 4-20 to Table 4-24

A list of outputs that is newly prepared as part of business impact-based risk analysis is

shown below.

Table 4-2: Outputs Prepared in Business Impact-based Risk Analysis Work

Section In this Volume Asset-based Output Guide
41 List of Attack Scenarios 6.2.2. Table 6-6
4.2 List of Attack Routes 6.5.1. Table 6-11 to Table 6-12
4.3 Attack Route Diagram 6.5.1. Figure 6-9
Business Impact-based Risk
4.4 6.6.4. to 6.11.
Assessment Sheet
4.5 Summary of Risk Values 6.11.3.

List of Assets |}

System
Configuration 2-2
Diagram

Review of
Anticipated
Threats

Dataflow Chart

List of
Importance of [FSE]
Assets

Dataflow Matrix [§F2¢I8)]

Ewaluation
Criteria for A
Importance of (RN
Assets

Evaluation P

Criteri: List of

Benady [ Business
Impact Levels Impacts

Evaluation

ria for
Threat Levels

e

3-1D

Review of o
Threat Levels |

List of Attack
Seenarios

List of Attack -2

Business Impact-
based Risk
Assessment Sheet

Asset-based Risk &
Assessment Sheet

Figure 4-1: Business Impact-based Risk Analysis Work Flow
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4.1. Preparing a List of Attack Scenarios

In this section, specific attack scenarios are prepared, based on the “Table 2-8: List of
Business Impacts” prepared in Section 2.7.

[Task 4.10)] Reviewing the cyber attack (attack scenario summary) acting as the cause
of the business impact.
[Task 4.1@)] Listing the attack targets for the attack scenario.
[Task 4.1@)] Listing the attack execution assets for the attack scenario.
» Itis necessary to include attack execution assets where data is flowing to attack
targets, referring to the dataflow matrix provided in Section 2.3.
[Task 4.1@)] Listing specific attack types for the attack scenario.

Table 4-3: Format of Attack Scenarios

Business Business|
# Summary of Business Impacts and Attack Scenarios Impact
Impact Leva]

Improper use of legitimate supply outage functions caused by a cyber attack on supply
facilities, which produces a wide area energy supply outage, resulting in significant
social impacts and a dramatic loss of trust in the company.

Wide Area (D
A wide area supply outage caused by the use of wide area supply outage
Energy functions.
Suppl
1 upply Attack Execution ) 3
Outage Attack Target Final Attack

Asset

P 77\
1-1 3) 2) 4
HMI ]f/Controller ]I Causes wide-area supply outage.]
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[Output 4.1]

Alist of attack scenarios is provided below (Table 4-4). For information on notes *1 to *5 in the table, see over the page.
Table 4-4: List of Attack Scenarios

Iltem Business Business
Summary of Business Impacts and Attack Scenarios (*1)
Number Impact Impact Level
Improper use of legitimate supply outage functions caused by a cyber attack on supply facilities, which produces a wide area fuel supply outage, resulting in
significant social impacts and a dramatic loss of trust in the company.
1 Wide Area Fuel|  scenario # Attack Scenario Attack Execution Asset Attack Target Final Attack 3
Supply Outage Awi (*2)
wide area supply outage caused by the use of
1-1 . PRy 9 . y HMI Controller Causes wide-area supply outage.
wide area supply outage functions.
A wide area supply outage caused by supply outage Sends malicious control command to cause
1-2 ) ] Controller (Master) Controller (Slave)
commands being sent to multiple controllers. supply outage.
Outbreak of fires and explosions due to control abnormalities and a loss of monitoring facilities for handling hazardous materials caused by a cyber attack on
manufacturing facilities. Such attacks impact local residents and the environment, cause significant losses in compensation claims, and lead to a dramatic loss of
trust in the company. (*3)
Item Number Attack Scenario Attack Execution Asset Attack Target Final Attack
Outbreak of fires and explosions due to control .
S -_ i HMI Controller Sets incorrect target value for controller.
o1 abnormalities in facilities for handling hazardous
materials caused by the setting of improper target
| y g otimprop g Control Server Controller Sets incorrect target value for controller.
values.
Outbreak of fires and explosions due to control
Occurrence of abnormalities in facilities for handling hazardous Maliciously modifies settings of controller
fires and 2-2 materials caused by the malicious modification of EWS Controller (such as threshold values). Tampers with
2 explosion settings (thresholds, etc.) or tampering with and and alters data/software in controller. 3
incFi) dents altering programs.
Outbreak of fires and explosions due to erratic HMI HMI Tampers with and alters data/software in
behavior in facilities for handling hazardous materials HMI.
2-3 where the unauthorized modification of data and Control Server Control Server Tampers with and alters data/software in
programs prevents a proper response, even when control server.
operations are performed correctly.
) . Maliciously modifies network settings and
Outbreak of fires and explosions caused by a loss ) o
. - . ) disables communications.
o4 of monitoring and monitoring control at facilities for Control Network (Field |Control Network " oots with el - ——
- nfects with malware causing unauthorize
handling hazardous materials due to congestion in  |Side) Connected Device |(Field Side) L ) 9
X i communications, and disables
the control network (field side). o
communications.
Manufacturing and supply of fuel that does not meet quality standards caused by a cyber attack on manufacturing facilities, causing significant inconvenience to
customers, significant losses in compensation claims, and a dramatic loss of trust in the company.
ltem Number Attack Scenario Attack Execution Asset Attack Target Final Attack
Production of fusl that does not mest quality HMI Controller Sets incorrect target value for controller.
31 standards due to control abnormalities in production
faciiiies caused by the seiting of improper target Control Server Controller Sets incorrect target value for controller.
values.
3 Supply of Production of fuel that does not meet quality 2
Defective Fuel standards due to control abnormalities in production Maliciously modifies settings of controller (*4)
3-2 facilities caused by the malicious modification of EWS Controller (such as threshold values). Tampers with
settings (thresholds, etc.) or tampering with and and alters data/software in controller.
altering programs.
Production of fuel that does not meet quality HMI HMI Tampers with and alters data/software in
33 standards due to control abnormalities in production HMI.
facilities caused by tampering with and altering Tampers with and alters data/software in
Control Server Control Server
data/software. control server.
Manufacturing/production disrupt/suspend and damages due to forcibly terminated processes due to process control abnormalities and operation monitoring
failures caused by a cyber attack on manufacturing facilities.
Iltem Number Attack Scenario Attack Execution Asset Attack Target Final Attack
Control abnormalities in production facilities caused |HMI Controller Sets incorrect target value for controller.
4-1 by the setting of improper target values. This leads
to processes being terminated for safety reasons.  |Control Server Controller Sets incorrect target value for controller.
Control abnormalities in production facilities caused
Manufacturing/ . T . . - .
Production by the malicious modification of settings (thresholds, Maliciously modifies settings of controller ]
4 roduc 4-2 etc.) or tampering with and altering programs. This  [EWS Controller (such as threshold values). Tampers with
Disrupt/ ) ! . (*5)
leads to processes being terminated for safety and alters data/software in controller.
Suspend
reasons.
Operational abnormalities in production facilities HMI HMI Tampers with and alters data/software in
43 caused by tampering with and altering data/software. HMI.
This leads to processes being terminated for safety Tampers with and alters data/software in
Control Server Control Server
reasons. control server.
A destructive malware or ransomware infection that . .
. L . . Infects the system with destructive malware
disables monitoring of production facilities and ) ) o
4-4 L ) HMI HMI and ransomware, disabling monitoring
prevent monitoring control. This leads to processes .
. : operations.
being terminated for safety reasons.
A cyber attack on the control system, resulting in an external leak of company production secrets, impacting the company’s competitive edge against other
companies, and leading to a deterioration in competitive strength.
Leak of : ) )
Item Number Attack Scenario Attack Execution Asset Attack Target Final Attack
5 confidential 3
inf ti ) Theft of confidential information stored on
information Theft of company production secrets stored onthe [EWS EWS the EWS
5-1 control system, resulting in an external information -
Theft of confidential information stored on
leak. Control Server Control Server
the control server.
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*1: The facilities and operating functions described in these examples are used for demonstrative purposes only.

*2: While the business impact level is listed as “3” in these examples, this could be changed to “2”, or even “1” provided that the supply
structure in place is such that the supply outage only persists for a set period of time before supply is restored, and that the supply outage
can be resolved (supply can be resumed) before the customer is impacted.

*3: In the case of an actual explosion or fire, other factors besides the cyber attack may be involved.

*4: In these examples, even if products that do not meet quality standards/criteria are produced due to a cyber attack on the
manufacturing process, the business impact level shall be set to “2” provided that widespread losses are averted by limiting damages to
those sustained within the company by discarding affected lots, finding affected products during inspection processes, or issuing a
recall/retrieving affected products that have been supplied.

*5: When processes are terminated for safety reasons due to a loss of monitoring (disabled monitoring control), in these examples the

business impact level is set to “1”.
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4.2. Preparing a List of Attack Routes
In this section, a list of attack routes is prepared, based on the list of attack scenarios
prepared in 4.1.
[Task 4.2(D] Listing the attack entry points for the attack execution asset “HMI” in
attack scenario 1-1.
[Task 4.2Q)] Listing assets between the attack entry point and the attack execution asset.
Providing details on the attack route from the attack entry point to the attack execution
asset in the system configuration diagram.

» ltis necessary to include assets along the attack path where data is flowing to

the attack execution asset and the attack target, referring to the dataflow matrix

provided in Section 2.3.
[Task 4.2@)] Determining the attacker.
[Task 4.2@)] Carrying out tasks D to @ for all attack scenarios.

Table 4-5: Format for a List of Attack Routes

Attack
Scenario|

Who

From Where

How

Attacker

Attack Path
1

Attack Path
2

Attack Path))

3

Attack
Execution
Asset

Attack
Target

Final Attack

1-1

Malicious
Third Party

Data
Historian
(Relay)

Monitoring
Terminal

Data
Historian

HMI

Controller

Causes wide-
area supply
outage.

1-1

Malicious
Third Party

Information

Network FW

HMI

Controller

Causes wide-
area supply
outage.

11

Insider
(Human

HMI
(Physical
Intrusion)

HMI

Controller

Causes wide-
area supply
outage.

1-2

Error)
O,

Controller
(M)

Controller

(S)

Sends
malicious
control
command to
cause supply
outage.

1-2

Controller
(M)

Controller

(S)

Sends
malicious
control
command to
cause supply
outage.

Controller
(M)

Controller

(S)

Sends
malicious
control
command to
cause supply
outage.
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[Output 4.2]

The following shows both a list of attack routes compiled by scenario number (Table 4-6), and a list of attack routes compiled by attack
entry point (Table 4-7).

Table 4-6: List of Attack Routes (Sorted by Scenario)

Afiack Scenario Who From Where How
Tree
Number Number Attacker Attack Entry Point Attack Path 1 Attack Path 2 Attack Path 3 Attack Execution Asset Attack Target Final Attack
1-1 1-1 Malicious Third Party Information Network FW HMI Controller Causes wide-area supply outage.
1-2 1-1 Malicious Third Party ~ |Monitoring Terminal Data Historian (Relay) Data Historian HMI Controller Causes wide-area supply outage.
1-3 1-1 Insider (Human Error) [HMI (Physical Intrusion) HMI Controller Causes wide-area supply outage.
1-4 1-2 Malicious Third Party  |Information Network Fw EWS Controller (M) Controller (S) Sends malicious control command to cause supply outage.
1-5 1-2 Malicious Third Party Monitoring Terminal Data Historian (Relay) Data Historian EWS Controller (M) Controller (S) Sends malicious control command to cause supply outage.
1-6 1-2 Insider (Human Error) |EWS (Physical Intrusion) Controller (M) Controller (S) Sends malicious control command to cause supply outage.
Tree # Scenario # Attacker Attack Entry Point Attack Path 1 Attack Path 2 Attack Path 3 Attack Execution Asset Attack Target Final Attack
2-1 21 Malicious Third Party  |Information Network Fw HMI Controller Sets incorrect target value for controller.
2-2 2-1 Malicious Third Party Information Network FW Control Server Controller Sets incorrect target value for controller.
2-3 21 Malicious Third Party ~ |Monitoring Terminal Data Historian (Relay) Data Historian HMI Controller Sets incorrect target value for controller.
2-4 21 Malicious Third Party  |Monitoring Terminal Data Historian (Relay) Data Historian Control Server Controller Sets incorrect target value for controller.
2-5 21 Insider (Human Error) |HMI (Physical Intrusion) HMI Controller Sets incorrect target value for controller.
2-6 21 Insider (Human Error) |Control Server (Physical Intrusion) Control Server Controller Sets incorrect target value for controller.
2-7 2-2 Malicious Third Party Information Network FW EWS Controller [Maliciously modifies settings of controller (such as threshold values). Tampers with and alters data/software in controller.
2-8 2-2 Malicious Third Party  |Monitoring Terminal Data Historian (Relay) Data Historian EWS Controller Maliciously modifies settings of controller (such as threshold values). Tampers with and alters data/software in controller.
2-9 2-2 Insider (Human Error) |EWS (Physical Intrusion) EWS Controller [Maliciously modifies settings of controller (such as threshold values). Tampers with and alters data/software in controller.
2-10 2-3 Malicious Third Party Information Network FW HMI HMI Tampers with and alters data/software in HMI.
2-11 2-3 Malicious Third Party Information Network FW Control Server Control Server Tampers with and alters data/software in control server.
2-12 2-3 Malicious Third Party ~ |Monitoring Terminal Data Historian (Relay) Data Historian HMI HMI Tampers with and alters data/software in HMI.
2-13 2-3 Malicious Third Party Monitoring Terminal Data Historian (Relay) Data Historian Control Server Control Server Tampers with and alters data/software in control server.
2-14 2-3 Insider (Human Error) |HMI (Physical Intrusion) HMI HMI Tampers with and alters data/software in HMI.
2-15 2-3 Insider (Human Error) |Control Server (Physical Intrusion) Control Server Control Server Tampers with and alters data/software in control server.
2-16 2-4 Malicious Third Party  |Information Network FwW HMI [Control Network (Field Side) [ Maliciously modifies network settings and disables communications.
2-17 2-4 Malicious Third Party Information Network FW HMI Control Network (Field Side) | Infects with malware causing unauthorized and disables ications.
2-18 2-4 Malicious Third Party  |Monitoring Terminal Data Historian (Relay) Data Historian HMI Control Network (Field Side) [ Maliciously modifies network settings and disables communications.
2-19 2-4 Malicious Third Party  |Monitoring Terminal Data Historian (Relay) Data Historian HMI Control Network (Field Side) ~ [Infects with malware causing unauthorized and disables ications.
2-20 2-4 Insider (Human Error) |HMI (Physical Intrusion) HMI [Control Network (Field Side) | Maliciously modifies network settings and disables communications.
2-21 2-4 Insider (Human Error) [HMI (Physical Intrusion) HMI Control Network (Field Side) | Infects with malware causing unauthorized and disables ications.
2-22 2-4 Insider (Human Error) |EWS (Physical Intrusion) EWS Control Network (Field Side) | Maliciously modifies network settings and disables communications.
2-23 2-4 Insider (Human Error) |EWS (Physical Intrusion) EWS Control Network (Field Side) | Infects with malware causing unauthorized and disables ications.
Tree # Scenario # Attacker Attack Entry Point Attack Path 1 Attack Path 2 Attack Path 3 Attack Execution Asset Attack Target Final Attack
3-1 31 Malicious Third Party Information Network FW HMI Controller Sets incorrect target value for controller.
3-2 31 Malicious Third Party  |Information Network Fw Control Server Controller Sets incorrect target value for controller.
3-3 31 Malicious Third Party  |Monitoring Terminal Data Historian (Relay) Data Historian HMI Controller Sets incorrect target value for controller.
3-4 31 Malicious Third Party ~ |Monitoring Terminal Data Historian (Relay) Data Historian Control Server Controller Sets incorrect target value for controller.
3-5 31 Insider (Human Error) [HMI (Physical Intrusion) HMI Controller Sets incorrect target value for controller.
3-6 31 Insider (Human Error) | Control Server (Physical Intrusion) Control Server Controller Sets incorrect target value for controller.
3-7 3-2 Malicious Third Party Information Network FW EWS Controller [Maliciously modifies settings of controller (such as threshold values). Tampers with and alters data/software in controller.
3-8 3-2 Malicious Third Party Monitoring Terminal Data Historian (Relay) Data Historian EWS Controller [Maliciously modifies settings of controller (such as threshold values). Tampers with and alters data/software in controller.
3-9 3-2 Insider (Human Error) |EWS (Physical Intrusion) EWS Controller Maliciously modifies settings of controller (such as threshold values). Tampers with and alters data/software in controller.
3-10 3-3 Malicious Third Party Information Network FW HMI HMI Tampers with and alters data/software in HMI.
3-11 3-3 Malicious Third Party  |Information Network FW Control Server Control Server Tampers with and alters data/software in control server.
3-12 3-3 Malicious Third Party Monitoring Terminal Data Historian (Relay) Data Historian HMI HMI Tampers with and alters data/software in HMI.
3-13 3-3 Malicious Third Party Monitoring Terminal Data Historian (Relay) Data Historian Control Server Control Server Tampers with and alters data/software in control server.
3-14 3-3 Insider (Human Error) [HMI (Physical Intrusion) HMI HMI Tampers with and alters data/software in HMI.
3-15 3-3 Insider (Human Error) |Control Server (Physical Intrusion) Control Server Control Server Tampers with and alters data/software in control server.
Tree # Scenario # Attacker Attack Entry Point Attack Path 1 Attack Path 2 Attack Path 3 Attack Execution Asset Attack Target Final Attack
4-1 4-1 Malicious Third Party  |Information Network FwW HMI Controller Sets incorrect target value for controller.
4-2 4-1 Malicious Third Party Information Network FW Control Server Controller Sets incorrect target value for controller.
4-3 4-1 Malicious Third Party  |Monitoring Terminal Data Historian (Relay) Data Historian HMI Controller Sets incorrect target value for controller.
4-4 4-1 Malicious Third Party Monitoring Terminal Data Historian (Relay) Data Historian Control Server Controller Sets incorrect target value for controller.
4-5 4-1 Insider (Human Error) |HMI (Physical Intrusion) HMI Controller Sets incorrect target value for controller.
4-6 4-1 Insider (Human Error) |Control Server (Physical Intrusion) Control Server Controller Sets incorrect target value for controller.
4-7 4-2 Malicious Third Party  |Information Network FwW EWS Controller modifies settings of controller (such as threshold values). Tampers with and alters data/software in controller.
4-8 4-2 Malicious Third Party Monitoring Terminal Data Historian (Relay) Data Historian EWS Controller Maliciously modifies settings of controller (such as threshold values). Tampers with and alters data/software in controller.
4-9 4-2 Insider (Human Error) |EWS (Physical Intrusion) EWS Controller Maliciously modifies settings of controller (such as threshold values). Tampers with and alters data/software in controler.
4-10 4-3 Malicious Third Party Information Network FW HMI HMI Tampers with and alters data/software in HMI.
4-11 4-3 Malicious Third Party  |Information Network FW Control Server Control Server Tampers with and alters data/software in control server.
4-12 4-3 Malicious Third Party  [Monitoring Terminal Data Historian (Relay) Data Historian HMI HMI Tampers with and alters data/software in HMI.
4-13 4-3 Malicious Third Party ~ |Monitoring Terminal Data Historian (Relay) Data Historian Control Server Control Server Tampers with and alters data/software in control server.
4-14 4-3 Insider (Human Error) [HMI (Physical Intrusion) HMI HMI Tampers with and alters data/software in HMI.
4-15 4-3 Insider (Human Error) | Control Server (Physical Intrusion) Control Server Control Server Tampers with and alters data/software in control server.
4-16 4-4 Malicious Third Party Information Network FwW HMI HMI Infects the system with malware and rar , disabling
4-17 4-4 Malicious Third Party Monitoring Terminal Data Historian (Relay) Data Historian HMI HMI Infects the system with malware and , disabling
4-18 4-4 Insider (Human Error) [HMI (Physical Intrusion) HMI HMI Infects the system with malware and , disabling
4-19 4-4 Insider (Human Error) |EWS (Physical Intrusion) HMI HMI Infects the system with malware and , disabling
Tree# | Scenario # Attacker Attack Entry Point Attack Path 1 Attack Path 2 Attack Path 3 Attack Execution Asset Attack Target Final Attack
5-1 5-1 Malicious Third Party Information Network FW Control Server Control Server Theft of confidential information stored on the control server.
5-2 5-1 Malicious Third Party Information Network FW EWS EWS Theft of confidential information stored on the EWS.
5-3 5-1 Malicious Third Party Monitoring Terminal Data Historian (Relay) Data Historian Control Server Control Server Theft of confidential information stored on the control server.
5-4 5-1 Malicious Third Party  [Monitoring Terminal Data Historian (Relay) Data Historian EWS EWS Theft of confidential information stored on the EWS.
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Table 4-7: List of Attack Routes (Sorted by Attack Entry Point)

Attack

Scenario Who From Where How
Tree
Number Number Attacker Attack Entry Point Attack Path 1 Attack Path 2 Attack Path 3 Attack Execution Asset Attack Target Final Attack
1-1 2-3 Malicious Third Party Information Network FW HMI HMI Tampers with and alters data/software in HMI.
1-2 3-3 Malicious Third Party  |Information Network FW HMI HMI Tampers with and alters data/software in HMI.
1-3 4-3 Malicious Third Party Information Network FW HMI HMI Tampers with and alters data/software in HMI.
1-4 4-4 Malicious Third Party  |Information Network FW HMI HMI Infects the system with destructive malware and , disabling
1-5 1-1 Malicious Third Party Information Network FW HMI Controller Causes wide-area supply outage.
1-6 21 Malicious Third Party  |Information Network FwW HMI Controller Sets incorrect target value for controller.
1-7 31 Malicious Third Party Information Network FW HMI Controller Sets incorrect target value for controller.
1-8 4-1 Malicious Third Party Information Network FW HMI Controller Sets incorrect target value for controller.
1-9 2-4 Malicious Third Party  |Information Network FW HMI Control Network (Field Side) [ Maliciously modifies network settings and disables communications.
1-10 2-4 Malicious Third Party Information Network FW HMI Control Network (Field Side) | Infects with malware causing unauthorized communications, and disables communications.
1-11 2-3 Malicious Third Party  |Information Network FW Control Server Control Server Tampers with and alters data/software in control server.
1-12 3-3 Malicious Third Party Information Network FW Control Server Control Server Tampers with and alters data/software in control server.
1-13 4-3 Malicious Third Party  |Information Network FwW Control Server Control Server Tampers with and alters data/software in control server.
1-14 5-1 Malicious Third Party Information Network FW Control Server Control Server Theft of confidential information stored on the control server.
1-15 21 Malicious Third Party  |Information Network FwW Control Server Controller Sets incorrect target value for controller.
1-16 31 Malicious Third Party Information Network FW Control Server Controller Sets incorrect target value for controller.
1-17 4-1 Malicious Third Party  |Information Network FwW Control Server Controller Sets incorrect target value for controller.
1-18 5-1 Malicious Third Party Information Network FW EWS EWS Theft of confidential information stored on the EWS.
1-19 2-2 Malicious Third Party  |Information Network FW EWS Controller Maliciously modifies settings of controller (such as threshold values). Tampers with and alters data/software in controller.
1-20 3-2 Malicious Third Party  |Information Network FW EWS Controller Maliciously modifies settings of controller (such as threshold values). Tampers with and alters datalsoftware in controller.
1-21 4-2 Malicious Third Party  |Information Network FwW EWS Controller Maliciously modifies settings of controller (such as threshold values). Tampers with and alters data/software in controller.
1-22 1-2 Malicious Third Party Information Network FW EWS Controller (M) Controller (S) Sends malicious control command to cause supply outage.
Tree # Scenario # Attacker Attack Entry Point Attack Path 1 Attack Path 2 Attack Path 3 Attack Execution Asset Attack Target Final Attack
2-1 2-3 Malicious Third Party Monitoring Terminal Data Historian (Relay) Data Historian HMI HMI Tampers with and alters data/software in HMI.
2-2 3-3 Malicious Third Party Monitoring Terminal Data Historian (Relay) Data Historian HMI HMI Tampers with and alters data/software in HMI.
2-3 4-3 Malicious Third Party Monitoring Terminal Data Historian (Relay) Data Historian HMI HMI Tampers with and alters data/software in HMI.
2-4 4-4 Malicious Third Party Monitoring Terminal Data Historian (Relay) Data Historian HMI HMI Infects the system with destructive malware and , disabling
2-5 1-1 Malicious Third Party | Monitoring Terminal Data Historian (Relay) Data Historian HMI Controller Causes wide-area supply outage.
2-6 2-1 Malicious Third Party Monitoring Terminal Data Historian (Relay) Data Historian HMI Controller Sets incorrect target value for controller.
2-7 3-1 Malicious Third Party ~ |Monitoring Terminal Data Historian (Relay) Data Historian HMI Controller Sets incorrect target value for controller.
2-8 4-1 Malicious Third Party Monitoring Terminal Data Historian (Relay) Data Historian HMI Controller Sets incorrect target value for controller.
2-9 2-4 Malicious Third Party  |Monitoring Terminal Data Historian (Relay) Data Historian HMI (Control Network (Field Side) | Maliciously modifies network settings and disables communications.
2-10 2-4 Malicious Third Party Monitoring Terminal Data Historian (Relay) Data Historian HMI Control Network (Field Side) | Infects with malware causing unauthorized communications, and disables communications.
2-11 2-3 Malicious Third Party  |Monitoring Terminal Data Historian (Relay) Data Historian Control Server Control Server Tampers with and alters data/software in control server.
2-12 3-3 Malicious Third Party Monitoring Terminal Data Historian (Relay) Data Historian Control Server Control Server Tampers with and alters data/software in control server.
2-13 4-3 Malicious Third Party  |Monitoring Terminal Data Historian (Relay) Data Historian Control Server Control Server Tampers with and alters data/software in control server.
2-14 5-1 Malicious Third Party Monitoring Terminal Data Historian (Relay) Data Historian Control Server Control Server Theft of confidential information stored on the control server.
2-15 21 Malicious Third Party ~ |Monitoring Terminal Data Historian (Relay) Data Historian Control Server Controller Sets incorrect target value for controller.
2-16 31 Malicious Third Party  |Monitoring Terminal Data Historian (Relay) Data Historian Control Server Controller Sets incorrect target value for controller.
2-17 4-1 Malicious Third Party Monitoring Terminal Data Historian (Relay) Data Historian Control Server Controller Sets incorrect target value for controller.
2-18 5-1 Malicious Third Party  |Monitoring Terminal Data Historian (Relay) Data Historian EWS EWS Theft of confidential information stored on the EWS.
2-19 2-2 Malicious Third Party Monitoring Terminal Data Historian (Relay) Data Historian EWS Controller Maliciously modifies settings of controller (such as threshold values). Tampers with and alters data/software in controller.
2-20 3-2 Malicious Third Party Monitoring Terminal Data Historian (Relay) Data Historian EWS Controller Maliciously modifies settings of controller (such as threshold values). Tampers with and alters data/software in controller.
2-21 4-2 Malicious Third Party ~ |Monitoring Terminal Data Historian (Relay) Data Historian EWS Controller Maliciously modifies settings of controller (such as threshold values). Tampers with and alters datalsoftware in controller.
2-22 1-2 Malicious Third Party ~ |Monitoring Terminal Data Historian (Relay) Data Historian EWS Controller (M) Controller (S) Sends malicious control command to cause supply outage.
Tree # Scenario # Attacker Attack Entry Point Attack Path 1 Attack Path 2 Attack Path 3 Attack Execution Asset Attack Target Final Attack
3-1 2-3 Insider (Human Error) |HMI (Physical Intrusion) HMI HMI Tampers with and alters data/software in HMI.
3-2 3-3 Insider (Human Error) |HMI (Physical Intrusion) HMI HMI Tampers with and alters data/software in HMI.
3-3 4-3 Insider (Human Error) |HMI (Physical Intrusion) HMI HMI Tampers with and alters data/software in HMI.
3-4 4-4 Insider (Human Error) |HMI (Physical Intrusion) HMI HMI Infects the system with destructive malware and , disabling
3-5 1-1 Insider (Human Error) |HMI (Physical Intrusion) HMI Controller Causes wide-area supply outage.
3-6 2-1 Insider (Human Error) |HMI (Physical Intrusion) HMI Controller Sets incorrect target value for controller.
3-7 3-1 Insider (Human Error) |HMI (Physical Intrusion) HMI Controller Sets incorrect target value for controller.
3-8 4-1 Insider (Human Error) |HMI (Physical Intrusion) HMI Controller Sets incorrect target value for controller.
3-9 2-4 Insider (Human Error)  [HMI (Physical Intrusion) HMI Control Network (Field Side) [ Maliciously modifies network settings and disables communications.
3-10 2-4 Insider (Human Error) |HMI (Physical Intrusion) HMI Control Network (Field Side) | Infects with malware causing unauthorized communications, and disables communications.
3-11 2-3 Insider (Human Error)  [Control Server (Physical Intrusion) Control Server Control Server Tampers with and alters data/software in control server.
3-12 3-3 Insider (Human Error) |Control Server (Physical Intrusion) Control Server Control Server Tampers with and alters data/software in control server.
3-13 4-3 Insider (Human Error)  [Control Server (Physical Intrusion) Control Server Control Server Tampers with and alters data/software in control server.
3-15 21 Insider (Human Error)  [Control Server (Physical Intrusion) Control Server Controller Sets incorrect target value for controller.
3-16 31 Insider (Human Error)  [Control Server (Physical Intrusion) Control Server Controller Sets incorrect target value for controller.
3-17 4-1 Insider (Human Error)  [Control Server (Physical Intrusion) Control Server Controller Sets incorrect target value for controller.
3-18 4-4 Insider (Human Error) |EWS (Physical Intrusion) HMI HMI Infects the ith de malware and , disabling monitoring operations.
3-20 2.2 Insider (Human Error) [EWS (Physical Intrusion) EWS Controller Maliciously modifies setlings of controller (such as threshold values). Tampers with and alters data/software in controler.
3-21 3-2 Insider (Human Error) |EWS (Physical Intrusion) EWS Controller Maliciously modifies settings of controller (such as threshold values). Tampers with and alters data/software in controller.
3-22 4-2 Insider (Human Error) |EWS (Physical Intrusion) EWS Controller Maliciously modifies settings of controller (such as threshold values). Tampers with and alters data/software in controller.
3-23 2-4 Insider (Human Error)  [EWS (Physical Intrusion) EWS Control Network (Field Side) | Maliciously modifies network settings and disables communications.
3-24 2-4 Insider (Human Error) |EWS (Physical Intrusion) EWS Control Network (Field Side) ~[Infects with malware causing unauthorized communications, and disables communications.
3-25 1-2 Insider (Human Error) |EWS (Physical Intrusion) Controller (M) Controller (S) Sends malicious control command to cause supply outage.
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An attack route diagram detailing the attack route from the attack entry point to the

attack execution asset in the system configuration diagram is provided below.
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Figure 4-2: Attack Route Diagram

67

Monitoring.
Terminal

Datafiow
Process Value (Real-time)
Process Value (Control Side)
Process Value (Information side)
Control Command (Cantrol Side)
Engineering Settings

Control Network (Information Side)

Information Network

Data
Historian
(Relay)

Data
Historian

Hw
(Operator

Terminal)

‘Control Network (Field Sid
Controller Controller
(master)
‘Communication
Sensor Bus Line
Valve Sensor Controller
Field Device

!; A (slove)

Valve Sensor

Field Device



4.3. Preparing a Risk Assessment Sheet

The procedure described in “Chapter 6 Business Impact-based Risk Analysis” in the
Guide is performed to conduct a business impact-based risk analysis of the system to
be analyzed. Detailed instructions are shown in the Guide. This section only provides a
general overview of the procedure.

[Task 4.3D] Preparing an attack tree, and filling out in the assessment sheet based on
“Section 4.2 Table 4-6: List of Attack Routes”.

» An attack tree is prepared, referring to “Clause 6.6.2 Filling out the Attack Tree”
in the Guide.

[Task 4.3@)] Reviewing the threat level of the attack tree, and filling out in the
assessment sheet.

» The method used to evaluate the threat level in the attack tree is determined,
referring to “Section 6.8 Evaluating the Threat Level” in the Guide.

» Determining the threat level for each individual attack tree, referring to “Table
2-10: Evaluation Criteria for Threat Levels”.

[Task 4.3@)] Filling out the business impact level for the attack tree in the assessment
sheet.

» Filling out the business impact level of attack scenarios in the assessment
sheet, referring to the definition in “Table 4-4: List of Attack Scenarios”.

[Task 4.3@)] Investigating the effectiveness of security measures implemented for
attacks anticipated in each step of the attack tree, and filling out the effectiveness of
security measures in the assessment sheet.

» The effectiveness of security measures is filled out in the assessment sheet,
referring to “Section 6.9 Filling out the Effectiveness of Security Measures” in
the Guide.

[Task 4.3®)] Evaluating the security level/vulnerability level in the attack tree, and
then filling out in the assessment sheet.

» The security level and vulnerability level in the attack tree is assessed, and then
filled out in the assessment sheet, referring to “Section 6.70 Evaluating and
Filling out the Security Level/Vulnerability Level” in the Guide.

[Task 4.3®)] Evaluating the risk values in the attack tree, and then filling out in the
assessment sheet.

> Risk values are evaluated, referring to “Section 6. 11 Evaluating the Risk Values”
in the Guide.

[Output 4.3]

The business impact risk assessment sheet is shown as “Table 4-8: Business Impact-
based Risk Assessment Sheet (Sorted by Scenario)” from page 71 onwards. The two
different ways to summarize an assessment sheet (three types of assessment sheets in
total) are shown in Table 4-9 and Table 4-10 as references.
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[Explanation 4.3]

- Characteristics of the three assessment sheet formats (entry examples)
The Table 4-8: Business Impact-based Risk Assessment Sheet (Sorted by Scenario)
sorts and organizes attack trees based on the Table 4-6: List of Attack Routes.This
sheet summarizes attack trees corresponding to attack scenarios for each business
impact item, with attack trees sorted by attack entry point. This sorting method
facilitates comparisons with attack scenarios, and presents attack trees in an easy-
to-understand manner in the early stages of analysis. However, one drawback with
this method is that it increases the number of attack steps to be included in the sheet
(increasing redundancy).
Alternatively, the Table 4-9: Business Impact-based Risk Assessment Sheet (Sorted
by Attack Entry Point) arranges attack trees starting from the attack entry point,
and is the sorting method used with the ATA (Attack Tree Analysis) approach.Due to
the difficulties in organizing attack trees without an overall view of the
circumstances at hand, this method of organization is unsuitable for the early stages
of analysis. However, one advantage of this method is the ease at which you can
verify common attack steps that require strengthening when evaluating analysis
results. In addition, this method minimizes the number of attack steps that need to
be included in the sheet.
Further, the Table 4-10: Business Impact-based Risk Assessment Sheet (Hybrid
Version) offers a compromise approach to the two methods described above.This
sheet compiles several business impact items and organizes attack trees for each,
with attack trees sorted by attack entry point. Another approach is to categorize
attack trees by business impact/business impact item, using this method to organize
them, starting analysis with high priority business impacts/business impact items.

- Control system safety features and alarms (*)
Assessment sheet entry examples do not account for control system safety features
and alarms in the Countermeasures column. For example, for scenarios #1-1 and #1-
2 in Table 4-8, even if a cyber attack attempts to cause a supply outage, alarms and
other control system features may immediately recognize the attack and allow
supply to be restored before a business impact occurs.When performing a risk
analysis on the control system used by the business, it is recommended to alter the
vulnerability level ratings in line with control system safety features, alarms, and
operational recovery, etc.

* Alarm: Refers to control system alarms, system alerts, events. This does not refer
to information security warning events.
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Table 4-8: Business Impact-based Risk Assessment Sheet (Sorted by Scenario)
1. Wide Area Product Supply Outage

= |Attack Scenario Assessment Metrics Countermeasures Security Level | Attack Tree Number
()
3 Protection 5 - T
. acl Conflguration
z Vulnerability | Business ; Attack | Attack
i d di R . .
5 Attack Tree/Attack Steps Threat Level - Impact Level Risk Value Intrusion/ Objective Achievement Under Continuity Steps Tree Tree S:ns l:Ite)m
. umber)
o Spreading Phase Phase Damage Number
()
1-1  |A wide area supply outage caused by the use of wide area supply outage functio
Attack Entry Point = Information Network FW IPS/IDS
Unauthorized firewall access by a malicious third party. Peer-to-Peer Authentication Log Collection/Log Analysis
1 * Unauthorized access includes “execution of unauthorized processes” (privilege Applying Patches rtegrated Log Management System "
escalation). Countermeasures used for the two threats are merged. Italic text is used to Avoidance of Vulnerabilty Device Alive Monitoring 1
denote the “execution of unauthorized processes”. Permission Management (Same as on the left)
Peer-to-Peer Authentication IPS/IDS
2 Unauthorized access of the HMI via the FW by a malicious third party. Applying Patches Log Collection/Log Analysis 2
* Unauthorized access includes “execution of unauthorized processes”. Avoidance of Vulnerability |rtocratet Log Management System
Permission Managerent Device Alive Monitoring
Supply outage encompassing a wide area caused by a Segmentation/Zoning (Same as on the left) Log Collection/Log Analysis
3 1-1 malicious third party using wide area supply outage functions 2 Data Signature (Same as on the left) tegratet Log Management System 1
on the controller from the HMI. Approval of Important Operations. (Same as on the left)
Attack Entry Point = Monitoring Terminal Peer-to-Peer Authentication IPS/IDS
Unauthorized access of the data historian (relay) from a monitoring terminal by a malicious third party. [Applying Patches o0 Gollection/Log Analysis 2
4 * Unauthorized access includes “execution of unauthorized processes” (privilege escalation). .
Countermeasures used for the two threats are merged. ltalic textis used to denote the “execution of [Avoidance of Vulnerabilty ograted Log Managemerd System 1
unauthorized processes Permission Management (Same as on the left) Device Alive Monitoring
Peer-to-Peer Authentication IPS/IDS
Unautho.rl_zed ac?ess of the data historian from the data historian (relay) Applying Patches Log Collection/Log Analyst
5 by a malicious third party. 2
N . : “ . N " Avoidance of Vulnerability ntograted Log Management System
Unauthorized access includes “execution of unauthorized processes”.
Permission Managerent Device Alive Monitoring
Unauthorized access of the HMI from the data historian by a Peer-to-Peer Authentication IPS/IDS
6 malicious third party. Applying Patches Log Collection/Log Analysis 2
* Unauthorized access includes “execution of unauthorized Avoidance of Vulnerability rtegrated Log Management system
processes”. Permission Management Device Alive Monitoring
Supply outage encompassing a wide area caused by
7 1-1 a malicious third party using wide area supply outage 2 Same as item number 3 1
functions on the controller from the HMI.
Anti-virus Device Error Detection
Aftack Entry Point = HN_" . . . . Application Whitelisting Device Alive Monitoring
Due to human error by an insider, the HMI is infected with malware after being 1
8 connected to a malware-infected USB storage device. Applying Patches Log Collection/Log Analysis .
* As this is the result of actions by an insider, it is assumed that there is no threat Avoi " Integrated Log 2
° ° woidance of Vulnerability " LSyt
of a deliberate attempt at “connecting to unauthorized media” lanagement System
Data Signature
Segmentation/Zoning (Same as on the left) Log Collection/Log Analysis
Supply outage encompassing a wide area caused by malware
9 1-1 uppY outag passing ) Y 2 Data Signature (Same as on the left) [ —— 1
triggering wide area supply outage functions from the HMI.
Approval of Important Operations. (Same as on the left)
1-2  |A wide area supply outage caused by supply outage commands being sent to multiple controllers.
Attack Entry Point = Information Network
Unauthorized firewall access by a malicious third party. 2
10 * Unauthorized access includes “execution of unauthorized processes” (privilege Same as item number 1 .
escalation). Countermeasures used for the two threats are merged. Italic text is used to 1
denote the “execution of unauthorized processes”.
Peer-to-Peer Authentication IPS/IDS
Unauthorized access of the EWS via the FW by a malicious third party. Applying Patches Log Collection/Log Analysis
11 Unauthorized access includes “execution of unauthorized processes’ permission Management (Same as on the left) ey et o Mgt st 1
(privilege escalation).
| Application Whitelisting (Same as on the left) Device Alive Monitoring
. ; . . Permission Management (Same as on the left) Device Error Detection Data Backup
Tampering with and altering data/software in controller (M)
12 O N Access Control (Same as on the left) Log Collection/Log Analysis 1
from the EWS by a malicious third party.
Data Signature (Same as on the left) Itegrated Log Management System q
Issuing of commands to stop the controller (S) via the Segmentation/Zoning (Same as on the left) Log Collection/Log Analysis 10.11.12.1
13 1-2 controller (M) by a malicious third party. Supply outage! 2 Data Signature (Same as on the left) megrte Log Management System 1 2 #1-4 e
encompassing a wide area. [Approval of Important Operations. (Same as on the left) 3
|Attack Entry Point = Monitoring Terminal
Unauthorized access of the data historian (relay) from a monitoring terminal by a malicious third party.
14 * Unauthorized access includes “execution of " (privilege Same as item number 4
Countermeasures used for the two threats are merged. Italic text is used to denote the “execution of *1
unauthorized processes’”
Unauthorized access of the data historian from the data historian (relay)
15 by a malicious third party. Same as item number 5 2
* Unauthorized access includes “execution of unauthorized processes”.
. - Peer-to-Peer Authenticat
Unauthorized access of the EWS from the data historian by oo Tee Authenticaton IPSADS
a malicious third party Applying Patches Log Collection/Log Analysis
16 . . ) . 2
* Unauthorized access includes “execution of unauthorized Permission Management (Same as on the left) e atedLog Managemert System
processes”. | Application Whitelisting (Same as on the left) Device Alive Monitoring
Tampering with and altering data/software in
17 controller (M) from the EWS by a malicious third Same as item number 12 1
party. fiiEE
Issuing of commands to stop the controller (S) 14.15.16.1
18 1-2 via the controller (M) by a malicious third party. 2 Same as item number 13 1 2 #1-5 R
Supply outage encompassing a wide area. 7,18
Attack Entry Point = EWS Anti-virus Device Error Detection
Due to human error by an insider, the EWS is infected with malware after being Application Whitelisting Device Alive Monitoring 1
19 conne.cte.d toa malware-ln.fected USI.3 sForag.e.dewce. ) [roplying Patches L og Collection/Log Analysis *0
* As this is the result of actions by an insider, it is assumed that there is no threat .
N . ) . - Avoidance of Vulnerabilty tegrated Log Management System
of a deliberate attempt at “connecting to unauthorized media”. Data Signature
Permission Management (Same as on the left) Device Error Detection Data Backup
Tampering with and altering data/software in controller (M) from the
20 . i Access Control (Same as on the left) Log Collection/Log Analysis 1
EWS by malware infection.
Data Signature (Same as on the left) ntegrated Log Management System
Issuing of commands to stop the controller (S) via the Segmentation/Zoning (Same as on the left) Log Collection/Log Analysis
21 1-2 controller (M) by malware infection. Supply outage 2 Data Signature (Same as on the left) egrte Log Management ystem 1 1 #1-6 19,20,21
encompassing a wide area. | Approval of Important Operations. (Same as on the left)
X
[Note]

*1 Itis recommended to refer to “Section 9.4 Firewall Settings” in the Guide for evaluating countermeasures.

*2 Itis recommended to refer to “Section 9.5 Security Measures for External Storage Media” in the Guide for evaluating

countermeasures.
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Table 4-8: Business Impact-based Risk Assessment Sheet (Sorted by Scenario)

2. Occurrence of Fires and Explosion Incidents

= |Attack Scenario Assessment Metrics Countermeasures Security Level | Attack Tree Number
@
3 Protection 5 o s
0 acl Configuration
z Vulnerabilit, Business . f . - Attack | Attack
c Attack Tree/Attack Steps Threat Level Y Risk Value Intrusion/ Obijective Achi Und d Business Continuity Tree Steps (item
3 Level Impact Level ntrusion ) Cf Steps Tree Number)
=3 Spreading Phase Phase Damage Number
@
2-1  |Outbreak of fires and explosions due to control abnormalities in facilities for handling hazardous materials caused by the setting of improper target values.
Attack Entry Point = Information Network
Unauthorized firewall access by a malicious third party. 2
22 * Unauthorized access includes “execution of unauthorized processes” (privilege Same as item number 1 .
lescalation). Countermeasures used for the two threats are merged. ltalic text is used to 1
denote the “execution of unauthorized processes”
Unauthorized access of the HMI via the FW by a malicious third party. .
23 . . " v N party. Same as item number 2 2
* Unauthorized access includes “execution of unauthorized processes”.
Abnormal control of facilities for handling hazardous materials due Segmentation/Zoning (Same as on the left) Log Collection/Log Analysis
24 2-1 to the setting of inappropriate target values for the controller from 2 2 3 B Data Signature (Same as on the left) regrated Log Managermet System 1 2 #2-1 22,23,24
the HMI by a malicious third party. Approval of Important Operations. (Same as on the left)
Unauthorized access of the control server via the FW by a malicious Peerto-Peer Authentication | © IPS/IDS
third party. Applying Patches Log Collection/Log Analysis
25 * Unauthorized access includes “execution of unauthorized processes” Permission Management o |(Same as on the left) ntegrate Log Managerment System 2
(privilege escalation). Application Whitelisting | © |(Same as on the left) Device Alive Monitoring
Abnormal control of facilities for handling hazardous materials due to the Segmentation/Zoning (Same as on the left) Log Collection/Log Analysis
26 2-1 setting of inappropriate target values for the controller from the control 2 2 3 B Data Signature (Same as on the left) Ircorated Log Managemert Sysiem 1 2 #2-2 22,25,26
server by a malicious third party. | Approval of Important Operations. (Same as on the left)
|Attack Entry Polnt = Monltoring TermInal
Unauthorized access of the data historian (relay) from a monitoring terminal by a malicious third party. 2
27 * Unauthorized access includes “execution of unauthorized processes” (privilege escalation) Same as item number 4
Countermeasures used for the two threats are merged. ltalic text is used to denote the “execution of *1
unauthorized processes’
Unauthorized access of the data historian from the data historian (relay)
28 by a malicious third party. Same as item number 5 2
* Unauthorized access includes “execution of unauthorized processe:
Unauthorized access of the HMI from the data historian by a
malicious third party. ;
2 . ) . . Same as item number 6 2
9 * Unauthorized access includes “execution of unauthorized
processes”.
| Abnormal control of facilities for handling hazardous 272829 3
30| 21 materials due to the setting of inappropriate target values for 2 2 3 B Same as item number 24 1 2 #2-3 e
the controller from the HMI by a malicious third party. 0
Unauthorized access of the control server from the data Peer-to-Poer Authentication | © IPS/IDS
31 historian by a malici