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Abstract

Cyber Criminals and attackers have become so creative in their crime type that they have
started finding methods to hide data in the volatile memory of the systems. Today, in this
article we are going to have a greater understanding of live memory acquisition and its
forensic analysis. Live Memory acquisition is a method that is used to collect data when the
system is found in an active state at the scene of the crime.

Memory forensics is a division of digital forensics that generally emphasizes extracting
artefacts from the volatile memory of a system that was compromised. This domain is
speedily spreading in cybercrime investigations. The main reason for this is that certain
artefacts are extracted from system memory only and cannot be found anywhere else.

Analysing memory after capturing the ram is extremely important when it comes to collecting
information on ports that were in use, the number of processes running, and the path of
certain executables on the system while carrying out the investigation. The Volatility
Framework is one such memory analysis tool that works on command-line on Windows and
Linux systems.

Volatility Workbench is a GUI version of one of the same tool Volatility for analysing the
artefacts from a memory dump. It is available free of cost, open-source, and runs on the
Windows Operating system.

Technologies
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I Memory Forensics

Introduction

Memory Forensics is a budding field in Digital Forensics Investigation which involves recovering,

extracting and analysing evidence such as images, documents, or chat histories etc from the structured
volatile memory into non-volatile devices like Hard-drives or USB drives.

Memory Forensics

Process
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Capturer, which can be downloaded from here.
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NOTE: We have taken a memory dump of a Windows7 system using the Belkasoft RAM
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I Memory Acquisition :

e o o e o e e e e e e e e e e e e e |

e |tisthe method of capturing and dumping the contents of a volatile content into a non-volatile
storage device to preserve it for further investigation.

e Aram analysis can only be successfully conducted when the acquisition has been performed
accurately without corrupting the image of the volatile memory.

e In this phase, the investigator has to be careful about his decisions to collect the volatile data
as it won’t exist after the system undergoes a reboot.

e The volatile memory can also be prone to alteration of any sort due to the continuous
processes running in the background.

e Any external move made on the suspect system may impact the device’s ram adversely.

[ = = = e e e e e e e e e e e e e e e e e e e e

| Importance of Memory Acquisition !

When a volatile memory is captured, the following artefacts can be discovered which can be useful to
the investigation:

e On-going processes and recently terminated processes

e Files mapped in the memory (.exe, .txt, shared files, etc.)

e Any open TCP/UDP ports or any active connections

e Caches (clipboard data, SAM databases, edited files, passwords, web addresses, commands)

e Presence of hidden data, malware, etc.

| Memory Analysis I

e e e e e e e S S B S B B S B S S S e e e ]

Once the dump is available, we will begin with the forensic analysis of the memory using the Volatility Memory
Forensics Framework which can be downloaded from here. The volatility framework support analysis of memory
dump from all the versions and services of Windows from XP to Windows 10. It also supports Server 2003 to
Server 2016. In this article, we will be analysing the memory dump in Kali Linux where Volatility comes pre-
installed.

o NOTE: Dump Format Supported- Raw format, Hibernation File, VM snapshot, Microsoft crash dump

< plpg= www.hackingarticles.in
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Volatility Framework

Volatility Framework processes RAM dumps in various formats which can be used to process crash
dumps, hibernation files and, page files that may be found on dumps of storage drives. RAM dumps
from virtual machines or hypervisors can also be processed.

Data found using Volatility Framework

A huge amount of data can be availed on analysing volatile memory. It includes data like processes,
information on open files, registry handles, information on the network and open ports, passwords
and cryptographic keys, hidden data, worms and rootkits etc.

Switch on your Kali Linux Machines, and to get a basic list of all the available options, plugins, and flags
to use in the analysis, you can type:

volatility -h

1. Imageinfo

When a Memory dump is taken, it is extremely important to know the information about the operating
system that was in use. Volatility will try to read the image and suggest the related profiles for the
given memory dump. The image info plugin displays the date and time of the sample that was
collected, the number of CPUs present, etc. To obtain the details of the ram, you can type;

volatility -f ram.mem imageinfo

:~# volatility -f ram.mem imageinfo
Volatility Foundation Volati
INFO : volatility.debug
Suggested Profile(s)
: WindowsAMD64
FileAddresss
No PAE

KDBG :

» of Processors

Image Type vice Pack)
r CPU
r CPU

" CPU 2

- CPU 3

Image local date and time

A profile is a categorization of specific operating systems, versions and their hardware architecture, A
profile generally includes metadata information, system call information, etc. You may notice multiple
profiles would be suggested to you.
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2. Kdbgscan

This plugin finds and analyses the profiles based on the Kernel debugger data block. The Kdbgscan
thus provides the correct profile related to the raw image. It is extremely important to get the right
profile for memory analysis. To supply the correct profile for the memory analysis, type

volatility -f ram.mem kdbgscan

# volatility -f ram.mem kdbgscan
Volatility Foundation Volatility Framework 2.6
e e e iy v i v o s i o ook g g o o i o o o v v g g e e e dr e e e o
Instantiating KDBG using: flﬂofflqm mem WinXPSP2x86 (5.1.0 32bit)
Offset (P) - ﬂt'b+1ﬂaﬁ
KDBG owner tag check z
Profile suggestion (KDBGHeader):
PsActiveProcessHead z
PslLoadedModulelist
KernelBase

EhkEkk Tk kh bkt b ddd b d kbbb bbb dddd ki i dddddid

Instantiating KDBG using: flﬂnfflqm mem WinXPSP2x86 (5.1.@ 32bit)
Offset (P) g nx'b+1ﬂaﬁ

KDBEG owner tag check -

Profile suggestion (KDBGHeader)

PsActiveProcessHead

PsLoadedModulelist

KernelBase

Ehkhkkkkkkhkkhkhkkbhthkddthdtdhtddtdddthkddhddhdhhhkbhhhdihik

Instantiating KDBG using: flﬂnfflqm mem WinXPSP2x86 (5.1.8 32bit)
Offset (P) - ﬂt'b+1ﬂaﬁ

KDEG owner =

Profile u__

PsActiveProce

PsLoadedModule

KernelBase

3. Processes

When a system is in an active state it is normal for it to have multiple processes running in the
background and can be found in the volatile memory. It consists of executable program code,
imported libraries, allocated memory, execution threads. The presence of any hidden process can also
be parsed out of a memory dump. The recently terminated processes before the reboot can also be
recorded and analysed in the memory dump. There are a few plugins that can be used to list the
processes to carry out forensic Investigation.

< plpg= www.hackingarticles.in
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PSlist

To identify the presence of any rogue processes and to view any high-level running processes.

On executing this command, the list of processes running is displayed, their respective process ID
assigned to them and the parent process ID is also displayed along. The details about the threads,
sessions, handles are also mentioned. The timestamp according to the start of the process is also
displayed. This helps to identify whether an unknown process is running or was running at an unusual
time. It will not give information about processes that were hidden by removing themselves from the
process list or the ones that were terminated before

volatility -f ram.mem --profile=Win7SP1x64 pslist -P

# volatility -f ram.mem —profi Nin75P1=64 pslist -P

=R R
=)

4d
3!
8
5
8

o e
00 Ol
FRrPEPSS PP

=

sgmcons.
taskhost.

[N
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PSscan

This plugin can be used to give a detailed list of processes found in the memory dump. On executing
this command, the list of processes running is displayed, their respective process ID assigned to them
and the parent process ID is also displayed along. The details about the threads, sessions, handles are
also mentioned. The timestamp according to the start of the process is also displayed. This helps to
identify whether an unknown process is running or was running at an unusual time

volatility -f ram.mem --profile=Win7SP1x64 psscan

# volatility -f ram.mem ——profile=Win7SP1x64 psscan
atility Framewor .6
PPID PDB

RamCaptu
conhos
sSppsvc
vmtoolsd.
WsQmCons.

o gy

PStree

In this plugin, the process list is represented with a child-parent relationship and shows any unknown
or abnormal processes. The child process is represented by indention and periods.

volatility -f ram.mem --profile=Win7SP1x64 pstree

# volatility -f ram.mem —profi in75P1x64 pstree

Pid PPid Hnds Time

416

512

128

spoolsv.ex 1048
vchost 4
514
308
1884
1608
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4. DLL
It is extremely important to know which DLLs (Dynamic Linked Libraries) are imported into the process
while analysing the memory dump. A DLL can contain malicious executable code that may have a
benign process to introduce malicious activity. Therefore, examining the various processes for the

presence of malicious DLLs or similar code injections is crucial for analysis. Volatility has various types
of plugins for this analysis.

DLLList

Various tools only have the potential to detect the DLLs which are used by a process by consulting
the first of the three DLL lists stored in the PEB, which tracks the order in which each DLL is loaded.
As a result, malware will sometimes modify that list to hide the presence of a DLL. Volatility has a
plugin that also parses this same list, which can be run with the following command:

volatility -f ram.mem --profile=Win7SP1x64 dlllist -p 116,788

# volatility -f ram.mem -—-profi in7SP1x64 dlllist -p 1116,788
e ek kA A e e e
notepad. pid:
C nd line "
rice Pack 1

FREPRERPERERPPREREEREREERERERERRRRRRREB&

Bx1800¢ Bx1 iindows
B R R T R R L L E L L B3
1116

Program Filesh

=

01-01 O
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DLLDump

This plugin is used to dump the DLLs from the memory space of the processes into another location
to analyze it. To take a dump of the DLLs you can type,

volatility -f ram.mem --profile=Win7SP1x64 dlldump -dump-dir

# volatility -f ram.mem -—profile=Win7SP1x64 dlldump --dump-dir /root/ramdump/
Volatility Foundation Volatility Framework 2.6
Proce Module Name

modul
module
modul
modul
module
modul
modul
modul
modul
module.
modul
modul
modul
modul
module
modul
modul
module.
module.

2 =3

"
Bwm ||| | ;e || ;e u|m; ;e |

L e T T e T T T T T O O T T O T B BT R T
W wwwmwwwmwmImIwmimoILwmIwmIiwWmiwmiwW W

[T T R T T T T BV T T I T T O T, I T, B

el el el el sl el el sl el

5. Handles

This plugin is used to display the open handles that are present in a process. This plugin applies to
files, registry keys, events, desktops, threads, and all other types of objects. To see the handles,
present in the dump, you can type,

volatility -f ram.mem --profile=Win7SP1x64 handles

System(
MACHIN ONTROLSET
GLOBAL

o

MACHINENCONTROLSET
MACHINENCONTROLSET
) MACHINENSETUP
ALPC Port ierMonitorPort
ALPC Port Port
\DESCRIPTI(

Bl Sl S

I

OxFFFFF
OxFFFFF

-

SE1
CONTROLSET
ONTROLSET

kv e

Rl

(=
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6. Getsids

This plugin is used to view the SIDs stands for Security Identifiers that are associated with a process.
This plugin can help in identifying processes that have maliciously escalated privileges and which
processes belong to specific users. To get detail on a particular process id, you can type:

volatility -f ram.mem --profile=Win7SP1x64 getsids

-p 464

ﬂ volatility -f Iqm mem —profile=Win7sP1=
Jﬂlat111+y Foundation Volatility Framework 6
winlogon.exe (464): 5-1-5-18 (Local System)
winlogon. 544 (Administrators)
winlogon. -@ (Everyone)
winlogon.e -11 (Authenticated Users)
winlogon. -16384 (System Mandatory Level)

I;_l'"l I;_l'"l L

I

PJ H*PJ =
1

I—" U'l I—" LN
Cl‘l |

v
|

7. Netscan

This plugin helps in finding network-related artifacts present in the memory dump. It makes use of
pool tag scanning. This plugin finds all the TCP endpoints, TCP listeners, UDP endpoints, and UDP
listeners. It provides details about the local and remote IP and also about the local and remote port.

To get details on the network artifacts, you can type:

volatility -f ram.mem --profile=Win7SP1x64 netscan

W 1:1111Ty Foundation Volatility Framework 2.6
Proto :
UDPwv4
UDPwv&
UDPv6
UDPwv4
UDPw 4
UDPv6

0=x13e9d9:
B=x13e9d9
Bx13e9det
0=x13e9de@ld

rGNITE
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UDPw4
UDPw4
UDPw4
UDPv6E
UDPw4
UDPv6
UDPw4
UDPw4
UDPw4
TCPv4
TCPv4

LISTENING
LISTENING
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8. Hivelist

This plugin can be used to locate the virtual addresses present in the registry hives in memory, and
their entire paths to hive on the disk. To obtain the details on the hivelist from the memory dump, you
can type:

volatility -f ram.mem --profile=Win7SP1x64 hivelist

# volatility -f ram.mem —profile in75P1x64 hivelist
Name
18 [no name]

SECURITY
Fig\SOFTWARE

9. Timeliner

This plugin usually creates a timeline from the various artifacts found in the memory dump. To locate
the artifacts according to the timeline, you can use the following command:

volatility -f ram.mem --profile=Win7SP1x64 timeliner

:~# volatility -f ram.mem —prof iin75P1x64 timeliner
J01RT111Ty Founqulon Volatility Framework
- 200 | [LIVE RESPONSE]| (Sy

| [(TEHISTORY]| ex : ited: rajafile :iU;ﬂlaflijiDe
| [TEHISTORY]| e j e:///C:/Users/ra

@ | [IEHISTORY] | Visi : -
| [TEHISTORY] |
| [IEHISTORY] |

@ | [TEHISTORY] |
| [IEHISTORY] | 2 :
| [(TEHISTORY]| i .exe isited: raj e: ///C:/Users/raj/De
| [IEHISTORY]| i Visi E:/raj.txt| PID
| [TEHISTORY]| i —Visited: rajafile:///C:/Users/raj/De

< plpg= www.hackingarticles.in
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10. HashDump

This plugin can be used to extract and decrypt cached domain credentials stored in the registry which
can be availed from the memory dump. The hashes that are availed from the memory dump can be
cracked using John the Ripper, Hashcat, etc. To gather the hashdump, you can use the command:

volatility -f ram.mem --profile=Win7SP1x64 hashdump

# volatility -f ram.mem ——profile=Win7SP1x64 hashdump
Volatility Foundation Volatility Framework 2.
Administrator:500:aad3b435b5140 ad3b435b51404ee:31d6cfe@d16ae931b73c59d7e@CB89CO 12

Guest:581:aad
raj:10e0:a;
ignite:10@

11. Lsadump

This plugin is used to dump LSA secrets from the registry in the memory dump. This plugin gives out
information like the default password, the RDP public key, etc. To perform a Isadump, you can type
the following command:

volatility -f ram.mem --profile=Win7SP1x64 lsadump

# volatility -f ram.mem —profile=Win7SP1lx64 1s
Volatility Foundation Volatility Framework 2.6
DefaultPassword
O=P0000000 @8 00 00 00 00 A0 @0 00 @0 00 00 @0 00 A0 00 00
O=@000e0l1a 31 0@ 32 00 33 00 34 00 00 Q0 00 @9 00 00 09 00

DPAPI_SYSTEM
@=00000000 2c 20 20 00 00 00 90 90 00 00 00 90 20 @0 o9 00

12. Modscan

This plugin is used to locate kernel memory and its related objects. It can pick up all the previously
unloaded drivers and also those drivers that have been hidden or have been unlinked by rootkits in
the system.

volatility -f ram.mem --profile=Win7SP1x64 modscan

ﬁ'volatility -f ram.mem —profile=Win7SP1x64 modscan
Volatility Foundation Volatility Framework

@x894c304bBb48ffad 0x84352800
@x894c304bBb4BTFad @=8435e800
O=000000013 V5.5Y O=x71000
0x000000813 G lamCaptur ... er64 . 5Y: x7000
Ox@0e0eea 6113 : "V . SY Bxboaa
0=000000013 7 rvnet.sy 88 0x31008 temRoot
0=000000013e629520 ".5Y 0x2e008 temRoot
0x000000A13e63 41 V2. 8y @=6b@ae \Sy |
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13. FileScan

This plugin is used to find FILE_OBJECTs present in the physical memory by using pool tag scanning. It
can find open files even if there is a hidden rootkit present in the files. To make use of this plugin, you

can type the following command:

volatility -f ram.mem --profile=Win7SP1x64 filescan

RW-rw-

"
S AN

[y
-

a
p13e021dd@
a1 120

ol
o

LR

14. Svcscan

the details on the services

R—r-d

rwd
R—r-d
R—rw-
R=—=r=—

This plugin is used to see the services are registered on your memory image, use the svcscan
command. The output shows the process ID of each service the service name, service name, display
name, service type, service state, and also shows the binary path for the registered service — which
will be a .exe for user mode services and a driver name for services that run from kernel mode. To find

volatility -f ram.mem --profile=Win7SP1x64 svcscan

AxccB508
78
SERVICE_AUTO_START
ID: 888
Name: Dhcp
Name: DHCP Client
Type: SERVICE_WIN3Z2_
State: SERVICE_RUNNING

Binary Path: Windows\System32

rGNITE
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15. Cmdscan

This plugin searches the memory dump of XP/2003/Vista/2008 and Windows 7 for commands that
the attacker might have entered through a command prompt (cmd.exe). It is one of the most powerful
commands that one can use to gain visibility into an attacker’s actions on a victim system. To conduct
a cmdscan, you can make use of the following command:

volatility -f ram.mem --profile=Win7SP1x64 cmdscan

# volatility -f ram.mem —profile=Win75P1=64 cmdscan
Volatility Foundation Volatility Framework 2.6
e e i e i e oo e e i e e e e e e e i i e e de e s i e dede e e do et dododedededo ke ko do ok

CommandProcess: conhost.exe Pid: 2840

CommandCount: @ LastAdded: -1 ]
FirstCommand: @ CommandCountMax: 5@
ProcessHandle: @=64

Cmd #15 @ @=180158:

Cmd #16 @ @x1e7e5d:

s |

16. Iehistory

This plugin recovers the fragments of Internet Explorer history by finding index.dat cache file. To find
iehistory files, you can type the following command:

volatility -f ram.mem --profile=Win7SP1x64 iehistory

# volatility -f ram.mem -——profile=Win7SP1lx64 iehistory
Volatility Foundation Volatility Framework 2.6
FTEEEEE T A A A AT A A A A A A A A A A A A A A A A A A A A A A A A A A A A A bAoA
Process: 2592 explorer.exe
C: e type "URL " at @=2955100
R rd length: @=x1@@
Location: Visited: rajafile: C:/Users/raj/Desktop/Newk20Text%20Document . txt
Last modified: 18-81 16 A4 UTC+0000
Last accessed: 18-801 16:26:84 UTC+2000
File Offset: @=100, Data Offset: ©0x=@, Data Length: @=ac
t*i***t****t*i***t*i**tt****t*i***t****t*i***t;i**
Process: 2592 explorer.exe
Cache type "URL " at @=2955200
Record length: @=10@
Location: Visited: rajafile:///C:/Users/raj/Desktop/Confidential.txt
Last modified:
Last accessed: B
File Offset: @=10@, Data Offset: @x@, Data Length: @=a4

< plpg= www.hackingarticles.in
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17. Dumpregistry

This plugin allows one to dump a registry hive into a disk location. To dump the registry hive, you use
the following command.

volatility -f ram.mem --profile=Win7SP1x64 dumpregistry --dump-dir
/root/ramdump/

:~# volatility -f ram.mem —profi Win7SP1x64 dumpregistry —dump-dir /root/ramdump/
Volatility Foundation Volatility Framewor 6
Tk kkhkkkhkhkhkhkhkhhkhkhhhkih
Writing out registry: r

FhkEkdkkkkkkkhkhkk kbbb bk bk h kA dhk
dkkkdkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkhkkkhkkiik

dkkkkkkkkkkhkkkhkkhkkhkhkhkhkhkkhkhkkhkkhkkhhkhhhkhhikih
FhkEkdkkkkkkkhkhkk kbbb bk bk h kA dhk

Physical layer returned None for index 23000, filling with NULL
Fhkkkhddkhkdhbhbdhdddhdddddddbdddbdbbdddddddhdbhdhbbhbddidii
B R L LR T TS T T e T

khkhkkhkhkkhkkhkithkithhkithhhkhhhhhhhkhhihhhkhkhhhhhhhkhhhkhhiiik
dhkkkhkhkhkhdhkdddhkdbhdhkddhddhdbddddddhbhdhddhdddbdddddhdhhdii
Writing out registry: r

18. Moddump

I This plugin is used to extract a kernel driver to a file, you can do this by using the following command:

volatility -f ram.mem --profile=Win7SP1x64 moddump --dump-dir
/root/ramdump/

ﬁ'volatility -f ram.mem —profile=Win75P1x64 moddump --dump-dir /root/ramdump/
Volatility Foundation Volatility Framework
Module Base Module Name

ntoskrnl
hal.dll
VIDEOPRT.SYS
ksthunk.sys
dfsc.sys
vmstorfl.sys
rdpbus.sys
rdpencdd.sys
usbcecgp.sys
WDFLDR.SYS
msisadrv.sys
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19. Procdump

This plugin is used to dump the executable processes in a single location, If there is malware present
it will intentionally forge size fields in the PE header for the memory dumping tool to fail. To collect

the dump on processes, you can type:

volatility -f ram.mem --profile=Win7SP1x64 procdump --dump-dir
/root/ramdump/

I~% volatility -t ram.mem ——proti W1in/SP1lxb4 procdump ——dump-dir /root/ramdump/
Volatility Foundation Volatility Framework
Process(V) ImageBase

—_— s unavailable (possib
O=Q0000000LT7E50000

0=000R0000La520000

0=0000000R4L (615 1615]

0=00000000ffhcoOR@

2=00000000f fbe@@d® winlogon.

0=00000000f 40000 ser -

0=0000PRORT 310000 lsass. (! executable.

20. Memdump

The memdump plugin is used to dump the memory-resident pages of a process into a separate file.
You can also lookup a particular process using -p and provide it with a directory path -D to generate
the output. To take a dump on memory-resident pages, you can use the following command:

volatility -f ram.mem --profile=Win7SP1x64 memdump --dump-dir
/root/ramdump/

# wvolatilit f ram.mem —profile=Win75P1x64 memdump —dump-dir /root/ramdump/
Volatility Foundation Veolatility Framework 2.6
dkkkkhkhkkkhkkkthkkhkhkhkhkkkkkthkkkhhkhkkhkhkkkkhkkkhkhkhhhkkkhkhkhkkhkikhkihhkhhhkikkdikikhkikikikdhkikik
g System [ 4] to 4.dmp
fssssssssssassta s s s s s s s s s s s s s a s s s E s S LSS ST AT S S S TSRS ST S ST AT S S S S S e s
Writing smss. 268] to 268.dmp
kkkkhkhkkkhkkkkhkk kkkhkkkkhkhkkhkhkhkkhkhkkkhkkkkhkhkkhkhkhkkhkhkkkhkkkhkhkhkkhkhkkkhkk

Writing csrss.exe

21. Notepad

Notepad files are usually highly looked up files in the ram dump. To find the contents present in the
notepad file, you can use the following command:

volatility -f ram.mem --profile=Win7SP1x64 notepad

:~# volatility -f ram.mem —profile=WinXPSP2x86 notepad
Volatility Foundation Volatility Framework 2.
Process: 628
Text:
Thcgpune
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PassMark Volatility Workbench

Volatility Workbench is a GUI version of one of the most popular tool Volatility for analyzing the
artifacts from a memory dump. It is available free of cost, open-source, and runs on the Windows
Operating system. You can download it from Here.

Features of VVolatility Workbench

1. A forensic investigator does not have to worry about remembering the parameters of the
command line.

2. It has made it easier to store dump information to a file on disk.

3. Thereis a drop-down list that contains the commands and its brief description.

4. It records the time stamp of the commands that were previously executed.

Download the tool and run it. Now choose the dump file that you have previously created and select
the profile of the image that was created which could be used in place of imageinfo command. Now
click on Refresh Process List and you can run all the commands.

1. Hunting rootkits and malicious code

It tends to run a scan on the memory dump and looks around for the presence of a rootkit or a
malicious code that would not be easily seen in the system but could be running in the background.

£ PassMark Volatility Workbench
Image file: | C:4sershrajDeskboph 2020101 5.mem -— Browse Image Command Dezcription:
. - - In order to run a comm
Profile: | ‘Windows 7 Gdbit base versior--ll— ~ Refresh Process List 1- Browse an image filg
2- Select the proper pr
Command: | - Hunting roctkits and malicious code - ~ Command Info 3- Get/Refesh proces
4- Select 3 command f
B- Enter command parg
Run £~ Run command
Ortset
("] Name PID PPID Thds Hnds Sess  Wowed Start
oxfFFTffasolsdc4040 System 4 o0 92 EgE ------ o 2020-10-
14 20:55:37 UTC+0000
oxFFTfTasn19463950 smss. exe 256 4 2 30 --————- o 2020-10-
14 20:55:37 UTC+0000
oxFFTffasol1afoco60 smss. exe 332 256 o0 --—-— u] 0o 2020-10-14
14 20:55:38 UTC+0000
oxfFFfffasolsffs4a0 csrss. exe 352 332 9 459 0 0 2020-10-
14 20:55:38 UTC+0000
oxfFFTffasolalaib30 smss. exe 396 256 o0 --—-— 1 0o 2020-10-14
14 20:55:38 UTC+0000
oxfFFffasolala44do wininit. exe 404 332 3 77 u] o 2020-10-
14 20:55:38 UTC+0000
OoxFFTfTasn1alas06d Csrss.exe 412 396 11 485 1 o 2020-10-
14 20:55:38 UTC+0000
oxfFfiffasolalero60 winlogon. exe 468 396 5 119 1 0 2020-10-
14 20:55:38 UTC+0000
oxfFFfffaso1azz3440 services.exe SOB 404 g 221 0 0 2020-10-
14 20:55:38 UTC+0000
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2. Malfind

It is a command which helps in finding a hidden code or a code that has been injected into the user’s
memory. It doesn’t generally detect the presence of a DLL in a process but instead locates them.

Prafile:

Command: | malfind

Command parameters:
() Process |D

(C) EPROCESS Diffset

() Process Mame [Fegey]

[ ] Dump Folder Hame

[ ] b asimum size

- =

YWindows 7 B4bit base version

F
W Refrezsh Process List
w Command Info
Fun

Ox0fceno3f

oo

DE 0Ox0

Flags:

0x00020000
0x00020010
0x00020020
0x00020030

0x00020000
0x00020001

fc
52
&l
10

eg 82
0oc 8b
JC D2
8b 4a

=
2882000000

F'ru:ucess:l windows-metearp l:"fd:
vad Tag: wa roLection:

CommitCharge:

1,

oo
52
2C
3C

00 00
14 8b
20 c1
8b 4c

&0
72
cf
11

CLD
CALL

4572 Address:
PAGE_EXECUTE_READWRITE
MemCommit: 1,

89
25
od
75

a5 31
of br
01 c7
e3 48

Ox20088

Ox20000

0 &4 Bb 50 20 EBb
4a 26 31 T ac 3c
e2 fz .2 &7
01 di 51 8b 59 20

PrivateMemory:

1, Protection: &

...... 1.d.P0D
F..R..ri..J&1..<
8h 52 = RW.R

I I T

3. psxview

This command usually helps in discovering any hidden processes in the plugin present in the memory

dump.

Prafile:

Windows ¥ B4bit baze version

Command: | psuview —if—

Command parameters:

1 Physical Difzet

[ &pply known ules

Refrezh Process List

Cormand [hfa

Find hidden processes with variou

Run

Time Stamp: Thu Oct 15 09:27:08 2020
volatility Foundation volatility Framework 2.6

offset(P)

0x000000007 2328800
0x000000007el4b2C0
0x000000007 ebe7 060
0x000000007 2884030
0x00000000723582230
0x000000007e3b8220
0x000000007 de? 7 9e0
0x000000007 2482060
0x000000007e5ash30
0x0000000072164320
0x000000007e49ch30

Name

svchost. exe
iexplore. exe
winlogon. exe
svchost. exe
svchost. exe
audiodg. exe
WmiPrvsE. exe
cmd. exe
msdtc. exe
SppPSVC. 8Xe
svchost, exe
i

PID pslist
True
True
True
True
True
True
True
True
True
True
True

psscan thrdproc pspcid csrss session deskthrd Ex
True True True  True True True
True True True  True True True
True True True  True True True
True True True  True True True
True True True  True True True
True True True  True True True
True True True  True True True
True True True  True True True
True True True  True True True
True  True True  True True True

True

True

True

rGNITE

Technologies

www.hackingarticles.in




4. Timers

It displays the timer of the kernel and all the associated timers present in the memory dump of the

system.
- - - Print kemel timers and associ
Frofile: | indovs 7 BAbit base wersion ~ | Refresh Process List
Cammand: timers+— e Command Info
Carmrand parameters:
. Fun
[ rtkiTimer... &ddress
Please wait, this may take a few minutes.
Time Stamp: Thu Oct 15 09:28:42 2020
volatility Foundation volatility Framework 2.6
affset (V) CueTime Periodi{ms) Signaled Routine Module
oxfFTffTeo002c31b40 0x00003d36: 0x9aasbd43 o - oxfFFffa0002b49340 ntoskrnl.exe
oxfFffffasolsl4ebao 0x00000000: 0xbbbl33bd 0 ¥es oxfFfffeB001452750 afd.sys
oxFFTffas019844000 0x00000000: 0xbbdsfo0o 16 Yes ox T fTa8003e4daco vm3dmp. sys
oxfFFffT88003d04480 OXO0000002: Ox1efT9180 o - oxfFfffaso03dooc3c dfsc.sys
oxFFTTT80002c92Ta0 Ox00000000: 0Xb9T76C00 o - OxTTTTT80002adb618 ntoskrnl.exe
oxFFffT880015185b0 0Ox00000000: Oxbebc2000 10000 Yes oxfFfffa80014b5360 cng.sys
oxFFffT8800151850b0 Ox00000000: O0xbebc2000 10000 Yes oxfFFfffa80014b5360 cng.sys
oxfFFffTfes001zb40es Ox00000000: Oxbaldaiao o - OxFFFFTa8001272bed NETs.5vs
oxfFffffas01a38c278 0x00000000: Oxbc823TEE o - OxFFFFTe8001718160 ndis.sys
oxFfTffasolaaza370o Ox00000000: 0Xxe765bded 120000 Yes OxTTTTT80002091330 ntoskrnl.exe
OxfFffffag0la7eb278 0x00000000: 0XbBC230836 o - OXFFFTTe8001718160 ndis.sys
Oy fFFffffaeniarad?7e OwOOOOO000 OvheraI0a 38 0O = oy fFFFFFaanni 718160 ndic cwe

5. Getsids

This command can be used to view the Security Identifiers that are associated with a particular
process. With the help of this command, you can identify if any malicious process has taken any
privilege escalation.

Profile: | Windaows 7 B4bit base wersion e Refrezh Process List
Cormmarnd: getsids l— e Command Info
Command parameters
Fun
() Process |D

(C) EPROCESS Diffset

() Process Mame [Fegey]

Please wait, this may take a few minutes.

Time Stamp: Thu Oct 15 09:31:40 2020

volatility Foundation volatility Framework 2.6
System (4): 5-1-5-18 (Local System)

System (4): 5-1-5-32-544 (Administrators)

System (4): 5-1-1-0 (Everyons)

System (4): 5-1-5-11 (Authenticated Users)

System (4): 5-1-16-16384 (System Mandatory Lewvel)
SMSS.8xXe (256): 5-1-5-18 (Local System)

smss.exe (256): 5-1-5-32-544 (Administrators)
smss.exe (2568): 5-1-1-0 (Everyone)

sSmss.exe (256): 5-1-5-11 (Authenticated Users)
smss.exe (256): 5-1-16-16384 (System Mandatory Lewvel)

—— P B — —
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6. Cmdscan

This plugin helps in searching the memory dump for the command the user must have used the
cmd.exe application. This command is highly used if the attacker’s command activity is to be traced.

Command: | crodscan -il— el Cammand |nfa
Command parameters
Run
() Process ID

() EFROCESS Offzet

() Process Mame [Regex|

proftile=win7sPoxe4 --kdbg=0xTE0002C050a0
Please wait, this may take a Tew minutes.

Time Stamp: Thu Oct 15 09:32:28 2020

volatility Foundation volatility Framework 2.6

CommandProcess: conhost.exe Pid: 3924

CommandHistory: 0x2c0a40 Application: cmd.exe Flags: Allocated, Reset
CommandCount: 4 Lastadded: 3 LastDisplayed: 3

FirstCommand: 0 CommandCountmax: 50

ProcessHandle: Ox&d
cmd #0 @ 0x2ad4e0:| ipconfig
Cmd #1 @ 0x2a0500:| netstat
Cmd #2 @ 0x2a0s40:] whoami
Cmd #3 @ 0x2a0580:| getmac
Cmd #15 @ Ox270158: +

cmd #16 @ oxzbfbbd: ,

CommandProcess: conhost.exe Pid: 1200
CommandHistory: 0x140c10 Application: RamCaptureé4.exe Flags: Allocated

7. Consoles

This command is similar to cmdscan and helps to find if the attacker had typed anything in cmd or had
executed anything via the backdoor.

Command: | crndscan -afl— el Cammand |hfa
Command parameters:
Run
() Process ID

() EPROCESS Offset
() Process Mame [Reges|

protile=wWin7SPOxX&64 --kdbg=0xTB0002C050a0
Please wait, this may take a Tew minutes.

Time Stamp: Thu OCt 15 09:32:25 2020

volatility Foundation volatility Framework 2.6

CommandProcess: conhost.exe Pid: 3324

CommandHistory: 0x2c0a40 Application: cmd.exe Flags: Allocated, Reset
CommandCount: 4 LastAdded: 3 LastDisplayed: 3

FirstCommand: 0 CommandCountMmax: S50

ProcessHandle: Ox&d
Cmd #0 @ 0xzad4ed:| ipconfig
Cmd #1 @ 0x2a0500:| netstat
Cmd #2 @ 0x2a0540:| whoami
Cmd #3 @ Ox2a0580:| getmac
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8. Privs

This command displays the privileges assigned to the processes that are enabled or not enabled by

default.

[ Privile
() Proce

Command: | privs

Command parameters

ges [Fegex]

zz 1D

() EPROCESS Difsst

-4—

Command [nfo

Run

() Process Name [Fegex)
[Jsilent

Please wait, this may take a few minutes.

Time Stamp: Thu OCT 15 09:34:137 2020

volatility Foundation volatility Framework 2.6

Pid Process value Privilege Attributes
4 SysTem 2 SeCreateTokenPrivilege Present
4 SysTem 2 seassignPrimaryTokenPrivilege Present
4 System 4 SelLockMemoryPrivilege Fresent,Enabled,bDefault
4 System 5 SeIncreaseduotaPrivilege Present
4 Swystem & SeMachineAccountPrivilege
4 SysTem 7 SseTcbPrivilege Present,Enabled,Default
4 System & SeSecurityPrivilege Fresent
4 System 9 SeTakeDwnershipPrivilege Present
4 Swystem 10 SeLoadDriverPrivilege Present
4 SysTem 11 sesystemProfilePrivilege Present,Enabled,Default
4 System 12 SesSystemtimePrivilege Fresent
4 System 13 seProfilesingleProcessPrivilege Present,Enabled,befault
4 Swystem 14 SeIncreaseBasePriorityPrivilege Present,Enabled,Default
4 SysTem 15 SeCreatePagefilerPrivilege Present,Enabled,bDefault
4 System 16 SeCreatePermanentPrivilege Present,Enabled,Default

9. Envars

This command displays all the variables in the process, its environment along with its current directory.

Command: | envars -if— ~ Command Info
Command parameters:
Fun
() Process |D
(O EPROCESS Offset
() Process Mame [Fegex)
[ Silert
Please wait, this may take a few minutes.
Time Stamp: Thu Oct 15 09:36:04 2020
volatility Foundation volatility Framework 2.6
Pid Process Block variable value
256 smMsS.exe 0x00000000003d1320 Path C:hyWindows' System32
256 SMS5.eXe 0x00000000003d1320 SystemDrive C:
256 smMsS.exe 0x00000000003d1320 SystemRoot C: W Windows
352 CSrs5.eXe 0X0000000000101320 ComsSpec Ciywindows' system3zcmd. exe
352 CSrss.exe 0x00000000001b1320 FP_NO_HOST_CHECK WO
352 C5rs5.eMe 0x00000000001b1320 NUMBER_OF_PROCESSORS 2
352 Cs5rss.exe 0x00000000001b1320 OS5 Windows_NT
352 CSrss.exe 0x00000000001b1320 Path Ciwwindows'\system32;C: \windd
“Wwhem; C:\Windows' System32'\WindowsPower ShelT'vi. 0%
352 C5rs5.eMe 0x00000000001b1320 PATHEXT .COM; LEXE; .BAT; .CMD; . VES: . VH
352 CSrss.exe 0x00000000001b1320 PROCESSOR_ARCHITECTURE AMDE4
352 C5rs5.eMe 0x00000000001b1320 PROCESSOR_IDENTIFIER Intele4 Family & Model 158 {
352 CSrss.exe 0x00000000001b1320 PROCESSOR_LEVEL (=3
352 C5rs5.eMe DxDDDDDDDDDlelBED P%QCES?OE_BFVISIGh ?Epﬁ_
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10. Verinfo

This command displays the version information that is present in the PE files. It helps identify any
binaries and also correlates with other files.

[ ]lgnore caze

Command: | werinfo "‘—

Command parameters:

[ ] Dump Folder Mame
[ ] Dump modules [Reges]

[ ] Dump at baze offset

[ ] Carve memary sample
[ ]Bypass zanity checks

[ ] Modify baze ta in-mem base address

e Command Info

Fiun

Time Stamp: Thu Oct 15 09:36:39 2020
"C:%Program Files‘\OsSForensicsiyWolatilityworkbenchivolatility.exe" --
plugins="C:“Program Files\05Forensics'Volatilityworkbenchyprofiles” werinfo -
protile=win7sPOxe4 --kdbg=0xTB0002c050a0

Please wait, this may take a Tew minutes.

File version

Flags

as

File Type
File Date

CompanyName :

Time Stamp: Thu Oct 15 09:39:53 2020
volatility Foundation Volatility Framework 2.6
YSysTemRoot\ System3 2 smss. exe
CyWwWindowss SYSTEMI 2 ntd11.d11
CryWindowsh system32h csrss. exe

6.1.7600.163585

Product version : 6.1.7600.16385

I Windows NT
: Application

Microsoft Corporation
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11. Memmap

This command shows the exact pages that are present on the page of a specific process. It also shows

the virtual address of the page and the size of its page.

Command: | mermap =i w Command Info
Command parameters;
Run
() Procesz ID

(_) EPROCESS Dffset

() Procesz Name [Regex|

Flease wait, this may Take a Tew minutes.

Time Stamp: Thu Oct 15 09:40:53 2020
Volatility Foundation Volatility Framework 2.6

System pid: 4

virtual Physical Size DumpFiledffset
Ox0000000000010000 0X000000002d5 28000 Ox 1000 oxo
Ox0000000000011000 OxX000000002dE2 3000 Ox1000 Ox1000
Ox 000000000001 2000 0X000000002d5 23000 Ox1000 Ox2000

12. Vadinfo

This command usually displays information about a particular process’s VAD nodes. It displays the VAD

Flags control flags, VAD tags.

Image file: | C:4Uzers'raiDesktops 20201015 mem Browsze Image Command Desc
- . - Dump the YAD
Prafile: | Windows 7 B4bit baze version v Refresh Process List

Command: | vadinfo -l W Command Info

Command parameters:
Run

() Procesz ID
() EPROCESS Dffset
() Process Name [Fegex]

() Containing address

Please wait, this may take a Tew minutes.

Time Stamp: Thu Oct 15 09:42:49 2020
volatility Foundation Volatility Fra

Pid: 4

vaD node @ OxTffffasolsd41880 Start Ox000000007 FTe0000 End Oxo00000007FFeffff Tag wvadl
Flags: CommitCharge: 2251799813685247, WoChange: 1, PrivateMemory: 1, Protection: 1
Protection: PAGE_READONLY

vVad Twype: WVadhone

First prototype PTE: 00000000 LAast contiguous PTE: 00000000

Flagsz: Longvad: 1, OneSecured: 1

vap node @ oxfFFfffas019319730 Start Ox0000000000060000 End Ox000000000007FFFF Tag vad
Flags: Protection: 4

Protection: PAGE_READWRITE

vad Type: wvadmone

ControlArea @fffffag0193197c0o Segment FFFFFEa00033c730

NumberofsectionReferences: 0 NumberofPfrnReferences: o
NumberOfMappedviews: 1 NumberOfUserReferences: 1

Control Flags: Commit: 1

First prototype PTE: TTfTf8a00033cr778 Last contiguous PTE: TTTfTf8a00033cs870

Flagsz: Inherit: 1
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13. Vadwalk

It is a command that is used to display all the VAD nodes in a tabular form.

Command: | vadwalk -lf— Cormmand Infa

Command parameters:
() Process 1D

Run

(O EPROCESS Offset

(O Process Mame [Regex)

() Cortaining address

Time Stamp: Thu Oct 15 09:43:17 2020

"C:\Program Files‘\oOsForensics\volatilityworkbenchvolatility.exe" --
plugins="C:%Program Files0SForensicsyvolatilityworkbench\profiles”
profile=win7sPox&4 --kdbg=0xTB0002c050a0

Please wait, this may take a few minutes.

Time Stamp: Thu Oct 15 09:43:33 2020

W ility Foundation Volatility Framework 2.6

Pi
Address

oxfffffasolsd41880
OxTTfffasn19319730
oxTfTffasn19317420
oxTfTffaso1sdds7en
OxTTfffasn19359310
oxfffffasolaz43z40
oxTfiffaso193ztazo
OxTTfffasn193014bo
OxTTfffas01930bs5co
oxTfTffasn19317610
oxTfTffagn19231b800
Oxfffffaso1931bsdo
oxfffffasol1a317280
oxTfTffasn19311310
OxTTfffasn19317800
oxfffffasoi193176a0
oxTfTTTasn1930d4fo

Parent

oxfffffasoladc448s
oxfffffasoilsd41880
oxfTfffas019319730
oxfTTTffaso19317420
oxfffffaso19319730
oxfffffaso19359310
oxfTTTfTas0193539310
oxfffffasoilsd41880
oxfffffaso193014b0
oxfTTTffas01930bsco
oxfTTTffagol9317610
oxfffffaso1930b5cO
oxfffffas01931bsdo
oxTTTfTaso193014b0
oxfffffaso19311310
oxfffffaso19317800
oxfTTTfTas0o19311310
oxfffffasol9sz0d4fo

start

End

oxffTffas019319730
oxfffffaso19317420
oxfTfffaso1sdds7ao
0x0000000000000000
oxfffffasolaz43z40
0x0000000000000000
0x0000000000000000
oxfffffasol1330bsco
oxfffffasol19317610
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
oxf T fas019317800
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000

oxfffffaso193014b0
oxfffffaso19359310
0x0000000000000000
0x0000000000000000
oxfffffaso193zfaso
0x0000000000000000
0x0000000000000000
oxfffffaso19311310
oxfffffaso1931bsdo
oxTTTffaso1931bs00
0x0000000000000000
oxfffffaso19317280
0x0000000000000000
oxTTTffasgo1930d4fo
oxfffffaso193176a0
0x0000000000000000
oxTTTfTaso192e1300
0x0000000000000000

oxfFffffasolszelsoo

0%000000007 TTe0000
0x0000000000060000
0x0000000000040000
0x0000000000010000
0x0000000077 320000
0x0000000000080000
0x000000007 7510000
0x000007 T feldoooo
0x000007 T Td2doooo
0%000007 T T Tc8d0000
0x000007 fTTcddoooo
0x000007 T Td7doooo
0x000007 F T Fdcdoooo
0x000007 FTTTodo00o
0x000007 T Fe6ed0o00n0
0x000007 T Tebdoooo
0x000007 FTTT5d0000
ox00oo0F FTTTadoooo

0x000000007 FFeffff
0x000000000007 FTTT
0x000000000005FFFT
0x00000000000327TT
0x00000000774daT T
0x00000000000807FT
0x000000007 7657 TTT
DX000007FFTe1FFrre
0X000007 FFTd2FFFFT
FCarffff
FRCAFFFFT
FRA7FFFT
FRACFFFT
FEFOFFFFT
Freaffiff
0X000007FFTebFFrrf
0X000007 FFFFaFFFFT
0X000007FFFTaffrre

vadwalk --filename="C:‘Users‘raj'Desktop' 20201015

14. Vadtree

This process displays the VAD nodes in a tree form.

Command: | vadires ~Sl——

Command parameters:

() Process ID
(JEPROCESS Offzet
() Process Mame [Regex)

() Containing address

Command |nfo

Run

Please wait, this may take a few minutes.

Time Stamp: Thu Oct 15 09:44:22 2020

Pid: 4
Ox 000000007 FFenD00 - Ox000000007 FFefTif
OX0000000000060000 - OX000000000007 FFFT
OX0000000000040000 - OXO000000000005FFFT
0x0000000000010000 - OXOO000000000032FFF
OX000000007 7330000 - OXOO0000007 7 4dE8FTT
0x0000000000080000 - OXO000000000080TTT
Ox 000000007 7510000 - OXO00000007768FFTT
0x000007 T Teld0000 - OXO000007 FTfelffiff

0000007 FTfdzfIffT

Ox00000F FfcafiffT
0000007 FHFcdfIffT
0000007 FTfdr FEFfT
oxooo0oF FEFdeFFFFe

0x000007 FTfdzdoood -

0x000007 FFFcsdoood -
Ox000007 T fcddoood -
0x000007 FTTd7doooo -
Ox000007 FFfdedonon —

volatility Foundation volatility Framework 2.6
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15. iehistory

This Plugin helps in recovering the fragments of the Internet explore history index.dat named cache
files. It displays FTP and HTTP links that were accessed, links that were redirected, any deleted entries.

Caommand: | ighistory -ff=—— ~ Command Info
Command parameters:
Fun
() Process ID

(JEPROCESS Offset
() Process Mame [Flegex]
[ Find LEAK, records

[ ] Find REDR records

Last accessed: 2020-10-14 20:56:11 UTC+0000

File Offset: 0x180, Data Offset: 0Ox0, Data Length: OxcoO
Process: 2496 explorer.exe

Cache type "URL " at Ox3bd7c80

Record length: Ox180

Location: visited: rajehttp:/ www.msn.com/en-in,/7ocid=1ehp
Last modified: 2020-10-14 20:55:58 UTC+0000

Last accessed: 2020-10-14 20:55:58 UTC+0000

F11& foset. DxlED Data foset. Dxn, Data Length Ox9C
Process: 2496 exp1nrer exe

Cache type "URL " at Ox3bd7ed0

Record length: 0Ox100
Location: visited: rajghttps: ./ www.hackingarticles.in/Teed |
Last modified: 2020-10-14 20:56:20 UTC+0000

Last accessed: 2020-10-14 20:56:20 UTC+0000

File Offset: DxlDD Data foset' 0x0, Data Length: Ox9C

16. Modules

This command is used to list the kernel drivers that are present in the system.

Command: | modules  —ff—— ~ Command Info
Command parameters:
Run
[ Physical Offset
oxfffffagol8d38erd ntoskrnl.exe oxfFFTfe0002a14000 0x5eantd “\SystemRoot'system32\ntoskrnl.exe
oxfffffasoledzzo80 hal.dll oxffTfffeooozffeooo 0%49000 “\SystemRootsystem32ihal.dl1
oxfffffasoied3sdao kdcom.dll oxfTFTffeoooobaacoo 0xa000 hSystemRoot'system32'kdcom.dl1
oxfffffaso18d38ca0 mcupdate.dll oxffFffe8000c6c000 0x4T000 Y\ SystemRoothsystem3z'\mcupdate_gGenuineIntel.dll
oxTTTTTas0o18d38bco PSHED.d11 oxfTTTfaso00chbbooo 0x14000 %SystemRoot)system32PSHED.d11
oxfFffffasolsd3gado CLFS.5YS oxFFfffesoooccfooo Ox5e000 % SystemRoot'\system3z\CLF5.5Y5
oxfffffasolsd3sgen CI.d11 oxfffffesooodzdooo 0xC0000 M\ SystemRoot'system3z2 \CI.dl11l
oxfffffasol8d38se0 wdfo1000. sys oxfffffes000edi000 0xa4000 " SystemRoot'system32'\drivers'\wdfo1000.s5ys
oxfTfffas018d38800 WDFLDR.SYS oxffTffas000f75000 0xfoo0 “\SystemRoot'system3z2drivers \WDFLDR.S5YS
oxfFfffas018d38710 ACPI.sys oxffFffas000f 834000 OX57000 “\SystemRoot'system3zhdrivers\ACPI.sys
oxfFfffas018d33010 WMILIE.SYS oxfffffasoo0fdbooo 0X2000 “\SystemRoot'system3zdrivers ' WMILIE.SYS
OxfFfffaso1ed2afz0 msisadrv. sys oxfffffesooofe4000 0xanon M\ SysterRoot'\system22hdrivers'\msisadrv.sys
oxfffffasoied3se40 pci.sys oxfffffes000200000 0%33000 “\SystemRoot'system32\drivers\pci.sys
oxfffffasoied3adso vdrvroot. sys oxfffffeso00a32000 0xdoon M\ SystemRoot'system22'\drivers\vdrvroot.sys
oxfffffasoi8d39cel partmgr.sys oxfffffes000240000 0%15000 “\SystemRoot'System32\drivers'partmgr. sys
OxfFffffasol8d3ab70 compbatt.sys oxfFFffe8000e55000 0x3000 “SystemRoot'system32'\DRIVERS' compbatt.sys
oxfffffasoisd39a30 BATTC.SYS oxfffffssoooes enoo 0xc000 N SystemRoot'system32 \DRIVERS\BATTC.5YS
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17.

SSDT

This command is used to list the functions present in the original and GUI SSDTs. It displays the index,
the name of the function, and the owner of the driver of each entry in the SSDT.

Image file; | C:\UsershrafDesktoph 20201075 mem Browsze Image Caommand Description: Vo lat
Display S5DT entries
Profile: | Windows 7 B4bit base version ~ Refresh Process List Work
Cammand: | ssdt — ~ Command Info by
Fun
A B
Time Stamp: Thu Oct 15 09:49:00 2020
volatility Foundation volatility Framework 2.6
offset(P) #PLr #Hnd Start Size Service Key Name Driver Name
0x000000007d96C770 4 0 oxfffff88000e55000 0x3000 Compbatt Compbatt “DriverhCompbatt
0x000000007d962C50 3 0 oxfffffeso00e33000 0xd000 vdrvroot vdrvroot “Driverivdrvroot
0x000000007d373770 3 0 oxfffffesooofe4000 0xa000 msisadrv msisadrv WDriverimsisadrv
0x000000007 e434de0 3 0 oxffff{88005220000 0x&b000 srv2 Srvz “FileSystem'\srv2
0x000000007 e4T0b00 3 0 oxfffffss0082ddooon 0x7000 RamCaptureDriver RamCa...iver “Driver\RamCaptureDriw:
7 3 0 oxfTfff8800537e000 0xb000 TDTCP TDTCP “Drivery TDTCP
3 0 oxfffffes005389000 oxf000 tssecsrv LSSEcsrv WDriveritssecsrv
3 0 oxfTfff88005398000 0X33000 RDPWD RDPWD “Driver RDPWD
3 0 oxTffffasn02cfdoon 0x15000 11tdio Titdio “oriverylltdio
3 0 oxfffffesoozdi2o000 0x18000 rspndr rspndr “Driverhrspndr
0Ox000000007 e6C1060 4 o oxfffffesoozdzanon 0XC3000 HTTP HTTP “DriveryHTTP
0x000000007 e7 0T 6b0 3 0 oxfTffT88001b34000 0x1e000 bowser bowser Y FileSystem' bowser
0x000000007 2713610 3 0 oxfffffaso03fero00 0x18000 mpsdrv mpsdrv “Driverympsdrv
0x000000007 & 4 0 oxfffff88003ad4000 0x2d000 mrxsmb mrxsmi Y Filesystem'ymrxsmb
0x000000007 & 2 0 oxffffT88003b01000 0x4d000 mrxsmblo mrxsmb10 Y Filesystemymrxsmbi0o
0x000000007 e’ 15 0 oxfffff88003b7co00 oxcooo npf npt woriver'npf
0xX000000007 ! 3 o oxfTfffss8003a00000 0xas000 PEAUTH PEAUTH “Driver' PEAUTH
0x000000007 e 4 0 oxfffffeso03aas0n0no 0xb000 secdrv secdrv “Driverysecdrv
0x000000007 & 3 0 oxfffff8800528b000 0x33000 srv Hal “FileSystem\srv
0x000000007 &7 a7 4 0 oxfTffT88005324000 0x2c000 wvmhgfs vmhgfs “Filesystem',vmhgfs
0x000000007 2820870 3 0 oxfffffaso0443dooo 0x3000 vmusbmouse vmusbmouse “Driverivmusbmouse
0x000000007 2824470 2 0 oxfffff88003200000 0x23000 Tuafwv Tuafwv “Filesystem\ Tuafv
0Ox000000007e307C70 & o oxfTfffes003e23000 0X18000 ETHUSE ETHUSE “Driver'BTHUSE
0Ox000000007 2936060 22 0 oxfTfff88005350000 0xX2e000 RDPDR RDPDR “Driver RDPDR
0x000000007 8374870 4 0 oxfffffesoozccdooo 0x10000 BthEnum BThEnum “DriveryBthEnum
Ox000000007 2986850 4 o oxfffffssoozcddoon 0%20000 BthPan BthPan “Driver'BthPan
0x000000007 e3de3bi 2 0 oxfffff88003bb3000 0x12000 tcpipreg tcpipreg “Driverhtcpipreg
0x000000007 e3Td060 4 0 oxfffff88003b88000 0x31000 srvnet sSrvnet “FileSystem'srvnet
0%000000007 eb207 80 & 0 oxfTfff88004400000 0xed00 Hidusb Hidusb “Driver'Hidusb
0%000000007 eba3bco 3 0 oxfTfffss8003b72000 0xaooo VMMemCtl WMMemCtl SDrivervMMemCtl
0x000000007 ebdbd70 4 0 oxfffffes004430000 0xd000 mouhid mouhid “oriverymouhid
0%000000007 ebfdoso 4 o oxfTfffes00z2calonn 0X2C000 RFCOMM RFCOMM “Driver\RFCOMM
0x000000007 ed4ee? 0 3 0 oxffffT88004420000 0x15000 NDProxy NDProxy SDriver\ NDProxy
0x000000007 eds 9860 3 0 oxfffffes0044b5000 0x5c000 HdaudAddService Hdaud. ..vice “Driver‘HdAudAaddServic
0x000000007 ed64e7 0 3 0 oxfffffes004570000 0x5200 ksthunk ksthunk “oriveriksthunk
0x000000007 ede3aso S 0 oxffffT880045d8000 0x1d000 usbccgp usbccgp “Driver‘usbccgp
0X000000007 edf4430 14 0 OxFEFFF96000070000 0x0 \Driver'win3zk winzzi Driverwinzzk

18.

Driverscan

This command can be used to find the DRIVER_OBJECT present in the physical memory by making use

of a pool tag scan.

Cammand: | driverscan <all—— Command Info by Pass,
Comrmand parameters:
Fun

[] Start scaning address

[ Length [in bytes)

[ Gzan vitual space

[ Skip unalioc ohjgcts

TETTTT FUTTIOET TOTT TECTTTCY P ameEnoT s
offset(P) #PLr #Hnd sStart Size Service Key Name Driver Name
Ox000000007d96CTTO 4 o oxfffff858000e55000 0x3000 Compbatt Compbatt WoriverhCompbatt
0x000000007d96ecS0 E] 0 oxfffffes000e32000 0xd000 wvdrvroot vdrvroot “Woriveriwvdrvroot
0x000000007d973770 3 0 oxfffffasooofes000 0xa000 msisadrv msisadrv \Drivermsisadrv
0x000000007 243 4de0 3 0 Oxfffff88005220000 0x6b000 srv2 SrV2 YWFileSystem'srvz
0Ox000000007 e4T0b00 3 o oxfffff8s0082ddooo 0x7000 RamCaptureDriver RamCa...iver ‘\Driver‘\RamCaptureDriwver
0x000000007 &5 4d 3 0 oxfffffes0053272000 0xb000 TDTCP TDTCP \Driver\ TDTCP
0x000000007e57e7d0 3 0 Oxfffffa8005383000 0xf000 tssecsrv tssecsrv \Driveritssecsrv
0Ox000000007e5 98060 3 o oxFffff8s8005333000 0xX33000 RDPWD RDPWD YDOriver,RDPWD
0x000000007 260c8F0 3 0 oxfffffssoozcfdooo 0x15000 11tdio 11tdio \Driveri1ltdio
Ox000000007 2612390 3 o oxfffffesoozdiz000 0Ox18000 rsphndr rspndr WDriverirspndr
Ox00000000726C1060 4 o oxfffffasoozdzao0o OxXC3000 HTTP HTTP YWDriveryHTTP
0x000000007 e70T6b0 3 0 Oxfffff88001b34000 0x1e000 bowser bowser YFilesystem'\ bowser
Ox00000000 3610 3 o oxfffffasoosferooo Ox18000 mpsdrv mpsdrv YWoriveriympsdrv
0x00000000 53do 4 o oxfffffasoozad4000 0x2d0o00 mrxsmb mrxsmb YWFileSystem'ymrxsmb
0x00000000 aso 2 0 Oxfffff88003b01000 0x4d000 mrxsmbio mrxsmbi0 YFilesystem'\mrxsmb10
0Ox00000000 9510 15 0 oxFffff88003b7co00 0xc000 npf npf “Woriverynpf
0x00000000 3dfo 3 0 oxfffff88003a00000 0xa6000 PEAUTH PEAUTH \Driver'PEAUTH
0x00000000 49¢c0 4 0 oxfffffas003aac000 0xb000 secdrv secdrv ‘WDriverhysecdrv
0x000000007 asao 3 0 oxfffff8s00528b000 0x99000 srv SrV YWFileSystem'srv

Zozas : oooaCaas e woE i I o
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19. File Scan

This command can be used to find File_object that is present in the physical memory by making use
of a pool tag scan. This command will help in finding open files in the system dump even if they are
hidden with the help of rootkit.

Cammand Infa

Cammand. | filescan -aif—— ~

Command parameters:
Run

[] Start scaning address
[ Length [in bytes)

[ Sean vitual space

[] Skip unallac objects

Please wait, this may take a few minutes.

Time Stamp: Thu Oct 15 09:51:24 2020

volatility Foundation volatility Framework 2.6

offsetiP) #PLr #Hnd Access Name

0x0000000005desddo 8 i) “Device\Harddiskvolumell-g e i 2£°877¢ J.:0\System32"\FNTCACHE.DAT
0x0000000005def0s0 8 i) woevice\Harddiskvolumel&sE fie ;. dows'System3z2h\drivers\monitor.sys
Ox0000000003e55050 5 o “Device\HarddiskvVolumel&sE *ie i;;dows"System32\drivers'monitor.sys
0x000000001b3ceddo 8 a “Device\HarddiskvolumelI @ i¢ iz ®£°08%7¢ ..\ System3z"\FNTCACHE.DAT
Ox000000001c1bb0s 0 5 o “Device\HarddiskvVolumel&sE *ie i;;dows"System32\drivers'monitor.sys
0x00000000247d0ddo 8 a wDevice\Harddiskvolumellsg ie i 2£°8%7¢ 7.7\ 5ysTema2\FNTCACHE.DAT
0x0000000043F 7050 8 a “Device\Harddiskvolumel8sE fi¢ iz dows" System3zidrivers\monitor.sys
0Ox0000000040556050 8 i) woevice\Harddiskvolumel&sE fie ;. dows'System3z2h\drivers\monitor.sys
0x000000005002dddo 5 o “Device\Harddiskvolumell<e ' ie iii2£°8=7¢ 1,.\System32"FNTCACHE.DAT
0Ox0000000073522dd0 8 i) “Device\Harddiskvolumell-g ' Je i i 2£°877¢ J.:°\System32"\FNTCACHE.DAT
O O00O0000TdcnZ2070 k| 1 Whewiceh afdhEndooint

20. Mutant scan

This command is used to scan the physical memory of mutant objects by making use of pool tag

scanning.
Profile: | Windows 7 B4bit base version ~ Refrezh Process List
Command: | mutantscan <al—— ~ Command |nfo
Command parameters:
) Fun
[ Start scaning address
[ Length fin bytes)
[ Scan vitual space
[ Skip unalloc objects
[ Silent
TC—TOmpT— T T =T ror
volatility Foundation wvolatility Framework 2.6
offset(P) #PLr #Hnd signal Thread CID Name
0x000000007dc493T0 1 1 1 Ox0000000000000000
0x000000007dc62db0 z 1 1 0x0000000000000000 Spooler_Perf_Library_Lock_PID_5a0
0x000000007dCEe3e70 1 1 1 Ox0000000000000000
0x000000007dCEe4230 1 1 1 0Ox0000000000000000
0x000000007dCce91a0 1 1 1 0Ox0000000000000000
0x000000007dceecan 2 1 1 Ox0000000000000000 MSDTC_Perf_Library_Lock_PID_5ao0
0x000000007dceedfO 2 1 1 0x0000000000000000 usatherer_Perf_Library_Lock_PID_5ao
0x000000007dC734C0 2 1 1 0Ox0000000000000000 SMSvCcHoSt 3.0.0.0_Perf_Library_Lock_PID_Sao0
2 1 1 0x0000000000000000 .NET Data Provider for Oracle_Perf_Library_Loc
2 1 1 0Ox0000000000000000 MSDTC Bridge 4.0.0.0_Perf_Library_Lock_PID_5a0
2 1 1 0x0000000000000000 usbhub_Perf_Library_Lock_PID_5a0
2 1 1 0x0000000000000000 Tapisrv_Perf_Library_Lock_PID_5a0
Ox00o0000007derefco 2 1 1 0Ox0000000000000000 wmiapRpl _pPerf | ibrary lock PID_S5a0
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21.

Thrdscan

This command is used to find the thread objects that are present in the physical memory with the help
of a pool tag scan. It contains certain fields that can identify its parent processes which can help in
finding hidden processes.

Comnmand: | thrdzcan -

Command parameters:

[ Start scaning address
[ Length [in bytes)
[J Scan vitual space

[] Skip unalloc objects

Command Info

Please wait,

this may take a few minutes.

Time Stamp: Thu Oct 15 09:53:10 2020
volatility Foundation wvolatility Framework 2.6

offset(P) PID TID start Address Create Time EXit Time
0x0000000005dez230 4 1ie oxfffffsoo0zadbz70 2020-10-14 20:55:31 UTC+0000
Ox0000000005 det 4d0 4 120 oxfffffeo002bazd30 2020-10-14 20:55:31 UTC+0000
Ox 000000005 deso40 4 124 oxfTTffs0002zbazd30 2020-10-14 20:55:31 UTC+0000
OxO000000005 de7 320 4 128 oxfTfffso002asefs0 2020-10-14 20:55:31 UTC+0000
0xX0000000005dTB550 4 132 oxfffffso002dbo0e4 2020-10-14 20:55:31 UTC+0000
0x000000001C64b4d0 4 120 oxfffffs0002bazd30 2020-10-14 20:55:31 UTC+0000
Ox00000000232CC040 4 124 oxfffffs0002bazd30 2020-10-14 20:55:31 UTC+0000
Ox000000007dcos Eb0 4004 3352 Ox7735c500 2020-10-14 20:559:20 UTC+0000
Ox000000007 dc42ben &0E ZZEE ox S5C500 2020-10-14 20:59:1% UTC+0000
OxO00000007 dcs ebsn 412 3248 ox S5C500 2020-10-14 20:59:19 UTC+0000
0xX000000007dC81660 4004 4036 OXFTTTTB8a0029T4770 2020-10-14 20:59:19 UTC+0000
0x000000007dC81b6e0 &08 3860 Ooxfffffas0lasesieed 2020-10-14 2 9:19 UTC+0000
0x000000007 de13060 2420 2780 OK7735c500 2020-10-14 20:55:58 UTC+0000

22.

Netscan

This plugin helps in finding network-related artefacts present in the memory dump. It makes use of
pool tag scanning. This plugin finds all the TCP endpoints, TCP listeners, UDP endpoints, and UDP
listeners. It provides details about the local and remote IP and also about the local and remote port

[ Start szaning address
[ Length (in bytes)
[ 5can vitual space

[ 5kip unalloz ohiscts

Command: | netzcan -l——

Command parameters:

Command [rfo

Fun

VVUIN

Please wait, this may take a Tew minutes.

Time Stamp: Thu Oct 15 09:54:55 2020

volatility Foundation volatility Framework 2.6

offset(P) Proto Local Address Foreign Address State Pid owner Created
0x7el10f5bo UDPVE fes0::5caf:224d: 470e: 6b6C: 1900 =1+ 1068 svchost. exe 2020-10-
14 20:55:55 UTC+0000

ox7e1106f0 PvE fes0::5c8f:224d: 470e: 6b6C: 61062 *: ¥ 1068 svchost. exe 2020-10-
14 20:55:55 UTC+0000

OX7el11320 UDPv4 127.0.0.1: 61065 =0 1068 svchost.exe 2020-10-
14 20:55:55 UTC+0000

0x7ell1z1bo UDPv4 192.168.1.11:61064 1068 svchost.exe 2020-10-
14 20:55:55 UTC+0000

0%x7e113b90 UDPVE 161063 1068 svchost.exe 2020-10-
14 20:55:55 UTC+0000

0x7ell63do UDPVE :1:1300 1068 svchost.exe 2020-10-
14 20:55:55 UTC+0000

Ox7elleaal Pv4 192.168.1.11:1300 1068 svchost.exe 2020-10-
14 20:55:55 UTC+0000

ox7el117sfo UDPv4 127.0.0.1:13900 =0 1068 svchost.exe 2020-10-
14 20:55:55 UTC+0000

0OX7el913230 UDPv4 127.0.0.1:50009 =0 2248 iexplore. exe 2020-10-
14 20:55:56 UTC+0000

0x7e3bd330 TCPv4 0.0.0.0: LISTENING 516 1sass.exe

0x7dco3010 TCPV4 192.168. 149277 CLOSE_WAIT 2420 iexplore.exe

0x7dco4010 TCPV4 192.168. 149283 CLOSE_WAIT 2420 iexplore. exe

0x7dco6010 TCPV4 192.168. 149279 CLOSE_WAIT 2420 iexplore. exe

0x7dc07 660 TCPV4 192.168. 149281 CLOSE_WAIT 2420 iexplore. exe

OX7dc08400 TCPV4 192.168. 149326 CLOSE_WAIT 2420 iexplore. exe

0x7dc09580 TCPv4 192.165. 149327 CLOSE_WAIT 2420 iexplore. exe
Ox7dcoacfo TCPwa 192 168 24939 C10OSF WATT 420 iexplore, sxe
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Hivelist

23.

This command can be used to locate the virtual addresses present in the registry hives in memory,

and their entire paths to hive on the disk.

Command: | hivelist
Command parameters:

[ 5tart scaning address
[ Length [in bytes)
[5can virtual space

1 5kip unallac objects

S —

Command [nfo

Run

Time Stamp: Thu Oct 15 09:56:04 2020

"C:\Program Files\osForensicsivolatilityworkbenchiwvolatility.exe”™ —-
plugins="C:“Program Files‘\0O5Forensics'volatilityworkbenchyprofiles"
profile=win75P0x&4 --kdbg=0xfB0002c050a0

Please wait, this may take a Tew minutes.

Time Stamp: Thu Oct

volatility Foundation volatility Framework 2.6

virtual

oxfffffeao0zz07010
oxfTffffean0e3ec410
oxfTf{feaooo00dolo
OxTTTTT8a000024010
oxfffffeao000s 4010
oxfffffsaoooofaolo
oxfTfiTeaooozd4410
oxfTTTT8ad0031a010
oxfffffeaooodocolo
oxfffffeadnoechbolo
oxfTffTf8ad0i4zenlo

15 09:56:12 2020
Physical

0x0000000029aef010
0x0000000022d1e410
0x000000002d55d010
0x000000002d52a010
0x000000002d512010
0x000000002a1b5010
Ox000000002a631410
Ox000000002a8C4010
0Ox000000002157a2010
Ox0000000026294010
0x0000000010b23010

hivelist --filename="C:%\Users?

Name

Y SystemRooth System32\Config\DEFAULT

S ?PNCHWWindowsh ServiceProfilesi Networkservicei\NTUSER.DAT
[no name]

SREGISTRYWMACHINES SYSTEM

“REGISTRY4YMACHINE" HARDWARE

“SystemRoot' System32hConfigh SECURITY
“Dewvice\Harddiskvolumel' Boot'BCD

Y SystemRoot' System32hConfig' SOFTWARE

Y SystemRooth System3zhConfigh SAM

S PPNCn\Windowsh ServiceProfileshLocalService\ NTUSER.DAT
PP Usershrajintuser.dat

24. Hivescan

This command is used to find the physical address of the registry hives that are present in the memory.
It is there to support the hivelist.

Command: | hivescan -f—

Command parameters;

[] 5tart scaning address

[ Length (in bytes)

[]5can vitual space

[] 5kip unalloc objects

Cormmand |nfo

Fun

Time Stamp: Thu OCt 15 09:55:24 2020

"C:%wProgram FileshOs5Forensicshvolatilityworkbenchiywvolatility.exe” --
plugins="C:“Program Files‘0O5Forensicsivolatilityworkbenchyprofiles™
profile=win7sPOx64 --kdbg=0xf80002c050a0

Please wait,

Time Stamp: Thu Oct 15 09:55:32 2020
volatility Foundation volatility Framework 2.6

offset(P)

this may take a Tew minutes.

0x00000000109ab010
0x0000000010b23010

Ox000000002187 2010
Oy OOOONNNN2 2 A1 a4 0

hivescan
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25. Printkey

This command is used to display the values, data, subkeys, and data types that are present in a
specified registry.

Profile: | %indows 7 B4bit base wersion ~ Refresh Process List
Command: | printkey —ll—— & Command Info
Command parameters:
Fun
[] Regizsty Key

[ ] Hiwe Offset [vitual]
[] 5tart scaning address
[ ] Length [in bytes)
[]5can vitual space

[ Skip unalloc objects

values:

Registry: “DeviceHarddiskvolumel'EBootThBCD
Key name: NewStoreRoot (5]

Last updated: 2020-10-14 20:55:37 UTC+0000

Subkeys:
(5) Description
(5) oObjects

values:

Registry: \SystemRoot)System32\ConfighsaM

Key name: CMI-CreateHive{C4E7BAZB-68ES-499C-B1A1-371ACSDTIFCTT (5]
Last updated: 2009-07-14 04:45:46 UTC+0000

Subkeys:
(5) sAM

values:

26. Hashdump

This command can be used to extract and decrypt cached domain credentials stored in the registry
which can be availed from the memory dump. The hashes that are availed from the memory dump
can be cracked using John the Ripper, Hashcat, etc

Command: | hashdump e ~ Command Info
Cornmand pararneters:

Fun
[15vS Oifset (witual]

[ 540 Offset [virtual)

Time Stamp: Thu OCt 15 09:57:48 2020

"C:%WProgram Files\05Forensicsivolatilityworkbenchiywvolatility.exe"” --
plugins="C:“Program Files“OSForensicsi\wvolatilityworkbenchhprofiles” hashdump --filename
profile=win7sPoxe4 --kdbg=0xf80002cC050a0

Please wait, this may take a few minutes.

Time Stamp: Thu Oct 15 09:53:00 2020
Malatailit = Aot ralasal s C

¥ = i

Administrator:500: aad3b435b51404eeaad3b435b51404ee: 31d6cTe0dl6as931b73c59d7e0Cc089C0: &
Guest:501: aad3b435bs1404eeaad3ib435b51404ee: 31decTfeddl6aed31b73c59d7 20C089C0: 1
raj:1000: aad3ib43sbs1404ecaad3iba3sbsl404ee: 3dbdesard71630a769204bebl122836758: 1
pentest:1001: aad3b435b51404ecaad3b435bs1404ee: 3dbdessrd71630a7 63204bebl122836758: 1
jeenali:1002:aad3b435b51404ecaad3b435bs1404ee: 3dbdesa7d71630a7 63204bebl122836758: 1 :
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27. Lsadump

This command is used to dump LSA secrets from the registry in the memory dump. This plugin gives

out information like the default password, the RDP public key, etc.

Command: | lzadunmpi— w Command Ihfo
Command parameters

[]5%'S Offset [virtual]

Run

[]5EC Offzet [virtual]

Time Stamp: Thu Oct 15 09:58:30 2020
"C:%Program Files'OSForensicsi\Volatilityworkbenchywvolatility.exe" --

profTile=win7sPOxe4 --kdbg=0xTB0002C050a0
Please wait, this may take a few minutes.

Time Stamp: Thu Oct 15 09:58:41 2020

volatility Foundation wvolatility Framework 2.6

DefaultPassword

OxoooQoQo00 oO& OO 0O OO0 OO0 OO0 OO0 OO0 OO0 OO OO OO0 OO0 00 00 OO «(....eveeannnnns
Oxooooo010 31 o0 32 00 33 OO0 00 00 OO0 OO OO OO0 OO0 OO0 00 OO0 1.2.3. .

DPAPI_S%STEM
Ox00000000  2¢ OO0 00 00 00 OO0 00 00 OO0 00 00 00 OO0 00 00 00 .. eeeeeessssae

plugins="C:“Program Files\05Forensicshwolatilityworkbenchiprofiles” Jlsadump --Ti14

28. Shellbags

This command usually parses and prints the shellbag information that is obtained from the registry.

Command: | shelbags - ~ Command [nfo
Command parameters:
Fun
[ Machine Mame
0 [} 5-1-5—1 2020-10-05 20:11:3& UTC+0000 2020-10-05 11:34:324 UTC+0000 2020-10-
05 20:11:36 UTC+0000 5¥5, DIR For Img'PROTECTED reghUsers‘\raj\Protect’5-1-5-21-4262050068-1963214439-37

Registry: “??hC:isUsers'raj‘\apphata‘Local'Microsoftiwindows'UsrClass.dat
Key: Local settings'Software'\Microsoft'\windows®shell'BagMRU,0Y0%0%0%1%0

Last updated: 2020-10-05 21:32Z:539 UTC+0000

value Mru File Name Modified Date Create Date Access Date

u} 202010~1 2020-10-05 21:32:38 UTC+0000 2020-10-05 21:30: 46 UTC+0000 2020-10-
05 21 32 38 UTC+DDDU DIR hZsershyrajiDesktophCases' 20201006030044-WIN-MIIVRIZONHT

Registry: \??hCihUsers'raj'\AppData‘Local'Microsoftiwindows'UsrClass. dat
Key: Local settings'software'\Microsoftiwindows"shell'BagMRUY0%0%0%0%140%0
Last updated: 2020-10-05 21:33:33 UTC+0000

value Mru File Name Modified Date Create Date Access Date
SCREEN~1 2020-10-05 21:30:46 UTC+0000  2020-10-05 21:30:46 UTC+0000  2020-10-

05 21: 30 46 UTC+0000 DIR CihUsershrajsDesktophCases' 20201006030044-WIN-M1IVRIZONH7  Screenshots
Content 2020-10-05 21:30:46 UTC+0000  2020-10-05 21:30:46 UTC+0000  2020-10-

05 21:30:46 UTC+0000 DIR C:\Usershraj'DesktopiCases' 20201006030044-WIN-MJIVRIZONHT \Content

2020-10-05 21:30:46 UTC+0000 2020-10-05 21:30: 46 UTC+0000 2020-10-
05 21 30 46 UTC+DDDU DIR DhwUsershyrajsDesktophCases', 20201006030044-WIN-MIIVRIZONHT \RAM
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29. Getservicesids

This command does the work of calculating the SIDz for the services that are present on the
machine. The name of the services has been taken from the registry.

Bammand: | getservicesids-fl——— i Command Info
2= I=5=5U=/71LU05F88U=2LU L=Te A0 e - BS=FLISTIES U300 L . ASF.RET '
'S-1-5-80-2913627202-1669313743-594640567-3758707557-1808359087 ' "ASP.NET_4.0.303139",
'5-1-5-80-21321804358-3108490898-1075229718-388581758202-2916226535"': 'aspnet_state’
'S-1-5-80-2676549577-1911656217-2625096541-4178041876-1366760775": "AudiosSrv',
'5-1-5-80-357345053-40600358483-2323299089-202558347658-42589255312": 'bs7ndseoa’
'S-1-5-80-3742302039-178175996-3312716580-300089339-184318439": "'BthEnum',
'5-1-5-80-1566322655-4174396379-2133637435-1403765164-7539645823": 'BthPan’
'S-1-5-80-3533787624-3536623824-1878644040-3113243162-1610647180": "BTHUSB',
'5-1-5-80-1464512865-127046658588-360762989-3358630909-2717756669": 'chdisk3 ",
'S-1-5-80-1374606895-1375118967-1852685746-26854939758-3540156196": "cbfs4',
'5-1-5-80-289258535858-4137671665-1240080895-2344186716-3552465361": 'clr_optimization_vz.0.50727_&64"
'S-1-5-80-2611951511-1959136347-1062071333-39582815153-25811717512"': 'clr_optimization_w4.0.30319_32",
'S-1-5-80-2839768381-36910589589-2614646340-3191585287-3380622033": "clr_optimization_w4.0.30319_6&4",
'5-1-5-80-25571362589-665204401-1725106016-1253143166-1853691573": 'dmvsc',
'S-1-5-80-1708301557-710215499-1045718168-3582692165-3542596111": "HdAudAddsService',
'5-1-5-80-4078544759-2301841558-851338273-974895478-371033108 "IREC",
'S-1-5-80-2876499719-392125430-158013367-819050375-2387260967": "ksthunk',
'S-1-5-80-151825406-581711632-2022251396-56309256-2708395735': 'MozillaMaintenance"',
'S-1-5-80-61387632-1770052757-913906803-2764154990-1232092381"': 'MSDTC Bridge 4.0.0.0",
'5-1-5-80-89244771-1762554971-1007993102-345796144-2203111523": 'NetMsmgActiwvator',
'S-1-5-80-2943419899-937267781-4189664001-1229628381-39582115073": 'NetPipeActivator',
'S-1-5-80-3573033775-2824656752-1522793541-1960352512-462307086 "1 "NetTcpActivator ',
'5-1-5-80-15598306103-1873062032-3786967184-80952375-3176933300": "npf"’
.
30. Dumpregistry
This plugin allows one to dump a registry hive into a disk location.
Command: | dumpregistly  —lf—- w Command Infa

Command parameters:

Dump Folder Hame |rai

Run

[ ] Hive Offzet [virtual]

Writing out registry: registry.0xTTfTTead022a5010.5yscachehve. reg

Writing out registry: registry.0xfTffT8ad0l42e010.ntuserdat. reg

Writing out registry: registry.0xTTTTT8a003207010.DEFAULT.Freg

oo e e e e e o e o e e e e e o e o e o e e o e o o R g e e o e o e R g o e o e o o e g e e o e T

Writing out registry: registry.0xTTTTT5a000024010.5Y5TEM. reg

wWriting out registry: registry.0xTTFTT8a0002d4410.BCD.reg

oo e e e

wWriting out registry: registry.oxTTTTT8a000d0c010. 5AM. reg
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31. Mbrparser

This command scans and parses potential MBR from the memory dump. There are various ways to
find MBR and the way of filtering it.

Command: | mbrparser  —=lf—— ~ Command Info
Command parameters:

[ ] Cffzet of MER

Fiun

[ ]Hash of bootcode

[ JHaszh of full bootcode

[ ] Offzet dizazsembly

[ ] aximum Levenzhtein o
[ ] Disk # extracted MEFR
[] Output HEX of Bootcode

] Don't check partitions [] Start header at zero

Potential MBR at physical offset: 0x&00

Disk Signature: c8-35-3F-83

Bootcode mds: 83d7fsardc8easbad4tzrdose3c3iizfd3o
Bootcode (FULL) mdSs: 7c2tc44TeBesr7lefTab4afcb2082T05d
Disassembly of Bootable Code:

0000000600 33CO HOR AX, AX
0000000602 Sed0 MOV 55, AX
0000000604 bCOO7C MOV 5P, OX7C00
0000000607 1 Eeco MOV ES, AX
Q00000060%: Seds MOV D5, AX
0000000600 bedd7c MOV 51, OX7CO00
aoo0ooos0e: bfooos MOV DI, OX&00
0000000611: booooz MOV CX, 0200
0000000614: T CLD
0000000615 T3a4 REF MOWSE
QoOoooo0sely: S0 PUSH AX
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32. Mftparser

This command is used to scan the MFT entries in the memory dump and prints out the information
for certain types of file attributes.

Command: | mftparser e ~ Comrmand Info
Command parameters
] Run
[ Machine Mame

] Dump Folder Mame

[CIMFT Entry Size

[CIMFT Offzet [physical)
] Don't check partitions

[] Debugging messages

:cann1ng TOF MFT enLr 1es and nu1|u1ng u1rectnry. TAT1S Cdll Ldke 4 WHIle
MFT entry fnund at nffset 01153000

Attribute: In Use & File

Record Number: 41432

Link count: 2

LESTANDARD _INFORMATION
Creation Modified MFT Altered

2010-11-21 0O7:06:28 UTC+0000 2010-11-21 0O7:06:28 UTC+0000 2020-10-06 01:01:13 UTC+0000

$FILE_MNAME
Creation Modified MFT Altered

2020-10-06 01:01:13 UTC+0000 2020-10-06 01:01:13 UTC+0000 2020-10-06 01:01:13 UTC+0000

$FILE_MNAME
Creation Modified MFT Altered

2020-10-06 01:01:13 UTC+0000 2020-10-06 01:01:13 UTC+0000 2020-10-06 01:01:13 UTC+0000

SDATA

MFT entry found at offset 0Ox153400
Attribute: In Use & File

Record Number: 41433

Link count: 3

References
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