Upstream

GLOBAL AUTOMOTIVE
CYBERSECURITY REPORT

The automotive cybersecurity inflection point:
From experimental hacking to large-scale automotive attacks—

the focus shifts to impact. .~ == AR T

/} o |- : ~
| ; ., -

........

----- , AN
_.._...'._'; 1 ‘ - |~
» ‘ ,
' \ ’ 3 e \ ‘ i - , ——,“- o,
4 —_— -t - B
© 2024 Upstream Security Ltd. All Rights Reserved s R e ) J -— - -
| — —



TABLE OF CONTENTS

Opening letter from our CEO ..o 4
MEEROAOIOGY ... 5
EXECULIVE SUMIMAAIY ....oooiiiiiiiiii ettt 6
Chapter 1: The automotive cybersecurity inflection point ... 8
Analyzing the potential scale of automotive cyber risks ..ot 11
Threat actors motivation has also shifted towards scale and massive impact ..................cccceenn. 14
The financial perspective: the rising cost of cyber attacks on the Automotive
and SMart MODbIlity @COSYSTEIM .....c.eiiiiiiiee e e e 16
The internal impact: the dynamic SBOM ... ..ot 21
Spotlight: social media has become a breeding ground for automotive cyber activities .................. 27
The Automotive and Smart Mobility ecosystem is entering a new era of GenAl,
democratizing attacks but also cyber defense ..........cooouviiiiiiiiiiii e 31
Chapter 2: Automotive cybersecurity trends ........................ccoooiiiiiiiiiceeee e 34
REVIEW OF INCIAENTS ......iiiiicei ettt ettt ettt et e v e st e e beessaeeaeesaseenseesnseens 35
OVEIVIEW Of 2023 CVES ....ooviiiiiiiieieeie ettt ettt ettt e e e nseeae e seenseeneesseenseensenseennas 43
The EV charging ecosystem is rapidly eXpanding ............ccccooiiiiiiiiii i 46
COMMETCIAI FIEBTS ...ttt ettt ettt e et e et e sseenseeneesseennas 47
Smart Mobility 10T dEVICES & SEIVICES ......ccuvviiiiiiiiie ettt 47
U =T (o PRSPPI 48
AUTONOMOUS VENICIES ..ottt ettt ettt ettt e e e e seese e s e eseesseenseens e 48
The impact of Right to Repair on agriculture VENICIES ............coueieieeee e, 50
Chapter 3: 2023's diverse attack VECTOrS .................ccooiiiiiiiie e 52
Increasingly sophisticated attacks open the door for large-scale impact
aCroSS the Ntire ECOSYSIEIM ...cooiiiiii e 53
Telematics and aPPlICALION SEIVELS .......oooii i e e e e e e e e 55
RemOote KeYIESS ENTIY SYSTEIMS .....eeiiiiiciee e e e et eetae e e e eeareeeeeaes 56
B U S ittt e e e e e e e e e t— e e ettt e e haeeataee e taeeaaaeeaaaeeataeeenteeenaeeeneeeanreean 59
Y PSR PRPR 59
Vo] o1 FY=T o] o] [ oX- L o] o[- PSPPSR 61
INTOTAINMENT SYSTEIMS ..ooiiiiiiiiie e et e e ettt e et e e e et ee e e e etaeeeeeeareeeeens 62
EV charging infraStrUCTUIE .........cc.oiiiiiiiiee ettt et e aee e eaaee s 63
21 [T (oo 1 o USRS 64
OTA UPAALES ..o ettt e ettt e e et e e e e et e e e e e et e e e e eetaeeeeeeaareeeeeeraeeens 64

V2K ATEACKS ..o aaaas 65



TABLE OF CONTENTS

Chapter 4: Theregulatory reality ..................ccoooiiiiiiieeeeeeeeeeeee e 67
Generative Al is reshaping the Automotive and Smart Mobility ecosystem,
but regulations are Still @VOIVING ........oooiiiiiiiiee e 68
Cybersecurity regulations make headway Worldwide ............coocvviiiiiiiiiii e, 69
The expansion of UNECE WP.29 R155 and ISO/SAE 21434 ........ccvee oot 72
The EU Cyber Resilience Act promotes extended cybersecurity resilience ..........ccccccoeeveiiieiinnne.n. 78
ISO 15118 secures vehicle-to-grid comMmUNICAtiONS ...........oooiiiiiiiiiiieee e 79
The SEC echoes the increasing focus on cybersecurity inCidents ...........cccocovviiieeiiiiiceiciieeeeeee. 80
NHTSA updates cybersecurity best PracCtiCes ...........coovviiiiiiiiiiiii e 81
EV charging infrastructure cybersecurity regulations continue to expand and deepen...................... 84
Vehicle data and privacy regulations are inevitable ............ccccoooiiiiiiioiiiie e 91
Chapter 5: Threats from the deep and dark web ................coooiiiiiiee e 93
What isthe deep and dark WED? .........eeeeeee e e e ee e e e 94
Gray hats blurring the line between black hats and white hats ............cccccoiiiiiii e, 95
What occurs inthe deep and dark WED? ...........oooiiieeeeeeeeeeeeee e 96
Ransomware actors increasingly target automotive SUpPliers ............cccceeeevviieeiiiecciie e 105
Chapter 6: Automotive cybersecurity SOIUtIONS ................ocoiiiiiicc, 108
Protecting the vehicle during its entire lifeCyCle .........ooovuiiiiiiiiiii e 109
SECUNTY DY AESIGN et ettt ettt e e et e e e e e bt e e e e nnsaeeeeensaeeeeenseeeenanns 110
Multi-layered CybersSeCUNtY STACK ......ccvviiiieiiie ettt e e e eneee e e enenees 111
Developing an effECtive VSO .......oooiiiiiiie et et e ettt e e tae e e e s b ee e e e enenreeeeennres 113
Automotive-specific threat intelligence offers a proactive approach to risk ........ccccccoevviicviiiennnnnnn. 116
Upstream'’s cloud approach to automotive CyberseCuUrity ......cceeeiieiiiiiieiiiee e 121
The UpStream PlatfOrm .......o et e e et e e et e e e e enaaeee s nsaeeens 122
Upstream Managed VSOUC .......cc.ceuiiiiiiiieee ettt e e e e e e ettt eeeeee s e s s snanbeeeaeeeeessaasnnsssaeeaeaaesessnnnnses 125
Enhancing vSOC investigations With GENAI ...........eiiiiii e e 128
Upstream AutoThreat® PRO Cyber Threat INtelligence ..........evviiiiiiiiii e, 129
Chapter 7: Predictions for 2024 ......................ocooiiiiieeeeeeee e 130

REFGIGINCES ... e e e ettt e e e e e e e e e e e e e e e e aaeea 132



OPENING LETTER
FROM OUR CEO

It is my pleasure to present you with the 2024 Global Automotive Cybersecurity Report.

Connectivity and software-defined architectures have been at the forefront of monumental
changes in the Automotive and Smart Mobility ecosystem over the past several years, but as more
functionality is being exposed, cybersecurity risks are growing dramatically.

This report, which marks Upstream’s sixth annual report, analyzes how Automotive and Mobility
cybersecurity risks have evolved from experimental hacks to large-scale attacks, shifting the
industry's focus to impact.

As predicted last year, automotive cybersecurity is reaching an inflection point. Cyber incidents have
grown significantly in risk and impact, threatening safety and carrying operational implications. With
threat actor motivation shifting towards large-scale impact on mobility assets, stakeholders across
the ecosystem must also evaluate the potential financial implications of cybersecurity incidents.

Over the last year, the Automotive and Smart Mobility ecosystem adopted new standards and
collaborated with regulators around the world on how to adapt future regulations to keep connected
and software-defined assets secure. We've also been busy preparing for the upcoming second
milestone of UNECE WP.29 R155, scheduled to take effect in July 2024, increasing its scope to all
new vehicles.

2023 was the year of the GenAl revolution. GenAl is increasingly used by threat actors to introduce
scale and new attack methods. But, in the coming months and years GenAl will also transform
automotive cybersecurity tools and workflows and introduce unprecedented efficiencies to vSOC
teams.

This inflection point illustrates the progress that adversaries continue to make, and reaffirms
our commitment as an industry to continually innovate and deliver secure automotive and smart
mobility experiences.

Upstream has led the effort to secure connected vehicles and mobility assets since 2017, when we
first introduced the Upstream Platform, which proved to be a fundamental, innovative pillar in the
automotive cybersecurity technology stack.

We've been helping some of the world's leading Automotive and Smart Mobility organizations—
OEMSs, suppliers, mobility loT vendors, fleets and mobility service providers—comply with
cybersecurity regulations and protect millions of vehicles and mobility assets.

With advanced cybersecurity tools and knowledge at our disposal, we are well-equipped to
overcome the challenges in 2024 and ahead.

Best regards,

Yoav Levy
Co-Founder & CEO ‘



METHODOLOGY

The Automotive industry relies on Upstream's continuously updated database of
cybersecurity incidents.

To compile this comprehensive report, Upstream researchers investigated over

1468 incidents, some as early as 2010, and monitored hundreds of deep and dark
web forums to compile this comprehensive, actionable report that will help you safely
navigate the year ahead.

Upstream monitors and analyzes worldwide automotive cyber incidents to learn,
understand, and help protect the entire Smart Mobility ecosystem from existing and
emerging threats.

Upstream’s AutoThreat®' cyber threat intelligence platform uses advanced technology
and automation tools to constantly search all layers of the web for new cyber incidents
in the automotive ecosystem and index them to the AutoThreat® platform.

Our researchers and analysts carefully categorize and analyze the data we collect to
gain a deeper understanding of cyber threats, adversaries' motivation and activities,
and their impact on mobility assets.

Each incident and relevant contextual data—such as the attack's geolocation, impact,
attack vector, company type, and required proximity of the attacker to its target—are
added to the platform to create an accurate and actionable repository.

Incidents examined in this report were sourced from the media, academic research,
bug bounty programs, verified social media accounts of government law enforcement
agencies worldwide, the Common Vulnerabilities & Exposures database, as well as
other publicly-available online sources.

In addition to publicly reported cyber incidents, Upstream’s analysts monitor the deep
and dark web for threat actors that operate behind the scenes of automotive-focused
cyber attacks. These incidents are discussed in a separate chapter of this report titled
"Threats from the Deep and Dark Web", and are excluded from statistics and charts in
other chapters, unless indicated otherwise.

While every effort has been made to identify and analyze every reported automotive
and smart mobility cyber incident, there may be additional attacks that have not been
publicly reported, and therefore, have not been included in this report.

Select details of the publicly reported incidents are available in the AutoThreat®
Intelligence Cyber Incident Repository. Additionally, a comprehensive analysis is
available to AutoThreat® PRO? customers.



EXECUTIVE SUMMARY

Connectivity is continuing to transform the Automotive and Smart Mobility ecosystem,
increasing cybersecurity risks as more functionality is exposed. 2023 marked the beginning
of a new era in automotive cybersecurity. Each attack carries greater significance today,
and may have global financial and operational repercussions for various stakeholders.
Upstream's 2024 Global Annual Cybersecurity Report examines how cybersecurity risks
have evolved from experimental hacks into large-scale risks, focusing on safety and trust,
operational availability, data privacy, and financial implications.

In 2023, Automotive and Mobility cybersecurity witnessed
a dramatic shift toward large-scale incidents

The proportion of incidents of attacks
with a “High” or “Massive” 0/0 were remote
impact dramatically

doubled from 2022 to 2023, of attacks were
of all []/0 executed by
incidents black hat actors

accounting for nearly

Threat actors motivation has also shifted
towards scale and massive impact

of deep and dark web cyber of deep and dark web cyber
activities had the potential to activities had the potential to
0/0 impact thousands to millions 0/0 impact multiple stakeholders,

of mobility assets. on a global scale.

OEMs take a multifaceted approach to protecting connected
and software-defined vehicles, as well as IoT/OT assets

e | With frequent OTA e | The growing reliance e | GenAl has the potential
updates, the SBOM is on backend systems to transform automotive
no longer static—but rather highlights the urgent need for cybersecurity solutions and
constantly evolving, long OEMs to safeguard both the operations, enabling agile
after a vehicle leaves the software components and investigations, automating vSOC
factory—and risk profiles sensitive data. workflows, and even generating
continuously change. complex insights based on

deep and dark web data and
in-depth TARA.



PREDICTIONS FOR 2024

The competitive advantage in the Automotive industry

will continue to be driven by digital transformation,
requiring stakeholders to secure APIs and expand vSOC
coverage to monitor API-related threats.

Generative Al will have a profound impact on automotive
cybersecurity stakeholders, introducing new large-scale
attack methods but also equipping stakeholders with

/ advanced detection, investigation and mitigation capabilities.

Initial signs of regulatory fatigue, amid the maturity
of UNECE WP.29 R155 and the abundance of new
regulations emerging worldwide, mainly in China.

OEMs and Charging Point Operators (CPOs) continue to deepen
cybersecurity risk assessments, and deploy cybersecurity
solutions to protect strategic EV charging infrastructure.




THE AUTOMOTIVE
CYBERSECURITY
INFLECTION POINT

From experimental hacking to
large-scale automotive attacks,
the focus shifts to impact



2023 MARKS THE BEGINNING OF A NEW
ERA IN AUTOMOTIVE CYBERSECURITY

Connectivity has been at the forefront of monumental changes in the
Automotive and Smart Mobility ecosystem over the past several years—
enabling over-the-air (OTA) updates, software-oriented architectures, advanced
digital experience, and a wide array of value-added applications and services.

In modern software-defined vehicles (SDVs), connectivity is used to improve
and upgrade vehicles throughout their life cycle, generate revenue from a wide
range of feature-on-demand services, and offer innovative data-driven customer
experience, ultimately creating deeper and longer relationships with customers.

In connected vehicles, OEMs use OTA updates to fix quality and usability
issues, tune core functional capabilities, and patch cybersecurity vulnerabilities
quickly and cost-effectively, reducing warranty costs and recalls.

But connectivity has also posed growing cybersecurity challenges for OEMs
and their supply chains—with cyber attacks becoming more sophisticated,
frequent, and severe. As the attack landscape changed over the last few years,
and new attack methods emerged, the industry became acutely aware that any
point of connectivity can be attacked.

The first decade of automotive cybersecurity was marked by a rise in cyber
incidents and attacks against OEMs and the ecosystem, continuously
introducing new attack vectors and methods, even as OEMs invested in
improving cybersecurity protections. According to Upstream’s research, between
2019-2023, incidents disclosed in the clear web (media) have increased by over
50%, reaching 295 reported incidents in 2023. In 2023 alone, 95% of attacks
were remote, and 64% of attacks were executed by black hat actors.®

Application programming interfaces (APIs) have been playing a key role in
exposing vehicle functionality to drivers and enterprise applications, as well as
delivering a data-driven experience. As more functionality has been exposed
through APIs, cybersecurity risks have also increased dramatically, while at
the same time, the cost of attacking and attack thresholds have decreased—
opening the door for exponential growth in the scale and impact of attacks.

In this year's report, we chose to zoom
in on the impact of automotive and
mobility cybersecurity risks.
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We'll focus on both external impact, which is visible to the ecosystem, and
internal impact which refers to organizational efficiencies and processes.

Both internal and external impacts are assessed by different stakeholders in
different ways—in this report we'll offer a framework which can be customized for
each stakeholder’s strategic goals, target market, relevant mobility assets, etc.

External impact can be objectively
measured in two dimensions:

scale and cost.

We'll showcase how advanced connectivity and software-defined architectures
continuously introduce new cybersecurity risks, attracting executives' attention
across the entire ecosystem due to the potential impact on the safety of
drivers, passengers and the integrity of data at massive scale, leading to
astounding financial losses.

With social media becoming a major platform for consumers and professionals,
threat actors are using social media to exchange knowledge with the potential
to reach millions of people around the world in a matter of minutes. Based

on its viral potential, social media has become one of the top distribution
channels for malicious activities, both criminal and fraudulent, and should be
considered when analyzing external impact and scale.

As vehicles continue to evolve well after they leave the manufacturing

floor based on continuous over-the-air updates (OTAs), we'll also discuss

the internal impact of cybersecurity risks on internal processes and risk
evaluations that drive automotive stakeholders to adopt new frameworks and
remediation processes.
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Analyzing the potential scale of automotive cyber risks

Automotive cybersecurity threats have evolved rapidly in a very short span
of time. In 2015, Charlie Miller spent three years—from research to exploit—
to hack the safety-critical in-vehicle network of a single vehicle.* In 2023,

a team of security researchers spent a mere few months hacking over a
dozen different car makers. The team hacked telematic systems, automotive
APIs, and the infrastructure that supports them. They discovered numerous
vulnerabilities that allowed them to remotely impact the command & control
of vehicles and access sensitive OEM and consumer data.®

In 2023, automotive cybersecurity
witnessed a dramatic shift
toward large-scale incidents.
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It's important to note that when analyzing scale, the focus is on potential
impact. It is impossible to assess the exact impact of each incident based on
publicly reported information.

Upstream analyzed publicly disclosed automotive cybersecurity incidents
between 2021 and 2023 according to the potential scale of impacted mobility
assets, including vehicles, users, mobility devices and more. Upstream’s
analysis categorized incidents according to four levels of impact—starting
from “Low”, which includes incidents that have the potential to impact under
10 assets, up to “Massive”, which includes incidents that have the potential to
impact millions of mobility assets.

Breakdown of publicly disclosed cybersecurity incidents
by potential scale, 2021-2023

Number of
Mobility Assets
Potentially
Impacted

42.5% 40.4%

° LOW
Upto 10

MEDIUM 26.7% 37.5%
Up to 1,000

HIGH

Thousands 2 5
XC.

Millions massive

scale
incidents

2021 2022
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IN 2023 THE
PROPORTION

OF INCIDENTS
WITH A “HIGH" OR
“MASSIVE" IMPACT
DRAMATICALLY
DOUBLED TO
NEARLY 50%

14.6%

35.9%

2023
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During both 2021 and 2022, “High” or “Massive” (potential to impact thousands-
million of mobility assets) incidents accounted for approximately 20% of total
incidents. But, in 2023, the proportion of incidents with a “High” or “Massive”
impact dramatically doubled to nearly 50%.

Overall, the number of "Medium" scale attacks, which have the potential to
impact up to 1,000 vehicles and mobility assets, has remained constant over
the last three years. But the number of low-scale attacks has gone down
dramatically in 2023 due to the emergence of new attack vectors that enable
hackers to gain control over many more vehicles and assets with lower
thresholds of knowledge and resources.

To illustrate the operational disruption impact of cyber attacks on mobility
service providers consider an attack which occurred in September 2023.

A leading US-based trucking and fleet management solutions provider
experienced a ransomware attack that resulted in customers being unable to
electronically log their on-road hours—as required by federal regulations—or
track their transported inventory.®

In response, the company hired external cybersecurity experts to investigate
the attack and applied for a waiver from the US Federal Motor Carrier Safety
Administration to allow truckers to use paper logs until service was restored.’

Almost three weeks passed before the
company was able to resolve the issue,
causing serious operational disruption for
thousands of truck drivers, fleet operators,
and inventory management teams.



THREAT ACTORS MOTIVATION srskgomnof 11
HAS ALSO SHIFTED TOWARDS ertiretac gy
SCALE AND MASSIVE IMPACT oo gz el

In addition to incidents disclosed in the media (clear web),
it's critical to assess the impact of deep and dark cyber
activities and the incentives driving threat actors. Based

on Upstream'’s analysis of deep and dark web automotive
cybersecurity activities, analyzing the 300 most active threat
actors, nearly half of the activities (48%) were targeting
more than one OEM or automotive supplier, and 37%

had the potential to impact mobility assets across many
stakeholders on a global scale.

In 2023, nearly 65% of deep and

dark web cyber activities had the
potential to impact thousands to 5 0
millions of mobility assets. Massive

Breakdown of deep and dark web threat actor targets, 2023

Several OEMs /
1 0-70/0 Stakeholders

31 3ii
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When zooming in on black hat and fraud activities
in the deep and dark web, the potential scale and
areas of interest also indicate a rapidly growing
risk. Currently, 67% of malicious activities (threat
actors categorized as black hats and fraud
operators) have a “High” or “Massive” impact
(compared to 45% across all actors) and 58% of
activities involve multiple OEMs or have a global
reach (compared to 48% across all threat actors).

When analyzing the
areas of interest, the
impact of black hats
and fraud operators
continues to deepen.
13% of activities are focused on vehicle
manipulation tools, 12% of activities are focused

on gaining access to sensitive data and PII, and
nearly 50% are related to vulnerability exploits.®

\

495« ARF

Vulnerablilty Diagnostic
Exploits Software
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Black hat and fraud
operators activities by
potential scale, 2023

N 8.9% Black hat and fraud operators
Low activities targets, 2023

[ ]
.

937k

°  Medium

10 40 Several OEM's /
" /U Stakeholders

48.12.

8. 1%

Massive

Source: Upstream Security

Black hat and fraud operators activities areas of interest, 2023

126% !||1 .g%

Vehical Car
Manipulation Hacking
Tools Manuals

Source: Upstream Security
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THE FINANCIAL PERSPECTIVE

THE RISING COST OF CYBER ATTACKS ON THE
AUTOMOTIVE AND SMART MOBILITY ECOSYSTEM

Automotive and Smart Mobility cyber attacks have severe financial
repercussions leading to recalls or OTAs, production shutdowns, ransomware
payments, and vehicle thefts. Additional repercussions include data and
privacy breaches, which can damage a brand's reputation and customer trust
and can eventually lead to large regulatory fines and diminishing revenue.

Given the shift toward large-scale cybersecurity incidents—with nearly 50%
of incidents in 2023 impacting thousands-millions of mobility assets®—it’s
crucial for vehicle security operations center (vSOC) teams to analyze the
financial impact of these incidents.

In June 2023, a leading Taiwan-based semiconductor manufacturer IN JUNE 2023

1
disclosed a cybersecurity incident involving a ransomware group and one of ATIER-2 WAS
its IT hardware suppliers, which led to the leakage of information pertinent to HITBY A

million ransom to decrypt the data and prevent its release online—making it
the largest known ransom demand in history. While the breach could affect

initial setup and configuration of the system.™ The attackers claimed to gain
access to internal documents with confidential information, demanding a $70 $7
multiple automotive stakeholders, the company reported that neither its

business operations nor customer information were affected by the cyber M“.I.ION
incident at its supplier. The company also immediately terminated its data RANSOM DEMAND,
exchange with this supplier following the incident. THE LARGEST

In November 2023, a large Australian automotive group with 12 dealerships IN HISTORY.

and hundreds of employees was attacked by the same ransomware group,
who stole more than 50 GB of sensitive customer and internal data. Over
91,000 files were stolen, including payroll information, lease agreements,
payout information, service quotes, invoices, crash assistance forms, CRM
data, registration paperwork, and employee driver and motor vehicle sales
licenses. The stolen files were published at the end of November, after the
ransom deadline had expired.™
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Analyzing the financial impact of a cybersecurity incident

Trying to quantify the safety, privacy, and financial risks of automotive
cybersecurity incidents is no small feat. The potential impact of automotive
cyber threats is significant and can pose risks to the safety of drivers and
passengers, disrupt business operations, compromise data privacy, and
result in financial losses for OEMs as well as the entire supply chain.

In the next two illustrations we will analyze two incidents that occurred in 2023
and suggest a financial impact model, based on publicly available information.

The goal of this framework is to
highlight the massive financial
impact of cybersecurity risks.

This analysis doesn’t intend to be definitive, but rather a framework for
estimating a range of potential financial risks.




Key Financial Implications of Automotive Cyber Threats

Impact

<J

N

Vehicle Safety,

Operations,
& Recall

Data & Privacy

Breaches

Vehicle Theft

& Break-Ins

Service &
Business
Disruption

Legal &
Regulatory
Compliance
Issues

Fraud

Brand &
Reputation
Damage

Description

Remote or local manipulations that can modify
the normal behavior of a vehicle, endangering
driver safety and leading to a recall.
Cybersecurity vulnerabilities in a vehicle's
software components may require
manufacturers to issue recalls to update and
resolve the issues, ensuring the safety and
proper operation of the affected vehicles.

Disclosure of information such as customer PII,
vehicle performance data, or any Intellectual
property (IP) data, compromising individuals

or organizations.

Unauthorized entry or theft of a vehicle, often
through the exploitation of vulnerabilities in the
vehicle's security systems or remote services.

Impact on an organization's operations and
ability to provide goods or services as a result
of a cyber incident. This impact can range from
partial system outages to complete shutdowns,
leading to a loss of productivity, revenue, and
customer trust.

Cyber threats that result in violations of laws,
regulations, or industry standards.

Deceptive actions by an individual or entity,
carried out with malicious intent for personal

or financial gain, such as identity theft, odometer
tampering, and account hacking.

A negative impact on financial valuation
(market cap), trust, and perception from publicly
reported cyber incidents, resulting in a damaged
reputation.

Methods

API exploitation;
Remotely invoking
commands; Malicious
software update;
Cybersecurity
vulnerability

Data breach; Data
leakage; Ransomware;
Injection attacks

Keyless entry/
start engine attack;
Relay attack; Signal
jamming attack;
API attacks

Production line
shutdown due to
ransomware

on production
systems

Lawsuits; Penalties

Odometer tampering;
Mobile companion
app (user) identity
theft

Widespread negative
press coverage
erodes consumer and
investor trust

| 18
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ILLUSTRATION #1

Financial impact of an EV fleet-wide vulnerability

In March 2023, a team of French security researchers participating in a hacking contest demonstrated
an exploit that involved executing what is known as a time-of-check-to-time-of-use (TOCTTOU) attack

on an EV OEM'’s gateway energy management system that allowed them to remotely perform actions

(e.g., open the front trunk or door) while the car was in motion.™

Despite the OEM's claims that this was not possible, the researchers claimed they could have
remotely gained access to vehicle controls. The researchers were rewarded by the OEM with an EV
and $100,000 in cash, and reported that the OEM is working on making software patches for the
vulnerability and the updates should be pushed to cars soon.

| INCIDENT SEVERITY | INCIDENT IMPACT

High Potential fleet-wide implications
| THREATACTOR TYPE | FLEET SIZE

White hat

3+ million electric vehicles

8

Impact Description Baseline Financial Impact

Vehicle Safety, Aurora Labs’ cost per OTA update $0.39 for

Operations per vehicle by type.’ Line-of-Code -

& Recall Estimations used to calculate the Update 31’250’000
3 OTA cost: 5 large ECUs @ 500MB; 10 32,000,000
% small ECUs @ 0.42MB.

Vehicle Safety, The cost of battery replacement 0.01% - 0.05%

Operations for vehicles with permanent of fleet impacted; $5,250,000 -

& Recall battery damage.™ $15,000
9

=

Legal & Class-action lawsuit litigation 0.5%-1% of fleet
Regulatory and settlement costs for vehicles impact; $600 per
Compliance with temporary battery damage.® plaintiff, $500,000 S] 1,000,000 -
Issues in legal fees
? $21,500,000

5

$17,500,000 -

Total Potential Financial Impact

$49,750,000
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ILLUSTRATION #2

Financial impact of an EV charging network data breach

In June 2023, a security researcher discovered an online database containing millions
of logs (nearly a terabyte) of a global network of hundreds of thousands of electric
vehicle charging stations.™

The internal database, hosted on one of the most popular public cloud platforms,
required no password to access it and contained sensitive data of customers who used
the EV charging network. Data contained names, email addresses, phone numbers of
fleet customers, names of fleet operators with vehicles that recharge using the network,
and vehicle identification numbers (VINs), and locations of EV public and private

(e.g., residential) charging points.

| INCIDENT SEVERITY | BREACH SIZE
High 1TB of data with millions of records

| THREAT ACTOR TYPE | CHARGING NETWOR SCALE ESTIMATION
Black hat Hundreds of thousands of charging

stations in 30+ countries
| BREACH TYPE

Unintended disclosure

Description Baseline Financial Impact

Data & IBM offers a detailed framework Average loss of
Privacy for cyber-based data breach cost $36,000,000 for
Breach estimations and a benchmark for the data breaches that

by number of records lost.””

The costs analysis includes direct 340,000,000
and indirect costs associated with

data breach detection, escalation,

notification, post-breach response,

and lost business.

; average cost of a mega-breach (more involve 1 million -
than 1 million compromised records) 10 million records 330 000.000 -
0 ’ L}

Legal & GDPR Enforcement Tracker Report Expected range
Regulatory average fines for transportation & based on average
Compliance energy sectors, and insufficient fines in the s'| 000 000 -
Issues technical and organizational measures transportation sector ! !

to ensure information security.’® (€864,776) and 32,000,000
%Q insufficient measures
i it (€1,346,050)

$31,000,000 -

Total Potential Financial Impact

$42,000,000
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OEMS TAKE A MULTIFACETED APPROACHTO
PROTECTING CONNECTED AND SOFTWARE-
DEFINED VEHICLES, AS WELL AS I0T/OT ASSETS

In this era of high-impact cyber risks, OEMs have had to adopt new internal
frameworks, shifting to a multifaceted approach to protecting connected and
software-defined vehicles. Connected vehicle digital experience and data-
driven features are made possible by connected components, remote control,
and the APIs that support them. Continuous OTA updates enable OEMs to roll
out new features and functionality, and patch bugs. The result is the emergence
of the dynamic Software Bill of Materials (SBOM). As the SBOM continuously
changes, it constantly requires risk and vulnerability analysis, directly impacting
OEM and the supply chain cybersecurity frameworks and processes.

The internal impact: the dynamic SBOM

The convergence of technologies known collectively as ACES—Autonomous OEM REVENUES
Driving, Connectivity, Electrification, and Shared Mobility—has forced FROM AUTOMOTIVE
stakeholders to move from the traditional hardware-defined architecture to a SOFTWARE AND
software-oriented architecture. ELECTRONICS WILL
The Automotive and Smart Mobility ecosystem acknowledges that connected GROW NEARLY
and software-defined vehicles are the key to competitiveness, customer THREE-FOLD
experience, operational efficiencies and future data-driven revenue streams. BETWEEN NOW AND
New research released by the World Economic Forum in collaboration with 2030, FROM $87
Boston Consulting Group (BCG) estimates that the emergence of SDVs will BILLION TO $248
create over $650 billion in value for the auto industry by 2030, making up BILLION, ACCORDING
15% to 20% of automotive value. OEM revenues from automotive softwa;e TO A BCG ANALYSIS
and electronics will grow nearly three-fold between now and 2030, from $87

OF SDV GROWTH.

billion to $248 billion, according to a BCG analysis of SDV growth."®

While connectivity and SDVs present significant benefits, they also presents
growing cybersecurity challenges for OEMs and the entire supply chain.

The distinction between hardware and software product development has
become blurred, as more in-vehicle components are enabled and managed by
software-oriented architectures. The decoupling of the vehicle development
process from a vehicle’'s hardware and software integration creates a very
complex and decentralized supply chain with the OEM at the center of
system integration.



The Hardware Bill of Materials (HBOM) is a product development technical
document that details the hardware components used to build a vehicle—
such as ECUs, TCUs, infotainment systems, gauge clusters, CAN bus, and loT
controllers—each from different suppliers and supply chains with their own
software and software supply chains.

The SBOM is a dynamic software development technical document that details
the software components, libraries, and dependencies that are installed on a
hardware component and the vehicle. Together, the HBOM and SBOM provide
a comprehensive view of the supply chains, facilitating transparency and
traceability to address hardware and software vulnerabilities.

With frequent OTA updates, the SBOM is no longer static—but rather
constantly evolving long after a vehicle leaves the factory—and risk profiles
continuously change, but they can be remediated in real time as well.
Furthermore, modern SDV HBOMs and SBOMs go beyond in-vehicle
components to include charging points and networks, as well as 3rd-party
applications for smart mobility, OEM services, telematics devices, and electric
vehicle (EV) charging—adding even more complexity.

Recent regulatory efforts, including UNECE WP.29 R1552° and R156%', ISO/
SAE 214342, the US National Highway Traffic Administration (NHTSA)
guidelines?®, and recent regulations in China?, have mandated SBOM
adoption in the Automotive industry. These regulations broaden the scope
of SBOM to encompass not only OEM-developed software, but also Tier-1
and Tier-2 components and libraries—giving OEMs the ability to identify and
manage software-related vulnerabilities and risks.

The ability to manipulate software components and exploit vulnerabilities
poses a significant threat to the cybersecurity posture of fleet-wide control
systems. By exploiting SBOM-related vulnerabilities, attackers can gain
unauthorized access to critical functions and control mechanisms across
entire fleets of vehicles.

Furthermore, the vast amounts of data generated by software components,
and stored in backend systems, presents an additional risk. Backend systems
(e.g., telematics servers) play a crucial role in delivering advanced connected
vehicle functions and services, as well as collecting and managing huge
amounts of sensitive data related to vehicle state, location, usage patterns,
and driver behavior.

Attackers can tap into this data, which contains PIl of millions of automotive
users, without even needing to hack the actual vehicles themselves. The
threat of cyber attacks on backend servers is particularly high because of
the ability of malicious threat actors to impact entire fleets, both in terms of
control and data access.
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The growing reliance on these backend
systems highlights the urgent need for
OEMs to safeguard both the software
components and the sensitive data stored
in their backend systems.

An ever-changing SBOM makes it extremely challenging to manage Threat
Analysis and Risk Assessment (TARA) for modern vehicles. As a part of the
organization’s broad Risk Management efforts, TARA is a specific framework
which has been developed as an in-depth yet static process. But, TARA is
rapidly evolving into a dynamic framework. The impact of this mindset shift is
dramatic, as stakeholders must adopt new tooling and platforms, and ensure
teams are properly trained.

The internal impact expands with the need to add deep and dark web
analysis into TARA frameworks. By integrating deep and dark web monitoring
and real-time threat intelligence into the SBOM framework, OEMs can:

[e] Proactively identify [e] Continuously assess [e] Rapidly detect
and address and manage supply cybersecurity risks
vulnerabilities chain risks to ensure and attacks, and provide
in software and integrity and security of effective response
hardware components. components used and mitigation.
in vehicles.

Automotive threat intelligence is now a key element in product-driven TARA,
enabling proactive risk identification, prioritization, and mitigation.

A dynamic TARA framework with real-time threat intelligence based on an
expanded SBOM framework is essential for OEM software development
teams to enable long-term risk mitigation.
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Furthermore, the vSOC adds another important layer for effective TARA,
integrating real-life detected risks into the continuous TARA feedback

loop. This requires adopting an interactive framework for both TARA, threat
intelligence and vSOC analysts that will cooperate to ensure TARA is not
only performed dynamically but also effectively.

OEMs should also link SBOM vulnerabilities, based on the dynamic

TARA analysis, to enterprise security, orchestration, automation, and
response (SOAR) platforms to ensure cross-organizational visibility, timely
remediation, and long-term risk mitigation via focused R&D efforts.

Continuous cybersecurity orchestration:
software-defined vehicles require end-to-end software, processes, and tools
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External APIs pose a prime attack vector for massive-scale attacks

APls are the engine that supports automotive digital transformation, and play
a crucial role in securing connected vehicles.

Cybersecurity risks increase as
more apps are added to support
connected vehicle experiences
and enable data-driven features.

Connected vehicles and smart mobility services rely on diverse APIs,
resulting in billions of transactions every month. Everything from OEM mobile
companion apps, third party apps, infotainment systems, internal OEM and
Tier-1 management systems, dealership systems, after-market mobility loT
devices, to EV charging management and billing apps rely heavily on APIs to
achieve core functionalities.

APIs also present significant and fleet-wide attack vectors and are
susceptible to a wide range of cyber attacks, such as the theft of sensitive or
personal identifiable information (PII), or malicious remote vehicle control.

In March 2023, a security researcher disclosed gaining access to a
Japanese OEM’'s CRM database. The attacker modified the dev app to use
the production API, which was unintentionally exposed through the loading
spinner settings. This incident was a direct result of misconfigured APIs and
a lack of proper authentication and verification. As a result, the researcher
could access names, addresses, phone numbers, email addresses, tax IDs,
and vehicle / service / ownership history of the OEM’s customers.2®
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Smart mobility vendors, fleet operators, and mobility loT devices are
also threatened by API-based cyber risks that can result in large-scale

operational disruption and sensitive data leakage.

In June 2023, a popular ride-hailing service in Pakistan with over 10
million users was attacked when a third-party communication APl was
compromised. This led to customers receiving abusive messages and
notifications.?®

API attack surfaces
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Social Media Has Become
A Breeding Ground For
Automotive Cyber Activities

The impact of social media on cybersecurity cannot be overstated. With its
massive reach and influence, social media has become a breeding ground for
cyber activities, often blurring the lines between pop culture and malicious
intent. What was once hidden in the depths of the deep and dark web is now
easily exposed and accessible to a wide audience.

Thanks to social media, auto
enthusiasts and hackers can now

easily share their automotive hacking
discoveries with a global audience.

© 2024 Upstream Security Ltd. All Rights Reserved
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In recent years, Facebook, TikTok, YouTube, and Instagram have become
popular platforms for sharing automotive hacking tools and manuals,
jailbreaks, and hacking demos - moving discussions on how to hack vehicles
from the depths of the deep and dark web to the open internet.

Some automotive hacking discoveries are created and shared by
cybersecurity experts and white hat hackers with the intent to raise
awareness and encourage addressing risks. Other automotive hacking ploys
are created and shared over social media with malicious intent.

Regardless of initial intent, information shared on social media may
encourage additional threat actors, offering easy access to tools and
jailbreaks.

The viral nature of social media amplifies the speed and reach of exploits,
leading to reputational damage, financial losses, and operational disruption
—making it crucial for OEMs to stay vigilant and adopt robust cybersecurity
strategies to mitigate the risks posed by this new frontier of cyber threats.

A prime example of this is the so-called “TikTok Challenge” which went viral in
October 2022, leading to the nationwide theft of tens of thousands of vehicles
manufactured by one Korean OEM.

A year earlier, Milwaukee, Wisconsin, saw a significant increase in car thefts,
mainly from one Korean OEM, with many of the suspected thieves being

too young to drive. On social media, videos emerged showing young people
joyriding in these cars—speeding and swerving, sometimes hanging out of
windows. The aim of these thieves wasn't to strip and sell parts from cars, but
rather to gain social media clout and views.?” As videos showing how to steal
the vehicles spread, thefts of the Korean OEM spiked across the country the
following year.?®

In January 2023, it was reported that two of America’s largest auto insurers
refused to write policies in certain cities for the affected vehicles as they were
found to be easy to steal.?

In a February 2023 press release, NHTSA called out TikTok by name, stating
that “a TikTok social media challenge has spread nationwide and has resulted
in at least 14 reported crashes and eight fatalities,”® and advised consumers
that the Korean OEM offered a free dealer-installed anti-theft software update
that attempted to reduce the risk in over 8.3 million US vehicles.®

In May 2023, the Korean OEM also agreed to pay up to $200 million to settle
one class-action lawsuit, but it still faces lawsuits from insurers and cities,
with more to follow, as thefts of the affected vehicles continue to rise.

© 2024 Upstream Security Ltd. All Rights Reserved
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Jailbreaking infotainment systems is also trending on social media. In
September 2023, unauthorized firmware updates and custom software
impacting various infotainment systems of EVs from multiple OEMs were
offered for sale on Facebook by a high-profile automotive threat actor.

The threat actor has a large Facebook community with 44,000 followers,
indicating significant exposure of the products sold, and is also highly active
on other social media platforms, such as Youtube, where he publishes services
and tutorials on how to conduct unofficial USB firmware updates.

In November 2023, a jailbreak that allowed unauthorized content to be
installed within the head units of various OEMs was published on a popular
Russian automotive social networking site, describing all the steps required
for implementing the jailbreak and adding unauthorized apps to the head
unit—including files for download.

Jailbreak incidents can have multiple consequences:

] As jailbreaks spread on social media platforms, the potential negative
effects on vehicle cybersecurity posture, safety, consumer trust, and
the Automotive industry's reputation increase.

] Jailbreaking infotainment head units can lead to stability and
performance issues resulting in system failures, or compatibility
problems with other features.

—¢]  Unauthorized vehicle software modification can introduce cybersecurity
vulnerabilities, opening the door to hacking, which could result in theft,
data breaches, or unauthorized control of the vehicle.

——T{¢]  Unofficial firmware updates may erode the value of official firmware
updates provided by affected OEMs, making it harder to encourage
customers to adopt official, tested firmware updates.

—¢]  Modifying the vehicle’s firmware without authorization
could void the warranty.

© 2024 Ypstream Security Ltd. All Rights Reserved © 2024 Upstream Security Ltd. All Rights Reserved
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Advanced vehicle hacking tools such as keyless repeaters, jammers, and OBD
devices are also widely promoted on social media.
In May 2023, a relay attack keyless repeater promising the ability to unlock and
start vehicles manufactured between 2008-2023 from multiple OEMs was offered
for sale on TikTok by a threat actor promoting a Polish automotive cybersecurity
and hacking ecommerce website offering a wide selection of vehicle-hacking
tools.3? Relay attack keyless repeaters make it possible for malicious actors to
gain unauthorized access to a vehicle and steal it without the physical key fob.
Vehicle hacking tools are gaining widespread attention on social media
platforms, resulting in immediate and severe consequences to an already
massive spike in keyless vehicle theft incidents, increasing public fear and
posing greater challenges for law enforcement.
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Addressing the impact of cyber activities in social
media requires a coordinated effort by the Automotive
industry, regulators, and social media platforms to
increase public awareness and ensure that automotive
technology remains safe and secure.

© 2024 Upstream Security Ltd. All Rights Reserved
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THE AUTOMOTIVE AND SMART MOBILITY
ECOSYSTEM IS ENTERING A NEW ERA OF
GENERATIVE Al, DEMOCRATIZING ATTACKS
BUT ALSO CYBER DEFENSE

The era of Generative Al (GenAl) is well underway in the Automotive industry,
as OEMs rush to adopt GenAl capabilities to enhance customer experience
and unleash the next wave of productivity. In 2023, a global OEM launched

a ChatGPT-powered voice assistant to 900,000 beta testers using a private
and secure instance of Microsoft's Azure OpenAl Service that does not share
back data with OpenAl or the ChatGPT model.3*

The GenAl revolution will have a profound impact on both
automotive cybersecurity stakeholders and threat actors

GenAl is expected to become a critical tool for threat actors, enabling them
to effectively perform large-scale attacks and reduce barriers to entry. By
utilizing Large Language Models (LLMs), threat actors can quickly identify
vulnerabilities and learn how to exploit them, standardizing their tactics,
methods, and processes.

APIs are specifically susceptible since
attackers can use GenAl to explore API
documentation, which may be publicly
available, accidentally self-disclosed,
or leaked on the dark web.

GenAl can be used to map endpoints, target APIs, and identify potential
vulnerabilities, as well as provide step-by-step guidance on exploiting
those vulnerabilities. LLMs can also be used to generate malicious code or
scripts by assimilating information from public vulnerability databases and
cybersecurity research.



Threat actors can use GenAl as a tool
to carry out and automate complex
phishing attacks, generate convincing
fake content (social engineering),

and create malware that can adapt
and evade detection systems.

The adaptability and efficiency allow for the execution of large-scale attacks
that may bypass traditional cybersecurity measures.

LLMs trained on cybersecurity threat intelligence data can be used to escalate
offensive strategies and execute sophisticated attacks with automated
processes and significant scale. By analyzing vulnerabilities and attack
patterns, they can generate strains of malware that self-evolve, creating
variations to attack a specific target with a unique technique, payload, and
polymorphic code that's undetectable by existing security measures.

For example, threat actors can use LLMs to automate the discovery of
vulnerabilities, increasing efficiency and allowing them to shift resources

to exploiting vulnerabilities rather than identifying them. GenAl also allows
attackers to rapidly sift through vast amounts of data, identifying the most
vulnerable targets. This approach not only speeds up the attack process but
also increases its effectiveness, as Al models can pinpoint weaknesses that
might be overlooked by human analysis.

Additionally, GenAl can simulate various attack scenarios, helping attackers
refine their strategies and improve their tactics. By using GenAl to simulate

attack environments, cybersecurity faces an additional challenge, as it leads

to more unpredictable and sophisticated attacks, increasing the difficulty of
detecting these attacks.

According to research by Bain & Company, mentions of GenAl on the dark
web proliferated in 2023, increasing by several orders of magnitude.®®
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OF MAGNITUDE.



Automotive cybersecurity leaders must embrace GenAl's
transformative capabilities

On the defensive, GenAl has the potential to transform automotive
cybersecurity solutions and operations, enabling a range of use cases—from
agile investigations, to automating vSOC workflows, and even generating
complex insights based on deep and dark web data and in-depth TARA.

GenAl introduces unparalleled efficiencies, enabling cybersecurity teams to
quickly analyze massive amounts of connected vehicle and mobility data
across multiple sources, detect patterns, filter incident alerts, and automate
investigations.

According to a recent report by Gartner,

by 2026, more than 80% of enterprises will
be using generative Al APIs and models
and/or will be deploying GenAl-enabled
applications in production environments,
up from less than 5% in 2023.3¢

In 2023, Upstream launched its own GenAl-enabled application (alpha
release) that helps automotive stakeholders transform the vSOC through
improved investigations, automation, data insights, and detailed analytics.
With today’s vSOC absorbing massive amounts of data from multiple
sources, GenAl helps draw insights by querying the data with simple NLP
questions. Upstream's GenAl-powered solution continuously monitors trends,
providing context and analysis of impact.
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AUTOMOTIVE
CYBERSECURITY
TRENDS

Automotive and Smart
Mobility stakeholders

face new challenges as
cybersecurity attacks grow
in scale and impact
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INCIDENTS

2023 saw an increase in the scale and impact of cybersecurity attacks, creating new
challenges for the automotive and smart mobility industries.

During 2023, Upstream’s AutoThreat®researchers analyzed 295 automotive and smart
mobility cybersecurity incidents—an average of 25 incidents per month.

The top incidents in 2023:

JANUARY

e Researchers discovered
critical vulnerabilities that
allowed them to remotely
control vehicles of major
global OEMs and access
sensitive consumer PI1.%7

o A head unit installed in several
South Korean OEM vehicles
was compromised.3®

FEBRUARY

e Japanese OEM affected by
data breach in its Global
Supplier Preparation
Information System.®°

¢ Global OEMs released
an emergency patch for
an actively exploited
vulnerability that triggered
a sharp rise in car theft
incidents.*

e New destructive car theft
methods using a CAN bus
manipulation reported to
be on the rise.*!

MARCH

e US OEM vehicles hacked
within two minutes by
researchers participating in
a hacking contest.*

e Japanese OEM's Customer
Relationship Management
(CRM) system was hacked
by a security researcher.*®

e German, South Korean,
and Japanese OEMs were
targeted as part of a supply

chain attack on a VolP

software vendor.**

// APRIL

e Researchers reported a
critical CAN bus vulnerability
that allowed proximate
attackers to steal Japanese
OEM vehicles.*s

e Security researchers
discovered critical
vulnerabilities impacting
a South Korean OEM's
in-vehicle infotainment
system.

MAY

e Attack against a Japanese
OEM exposed 10 years of
customer data, including
vehicle geolocation, in a
data breach.*

e Swiss multinational
automotive supplier hit by
large-scale ransomware
attack impacting business
operations.*®

e German automotive service
provider hit by cyber attack,
impacting accessibility to
several systems.*

JUNE

e A security researcher
discovered multiple
vulnerabilities in a popular
network messaging protocol
that enabled fleet-wide
manipulation of telemetry
data.’°

e South Korean OEM's
infotainment unit hacked
despite security fixes.*'

e A USEV charging station
network suffered a major
data breach that exposed
sensitive company data
and customer PI|.52




JULY

e US EV charging company's
chargers hacked to display
unauthorized content and
images.*®

e Ransomware attacks
disrupted Japanese port
operations, impacting
the availability of major

Japanese OEM auto parts.>

e API vulnerabilities in a
German OEM’s website
enabled malicious data
exfiltration.>®

OCTOBER

e A large US moving
and storage rental
company experienced
a cyber attack, resulting
in alleged leakage of
13GB of employee and
operational data.®?

e Brazilian dealership
of a German OEM
was hit with a
ransomware attack.%®

AUGUST

e Security researchers
jailbreaked the infotainment
system of a US-based EV
OEM.%6

e Security researchers
discovered vulnerabilities
in a popular mobility
provider, enabling account
hijacking and illegal financial
transactions.%

e US EV OEM suffered data
breach impacting over
75,000 employees.*®

NOVEMBER

* A major US auto parts
distributor suffered a data
breach affecting over
180,000 employees
and clients.®

e Major Chinese automotive
supplier for global OEMs
impacted by ransomware
attack.®

e A US state transportation
department impacted by
a cyberattack, resulting in
significant disruptions to
its services.%®

SEPTEMBER

e US trucking and fleet
management solutions
provider experienced a
ransomware attack that
resulted in customers being
unable to electronically log
their on-road hours or track
their transported inventory.®

® Mass transit company in
Germany affected by cyber
attack on service provider.5°

e One of the UK's largest
logistics groups declared
insolvency following
ransomware attack.®'

DECEMBER

e Researchers discovered
a critical vulnerability in
fleet management software
affecting multiple
vehicle fleets.®”

¢ Japanese OEM impacted
by a cyberattack in Australia
and New Zealand, leading to
a data breach posing risk to
customer PIl.%8
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MOST ATTACKS IN 2023 WERE CARRIED
OUT BY BLACK HAT ACTORS
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As technologies and cybersecurity measures advance, hackers have also evolved,
and stakeholders must gain deep visibility into who is carrying out attacks.

Hackers are classified as black hats, white hats, or gray hats depending on their
intentions, actions, and malicious intent:

Black Hat

Black hat hackers attack systems
for personal gain, financial

gain, or for malicious purposes.
Today's black hat hackers are no
longer lone malware developers.
They are part of well-organized
and well-resourced operations,
which employ thousands of
cybercriminals worldwide,
capable of coordinated
simultaneous attacks against
multiple companies.

White Hat

In contrast, white hat hackers,
often researchers without
malicious intent, who try to
penetrate and manipulate systems
to validate security or assess
vulnerabilities. White hat hackers
constantly find new and disturbing
vulnerabilities. They operate
independently, through companies
leveraging their services, or as part
of a bug bounty program, where
they are rewarded for responsibly
disclosing the vulnerabilities.

Gray Hat

Gray hat hackers are a subset of
the general white hat attackers
group, and present a dynamic
landscape in which the lines blur
between ethical and malicious
activities. These hackers
contribute both to discovering
vulnerabilities and, in some

cases, exploiting them. Gray

hat hackers exhibit a spectrum

of motivations, running from
responsible disclosure to less
altruistic motives such as financial
reward or recognition. Also, their
activities often raise ethical and
legal questions regarding their
work without explicit authorization.

Most attacks in 2023 — 64% of incidents — were carried out by black hat actors

B WHITEHAT  H BLACKHAT
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Source: Upstream Security
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There is a major difference between automotive black hat attacks and IT
black hat attacks, regarding the consequences and impact of their actions.
Automotive black hat attacks—which are closely aligned with cyber attacks
on critical OT infrastructure, such as health, energy, and governmental
facilities—result in not only disruption of services and financial losses, but
also potential for safety hazards and loss of lives.

In September 2023, a leading US-based trucking and fleet management
solutions provider experienced a ransomware attack that resulted in
customers being unable to electronically log their on-road hours—as required
by federal regulations—or track their transported inventory.®® In response, the
company hired external cybersecurity experts to investigate and applied for
a waiver from the US Federal Motor Carrier Safety Administration to allow
truckers to use paper logs until service was restored.”®

In June 2023, a Korean OEM's in-vehicle infotainment system was hacked after
it issued a security update.”” In a previous attack, the same hacker gained root
access to the Linux-based system via the engineering menu and firmware
image manipulation—enabling him to run custom applications. The OEM
responded by releasing a new firmware image and removing the old firmware
images. The OEM engineers also used a private key to sign firmware images,
but didn't ensure the updater always verified the signature, which allowed the
attacker to gain root access and install unsigned code—again.”

In December 2023, researchers reported that a fleet management software
vendor ignored a dangerous telematics gateway vulnerability that had been
reported in April 2023. This vulnerability poses a significant risk, since
hackers may be able to target the backend infrastructure to manipulate and
shut down entire fleets—impacting tens of thousands of vehicles. It is unclear
to what extent these gateways were used, but the vendor is tracking over
119,000 vehicles in over 49 countries. There have been no known exploits of
the vulnerability.”

In response to OEMs' growing use of in-vehicle subscriptions for
connected services and software-enabled features, gray hat hackers are
constantly looking for ways to bypass security measures to install their
own applications or gain free access to paid services. Moreover, the
vulnerabilities they expose, and often discuss in forums on the deep and
dark web, can be exploited by black hat actors.
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NEARLY ALL ATTACKS CONTINUE
TO BE EXECUTED REMOTELY

Most automotive cyber attacks can be divided into two main categories:
remote attacks—which can be short-range (e.g., man-in-the middle attack)
or long-range (e.g., APl-based attack)—and physical attacks, which require a
physical connection to the vehicle (e.g., OBD port).

Remote attacks rely on network
connectivity (e.g., Wi-Fi, Bluetooth,
3/4/5G networks), and have the
potential to impact numerous
vehicles simultaneously.

Remote attacks have consistently outnumbered physical attacks since 2010,
and they continue to grow—accounting for 89% of all attacks between 2010
and 2023, and 95% in 2023. The vast majority of remote attacks in 2023
were long-range attacks (85%). The percentage of long-range attacks has
increased, rising from 70% in 2022, as a result of the adoption of connectivity
and software-defined architectures.

Nearly all 2023 incidents were remote

95% 5%

remote physical

The vast majority of remote incidents in 2023 were long-range

8o 1R

long-range short-range

Source: Upstream Security
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ATTACKS ARE BECOMING MORE IMPACTFUL

The Automotive and Smart Mobility ecosystem is increasingly impacted by
cyber attacks. Attacks on vehicles often compromise sensitive data, but can
also have far-reaching consequences, including safety hazards, business
disruption, vehicle theft, system manipulation, and fraud.

Operational service and business disruption is continuously on the rise,
accounting for 42% of incidents, up from 40% in 2022. We have also
witnessed a dramatic increase in fraud-related incidents, accounting for 20%
of 2023 incidents and up from 4% in 2022.

Service /
Business disruption

Data /
Privacy breach

Fraud

Vehicle theft

Car system
manipulation

Policy violation

Location tracking

Control of
vehicle systems

Disruption to normal business operations, such as delays or halts

in production, caused by a cyber attack (e.g. OEM or Tier-1 supplier
ransomware attack, operational fleet disruption caused by a cyber attack
on systems or devices).

A data breach occurs when a threat actor gains unauthorized access

to proprietary, confidential data, such as intellectual property (IP), trade
secrets, financial information, or personally identifiable information (PII).
Cybersecurity incidents involving data breaches are the most common
and most expensive.

lllegal use of vehicle data and/or vehicle consumer data by threat actors
for financial gain.

Vehicle thefts involving long-range, short-range, and physical attacks by
threat actors.

Threat actor activities targeted at tampering with various in-vehicle
systems, changing their expected operational behavior and potentially
creating safety risks.

Threat actors' actions that violate established rules, regulations,
or policies regarding the use, operation, or management of vehicles.

Illegal use of GPS navigation data to track a vehicle's location
and movement without user or owner consent.

Threat actors can take full or partial control of a vehicle from long
distances by overriding its systems through connected components.
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2023 impact breakdown, based on 295 automotive-related cyber incidents
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CVES MUST BE CLOSELY MONITORED

The Common Vulnerability Scoring System (CVSS) was designed to provide
an open and standardized method for rating CVEs. CVSS helps organizations
prioritize and coordinate joint responses based on the vulnerability’s base,
temporal, and environmental properties.’* Vulnerabilities are also graded
from Critical, High, Medium to Low, or None, based on their CVSS score.”®

In our analysis of CVEs, we focus only on CVEs that directly affect the
Automotive and Smart Mobility ecosystem (OEMs, Tiers-1s, shared mobility,
mobility 10T devices, fleets, etc.). We exclude from this analysis CVEs that
relate to generic IT hardware or open-source software components that may
be used across the supply chain.

The Automotive industry has recorded 725 specific CVEs since 2019; 378
CVEs were published in 2023, compared with 151 in 2022.

The 150% increase in CVEs in 2023 can be attributed to the continued
proliferation of connected components and the growing awareness of
stakeholders to proactively identify vulnerabilities.

Number of automotive-related CVEs found in 2019-2023

2020 “
2022 m

2023

Security teams, developers, and researchers use CVSS together with several
other methods to assess risks. CVSS scores have practical applications across
the product's supply chain, such as determining whether vulnerabilities have
already been exploited and prioritizing patching efforts, and allocating time and
resources more efficiently. CVSS is also used by ISO/SAE 21434 as part of the
standard'’s risk assessment process to determine attack feasibility.

CVEs should also be closely monitored by fleet managers and operators.
In addition to affecting risk assessments across the fleet, CVEs can also be
considered when strategically designing the fleet composition.
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OVERVIEW OF 2023 CVES

CVEs are acknowledged and cataloged cybersecurity risks that can be
quickly referenced across the Automotive and Smart Mobility ecosystem. It is
common to find these threats on OEM products, but they can also appear in
the products of OEM supply chain companies.

OEMs assemble vehicles from hundreds of software and hardware modules
produced by Tier-1 and Tier-2 suppliers. Each component’s quality and safety
rests with the company that produces it. Consequently, each company involved
in the supply chain has the responsibility to oversee and ensure the quality

and safety of each automotive-related product. Because vulnerabilities are

not always addressed on time, or even at all, a single flaw in a commonly used
software module or component can impact millions of vehicles.

Although CVEs disclose critical vulnerabilities, they can also be exploited by
hackers.

Breakdown of publicly reported automotive-related
vulnerabilities (between 2019-2023)

OEM - Vehicle manufacturer
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Tier-1 - Components supplier

Tier-2 - Software and hardware providers (including chipsets for the Automotive industry,
mobility management systems and aftermarket devices)

Source: Upstream Security




IN 2023, THE CVSS-SCORED VULNERABILITIES
ANALYZED BY UPSTREAM'S ANALYSTS HAD:

3 CRITICAL
VULNERABILITIES

26 HIGH
VULNERABILITIES

b

MEDIUM
VULNERABILITIES

Together with the sharp increase in automotive-related CVEs in 2023, we also
witnessed a rise in severity. In 2023, critical and high vulnerabilities accounted
for nearly 80% of total CVES, up from 71% in 2022. This trend amplifies the
importance of closely monitoring automotive-specific CVEs by all stakeholders
and proactively detecting exploits, as well as prioritizing mitigation.
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Cyber attacks threaten every segment of the
Automotive, Smart Mobility, and Mobility-as-a-Service
(MaaS) ecosystem.

OEMs
Tier-1s
Tier-2s
Electric Vehicles
EV Charging Infrastructure / Local Grids

Autonomous Vehicles

Agriculture Equipment %
Mobility loT :

TSP / Fleet Management %
Car Dealerships |

Car, Commercial, and Delivery Fleets
Public Transportation
Government Fleets / Emergency Services
Car and Bike Sharing
Car Rental
Ride Sharing and Hailing

Smart Cities

Insurance

A growing number of sectors that have expanded

their digital footprints, such as EV charging, fleet
management, and mobility sharing applications, face
not only ransomware attacks but also attacks targeting
infrastructure and public safety.

© 2024 Upstream Security Ltd. All Rights Reserved
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OEMS AND SUPPLIERS SHARE RESPONSIBILITY

Besides costly recalls, brand damage, and loss of data, cyber attacks against
OEMs and their component suppliers have led to production shutdowns.

In June 2023, a US-based Tier-1 supplier of high-performance alloys for

the Automotive industry began experiencing a network outage indicative

of a cybersecurity incident.”® For the next 11 days, many aspects of the
company'’s production were substantially disrupted—including administrative,
sales, financial, and customer service functions. The company reported that
the lost production time impacted net revenues by roughly $18-20 million,
and diluted earnings per share by approximately $0.40-$0.45.”

As OEMs rely heavily on suppliers, the risk of cyber attacks is compounded. A
hacker can exploit a vulnerability in a Tier-1 or 2 component supplier to gain
direct access to the vehicle itself.

In August 2023, a Dutch Tier-1 supplier of electromagnets was hit by a
ransomware attack in which the ransomware group gained unauthorized
access to the company's business systems, disrupting its development and
sales departments. The ransomware group is known for deploying models
such as double-extortion, initial access broker affiliates, and advertising

on hacker forums. In response, the company hired leading third-party
cybersecurity experts and activated its response protocol, including its
business continuity plan.”

The EV charging ecosystem is rapidly expanding

é Concerns over grid cybersecurity and charging infrastructure
increase as the number of EVs grows. The fast adoption
of EVs has resulted in the relatively rapid development and
deployment of charging infrastructure—often overlooking cybersecurity best
practices and vulnerabilities.

Chargers are vulnerable to physical and remote manipulation that can
manipulate their functionality, and expose EV users to fraud, data breaches,
and even ransom attacks. There are also emerging threats associated with
various charging attack vectors, including vehicle-to-charging network, grid-
to-vehicle, and grid-to-fleet.

In January 2023, a security researcher exploited a popular screen sharing
program to gain access to the underlying Operating System (OS) of a new
350-kW charger from a US EV charging company. The researcher could access
the OS menu, open the web browser, and navigate to a competitor's website



while the charger app remained running in the background.” An earlier incident
occurred in which another hacker gained access to the charger's critical
settings and could view functions such as overheat protection.®°

In July 2023, security researchers published a detailed report highlighting
three critical vulnerabilities found in the APl interfaces of a Charging Station
Management System (CSMS) of a Switzerland-based provider, allowing
adversaries to access files uploaded by other users, bypass the required
provisioning PIN code (authentication), and hijack a charger's OCPP
connection.?’ The researchers demonstrated attack vectors that expose
drivers’ data and impact service availability of the vendor’s provisioning
process, management, and operations of charging stations.®?

In May 2023, security researchers reported a vulnerability, known as CVE-
2023-29857,%% in a popular 3rd-party application used by owners of US EV
OEM. The vulnerability allows attackers to obtain sensitive information via
directly accessing the application link.8

Commercial fleets
!LET )—p  As commercial fleet operators—such as car rental, logistics, and

= delivery companies—increasingly rely on connectivity and software
for vehicle management, their cybersecurity risks multiply.

In September 2023, a leading US-based trucking and fleet management
solutions provider experienced a ransomware attack that resulted in
customers being unable to electronically log their on-road hours—as required
by federal regulations—or track their transported inventory.t®In response, the
company hired external cybersecurity experts to investigate and applied for
a waiver from the US Federal Motor Carrier Safety Administration to allow
truckers to use paper logs until service was restored.®

Smart mobility loT devices & services

As smart mobility loT devices and services continue to grow in

popularity and use, they represent high-risk targets within the
Smart Mobility ecosystem.

These services and devices hold sensitive Pll and payment data from
thousands of unique users.

In July 2023, a cyberattack targeted the servers of a Polish city's Transport
Authority, halting smart transportation systems. The attack impacted the
city's public transportation ticketing system, traffic lights management, and
electronic information boards at public transportation stops—causing city-
wide traffic jams.®’
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Insurance

% Insurance companies are realizing that the cyber-threat
W landscape directly impacts premiums on connected vehicles.
Insurers can leverage connected vehicle data to determine
which locations, vehicle types, and components are usually more prone to
cyber attacks, and calculate insurance premiums accordingly.

New behavior-based insurance models leverage aftermarket devices to share
telematics with insurers to reduce premiums and insurance costs. However,
threat actors can exploit vulnerabilities in these devices and manipulate data
or communications to hack insurance companies' IT networks. Insurers and
their telematics suppliers must work together to ensure that their telematics
infrastructure is secure.

Autonomous vehicles

\/
@ Autonomous vehicle (AV) innovations are introduced at a rapid
=0 pace by many stakeholders, including OEMs, smart mobility
and ride-sharing services providers, and large technology
enterprises. Other manufacturers are not far behind. Autonomous fleets are
gaining momentum, delivering unprecedented efficiencies and customer
experiences—but not without safety concerns and public distrust.

In October 2023, California ordered a US OEM'’s AV to remove its driverless
cars from state roads, after a pedestrian in San Francisco was struck by a
human-driven vehicle and then run over by a robotaxi.®® In November 2023,
the same OEM recalled its entire US fleet of 950 driverless cars, but is
currently planning a slow return to service as it works to overcome safety
concerns and a lack of public trust.®®

Despite this, other AV companies are forging ahead with their own
deployments and trials, acknowledging the above problems as the result of
scaling too quickly before the technology was ready.*®

| 48



This was demonstrated by the many announcements made in 2023:

[*]  InJuly 2023, Waymo's co-CEOs announced that given the tremendous
momentum and substantial commercial opportunity they're seeing on
the ride-hailing front, they’ve made the decision to focus efforts and
investment in ride-hailing—pushing back the timeline on technical,
commercial, and operational efforts on trucking.®’

[*]  In August 2023, Axios reported on several autonomous trucking
companies that conducting testing in the Dallas-Fort Worth area—
including Aurora, Gatik, Torc Robotics, and Kodiak Robotics—which
expect to deploy driverless trucks in the next couple years.??

[¢] In October 2023, Waymo announced a partnership with Uber to offer a
fully autonomous, all-electric Waymo ride in the 225+ square miles of
Metro Phoenix where Waymo currently operates.®

[*] In November 2023, May Mobility, which is backed by Toyota and
BMW, announced a new funding round of $105 million to expand
its on-demand driverless transit shuttles in a handful of cities in
Arizona, Michigan, Minnesota, and Texas.*

[]  In November 2023, Motional, an AV developer, and Hyundai
announced plans to jointly build IONIQ 5 robotaxis in Singapore for
deployment in Las Vegas and other US cities in 2024.°°

[*] In December 2023, Japan decided to assign an exclusive
bandwidth for Level 4 self-driving vehicles.*®

On the technical side, new sensor types, software and hardware
functionalities, services, and communication types expose potential
vulnerabilities, increasing the likelihood of a future attack. Autonomous
vehicles are equipped with and rely upon navigator sensors (e.g., GPS, LIDAR,
cameras, millimeter wave radar, IMU) that receive data and directions from
multiple sources, including the internet and satellites.

It is therefore possible for attackers to prevent the sensor from retrieving
useful data, cause it to retrieve incorrect data, or manipulate the sensor's
function through crafted data.*”
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The impact of Right to Repair on agriculture vehicles
@J% .f Conflicts over the US Right to Repair of agricultural vehicles
continued to make big headlines in 2023.
Agriculture vehicle owners, in particular, have turned to tractor
hacking to bypass restrictions put in place by equipment manufacturers to

prevent them from doing their own repairs, and to avoid digital lockouts on
modern rigs.

Some farmers are circumventing OEM restrictions by installing pirated
firmware, which may leave them exposed to malware, spyware, or
ransomware. Additionally, farmers looking to self-repair their equipment
without turning to authorized dealers may turn to online forums where they
discuss software bugs, how to manipulate their vehicle systems, and swap
code and data. Using unauthorized software and hacking equipment for self-
repair can result in unintended installation of malware, spyware, ransomware
and invalidate manufacturer warranties.

In response to the right to repair movement, several bills have been
introduced across the US. It is their goal to require equipment manufacturers
to provide software, codes, and tools to farmers and independent technicians
so they can repair equipment themselves.

[e] InApril 2023, Colorado became the first state to pass a right to repair
law for farmers—which will go into effect at the start of 2024.%8

[e] InJune 2023, the American Farm Bureau Federation signed a
memorandum of understanding (MOU) with CLAAS of America,
providing even more farmers and ranchers with the right to repair
their own farm equipment.®® In 2023, AFBF entered into similar MOUs
with John Deere, CNH Industrial Brands (which includes Case IH and
New Holland), AGCO, and Kubota. In total, the five MOUs cover almost
three-quarters of the agricultural machinery sold in the US.

[e] In November 2023, a US judge rejected Deere’s efforts to dismiss
consolidated lawsuits and said Deere must face claims from crop
farms and farmers that the agricultural machinery maker has
unlawfully conspired to restrict services for maintenance and repair.’®
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Regulators worldwide are shifting focus to the growing cyber risks caused
by the Right to Repair Act before they reach a “tipping point”. In June

2023, NHTSA notified dozens of OEMs about safety concerns arising

from the Massachusetts Right to Repair Act.’®" The NHTSA reiterated that
manufacturers must comply with all federal safety requirements. These
recent developments and clear indications by NHTSA serve as important
guidelines for OEMs and provide a path for future resolution of this conflict.




2023'S DIVERSE
ATTACK VECTORS

Smart Mobility and
Automotive stakeholders
must be aware of emerging
threats and the impact they
post of cyber resilience



INCREASINGLY SOPHISTICATED ATTACKS
OPEN THE DOOR FOR LARGE-SCALE IMPACT
ACROSS THE ENTIRE ECOSYSTEM

In 2023, cyber attacks became more sophisticated and frequent,
targeting various vehicle systems and components, as well as smart
mobility platforms, loT devices and applications. New attack methods
have made the industry acutely aware that any point of connectivity is
vulnerable to attacks.

The attack landscape has driven the continued proliferation of the
two new attack vectors that emerged back in 2022, which are the core
of the smart mobility ecosystem: APIs for mobility applications and
services, and EV charging infrastructure, which is expected to replace
ICE fueling infrastructure in the next decade.

As a reminder, APl-based attacks showed a dramatic increase in
2022, accounting for 12% of total incidents and demonstrating a
staggering 380% growth. Moving forward we expect APIl-based
attacks to gradually expand as various threat actors will leverage API
vulnerabilities for large-scale attacks. Indeed, in 2023 APIs accounted
for 13% of total incidents.

In 2023, the Automotive and Smart Mobility ecosystem experienced

a sharp increase in incidents targeting backend servers (telematics,
applications, etc.) as well as infotainment systems. Server-related
incidents grew from 35% in 2022 to 43% in 2023; infotainment-related
incidents nearly doubled, increasing from 8% in 2022 to 15% in 2023.

This trend is directly related to the growing awareness and visibility into
connected components (servers, infotainment systems). It is also a result
of the established maturity of the automotive cybersecurity landscape
and the attempt of threat actors to gain access to sensitive data and
potentially vehicle control across a large scale of mobility assets.
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Incidents by attack vector
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TELEMATICS AND APPLICATION SERVERS

Throughout a vehicle's life, connected vehicles collect, transmit, and
receive information from OEM backend servers and vehicle owners. This

is accomplished by using two types of servers: telematics servers, which
communicate with the vehicle, and application servers, which communicate
with the vehicle’'s companion applications.

Additionally, some vehicles have backend servers that communicate with
third parties, such as insurance companies, fleets, car rental and leasing
companies, EV charging networks, and more.

By exploiting vulnerabilities in backend servers, a black hat actor could attack
vehicles while they are on the road.

[*]  InJune 2023, a security researcher from the Automotive Security
Research Group (ASRG) discovered multiple vulnerabilities in MQTT,
a widely adopted network messaging protocol used in connected
vehicles, that allows an attacker to access and even manipulate
the telemetry data of the entire fleet of vehicles using a popular
telematics unit.’%2

A series of vulnerabilities, collectively known as CVE-2023-3028,'% were identified:

[e] MQTT backend does not require authentication, allowing unauthorized
connections from an attacker.

[e] Vehicles publish their telemetry data (e.g., GPS location, speed, odometer,
fuel, etc.) as messages in public topics. The backend also sends
commands to the vehicles as MQTT posts in public topics. As a result, an
attacker can access the confidential data of the entire fleet.

[e] MQTT messages sent by the vehicles or the backend are not encrypted or
authenticated. An attacker can create and post messages to impersonate
a vehicle or the backend. The attacker could then, for example, send
incorrect information to the backend about the vehicle's location.

[] Backend servers can inject data into a vehicle's CAN bus by sending a
specific MQTT message on a public topic. Because these messages
are not authenticated or encrypted, an attacker could impersonate the
backend, create a fake message, and inject CAN data into any vehicle
managed by the backend.
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REMOTE KEYLESS ENTRY SYSTEMS

Modern vehicles are protected against theft by using remote keyless entry
systems that include smart key fobs with very strong cryptography and
immobilizers. But remote keyless entry systems may accomplish the opposite,
as vehicle theft and vehicle break-ins continue to increase.

Wireless key fob manipulation is used by black hat actors to carry out their
attacks freely. Publicly available hacking tutorials and devices sold online
without registration have made these attacks popular.

Whenever a wireless key fob—which is equipped with a short-range radio
transmitter—is within close proximity to the vehicle, it transmits a coded radio
signal to the receiver unit. Communication between the fob and vehicle can be

manipulated using devices that can intercept and relay, replay, or jam the radio
signal all together.




The communication between the key fob mechanism and the vehicle can be
attacked in a few different ways:

Relay attacks
using a “live”
signal

Replay attacks

using a stored
signal

Reprogramming
key fobs

Jamming
communication
between a key
fob and a vehicle

Impersonating
the wireless key
fob ECU with
CAN injection

In relay attacks, hackers intercept the normal communication between the
key fob and the vehicle—even when the key fob’s signal is out of range.
Hackers can amplify the radio signal using a transmitter or repeater that is
placed near the car, which amplifies and relays a message to unlock and
start the vehicle's engine. Thieves increasingly use this type of attack to
intercept the signal from a key fob located inside a vehicle owner’s house.

In another type of relay attack, hackers intercept messages sent between
the key fob and the vehicle and store them for later use. After obtaining the
relevant message, the hacker can unlock the car's doors or start its engine
whenever they want.

A more sophisticated and expensive device can be used to reprogram the
key fob system, rendering the original key useless. The reprogramming
device—which connects to the OBD port, making it relatively easy for car
thieves to gain full control over vehicles—can be legally obtained online and
is used by authorized mechanics and service centers.

It is also possible for car thieves to break into vehicles using a signal
jammer that blocks the communication between the key fob and the
vehicle. This device prevents the owner from locking the vehicle, allowing
thieves open access.

A new attack method favored by hackers is CAN injection, extensively
used by criminals to steal vehicles. It is possible for attackers to bypass
the entire remote keyless entry system with a CAN injector device that
connects to the CAN wires and impersonates the wireless key fob ECU.
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In January 2023, a security researcher discovered a vulnerability,
described in CVE-2022-38766, that impacts the remote keyless
system on a French OEM vehicle model. This vulnerability is based on
the Rolling Code sets, a series of changing codes that is supposed

to prevent replay attacks. In this case the researcher discovered that
instead of generating new Rolling Code sets, the system was using the
same Rolling Code sets for each door-open request. This vulnerability
allows an attacker to intercept and replay the signals, using a
specialized device, and manipulate the keyless system.'%*

In February 2023, police in Glasgow, Scotland, issued a warning after 28
vehicles were stolen in the city during January 2023, citing an increase
in keyless vehicle thefts.’® On the same day, police in Suffolk, UK,
warned citizens that keyless car theft has spiked after five luxury SUVs
from a UK OEM were stolen in one month.’ Between March-May 2023,
similar announcements were made by the Waterloo Regional Police

in Belgium,'” the Worcestershire Police in the UK, and the Franconia
Police in Germany.’® In August 2023, the UK government announced
plans to ban keyless vehicle hacking devices in an attempt to combat
rising vehicle thefts, which have soared by 25% year-on-year.'°

In April 2023, a cybersecurity researcher disclosed a new attack
method, called CAN injection, which bypasses the entire smart key
system by using a CAN injector device." The device can be connected
to the control CAN bus from the headlight connector, the taillight
connector, or even by punching a hole in a panel where the twisted pair
of CAN wires go right past—to impersonate the smart key ECU. The
researcher discovered the method after conducting a lengthy digital
forensic investigation into the July 2022 theft of his Japanese OEM
vehicle, following two previous failed attempts.™?
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ECUs

Electronic Control Units (ECUs)—responsible for engine, steering, braking,
windows, keyless entry, and various critical systems—can be interfered with
or manipulated. Hackers try to manipulate ECUs and take control of their
functions by running multiple sophisticated systems at the same time.

[e] InFebruary 2023, the National Highway Traffic Safety Administration
(NHTSA) ordered a recall of nearly 17,000 Japanese OEM SUVs built
between November 2019 and June 2021. Software in the Hybrid
Vehicle Control ECU, which is used to calculate the hybrid battery
output, may not limit battery output as required, causing the hybrid
system to shut down completely in certain conditions'3. It's unclear
what is the reason for the issue, but it could certainly evolve into a
significant cyber risk.

[o] In November 2023, a hacker used a device with a microcontroller to
read the CAN bus of a Japanese OEM vehicle, allowing him to keep the
vehicle's ACC (accessory) relay energized when the engine is turned off,
maintaining power to the stereo and infotainment system.'* This type
of attack can lead to privacy violations, as well as potential exploitation
of other vehicle systems.

APlIs

Connected vehicles as well as smart mobility loT and services use a wide range
of external and internal APlIs, resulting in billions of transactions per month. OTA
and telematics servers, OEM mobile apps, infotainment systems, mobility loT
devices, EV charging management, and billing apps all rely heavily on APIs.

APIs also present significant and
fleet-wide large-scale attack vectors,
resulting in a wide range of cyber
attacks, such as the theft of sensitive PlI,
backend system manipulation,

or malicious remote vehicle control.
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In contrast to hacking other types of systems, APl hacking is relatively cost-
effective and offers the ability to execute large-scale attacks—it requires
relatively low technical expertise, uses standard techniques, and can be carried
out remotely without special hardware.

In the last two years, the Automotive industry and supply chains, as well as
mobility devices and services, have experienced a significant increase in data
and privacy breaches due to API-based attacks.

[e]

In January 2023, a group of security researchers published a lengthy
writeup of their months-long work exploring the security of telematic
systems, automotive APIs, and the infrastructure that supports them.
They discovered multiple vulnerabilities across 19 major global OEMs
and suppliers that allowed them to remotely control vehicles and
access sensitive OEM and consumer data.™’®

In March 2023, a security researcher disclosed that he gained access
to a Japanese OEM’s CRM database by modifying the dev app to use
the production API—which was unintentionally exposed through the
loading spinner settings. A misconfigured APl and a lack of proper
authentication and verification resulted in the researcher being able to
access names, addresses, phone numbers, email addresses, tax IDs,
and vehicle / service / ownership history of the OEM'’s customers.™®

In July 2023, security researchers reported three critical vulnerabilities
found in the APl interfaces of a Charging Station Management System
(CSMS) platform from a Switzerland-based provider, allowing attackers
to access files uploaded by other users, bypass the required provisioning
PIN code (authentication), and hijack a charger's OCPP connection."”

In November 2023, security researchers from ASRG disclosed a
vulnerability, described in CVE-2023-6073,"® which allows attackers to
crash a specific ECU installed in German OEM vehicles and irreversibly
change the volume to maximum levels via REST API calls."®

The same month, a Tier-2 supplier of a popular automotive platform chip
disclosed a multi-mode call processor memory corruption vulnerability,
described in CVE-2023-22388,'%° that occurs while processing the bit
mask API, causing unexpected behavior and crashing the system.'?!



MOBILE APPLICATIONS

Increasingly connected and software-defined vehicles allow OEMs to provide
remote services via vehicle companion apps and third-party apps, allowing
owners to conveniently control critical functions using their smartphones and
devices. Using mobile applications, users can track the location of vehicles,
open their doors, start their engines, turn on auxiliary devices, and more.

The same apps that provide drivers with a digital experience can also

be exploited by hackers to access the vehicle and backend servers.
Companion applications may also have common software vulnerabilities,
including open-source vulnerabilities, hard-coded credentials, and API/
backend server weaknesses.

OEM companion and smart mobility apps can also be used to commit
identity theft. Black hat actors can exploit vulnerabilities in mobile devices
and application servers to obtain credentials and compromise private user
information on a large scale.

[e] In May 2023, security researchers reported a vulnerability, known
as CVE-2023-29857,"?2 in a popular third-party application used by
owners of US EV OEM. The vulnerability allows attackers to obtain
sensitive information by directly accessing the application link."3

[e] InJune 2023, a popular ride-hailing service in Pakistan with over 10
million users was hacked, resulting in consumers receiving abusive
messages and notifications. A third-party communication API had
been compromised, according to the company.’
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INFOTAINMENT SYSTEMS

The in-vehicle infotainment system (IVI) is one of the most common attack
vectors. It connects to the internet, and is exposed to installed applications
and short-range communications with mobile phones and bluetooth devices.
As a result, it has access to PII.

Additionally, IVI systems often connect to a vehicle's internal networks,

posing a serious risk to the vehicle. IVl systems can be the path of least
resistance for malicious software to penetrate internal systems.

[o]

In May 2023, a hacker and advocate for open-source implementation
in the Automotive industry, successfully hacked a Japanese OEM's
infotainment system using a tool sold online and posted evidence

of the exploit on GitHub. The hacker managed to install multiple
applications via a USB drive, including a file manager and a third-
party app over the Transmission Control Protocol.™?

In August 2023, researchers from Germany successfully executed

a jailbreak of a US EV OEM's IVI system using a voltage fault
injection attack on the chip-maker’s processor that gave them nearly
irrevocable root access. The attack allowed the researchers to run
arbitrary software on the infotainment system and unlock paid
features such as faster acceleration and heated seats. Additionally,
the exploit facilitated the extraction of a vehicle-unique key
(cryptosystem public key) used for authentication and authorization
on the OEM’s internal service network. With the root permissions
gained through the exploit, a malicious actor could access private
user data, decrypt encrypted NVMe (Non-Volatile Memory Express)
storage, and manipulate the car's identity.'?®
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EV CHARGING INFRASTRUCTURE

Providing a reliable and safe charging infrastructure is essential to accelerating
the adoption of electric vehicles. But today, many chargers, charging
infrastructure components and related apps are vulnerable to physical and
remote manipulation that can stop them from working reliably, expose EV
users to fraud and ransom attacks, and have widespread implications on the
charging network, local electric grid, or even vehicle fleets.

[o]

In January 2023, a hacker exploited a popular screen sharing
program to gain access to the underlying Operating System (0S) of
a new 350-kW charger from a US EV charging company. The hacker
could access the OS menu, open the web browser, and navigate to a
competitor's website while the charger app remained running in the
background.’” An earlier incident occurred in which another hacker
gained access to the charger's critical settings 