
TIPS TO
AVOID
ROMANCE
SCAMS



ROMANCE SCAMS.. 
Romance scams occur when a criminal
adopts a fake online identity to gain a
victim’s affection and trust. The scammer
then uses the illusion of a romantic or
close relationship to manipulate and/or
steal from the victim.

1.



Be careful what you post and
make public online. Scammers
can use details shared on social
media and dating sites to better
understand and target you.

2.



Research the person’s
photo and profile using
online searches to see if the
image, name, or details
have been used elsewhere.

3.



Go slow and ask lots of
questions.

4.



Beware if the individual seems
too perfect or quickly asks you
to leave a dating service or
social media site to
communicate directly.

5.



Beware if the individual attempts
to isolate you from friends and
family or requests inappropriate
photos or financial information that
could later be used to extort you.

6.



Never send money to anyone you
have only communicated with
online or by phone.

7.



InstaSafe empowers organizations in their
digital transformation journey, by enabling
secure access of enterprise applications to

users, with enhanced security, seamless
experience, and minimal risk.

As an industry pioneer in Zero Trust, human-
centric solutions, we, at InstaSafe have

backed the belief that the center of security
for businesses lie in the ability to enable

workforces to unleash their potential,
irrespective of where they are. Which is why
we help organizations to fulfill their goals of

productivity on scale, by simplifying the
challenges of SECURE ACCESS.

WE ARE INSTASAFE


