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Looking at the reason that triggers the Alert, it has been
found out that the system is trying to exploit the CVE-2023-
36884 vulnerability which is a critical level alarm with RCE
(Remote Code Execution).

A file named

“Overview_of__UWCs_ UkrainelnNATO__campaign.docx” is
shared under the downloads folder in the alert details. In
addition, the LI analyst investigation noted that the file
“Overview_of UWCs_UkraineInNATO__campaign.rar” was
sent to Anthony via e-mail.

*

% Microsoft: Unpatched Office zero-day exploited in NATO summit attacks
EventlD

First, this alert should be verified by checking the existing
logs, and then it should be determined whether the attack
was successful or not.




We start investigating the logs by searching the source |IP
address (172.16.17.157) in the alert in the Log Management.
As a result of our searches, we have seen the OS, Proxy,

Firewall and AV/EDR logs.

We can check the AV/EDR logs to be able to confirm the
alarm. In the details of the relevant log, We see that the file
C:\Users\LetsDefend\Downloads\Overview of UWCs_Ukra
ineInNATO__campaign.doc file is paired with
“Exploit:O97M/CVE-2023-36884" and the malware was
quarantined.

ChUsers!\LetsDefend\Downlcads' Cvervaw_of UWCs UlainelnNATD cam

Detaite  This program is dangerous and executes comenands from an

attacker,

We were able to verify that the alarm was True Positive
within our first examinations.
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We should check our Email Security tool to confirm the emaiil

mentioned in the LI analyst note. Our search comes with at

result showing that the relevant user receives an e-mail with
the subject “Information about the "Ukraine in NATO"
Campaign” from the “no-war@freeukraine.io” sender.

We have also detected the
“Overview_of__UWCs_ UkrainelnNATO__campaign.rar” file

when we check the emails attachment.

anthonyoletsdefend jo

Information about the ~Ukraine in MATO™ Campaign

Jul, 18, 2023, 12:45 PM
Allowed

Dear Anthedry,

| hope this email finds you well. | wanted to provide you with an

I hawe attached the document Billed “Orvenview of UWCS Ukraine in NATO Campaign™ for your reference. This document provides detailed information about the campaign’s objectives, strategies, and activities.

| encourage you fo ieveew the sttached file 1o gain ingsghts into the smportance af

I yous have any feedback or would ke Lo get involved in our

Thank you for your interest and support

East regards

Mo War - Free Ukraine Campaign Team

Overview_of UWCs_ UlraineinMATO,_campaign.rar

Favsword: mbected

CHmpas

update on

SR 0f

the cngaoing “Uikraing in MATO™ campaign aimed at promoting peace and security in Ukraine.

bean more about i, please feel free 10

Ukraanes S4pAratsons 1o pim MATC and the eMorts bewnd im

reach oul be ms

Fubject
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Now, we need to review 2 critical points here. We first need to
confirm whether the file has been downloaded and if it was
run on the system. We can go through and investigate the OS
logs in detail for 172.16.17.157. As a result of our search, we
found out that the following file was created at 01:06 PM:

“C:\Users\LetsDefend\Downloads\~$erview of UWCs_ Ukr
ainelInNATO__campaign.doc”.

We also found out that the file was run over WinWord.exe
within the same minute:
“C:\Users\LetsDefend\Downloads\Overview of UWCs_ Ukr
ainelnNATO__campaign.doc”. This confirms that the
malware infected the system via an e-mail. We should
extend our search on the Email Security tool to make sure if it
is a phishing or spear phishing attack by searching the
sender email address and subject and see if there are any
other user who received the same or similar emails.

RAW LOG

EvertiD: | 1 (Process Create)

oF
t%
2

paign.doc:

C\Users\LotzDelend Dovenloads!| Overview_of_LUWCs_Ukrainein NATO cam
pbgn doe o

Owiganalfilabaene:  WinWord e

PiD: 2028
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Our searches on both subject and sender addresses on our
Email Security tool showed that the malicious e-mail was
only sent to anthony[@]letsdefend.io which we can consider

as a “Phishing: Spearphishing Attachment (TI566.001)” for

initial access.

We can continue our investigations with other logs remaining
on the Log Management. Again, when a search for the
172.16.17.157 IP address, network traffic towards
“192.229.211.108” and “74.50.94.156” over port 80 stand

ouft.

We can continue our investigations with other logs remaining

on the Log Management. Again, when a search for the

172.16.17.157 IP address, network traffic towards
“192.229.211.108” and “74.50.94.156” over port 80 stand

ouft.
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When we review If these three logs in detail, we see both
proxy and firewall logs towards 74[.] 50[.] 94.156 IP
address. Here in the detail of the proxy log, we see that a GET
request was sent to

"hitp[:]1//74[.]50[.]94.156/ MSHTML__C7/start.xml" and the
"WINWORD.EXE" process was the source of this request
which could be the reason why we see the traffic on the
firewall. No information is shared regarding the traffic

towards the 192,229,211.108 IP address in the raw data.

RAW LOG

Reguest URL: | bitpe//T450,94, 156/ MEHTML_CT futar t.amil
Request hethod: | GET

Device Actionr  Permitted

Process: | WINWORDUEXE




IP Reputation

We have detected that the malicious file that was run on the
system came via an e-mail within our initial examinations.
When a conduct a search for "Anthony" on the Log
Management tool, we see the mail traffic in the exchange

logs that originates from no-war|[@]freeukraine.io email
address with the source IP of 23.94.78.60.

We should also conduct the IP reputation check for
“23.94.78.60"” that we detected on the exchange logs as

well as the “74.50.94.156” and “192.229.211.108” IP
addresses that are queried over port 80.




Usage Type

Hostname(s)
Domain Name
Country

City

https://www.abuseipdb.com/check/74.50.94.156
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Finally, the risk score of “23.94.78.60” IP address came out
clean at the end of our reputation control. Following the IP
reputation check, we should also conduct a hash check of the
Overview_of UWCs_ UkrainelnNATO__campaign.doc file
shared in the alarm details.

Hash :
A6IB2EAFCF39715031357DF6BOIESSEODIEA2ESEEIDFEC24]
BII4EISF7AII63F

MD5: D227874863036B8E73A3894A198D25A0

Start: 12.07.2023,1513  Total time: 60 s

The hash control we performed on multiple sources show that
all the sources reported this hash as malicious. VirusTotal
also associates it with the "CVE-2023-36884" vulnerability

in some sources.
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When we search for the details of this vulnerability, we see
that the “74.50.94.156” IP address is shared in the IOC lists

in all sources.

Yara detected RTF with MSHTML iframe injection

The request that was made to
"hxxp://74.50.94.156 /MSHTML C7/start.xml" is an attempt
to download a file named "start.xml" to the system.

d227874863036b8e73038%94al9bd25a00.html
https://blogs.blackberry.com/en/2023/07/romcom-

targets-ukraine-nato-membership-talks-at-nato-summit

References: https://www.joesecurity.org/reports/report- (




In the investigations made so far, we have found out that a
file associated with CVE-2023-36884 was downloaded to
the system and requests towards the “74.50.94.156" IP
address which is among the shared |IOCs for the related
vulnerability. You can determine whether the relevant file
was run or not by reviewing the logs in the Event Viewer on
the system. You can connect to the system through the
Endpoint Security tool by pressing the "connect" button.

You should follow the path the below path to open the
Sysmon after connecting to the system:

Event Viewer->Application and Services Logs->Microsoft-
>Windows->Sysmon->Operational

When the related file is searched in the File create logs, we
see that the related file was extracted using 7zip at 01:06:49
PM.

Information 7/18/2023 1:06:49 PM Sysmon 11 File created (rule: FileCreate)
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Then, you can search for

“Overview_of UWCs_UkraineInNATO_ campaign.docx” file
in the Process Create logs. And, as a result, we see that the
file was opened via winword.exe in the relevant log records.

We see that there are a large number of Event ID: 3 (network
connections) in a short time after the related process runs.
Winword.exe is the process in these logs. Although most of
these connections (port 443) are considered to be harmless,
traffic over port 80 may worth checking.

1 Information 7/18/2023 10705 PM Sysmen 3 Metwork connection detected (rule: .

i) Information 9 P on 22  Dns query (rule: Dn

11 Fila rraated (nile EilaCraatsl

Event 3, Sysmon

General Deatails

Network connection detected:

2 eompute.internal
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Then, you can search for

“Overview_of UWCs_UkraineInNATO_ campaign.docx” file
in the Process Create logs. And, as a result, we see that the
file was opened via winword.exe in the relevant log records.

We see that there are a large number of Event ID: 3 (network
connections) in a short time after the related process runs.
Winword.exe is the process in these logs. Although most of
these connections (port 443) are considered to be harmless,
traffic over port 80 may worth checking.

1 Information 7/18/2023 10705 PM Sysmen 3 Metwork connection detected (rule: .

i) Information 9 P on 22  Dns query (rule: Dn

11 Fila rraated (nile EilaCraatsl

Event 3, Sysmon

General Deatails

Network connection detected:

2 eompute.internal




i) Information

i) Information
i} Information Y 3 Met nection detected (rule,..

i | Information "18 3 1:( W o 2 Dns query (rule: D /

i) Informaticn Sysmon 3 Netwo
Event 3, Sysmon

General  Details

Network connection detected:

Sourcelp:
SourceHo:
SourcePort:

DestinationPart
DestinationPortiarme; http

Now, we need to check the Defender AV to see whether it
detected these activities or not. For this we can open Virus &
Threat Protection > Threat History and see the alarm that

was quarantined.




Containment

So far, we have found out that Anthony downloaded a
malicious file that was sent through an email. We have
confirmed through the logs that he opened that malicious
file after downloading it to the system. We have also
detected network traffic towards malicious IP address
“74.50.94.156”. We see that the malicious file was reported
with reported with CVE-2023-36884 when we review its
reputation record which is why the system should be isolated
from the network.




Lessons Learned

® Vulnerable products should not be used in
servers/clients,

* We should increase the users' awareness of information
security with routine trainings and phishing tests,

e AV/EDR products on the systems must be active at and
their signatures must be up to date at all times.

MITRE Tactics MITRE Techniques

Initial Access Phishing: Spear phishing Attachment

Execution User Execution(Malicious File)
Exploitation for Client Execution

Command And Control Application Layer Protocol

Artifacts

Value

User anthony@letsdefend.io
Mail Adresi no-war@freeukraine.io

Overview_of _UWCs_UkraineInNATO_campaign.doc

Hash AG1B2EAFCF39715031357DFGB0O1ESSEOD1EAZES
EE1DFEC241B114E18F7A1163F

74.50.94.156
192.229.211.108
23.94.78.60




