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Established approaches to risk management are struggling to cope with
the speed, connectivity and contagion of unfolding events. How can your
organisation develop the risk-resilience needed to adapt to a faster-

changing and more uncertain world?

Enterprise risk management (ERM) is
an old idea that has gained renewed
focus and relevance in the wake of the
financial crisis. All industries are now
facing unprecedented levels of risk. The
pace of change and the speed of
information flow are causal factors in
the escalation of risk. Advancements in
technology have spawned new business
models that drive these changes and
new threats, ranging from data
vulnerability to the viral

spread of rumours via social media. This
has also resulted in an increasingly
interdependent world where the
sourcing practices of a manufacturer in
Delhi can cause regulatory and
reputational consequences for a business
in Dallas.
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Alarmed by the escalating risks,
investors, regulators and rating agencies
are challenging companies to be more
transparent about their risks and more
effective with their ability to manage
them. As the bar rises, managing risks in
silos is no longer seen as acceptable. The
sanctions for failing to meet stakeholder
expectations range from market losses
and share price declines to enforcement
action and lasting reputational damage.

The need for risk-resilience

Survival and success in this uncertain
environment demand risk-resilience —
being able to anticipate and adapt to
change; absorb and recover from a broad
range of risk events (including
unexpected ‘black swan’ events); and
seize the opportunities hidden within
those risk events.

In an environment of relentless change,
only the risk-resilient can survive and
thrive.

So how can your ERM programme
become more risk-resilient?
Conventional risk-management
frameworks provide guidance for
thinking about risk, but they don’t say
enough about how to execute an ERM
programme. That helps to explain why
the practical application of ERM often
fails to live up to expectations.

When risk management is divorced from
strategy, ERM programmes do not help to
achieve strategic objectives.

Underlying problems include allowing
risk management activities to be
managed by personnel who are
separated from those who drive the
business. This is compounded by an
approach to risk that is backward-
looking and insufficiently geared to the
execution of forward-looking business
plans. This can result in an inability to
pick up on emerging threats. Incentive
systems often add to the problem by
rewarding managers for short-term
profit generation rather than realising
longer-term strategic goals through the
anticipation and management of
unfolding risks.

With little or no link between strategy
and risk management, ERM
programmes are static, while the
business environment is dynamic. You
don’t need a new form of ERM to
overcome this. But you will need to
make sure its operation reflects the
dynamic and unpredictable nature of the
risk and wider business environment
you face. We have developed five
questions that will help boards to judge
whether their ERM programme is
equipped to deal with this environment
and move to a more resilient and
forward-looking approach (risk is
defined as ‘any issue that impacts an
organisation’s ability to achieve its
objectives’).



Ownership

1/ Who owns risk?

Risk-resilience is only really possible
when the people who are responsible for
driving business results are accountable
for the associated risks.

Organisationally, risk ownership begins
with senior management and cascades
down to the business units and key
functional areas (e.g., finance, treasury,
legal, IT and HR). The higher the level in
your organisation, the more strategic the
risks owned. Senior management should
be responsible for macro risks, such as
the threat of political instability, while
employees in the field will need to
manage lower-level risks. The key is
assigning responsibility for particular
risks to the people who have control over
them and training them accordingly.
The board is responsible for challenging
management’s approach to risk
ownership and questioning whether
they have a programme in place to
identify, assess, manage and monitor
risk effectively.

Risk-resilience can be achieved only when
accountability for risk resides with its
natural owners: those who drive business
results.

Oversight

2 / How effective is the board in
overseeing risk management?

Risk information should be timely,
reliable and meaningful enough to allow
the board to assess and address the
impact on strategy. By being able to
judge performance through the lens of
risk, boards will have key insights into
how to evaluate management’s strategy
and recommend changes in direction
where necessary. All too often, however,
boards are deluged with data rather

than relevant information on the
genuinely critical strategic issues. If
lower-level issues are constantly sent up
to the board, this may signal that risks
are not being handled at the appropriate
level in your organisation. Thus the
board should also be challenging the
risk management process, not only the
result.

Business unit risk tolerances should
align with the level and types of risk
your organisation is willing to accept in
pursuit of its strategy (‘risk appetite’).
Reports should highlight any variations
from these tolerances so your board can
discuss these with management. All too
often there is no dialogue about such
variations, leading to a disconnect
between the level of risk being taken by
the business units and the risk appetite
approved by the board.

Agility
3 / How proactively is risk managed?

Many organisations only assess risk
intermittently, often after a crisis.
Building regular risk updates into the
planning process can help your business
to anticipate emerging risks more
effectively.

Most organisations are reasonably good
at dealing with risks they are familiar
with. But unforeseen and emerging risks
are less well managed. The ability to
identify and address unfolding risks
would give your business a valuable
edge over less proactive competitors.

Forward-looking scenario analysis can
help to identify and assess broad areas of
change, emanating from both internal
and external factors, that might generate
new risks. This would allow modelling
teams to elevate risk identification to a
new level of agility and proactivity.

To encourage managers to look further
into the future, forward-looking risk
assessments should form an important
part of performance evaluations. This
will help to make sure that your
organisation can meet its long-term
strategic objectives, rather than just
short-term profit goals.

Integration

4 / Can ‘black swan’ risks be
managed?

Integrating the strategic ERM
programme into corporate planning and
performance management will provide a
solid basis for forward-looking analysis
and preparation. This can help your
organisation to identify and assess
emerging risks and act on them in a
timely manner, leading to fewer
unforeseen black swan events. Indeed,
the financial meltdown was not a black
swan for organisations that saw the
warnings and were already mitigating
the risk before the crash occurred.
Similarly, many companies had already
recognised the inherent risks of a
single-vendor supply chain and had
moved to spread the risk across
geographically dispersed suppliers, thus
mitigating the catastrophic impact of the
Japanese tsunami in 2011.

One organisation’s ‘black swan’is
another’s identified emerging risk.

When true black swan events do occur
(e.g., an earthquake or terrorist attack),
strategic ERM can provide a framework
for swift and decisive response and
recovery. It can also open up
opportunities. For example, companies
that had built business continuity
management into their ERM
programmes were able to get back up
and running after the Japanese tsunami
faster than their competitors and used
this advantage to capture market share.
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Payback

5/ What is the return on risk
management?

Integrating ERM into strategic planning
and performance management
processes requires little additional cost.
Quite a lot of risk mitigation is already in
place as a natural part of doing business
(e.g., a bank has vault doors, whether or
not it has an ERM programme), and
these should not be included in
considering the cost of implementing a
strategic ERM programme. Deploying
people to carry out the integration does
have some costs. New tools,
methodologies and the training to
implement them will be needed, but the
incremental investment required does
not have to be substantial.

The returns on this relatively modest
outlay can be significant and can be
measured in several ways. This includes
realising your goals more effectively. It
also includes fewer surprises or lower
interruption and remediation costs after
crises. Further payback includes the
ability to identify and capitalise on
opportunities.
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The strategic ERM continuum

Considering these questions can prompt
areview and rethink of how to manage
risk. The strategic ERM continuum in
Figure 1 illustrates the typical evolution
of risk management capabilities, from
initiation of a strategic ERM programme
to achievement of risk-resilience. The
continuum moves from a focus on
processes and risk management as a
function (stages 1 and 2) to its
integration into strategic and
performance management (stages 3 and
4).

Many companies use the continuum as a
basis to gauge their progress in
managing risk and as a strategic target
for programme enhancements. The
further along the continuum, the greater
your ability to survive and thrive in a
complex and dynamic business
environment.

Figure 1 The strategic ERM continuum:
Evolution of enterprise-wide risk management capabilities
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Stage 1

Risk is managed by a centralised team.
Processes are put in place to identify and
record risks within accepted tolerances.
ERM documentation tools are deployed
to communicate risk profiles and support
decision making by senior management
and the board. But this may not provide
a good foundation for decision making,
as the reports are developed from the
perspective of internal audit or the risk
management department, often without
effective ownership from business units
and functional groups.

At this stage, the focus is mainly on
known historical risks. This is necessary
but not sufficient, as emerging risks and
potential black swans may have a
greater impact on the organisation’s
ability to realise its strategy.

Stage 2

In stage 2, the organisation begins to
focus on emerging as well as past risks,
and risks identified in operational areas
are linked to those identified at the
strategic enterprise level. Consistent
methodologies are used to assess risks
and to determine risk tolerances. ERM
tools are used to complement the
strategic planning process, and more
robust risk reports are developed. But
risk analyses are not yet translated into
changes to business operations.

During this stage, your organisation
would begin to establish risk ownership
at the appropriate levels. Leaders of
business units and functions would start

to consider their risks in light of how
they will affect their ability to meet their
goals and how they intend to bring these
risks within acceptable levels.

Risk management in stage 2 is becoming
more effective but is episodic. It is not
performed as routinely as needed to
adapt in an environment of constant
change and risk volatility.

Stage 3

As organisations move into stage 3,
there is a cultural shift toward frontline
ownership of risk. Your organisation can
become more forward-looking, focusing
on emerging risks and black swans as
well as past risks. ERM is integrated into
business planning. The strategic risk
assessments completed in stage 2 are
translated into operational plans and
ERM becomes a tool supporting
performance management.

During stage 3, risks are discussed in
connection with specific strategic
objectives, and this often brings to light
risks that had not been considered
before. For instance, if the strategic plan
calls for 30% growth in market share,
you might find that you do not have
enough production capacity to realise
this.

By the end of stage 3, risk assessment
and management practices have become
routine and embedded deeper in the
organisation. Planning sessions are held
more frequently and the strategic plan is
adjusted as needed to reflect changes in
the organisational risk profile resulting
from internal and/or external change.

" The power of scenario modelling

Effective scenario modelling can help
your business to anticipate change and
prepare for the consequences, whatever
they may be.

A dedicated committee focusing on
scenario modelling will help to make
sure that the analysis is acted upon,
rather than allowing it to get lost in all
the many other daily responsibilities of
the executive committee. It is also
important to have a systematic process
for reporting model results and to make
sure they are fed into strategic plans;
otherwise, all this work will be wasted.

In addition to identifying emerging
risks, the scenario modelling team can
spot potential opportunities. For
instance, Amazon was quick to see the
transition to digital books and
capitalised on this emerging trend with
Kindle. Barnes and Noble followed with
its NOOK e-reader and built a second-
place position in the market. In contrast,
Borders failed to recognise the emerging
risk of business model innovation that
was being driven by Amazon and
minimised online sales, focusing instead
on maintaining its strategy of selling
physical goods. It eventually filed for
bankruptcy.
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Stage 4

In stage 4, business units develop key
indicators and performance metrics to
help them manage their operations
within defined risk tolerances. Risk
management becomes an element of
routine management activities.

At this stage you can begin to develop a
risk-aware culture. All employees are
responsible and accountable for owning
the risks related to their roles. They
understand that generating profit
requires risks and are trained in ways to
manage the balance between risk and
reward. And if they see risks taken
outside of the tolerances, employees are
empowered to raise a red flag.

With strategic ERM embedded in the
organisation, the board and
management can make decisions with
greater confidence and clarity. Routine,
low-level risks are managed by the
business units, and only more complex,
emerging risks are escalated to senior
management and the board.

In stage 4, scenario modelling
capabilities come into their own. Many
companies also use ‘reverse stress
testing’ to understand the potential
impact of severe risk events and develop
mitigation plans. The risk-aware culture
that evolves in stage 4 extends beyond
the organisation to include suppliers,
partners and others, making your
business even more resilient to major
risks.
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Advancing along the continuum

The board of a regional utility wanted
to implement an ERM programme.
Initially, the company was at stage 1 of
the continuum. The next step was to
establish appropriate ownership of
risks and invite input from leaders of
the businesses and functional groups
about their view of the risks they face.
The company rapidly moved into stage
2 before transferring the entire ERM
function into the strategic planning
department, building tools and
methodologies to integrate risk
management into planning.

Today the utility is at stage 4 and is a
leading proponent of risk-resilient
ERM. All business unit leaders and their
teams have taken control by actively
monitoring and managing their risks.
They also scan the internal and
external environment to identify new

risks, as well as existing risks that are not
being managed well enough. Risk
management is a topic of conversation at
every management meeting.

Senior managers have developed a
scenario modelling process and created
metrics they can rely on to help determine
the direction of change. Scenario
modellers look far into the future to
identify risks that could impact the utility
or even threaten its survival. The scenario
modelling process is linked to the strategic
ERM programme. The output of the
modelling team is passed down to the
businesses so that each unit can assess the
impact of future trends on their ability to
achieve their goals and adjust accordingly.
The company has also incorporated risk
management as a key component of
performance reviews and bonus setting.



Realising your full potential

While ERM is well established within
many organisations, integrating the
changing risk profile into decision
making at the strategic and operational
levels is, in practice, relatively rare.

Moving through the ERM continuum
can not only make your business more
resilient, but also open up opportunities
that less well-informed organisations
may miss or be reluctant to pursue. The
five questions highlighted in this article
can help your business to identify how
ERM could be improved and lay the
foundations for change.

Developing and executing a solid
strategic ERM programme will greatly
improve your ability to realise your
strategic objectives. However, if your
risk management stands still in the face
of relentless change, you can expect to
face recurring risk events and regulatory
crises — and to fall behind your more
agile, risk-resilient competitors.

Resilience: Winning with risk |

13



Resilience

Publishers

Dennis Chesley Miles Everson Juan Pujadas

Global Risk Consulting Leader US Advisory Financial Services Leader  Vice Chairman, Global Advisory Services

PwCUS PwC US PricewaterhouseCoopers International Ltd.
juan.pujadas@us.pwc.com
+1 646 471 4000

Executive Editors

Robert G. Eccles Christopher Michaelson

Professor of Management Practice Director, Strategy and Risk Institute, PwC Global Advisory

Harvard Business School Associate Professor, University of St. Thomas Opus College of Business

Managing Editor Production Editor

Rania Adwan Shannon Schreibman

+1 (646) 471 5116 +1 (646) 471 1102

rania.adwan@us.pwc.com shannon.schreibman@us.pwc.com

PwCUS PwCUS

Author

Brian Kinman

PwCUS
brian.j.kinman@us.pwc.com
+1 (314) 206.8096

Special thanks to the following parties for their production and editorial assistance:
John Ashworth, Chris Barbee, Lisa Cockette, Ashley Hislop, Angela Lang, Sarah McQuaid, Roxana Opris,
Malcolm Preston, Alastair Rimmer, Suzanne Snowden, Tracy Fullham and Guatam Verma

WWWw.pwc.com

PwC firms help organisations and individuals create the value they’re looking for. We’re a network of firms in 158 countries with close to 169,000 people who are
committed to delivering quality in assurance, tax and advisory services. Tell us what matters to you and find out more by visiting us at www.pwc.com.

This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should not act upon the
information contained in this publication without obtaining specific professional advice. No representation or warranty (express or implied) is given as to the accuracy
or completeness of the information contained in this publication, and, to the extent permitted by law, PricewaterhouseCoopers does not accept or assume any liability,
responsibility or duty of care for any consequences of you or anyone else acting, or refraining to act, in reliance on the information contained in this publication or for
any decision based on it.

© 2012 PwC. All rights reserved. Not for further distribution without the permission of PwC. “PwC” refers to the network of member firms of PricewaterhouseCoopers
International Limited (PwCIL), or, as the context requires, individual member firms of the PwC network. Each member firm is a separate legal entity and does not act as
agent of PwCIL or any other member firm. PwCIL does not provide any services to clients. PwCIL is not responsible or liable for the acts or omissions of any of its
member firms nor can it control the exercise of their professional judgment or bind them in any way. No member firm is responsible or liable for the acts or omissions
of any other member firm nor can it control the exercise of another member firm’s professional judgment or bind another member firm or PwCIL in any way.

DT-12-0132 viw



