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Abstract

We know the importance of John the ripper in penetration testing, as it is quite
popular among password cracking tool. In this report, we are introducing John the
ripper and its various usage for beginners.

Additionally, we will use John the Ripper to crack the password hashes of some of
the file formats like zip, rar, pdf and much more.

Disclaimer: This report is provided for educational and informational
purpose only (Penetration Testing). Penetration Testing refers to legal
intrusion tests that aim to identify vulnerabilities and improve cybersecurity,
rather than for malicious purposes.
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Introduction

What is John the Ripper?

John the Ripper is a free password cracking software tool developed by Openwall. Originally
developed for Unix Operating Systems but later on developed for other platforms as well. It
is one of the most popular password testings and breaking programs as it combines a number
of password crackers into one package, autodetects password hash types, and includes a
customizable cracker. It can be run against various encrypted password formats including
several crypt password hash types commonly found in Linux or Windows. It can also be to
crack passwords of Compressed files like ZIP and also Documents files like PDF.

Where to get John the Ripper?

John the Ripper can be downloaded from Openwall’s Website, or from the Official John the
Ripper Github Repo.

John the Ripper comes pre-installed in Linux Kali and can be run from the terminal as shown
below:

john [OPTIONS] [PA
e [=SECTION] e crack" mode
rdlist[=FILE] --stdin wordlist m 4 WO

-pipe
nack[=FILE]
--dupe-suppression L
--prince[=FILE] LT ead words
~oding=NAME input e ing (eg. UTF-8,
i --1ist=hi
25 [=SECTION]
ntal [=MODE]
SK mask
=0PTIONS] "Ma vt om (s c /MARKOV)
external mode or d filter
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John the Ripper works in 3 distinct modes to crack the passwords:
1. Single Crack Mode
2. Wordlist Crack Mode
3. Incremental Mode

John the Ripper Single Crack Mode

In this mode John the ripper makes use of the information available to it in the form of a
username and other information. This can be used to crack the password files with the format

of
Username : Password

For Example: If the username is “Hacker” it would try the following passwords:
hacker

HACKER

hackerl

h-acker

hacker=

We can use john the ripper in Single Crack Mode as follows:

Here we have a text file named crack.txt containing the username and password, where the
password is encrypted in SHAL encryption so to crack this password we will use:

Syntax: john [mode/option] [password file]

john --single --format=raw-shal crack.txt

As you can see in the screenshot that we have successfully cracked the password.
Username: ignite

Password: IgNiTe
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f Tor status

5-06-04 20:29) 4.545g/s 1531p/s 1531c/s 1531C/s I

option to display all of the cracked passwords reliably

Wordlist Crack Mode

In this mode John the ripper uses a wordlist that can also be called a Dictionary and it
compares the hashes of the words present in the Dictionary with the password hash. We can
use any desired wordlist. John also comes in build with a password.Ist which contains most of
the common passwords.

Let’s see how John the Ripper cracks passwords in Wordlist Crack Mode:

Here we have a text file named crack.txt containing the username and password, where the
password is encrypted in SHA1 encryption so to crack this password we will use:

Syntax: john [wordlist] [options] [password file]

john --wordlist=/usr/share/john/password.lst --format=raw-shal crack.txt

As you can see in the screenshot, john the Ripper have cracked our password to be asdfasdf

Format=raw-shal cre
lefault input er

sd df
to display all of the cracked pass
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Cracking the User Credentials

We are going to demonstrate two ways in which we will crack the user credentials of a Linux
user.

Before that we will have to understand, what is a shadow file?
In the Linux operating system, a shadow password file is a system file in which encrypted

user password is stored so that they are not available to the people who try to break into the
system. It is located at /etc/shadow.

First Method

2

Now, for the first method, we will crack the credentials of a particular user “pavan”.

Now to do this First we will open the shadow file as shown in the image.

:~# cat /etc/shadow

games:*:
man:*:

lp:*:

And we will find the credentials of the user pavan and copy it from here and paste it into a
text file. Here we have the file named crack.txt.
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':1?55!
h di'pqt:hwr
:17557:0
l"55" 0

pavan:$E$nTquWEK$l4uERmbUH4PfAFvaRuEHMCHSUnrDﬁ3BRBtmIzi
DNVjY¥3jKKcVac9pWNTGKS/3SD1pF3UKr89HLe1h510/nCu. : 17686:0:9
9999:7:::

Now we will use john the ripper to crack it.

john crack. txt

As you can see in the image below that john the ripper has successfully cracked the password
for the user pavan.

ype "sha512crypt”, buf
“rr"pt“
option to force load
thﬂt type instead
g default luput Hnrﬂding: UTF-8
C (sha512crypt, crypt(3)

to abort, almost any othe
-06-04 21:24) 0.0

: 3 1lthlHE..hiQJEﬂ
option to display all of the

Second Method

Now, for the second method, we will collectively crack the credentials for all the users.

To do this we will have to use John the ripper utility called “unshadow”.

unshadow /etc/passwd /etc/shadow > crack.txt
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:~# unshadow /etc/passwd /etc/shadow = crack.txt

Here the unshadow command is combining the /etc/passwd and /etc/shadow files so that John
can use them to crack them. We are using both files so that John can use the information
provided to efficiently crack the credentials of all users.

Here is how the crack file looks after unshadow command.

Open « || /M cra:lf.txt Save = @ ® (

root:$ﬁ$uizMF3Ej$W?mﬁDmeva4eyjt.IcﬁKhijy;FUBﬁqucgd{
Z.THObbp2VVvMCEDIXAETOibpLOsVE6Fxps.8Kk9FpmKKY1F]. :
B:8:root:/root:/bin/bash

daemon:*:1:1:daemon:/usr/sbin: /usr/sbin/nologin
bin:*:2:2:bin:/bin:/usr/sbin/nologin
sys:*:3:3:sys:/dev:/usr/sbin/nologin
sync:*:4:65534:s5ync:/bin:/bin/sync
games:*:5:60:games: /usr/games: /usr/sbin/nologin
man:*:6:12:man: /var/cache/man: fusr/sbin/nologin
lp:*:7:7:1p:/var/spool/lpd: /usr/sbin/nologin
mail:*:8:8:mail:/var/mail: /usr/sbin/nologin
news:*:9:9:news: /var/spool/news: fusr/sbin/nologin
uucp:*:18:10:uucp:/var/spool/uucp: fusr/sbin/nologin
proxy:*:13:13:proxy:/bin: /usr/sbin/nologin
www-data:*:33:33:www-data:/var/www: /usr/sbin/nologin
backup:*:34:34:backup: /var/backups: /usr/sbin/nologin
list:*:38:38:Mailing List Manager:/var/list:/usr/sbin/
nologin

Now we will use john to crack the user credentials of all the users collectively.

john --wordlist=/usr/share/john/password.lst crack.txt
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crack.
Lfl.'r:lr'llllll1' etected hash type "sha5l2crypt", but the string

to force loading th

or C t I 1_ -C to

of the cracked

[¥y]

As you can see from the provided image that we have discovered the following credentials:

User Password
Raj 123

Pavan Asdfasdf

Ignite Yellow

Stopping and Restoring Cracking

While John the ripper is working on cracking some passwords we can interrupt or pause the
cracking and Restore or Resume the Cracking again at our convenience.

So, while John the Ripper is running you can interrupt the cracking by Pressing “q” or Crtl+C
as shown in the given image.

:~# john --wordlist=/usr/share/john/p d.lst / fDesktop/cr:
LIXT
Warning: detected hash type "sha5l2crypt™, bu e string is also recogniz

that type insteac

salts (sha512crypt, crypt(3) %6%

status
.5¢c/s 243.5C/s bull..
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Now to resume or restore the cracking process we will use the —restore option of John the

ripper as shown :

Now we will decrypt various hashes using John the Ripper

SHA1

To decrypt SHA1L encryption we will use RockYou as wordlist and crack the password as
shown below:

john --wordlist=/usr/share/wordlists/rockyou.txt --format=raw-shal crack.txt

As you can see in the given image that we have the username pavan and password as Hacker

--format=raw-

- status

1g @ ; 3.225g/s 810541p/s 810541c/s 810541C/

s Har
ion to display all of the cracked passwords reliably
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MD5

To decrypt MD5 encryption we will use RockYou as wordlist and crack the password as
shown below:

john --wordlist=/usr/share/wordlists/rockyou.txt --format=raw-md5 rack.txt

As you can see in the given screenshot that we have the username pavan and password as
P@ssword.

--format=raw-md5s

@ DONE (2018-86-04 23:09) 4.761lg/s 352971p/s 352971c/s 352971C/s P
anl

reliably

To decrypt MD4 encryption we will use RockYou as wordlist and crack the password as
shown below:

john --wordlist=/usr/share/wordlists/rockyou.txt --format=raw-md4 crack.txt

As you can see in the given screenshot that we have the username pavan and password as
Rockyou
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--format=raw-

almost any

lg 0:00:00:00 DONE (2018-06-84 23:12) 4.166g/s 30200p/s 30200c/s 30200C/s

11 of the cracked passwords reliably

SHA256

To decrypt SHA256 encryption we will use RockYou as wordlist and crack the password as
shown below:

john --wordlist=/usr/share/wordlists/rockyou.txt --format=raw-sha256 crack.txt

As you can see in the given screenshot that we have the username pavan and password as
pAsSwOrD

RIPEMD128

To decrypt RIPEMD128 encryption we will use RockYou as wordlist and crack the password
as shown below:

john --wordlist=/usr/share/wordlists/rockyou.txt --format=ripemd-128 crack.txt

As you can see in the given image that we have the username pavan and password as
password123
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ordlists/rockyou.txt --format=raw-

7256 1

any other

28018Kc/s ZB1BKC/s

)2 DONE (2018-06-04 23:14) 0.4166g/5 2018Kp/s

option to display all of the cracked reliably

Whirlpool

To decrypt whirlpool encryption, we will use RockYou as wordlist and crack the password as
shown below:

john --wordlist=/usr/share/wordlists/rockyou.txt --format=whirlpool crack.txt

As you can see in the given screenshot that we have the username pavan and password as

password666

--format=whir

[WHIRLPOOL
st any ot her

241c/s 284241C/

:00 DONE (2018-06-04 23:20) 3.225Q0/¢
]

reliably

View All Formats

John the Ripper supports much encryption some of which we showed above. To view all the

formats, it supports:
john --list=formats
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Hope, you can take reference of this article while using John the ripper, More on John the
Ripper will be in the Next Part.

LM, AFS,
EFPI,

ahua, Django, djang
d

let, 1p,
illa, msca

PuTTY,

Kecc

Abbreviating the Options

We don’t have to type complete option every time we use john the ripper, Developers have
given users the option to abbreviate the options like

—single can be written as -si
—format can be written as -form

Shown below is an example of how to use these abbreviations.

john -si crack.txt -form=raw-md5
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:~% john -si crack.txt -form=raw-md5
default input en ng: UTF-8
g .aw-MD5 [MD5 12

yrt, almost

(2018-06-07 06:49) 4.761g/5s

Another abbreviation we can use is:

—wordlist can be written as -w

john -w=/usr/share/wordlists/rockyou.txt crack.txt -form=raw-md5

:~% john -w=, /share, rdlists/rockyou.txt crack.txt -form=raw-md5
input encoding:
d h
almost any

Cracking Multiple Files

We can also crack multiple hash files if they have the same encryption. Let’s take an
example, we have two files.

1. crack.txt
2. md5.txt

Both contain md5 hashes, so to crack both files in one session, we will run john as follows:

Syntax: john [file 1][file 2]

john -form=raw-md5 crack.txt md5. txt
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:~# john -form=raw-md5 crack.txt md5.txt
efault input en 1g: U :
pa ord has ith no different salts (Raw-MD5 [ML
0 st any other key for

Password Hash Cracking

To crack these password hashes, we are going to use some of the inbuilt and some other
utilities which extract the password hash from the locked file. There are some utilities that
come inbuilt with John which can be found using the following command.

locate *2john

As you can see that we have the following utilities, we will demonstrate some of them here.
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Cracking the SSH Password Hash

John the Ripper can crack the SSH private key which is created in RSA Encryption. To test
the cracking of the private key, first, we will have to create a set of new private keys. To do
this we will use a utility that comes with ssh, called “ssh-keygen”.

ssh-keygen

:~% ssh-ke
Generating public/p
Enter file in which t
Created directory '/home an,
Enter ( y for no se):
Enter same e agai
Your identifi L ed in / ‘'pavan/.ssh/id rsa

I

Your public ! veen saved in /home, /.ssh/id rsa.pub.
The key fin 5
SHA256 : dM3 JPvG+YcrG55zBnxXM61j0BbPv3VnUSGqFYLw pavan@kali

After opening, it asks for the location at which we want the public/private RSA key pair to
store? You can use any location or you can leave it as default.

After that it asks for the passphrase, after entering the password again, we successfully
generate the RSA private key. (Refer the image)

When you will try to open the file, you will be greeted by the following prompt.
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Unlock: id_rsa a

The contents of “id_rsa” are locked. In order to view the
contents, enter the correct password.

Passwort Unlock

Now John cannot directly crack this key, first, we will have to change its format, which can
be done using a john utility called “ssh2john”.

Syntax: ssh2john [location of key]

ssh2john /home/pavan/.ssh/id rsa > crack.txt

File Edit Search Options Help
lid rsa:$ssh2$2d2d2d2d2d424547494e205253412050524956415445204b45592

S

You can see that we converted the key to a crackable hash and then entered it into a text file
named id_rsa.txt.

Now let’s use John the Ripper to crack this hash.

john --wordlist=/usr/share/wordlists/rockyou.txt id rsa.txt

Page | 19



Great! We have successfully cracked the passphrase used to create the private ssh key to be
“password123”

:~% john --wordlist=/usr/share/wordlists/rockyou. txt
id rsa.txt
Created directory:
Using default input er g
d hash y 32/64])
'q l-C to ) almost any other key for status

passwordl23 (id rsa)

: 00 DONE (2018-06-06 20:47) 3.44

Cracking the KeepPass2 Password Hash

John the Ripper can crack the KeepPass2 key. To test the cracking of the key, first, we will
have to create a set of new keys. To do this we will use a utility that is called “kpcli”.

ignite.kdb
e the master passwo

Retype to
kpcli:/= ex

Now we will create a database file using the command “save as” and naming the database file
as ignite.kdb and entering a passcode to secure it.

When you will try to open the file, you will be greeted by the following prompt.
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Open Database - ignite.kdb &5 [ ]

k Enter Master Key

/home/pavan/ignite.kdb

™ Master Password: | "

[ Key File: (None) j &

[~ Windows User Account

Help OK ‘ Cancel ‘

Now John cannot directly crack this key, first, we will have to change its format, which can
be done using a john utility called “keepass2john”.

Syntax: keepass2john [location of key]

keepass2john ignite.kdb > crack.txt

crack @ ®© 0 -

File Edit Search Options Help
ignite.kdb:$keepass$*1*50000*0*0ccBdcedfdeebcd36581087339007eef*33

— -

Now let’s use John the Ripper to crack this hash.

john --wordlist=/usr/share/wordlists/rockyou.txt crack.txt

Great! We have successfully cracked the passphrase used to create the key to be “12345678”
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:~% john --wordlist=/usr/share/wordlists/rockyou.txt
crack.txt
Using default input enc

Cracking the RAR Password Hash

Now we will crack some compressed files, to do that we will have to create a file to be
compressed so let’s do that using echo command as shown in the given screenshot.

You can see that we created a file.txt which we will be using to create compressed files.

echo hackingarticles.in > file. txt

file.txt [~

File Edit Search Options Help
hackingaricles.in

John the Ripper can crack the RAR file passwords. To test the cracking of the password, first,
let’s create a compressed encrypted rar file.

rar a -hpabcl23 file.rar file. txt
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:~% rar a -hpabcl23 file.rar file.txt

RAR 5.50 Copyright (c) 1993-2017 Alexander Roshal 11 Aug 2
Q17
Trial version Type 'rar -7' for help

Evaluation copy. Please register.

Creating archive file.rar

e a=Addfiles to archive
e hp[password] = Encrypt both file data and headers

This will compress and encrypt our file.txt into a file.rar. So, when you will try to open the
file, you will be greeted by the following prompt.

Password required for “file.rar”

Password:

| 0

Now John cannot directly crack this key, first, we will have to change it format, which can be
done using a john utility called “rar2john”.

Syntax: rar2john [location of key]

rar2john file.rar > crack.txt

File Edit Search Options Help
file.rar:$rar5%$16$dad6aaa2424830T0372243191da3ddb1$155dfefc5451548

Now let’s use John the Ripper to crack this hash.
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john --wordlist=/usr/share/wordlists/rockyou.txt crack.txt

Great! We have successfully cracked the passphrase used to create the key to be “abc123”

:~% john --wordlist=/usr/share/wordlists/rockyou.txt
crack.txt
' default input enc

(file.rar)
:00 DONE (2@ P6-06 21:20) 2.631g9/s
i 1iel
o display all of the cracked pass
reliably

Cracking the ZIP Password Hash

John the Ripper can crack the ZIP file passwords. To test the cracking of the password, first,
let’s create a compressed encrypted zip file.

zip -er file.zip file.txt

- file.zip file.txt

(stored 0%)

e e =Encrypt
e r=Recurse into directories

This will compress and encrypt our file.txt into a file.zip. So, when you will try to open the
file, you will be greeted by the following prompt.
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Cancel |“

Password required for “file.zip”

Password:

Now John cannot directly crack this key, first, we will have to change its format, which can
be done using a john utility called “zip2john”.

Syntax: zip2john [location of key]

zip2john file.zip > crack.txt

[ crack.txt e ® 9‘

File Edit Search Options Help
file.zip:$pkzip2$1*2*2*0*1f*13*1711516*0*42*0*1f*0171*12c6*9a25769

Now let’s use John the Ripper to crack this hash.

john --wordlist=/usr/share/wordlists/rockyou.txt crack.txt

Great! We have successfully cracked the passphrase used to create the key to be “654321”

:~% john --wordlist=/usr/share/wordlists/rockyou.txt
crack.tx
Using default input encoding: UTF-8
ssword hash (PKZIP)
bort, almost any other key for status
ip)
P6-06 21:33) 1.754g/s 35.08p/s 35.08c

o display all of the cracked password
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Cracking the 7-Zip Password Hash

John the Ripper can crack the 7-Zip file passwords. To test the cracking of the password,
first, let’s create a compressed encrypted 7z file.

7z a -mhe file.7z file.txt -p"password"

:~% 7z a -mhe Tile.7z Tile.txt -p"password"
[64] 16.082 : Copyright (c) 1999-2016 Igor Pavlov

n7zip Version 16.82 (locale
5,2 CPUs Intel(R) Pentium(R) CPU G2820 @

Creating archive:

e a=Add files to archive

e m = Set compression Method

e h =Calculate hash values for files
e e =Encryptfile

e p=set Password

This will compress and encrypt our file.txt into a file.7z. So, when you will try to open the
file, you will be greeted by the following prompt.

Password required for “file.7z"

r

Password:

| V)

Now John cannot directly crack this key, first, we will change its format, which can be done
using a john utility called “7z2john”. This is not inbuilt utility, It can be downloaded from
here.

Syntax: zip2john [location of key]
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python 7z2john.py file.7z > crack.txt

crack.txt e ® 0 1

File Edit Search Options Help
file.7z2:$72%$0%$19350$1122%8%$58Tac49ea801b3ad00000000OOOOO000$1509086

Now let’s use John the Ripper to crack this hash.

john -wordlist=/usr/share/wordlists/rockyou. txt crack.txt

Great! We have successfully cracked the passphrase used to create the key to be “password”
:~% john --wordlist=/usr/share/wordlists/rockyou. txt

ault input encoding: UTF-8

ssword hash (7z, 7-Zip [SHA256 AES
: nat may emit false positives, so it will keep tr
ying even after
finding a possible candidate.
Press 'q' or Ctrl-C to abort, almost any other key for status

Cracking the PDF Password Hash

John the Ripper can crack the PDF file passwords. You can encrypt your pdf online by using
Soda PDF website. This will compress and encrypt our pdf into a password protected file.pdf.
So, when you will try to open the file, you will be greeted by the following prompt.
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Enter password [ ]

Password required

| & |
The document “file.pdf” is locked and requires a password before it can be opened.

Password: ‘ |

Forget password immediately
Remember password until you log out

Remember forever
Cancel
Now John cannot directly crack this key, first, we will have to change its format, which can
be done using a john utility called “pdf2john”. This is not an inbuilt utility, it can be

downloaded from here.

Syntax: pdf2john [location of key]

python pdf2john.py file.pdf > crack.txt

Open ~ || @ crack.txt Save = @0 O

file.pdf:
tpdT+4+4+128%-4%1+*16+70bc923864752a6b974eT136c049b1843629e44a133515d1c979]

Plain Text + Tab Width: 8 Ln 1, Col 36 - IMS

Now let’s use John the Ripper to crack this hash.

john -wordlist=/usr/share/wordlists/rockyou. txt crack.txt

Great! We have successfully cracked the passphrase used to create the key to be
“password123”.
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:~% john --wordlist=/usr/share/wordlists/rockyou.txt
crack.txt
' default input encoding: UTF-8
C ssword hash (PDF [MD5 SHA
Press 'gq' or Ctrl-C to abort, almost any other

(file.pdf)
18-06-06 22:57) 3.333g/s 4613p/s 4613c/s
/ ~d123
Use the "--show" option to display all of the cracked password
reliably

Cracking the PuTTY Password Hash

John the Ripper can crack the PUTTY private key which is created in RSA Encryption. To
test the cracking of the private key, first, we will have to create a set of new private keys. To
do this we will use a utility that comes with PuTTY, called “PuTTY Key Generator”.

B2 PUTTY Key Generator ? >

] File Key Conversions Help
Key

I Mo key.

I

I

I

| Actions

1

| Generate a public/private key pair E Generate i
Load an existing private key file Load

Save the generated key

Parameters

Type of key to generate:
(@) RSA () DSA (JECDSA (JEDZ5519 (155H-1 (RSA)

Mumber of bits in @ generated key:

Click on “Generate”. After Generating the key, we get a window where we will input the key
passphrase as shown in the image.
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B2 PUTTY Key Generator ? >
IFiIe Key Conwversions Help

Key
| Public key for pasting into Open55H authorzed_keys file:

szhsa -
| AAAABINzZaC 1yve ZEAAAABIG AAAC EAsia Mwhd DbpFSyhvp M 7y fosGroxXd2wgQCyS
VR4g1gdgLOLptJMUKEVhaGhp 8L mXIES/ Zq Undul7nlFLSSR Lww Seep KUGMLFETF
JRVax T2VAWIHx0Yb RIB62A M24CP KT TeNRGGpllgd 9Rzih62WEB XIva 24 +mpecgdh RPB
Meq2TXIChZSHGVEP 1a7AHT8Zm 2 /2 W 1 NwPd P Y 7dmdy Trifef TuOk Onit 3i/hJXclul w

Key fingermprint : |ssh-rsa 2048 693:07-4e:1b: 16:9 671931507 -a%:a8: 11 |
Key comment: |rsa-|-;e'_.--2D1 BOEO7 |
Key passphrase: |u"u“ |

Corfim passphrase: |u"uu

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save public key E Save private key i
Parameters

Type of key to generate:

(@ RSA (JDSA (JECDSA (_JED25519 () 55H-1 (RSA)
Mumber of bits in a generated key:

After entering the passphrase, click on Save private key to get a private key in the form of a
.ppk file

After generating transfer this .ppk file to Kali Linux.

Now John cannot directly crack this key, first, we will have to change its format, which can
be done using a john utility called “putty2john”.

Syntax: putty2john [location of key]

putty2john file.ppk > crack. txt
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File Edit Search Options Help
file:sputtysl*16*1*0*75d71f6b7d5d7eb5d4ef198e3aaddebeB2259Ta5*277*

You can see that we converted the key to a crackable hash and then entered it into a text file
named crack.txt.

Now let’s use John the Ripper to crack this hash.

john -w=/usr/share/wordlists/rockyou.txt crack.txt

Great! We have successfully cracked the passphrase used to create the private PUTTY key to
be “password”.

:~# john -w=/usr/share/wordlists/rockyou.txt crack.txt
default input encoding: UTF-8
vord hash (PuTTY, Private Key [SHA1/AES /647)
Ctrl-C to abort, almost any other key for status

completed

Cracking the “Password Safe” Password Hash

John the Ripper can crack the Password Safe Software’s key. To test the cracking of the key,
first, we will have to create a set of new keys. To do this we will install the Password Safe
Software on our Windows 10 System.
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k. Safe Combination Entry — et

Password Saffe

Open Password Database:

Safe Combination:

[ Open as read-only [ Show Combination

k. Cancel Help

To get a new key, Click on “New”

Safe Combination Setup >

& new pazsword databasze will be created. The safe combination you enter will be
uzed to encrypt the pazsword database file. The Safe Combination can uze any
keyboard character and iz caze-sensitive.

5&&EmﬁMﬂhm|p355word123

Werify: |

k. | Cancel Help

In this prompt, check the Show Combination Box. After that Enter the passphrase you want
to use to generate the key. This will generate a .psafe3 file.

After generating transfer this .safe3 file to Kali Linux.

Now John cannot directly crack this key, first, we will have to change its format, which can
be done using a john utility called “pwsafe2john”.

Syntax: pwsafe2john [location of key]

pwsafe2john ignite.psafe3 > crack.txt
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File Edit Search Options Help
ignite:spwsaftes*3*b13926c41lbcl701edabd08h7114596dced3ch89ebfddc3eld

You can see that we converted the key to a crackable hash and then entered it into a text file
named crack.txt.

Now let’s use John the Ripper to crack this hash.

john -w=/usr/share/wordlists/rockyou.txt crack.txt

Great! We have successfully cracked the passphrase used to create the private pwsafe key to
be “password123”

:~# john -w=/

default input en

sword hash
Ctrl-C to abor

[ignitei

Conclusion

Hence, one can make use of these commands as a cybersecurity professional to
assess vulnerabilities on systems and keep these systems away from threat.
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