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Well-Known Entity for Offensive Security

{Training and Services}

ABOUT US

With an outreach to over a million students
and over thousand colleges, Ignite Technologies stood out
to be a trusted brand in cyber security training and services
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e College Students

e |IS/IT specialist, analyst, or manager

e |S/IT auditor or consultant

* |T operations manager

e Network security officers and
* Practitioners

* Site administrators _ .
, . e Level up each candidate by providing the
®* Technical support engineer , ,
: , fundamental knowledge required to begin the
e Senior systems engineer _
” Sessions.
e Systems analyst or administrator , .
: - e Hands-on Experience for all Practical
e |T security specialist, analyst, manager, _
: .. Sessions.
e Architect, or administrator R
: : : : e Get Course PDF and famous website links for
e |T security officer, auditor, or engineer
- content and Tools
e Network specialist, analyst, manager, . , .
: - * Customized and flexible training schedule.
e Architect, consultant, or administrator . .
e Get recorded videos after the session for each

participant.

e Get post-training assistance and backup

sessions.

e Common Platform for Group discussion along
with the trainer.

e Work-in Professional Trainer to provide realtime

exposure.

e Get a training certificate of participation.
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RED TEAM OPERATION- MITRE
APT'S ATTACK

MITRE ATT&CK is a globally-accessible knowledge base of adversary tactics

and techniques based on real-world observations. The course structure

comprises various attacker simulators and industry attack frameworks such as

Cyber Kill Chain, Attack Tree and MITRE ATT&CK Framework. Candidates get the
opportunity to behave like an adversary and creatively use local, built-in tools to reach

business goals while preventing detection.

Furthermore, the course focuses on making use of open-source resources such as tools and scripts
and then tweaking them to complement an organization’s specific needs. By performing nefarious

cyber-attack exercises that simulate real-world threat vectors, trainees will gain handson experience.

BENEFITS

« (Gain Exposure to Real-Time Pentesting & Red Team

« This course meets the requirements of NIST, MITRE ATTACK, Cyber kill chain and Attack Tree.
« Building in-house lab for threat modelling and Hunting

- Gainin-depth knowledge of APTs attacks such as APT41, and APT28.

« Hands-on exposure to AD tools such as Rubeus and Mimikatz.

« Unique tools and techniques for exploiting AD

- Latest attack such as zero day exploit.
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WHO SHOULD JOIN ?

- |fyouare an ethical hacker with Basic knowledge

If you are a Network Security Engineer

« If you managed NOC and SOC

« Ifyou are an Information Security Analyst

« |fyou are a Team leader of the Cyber Security Department
« If you handle the pre-sell department for VAPT services

« |fyouare abackend developer

« |f you are a system administrator

PREREQUISITES

The candidate should have a basic understanding of web and Networking and also know the

fundamental approach of system hacking

@ COURSE DURATION: 50 HOURS
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BJECTIVE

OBJECTIVE OF EXERCISE

Calculate Risk Factors

Identify the weaknesses and evaluate between high-risk and low-risk variables that can undermine

the integrity, then remediate them based on priority.

Improve Security Orientation

Assess the threats in your organization and update your security measures as needed.

Prepare yourself

You will have the tools you need to identify a genuine threat and the knowledge you need to make

smart decisions.

Recognize the gaps

Understand the vulnerabilities that can be exploited to expose your data to possible threats.

Discover how hackers combine both high- and low-level flaws to carry out prospective attacks.

An Efficiency Test

Evaluating the security's efficiency in relation -
g oy -
to people and processes
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Password Spraying At tack
NTLM hash Capture Out look
Drive-by Compromise

Hardware Additions

Al ternate Data St reams

AMSI Bypass

Inter -Process Communication
Process Doppelganging

Payload Obfuscation

Accessibility Features
RID Hijacking

Application Shimming
Shortcut Modification

Winlogon Registry Attack

SpoolFool (CVE-2022-22718)
SeBackupPrivilege

Abusing SUID/SUDOQers
kernel Exploit

Logon Autostart Execution (Registry Run Keys)

Hide Artifacts : Hidden Files and Directories
Windows Event Logging

Parent PID Spoofing

Indirect Command Execution

Process Hollowing

I

I

I

I

Local Security Authority (LSAILSASS.EXE)
Phishing Windows Credentials
SAM Hash Dump

Steal or Forge Kerberos Tickets : Golden Ticket

Windows Credential Manager

CrackMapExec
Remote Services
RDP Hijacking
SSH Tunneling

WebClient Workstation Takeover

Non Application Layer Protocol
Application Layer Protocol
Encrypted Shell

Covenant

PowerShell Empire

Exfiltration Over Unencrypted/Obfuscated NonC2 Protocol
Data Exfiltration Over Size Limits (T1030) (DNSSteal)

Data Exfiltration with Steganography Approach
File Transfer Filter Bypass : Exe2Hex

Covert Channel
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INITIAL ACCESS

(MITRE: TAOOO1)

Initial access is a tactic used to establish a foothold in a network. This module’'s objective is to
propose the various initial access types described by MITRE while simulating certain real-world
attacks.

During Live sessions candidates will get
hands-on most famous attack types:

Drive-by Compromise/Download: Used by APTs19, and APT 38 to conduct watering hole attacks to
gain access to a system through a user visiting a website over the normal course of browsing.

Phishing: Adversary target outlook application for spear-phishing by enabling macros-based word
document, excel sheet and presentation slides.

Forced Valid Account: An adversary may poison a network by running spoof services to obtain user
credentials for remote login.

Hardware Addition: Adversaries may introduce computer accessories, networking hardware, or other
computing devices into a system or network that can be used as a vector to gain access. The candidate
will gain experience in Wi-Fi hacking during Hardware Addition Tactics.
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EXECUTION

(MITRE: TAO002)

Execution entails methods that cause adversary-controlled code to run on a local or remote system.
In order to accomplish more general objectives, such as network exploration or data theft, techniques
that run harmful code are frequently combined with techniques from all other approaches.

The major objective of execution is to create a payload that can be easily executed in a restricted
environment in a manner so that an adversary can evade the firewall and AV.

Payload obfuscation: Payloads may be compressed, archived or encrypted in order to avoid detection
and bypass antivirus or windows defender

Application Shimming: It is a technique y to run software on the Windows 0S that was not developed
on that particular OS.

AMSI Bypass: Antimalware Scan Interface (AMSI) standard that allows a developer to integrate
malware defence in his application.

Process Doppelganging: Using process doppelganging, adversaries can implant malicious code into
processes to avoid process-based defences and possibly elevate privileges. Process doppelganging is
a technique for executing arbitrary code within the address space of a distinct live process.

Inter-Process Communicatiol
depending on the system or er
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PERSISTENCE

(MITRE: TAOOO3)

Persistence relates to how adversaries sustain access to systems through restarts, credential
changes, and other interruptions. Persistence techniques include any access, activity, or configuration
changes that allow malware to persist. Changing or hijacking lawful code and adding startup code are
examples.

Windows Accessibility Features: These are tools on the logon screen (like Sticky Keys). These are
activated by pre-configured keys to help users. APT used these Windows features to backdoor victim
systems.

Application shimming: Using application shims, attackers can create persistence and elevate access.
Microsoft's Windows Application Compatibility Infrastructure/Framework (Application Shim) allows
software backward compatibility as the OS core changes.

RID Hijacking: It is a technique for an adversary to persist inside the victim’s system by hijacking the
RID Administrator account for the Guest account or another local account.

Shortcut modification: It is a technique in which an attacker can replace the absolute path of an
executable bound to be run by a shortcut and masquerade it as a legitimate-looking icon which can be
run on startup thus achieving persistence.

WinLogon Registry Attack: each Windows user account is dependent on WinLogon to use the keys
under HKEY_CURRENT_USER which is unique for each user account. An attacker may hook a malicious
script by modifying registry key to achieving persistence.
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PRIVILEGE ESCALATION

(MITRE: TAOOO4)

Privilege Escalation involves gaining higher-level permissions on a system or network. Adversaries can
explore a network with unprivileged access but need elevated permissions to complete their goals.
System flaws, misconfigurations, and vulnerabilities are often exploited.

Windows kernel: A privilege escalation vulnerability exists in the os kernel on the remote host.
If exploited successfully, alocally authorized attacker might execute a specially built kernel-mode
program and take control of the machine.

Registry Run Keys: If an attacker finds a service that has all permission and its bind with the Registry
run key then he can perform privilege escalation or persistence attacks. When a legitimate user signs
in, the service link with the registry will be executed automatically.

SeBackupPrivilege: This specific privilege escalation is based on the act of assigning a user
SeBackupPrivilege. It was designed for allowing users to create backup copies of the system.

Print Spooler: The vulnerability allows an unprivileged user to create arbitrary and writeable
directories by configuring the SpoolDirectory attribute on a printer. Since an unprivileged user is
allowed to add remote printers, an attacker can create a remote printer and grant EVERYONE the right
to manage this printer.
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DEFENSE EVASION

(MITRE: TAOOO5)

When an adversary attempts to infiltrate your system, they employ several methods of defence evasion
to remain undetected. Defence evasion techniques include removing/disabling security software and
encrypting/obfuscating data and scripts. In order to conceal and disquise their infection, adversaries
make advantage of and misuse trusted processes.

Hid Artifacts: Operating systems have a function to hide these artefacts to avoid interrupting user
work environments and to prevent users from modifying system files or features. By masking these
artefacts, however, an attacker is able to elude detection and thereby carry out his malicious
intentions.

Indirect Command Execution: It is a defence evasion tactic commonly utilised by Red Teams in which
an adversary attempts to circumvent specific protection filters that may prevent certain types of
scripts/executables from running. Various Windows utilities can be used to run commands without
having to invoke cmd. For example, if a firewall prevents DLL execution, it can be circumvented using
the procdump approach.

Parent PID Spoofing: It counters that detection. PPID method tries to trick an AV/EDR solution into
thinking that a legit process like Isass.exe has spawned that activity. It does that by spoofing the PID of
the process to match that of its parent.

Process Hollowing: It's a code injection technique, an attacker creates a new process in a suspended
state, its image is then unmapped (hollowed) from the memory, a malicious binary gets written instead
and finally, the program state is resumed which executes the injected code.

Windows Event Logging: To restrict the amount of data that can be used for detection and audits, an
attacker can disable Windows event logging. Login attempts, process development, and other user and
device behaviour are all recorded in Windows event logs.
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CREDENTIAL ACCESS

(MITRE: TAOOOG)

Credential Access is a collection of strategies for obtaining credentials, such as account names and
passwords, hashes, and Kerberos tickets. Among the methods used to obtain credentials is keylogging
and credential dumping. Using authentic credentials can grant adversaries access to systems, make
them more difficult to detect, and allow them to create additional accounts to achieve their objectives

Golden Tickets are forged Ticket-Granting Tickets (TGTs), also called authentication tickets. Since a
Golden Ticket is a forged TGT, it is sent to the Domain Controller as part of the TGS-REQ to get a service
ticket.

Local Security Authority (LSA): It is a protected system process that authenticates and logs users
onto the local computer. Domain credentials are used by the operating system and authenticated by
the Local Security Authority (LSA). Red Teamer tries to abuse LSA for dumping stored password
hashes.

Phishing Windows Credential: For security purposes, Windows makes it essential to validate user
credentials for various authentications, such as Outlook, User Account Control, or to signin to
Windows from the lock screen. An attacker may use a file-less payload to dump the credentials after
establishing a foothold on the target system.

Abusing SAM Password: SAM is short for Security Account Manager, which manages all the user
accounts and their passwords. It acts as a database. All the passwords are hashed and then stored in
SAM.

Credential Manager: It is like a digital vault to keep all of your credentials safe. All of the credentials are
stored in a credentials folder which you will find at this location: %Systemdrive % \Users\\AppData\
Local\Microsoft\Credentials and it is this folder that the credential manager accesses.

Authenticate Your Account

2 0 7 4
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LATERAL MOVEMENT

(MITRE: TAOOOS)

Lateral Movement is a set of attacks used to access and control remote network systems. Exploring
the network to find their target and obtaining access to it is usually required to achieve their main aim.
To accomplish their goals, individuals must often use many systems and accounts. Adversaries can
install their own remote access tools or use the natural network and operating system technologies to
accomplish Lateral Movement

Crackmapexec: Also known as CME, is a post-exploitation tool. The developer of the tool describes it
as a Swiss army knife for pen-testing networks. It also offers us numerous modules such as mimikatz,
web delivery, wdigest, etc. to make dumping of credentials and getting a session easy.

RDP Hijacking: Adversaries may use RDP session hijacking to take a valid user's remote session. When
someone tries to steal a user's session, the user is usually warned. An attacker with System
permissions and Terminal Services Console can hijack a session without requiring credentials or
prompting the user.

Remote Services: Lateral Movement using Remote Services, i.e., services that can help in code/
command execution on remote systems by taking a valid set of credentials.

Workstation Hijacking: PetitPotam can be used in conjunction with NTLM Relay+WebDAV abuse to
cause lateral movement by creating machine accounts first, and then using Resource-Based
Constrained Delegation to generate tickets for any user. Using PetitPotam or PrinterBug, an HTTP
authentication can be coerced and relayed to LDAP(S) on domain controllers.

SSH Tunnelling: Tunneling permits secret data sharing between two networks. An attacker can tunnel
or pivot into an unreachable network (centre point). It's an assault that exploits a different
network's system.
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COMMAND & CONTROL

(MITRE: TAOOQ9)

Command and Control is how adversaries communicate with systems in a victim network. To avoid
detection, attackers often imitate normal communications. Depending on the victim's network
structure and defences, an adversary can establish command and control in stealthy methods.

Application Layer Protocol: Adversaries may communicate using the Domain Name System (DNS)
application layer protocol to avoid detection/network filtering by blending in with existing traffic.
Commands to the remote system, and often the results of those commands, will be embedded within
the protocol traffic between the client and server.

Encrypted C&C: Adversaries may employ a known encryption algorithm to conceal command and
control traffic rather than relying on any inherent protections provided by a communication protocol.

Non-Application Layer Protocol: Adversaries may use a non-application layer protocol for
communication between host and C2 server or among infected hosts within a network. Specific
examples include the use of network-layer protocols, such as the Internet Control Message Protocol
(ICMP), transport layer protocols, such as the User Datagram Protocol (UDP), and session layer
protocols, such as Socket Secure (SOCKS).

C&C Framework: Metasploit, PowerShell Empire and Covenant
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EXFILTRATION

(MITRE: TAOOQ9)

Exfiltration refers to procedures used by adversaries to steal data from your network. When attackers
collect data, they frequently bundle it to evade discovery while discarding it. Compression and encryp-
tion are two examples. Transferring data out of a target network often entails transferring it across
their command-and-control channel or an alternate channel, as well as imposing size constraints on
the transmission.

Data Transfer Size Limits: An adversary may exfiltrate data in fixed size chunks instead of whole files
or limit packet sizes below certain thresholds. This approach may be used to avoid triggering network
data transfer threshold alerts.

Exfiltration Over Unencrypted Non-C2 Protocol: Adversaries may steal data by exfiltrating it over an
un-encrypted network protocol other than that of the existing command and control channel. The data
may also be sent to an alternate network location from the main command and control server.

Data Exfiltration with Steganography: Cloakify Factory transforms any filetype (e.g .zip, .exe, .xIs,etc.)
into a list of harmless-looking string. This hides the file in plain sight and transfer it without triggering
alerts. It even defeats signature-based malware detection tools.

Exfiltration Over Alternative Protocol: Adversaries may steal data by exfiltrating it over a different
protocol than that of the existing command and control channel. The data may also be sent to an alter-
nate network location from the main command and control server

SING UP
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CONTACT US

Phone No.
C 4919599 38741 | 491 1145 1031 30

WhatsApp
O https://wa.me/message/HIOPPNENLOX6F

EMAIL ADDRESS
N info@ignitetechnologies.in

WEBSITE
& www.ignitetechnologies.in

BLOG
O www.hackingarticles.in

LINKEDIN
® https://www.linkedin.com/company/hackingarticles/

TWITTER
O https://twitter.com/hackinarticles

GITHUB
§? https://github.com/ignitetechnologies
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