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Tor /12P/ZeroNet

.onion domains/.i2p domains I@'
Traffic through relays
IZPQ o0
00
A A @A

main page || discussion [ view source history

Main Page

Z Z Z Welcome to The Hidden Wiki! New Hidden Wiki url 2019/2020

http://zqktiwiuavvvqqtdybvgvi7tyodhjl5xgfu

vpdf6otjiycgwqgbym2qad.onion &
Add it to bookmarks and spread it!!!!

Image Sources: Hotspot Shield, Tor Project, 12P Project, ZeroNet
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| USA FRESH CREATED BANK OF AMERICA BANK DROP + EMAIL ACCESS +
// PHONE ACCESS + DEBIT CARD + COOKIES
' ALLOW 15 DAYS FOR DELIVERY UPON ORDERING YOU WILL RECENE

Sold by Master Splintero - 2 4 3nce March LY Vendor Lavel 1 |

Features

NordVPN.com - [LIFETIME NORDVPN PREMIUM ACCOUNT]

Website: hitps:/inordvpn.com Imagine VPN as a hack-proof, encrypted tunnel for online traffic to flow. Nobody can see thr

2 Sola by MissPinky - 95 sold since Decemoer 11, 2018 (R Eaaukd EIEEEED
Bank Ofmm Product Class Distal Origin Com A
Jnlimited items available for auto-dispatch
Quastity Left Unlimited Ships to CHITDIG SaTe SraNani T Sulo et =
Euds 1a Never Payment Features Quantity

Product Class Digital
Quantity Left Unlimited

el ey Lithuanian Passport 1350 EUR=0.15780B |1 X
Purchase poce: USD 90.00

m m m Private Message - 1 days - USD + 0.00 / orde

— PR o Netheriands Passport 1500 EUR =0.175338 |1 | X [ET Rl

Denmark Passport 1500 EUR=0.17533 B 1 X W

v

Defaull - 4 days S0 + 0 .00 / oroe:

0.001067 BTC /0.229919 LTC / 0.154214 XMR

USA Bank login Cracker Bruter
e banks Lrulefcheck 2020 . guys here is all bank Lruter, ils really easy W use all u need is @ good cornr

100 lst and prodies

- .
: - Sold by TheCashier - 3 sold since April 28, 2020 @RGSRV R QL vel zm/b
s - Ealiaied Sams svaliabie for sdio-dipatch VISA Virtual Card Virtual MasterCard (USD)
Features
& Product Class Dagital Valid Worldwide, All the World B 1 X
= " z Valid only for use in the United states
Quantity Left Unlimited
Ends In Never S T
g i PREPAID
'
' )
aetault - 1 aay - USD + 0 00 VISA 3.2 ) | &,
S 53b2 0588 8 q
Visa® Virtual Account 888 8888 8888
Purchase price: USD 3.00 %

4000 1234 5678 9010 12/23 . 4
o S O >

0.000319 BTC /0.068368 LTC / 0.045537 XMR



2. Why focusing on
the Dark Web?¢
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* Hacker forums, darknet markets, dump shops, etc.

* Criminals can learn, monetize,
trade, and communicate

* I|dentification of compromised assets

e (Can potentially identify attacks in
earlier stages

e Direct impacts — Pll (Personal Info),
financial, EHRs (healthcare records), trade secrets

* Indirect impacts — reputation, revenue loss, legal penalties
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Blind RCE at Bank ***

by == -17 minutes ago

PRICE: $7000 (only bitcoin)

I'm back. This time, | am offering a vulnerability th

You might be wondering why | didn't pt
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USA Hospital RDP For Sale - BonbHuua CLLUA RDP Ha npogaxy

September 4 in Auctions

Posted September 4 (edited)

Selling RDP of a US Hospital.

On the RDP has a lot of patient records and also active software client which shows full medical records of patients etc.
I have no use for this topic. You will receive login information of the RDP in one hand.

Willing to work through escrow/guarantor (buyer pays fees)

Start: $ 500

Step: $ 100

Paid registration Blitz: $ 5000
o1 Auction is valid only for 24hours!

68 posts

Activity

supyconorus / malware  poaam PAM 6onbHuubl CLUA.
Ha RDP ecTb MHOro 3anvcei nauveHToB, a TaKXKe aKTUBHbIA NPOrpaMMHbIA K/IMEHT, KOTOPbIW NOKa3biBaeT NosiHble MeANLMHCKME KapTbl NauveHTos 1 T. .
MHe 3Ta TeMa He HyXHa. Bbl nonyuure aaxHble Ana Bxoaa B RDP B oaHM pyKu.
FoToBHOCTb paboTaTb Yepes 3ckpoy / nopy4uTens (KOMUCCUIO onnayusaeT nokynaTenb)
Crapr: $ 500
War: $ 100
Bauu: $ 5000
AYKUMOH AeicTBUTENEeH ToNbko 24 yaca!

+ Quote
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3. Search engine tools
for the Dark Web
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e Katana

e (OnionSearch 3

 Ahmia Search Engine

 DarkSearch KAT, \NA

AHMIA @%,on

Tor Anonymity Network Search Engine

-« DarkSearch

Image Sources: Katana, OnionSearch, Ahmia, DarkSearch
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A Ahmia —Search Tor Hidden Ser X +

&€ > C (0 & ahmiaf

About Ahmia Statistics Add Service i2p search

D » MR

Contact Blacklist

Anmia searches hidden services on the Tor network. To access these hidden services, you need the Tor browser bundle. Abuse material is not allowed on Ahmia. See our service blacklist and
report abuse material if you find it in the index. It will be removed as soon as possible.

For more about Ahmia, see indexing information
The Tor Project
Onion service: msydgstiz2kzerdg.onion




4 DarkSearch - The 1st Dark Web = X

< c 0

* according to us :p

& darksearch.io

+

-« DarkSearch

The 1st real Dark Web search engine*

Discover howto make advanced requests (dorks)
NEW: Our Tor address is herel i 2uoxwiv
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4. Tools to get onion
inks from the Dark Web
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* Hunchly
* H-Indexer

@ HUNCHIY

Image Sources: Hunchly
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AutoSave B == HiddenServices - Gautam, Apurv Singh

Home Insert  Pagelayout  Formulas  Data  Review  View  Help 4 Share T Comments

> AutoSum >
Calibri - 3 b Wrap Text Normal E‘ E El % utoSum Ay
Fill~
B I U [E Merge 8 Center ~  § . g 0y Conditional Formatas [CCIHEREN] hec planatory ... Insert Delete Format Sort& Find&  Analyze

Formatting v Table ~ - v v Clear ~ Filter + Select ~ Data

< Format Painter

Clipboard 1 Font 5 Alignment 5 s Cells Editing Analysis  Sensitivity

Last Contacted

Hidden Service Language HTTP StatiLast Up
epynixtbonxndodvadzdegnlamnpuwfzéuwmsamegd(N/A 5 2020-02-17 19:53:39
sde13shfdvbseleefl.onion nAa Never
pegnetighusrp7nanuvnensnt2visshhseuaumdmzt22sN/a 5 2020-10-15 21:11:06
deepdotweb35wvmeydds.onion N/A %5 Never
chanyuyosmacristas.onion N/A 5 Never
teamkden.crackedacccont.onion N/A 5 Never
hackerSq P vhhrbGpcbga N/A 5 2020-12-26 12:46:54
youdonefuckedupnow.onion N/A % Never
amazingd6g5zgey.onionwikitorioweruxu.onion  N/A %5 Never
paoyu7gub72lykuk.onion na 2021-01-08 22:55:56
wiifwsfrtpsitaxk.onion na 5 2021-01-06 13:58:27
whhkfwps2r ianjikfiesricgfcjshisrdmixcN/A 5 2020-04-01 23:13:20
prismsigadanepointone.onion N/A 5 Never
6ofd3xduhedsxqba.onion N/A 5 Never
adduser. 3w2s7tpbSmc7ubsjjnzpdoxvqupjecywzwdxi N/A % Never
shadows7vkjeyjtx.onion en 5 2019-07-1100:21:24 502 - No server or forwarder data received (Privoxy@localhost)
rama.mayonaise.cabbage.tomatoes.onion N/A
3ubvapp suadpar: I VN/A
nwgk3hp7yr jjsnjir N/A
qudvl!evhcmf’favuz]asuklﬁstmqn|vbau2|skh4y2k7pkv N/A
idwh7xvxt ps25ng ibaew N/A
2021-01-09 12:01:03 bkd\rﬂkflfathﬂpvgt!lrggqx4puas]7hcrsa|kuﬂulprkr2 na S 2020-10-28 05:34:21
2021-01-08 bvdsaxizrmgmtgpz5Sbdsxlle2bmaskxTgvnneh7ggs2EN/A 5 2019-06-05 23
2021-01-09 17 uaktgjdjSpUN/A %
2021-01-09 20:29:09 j vnzvegiskhy3x75qt gssziN/A 5 2019-04-22 02:43:56
2021-01-0913:56:17 gy bbwxlr7zsoe qgina 5 2019-09-12 08:30:09
2021-01-0920:03:11 _ jafo JoTgewqTwdi ipdN/A 2020-03-2319:41:20
2021.01:0916:22:35 27283462 1eanxsidfrance.onion NA 5 Never
2021-01-09 16:14: mndgengabt dgsavtadnpvkgjasnl N/A 5 Never
2021-01-09 1 Rjkbgtinvdukcunbtincrtkvetoyadhkvct7oncdzenk64dvN/A 5 Never
yjvtBhhwyafddbgzpgbedrrluaseu37smgkmi3maabty/f N/A 5 2019-04-23 00:43:07
asfjasifadisisfoasfcps.onion N/A 5 Never
vyach3giedsr6526t3uZpthjShw7ynklrindfmBogd3ara7 N/A 5 2020-11-19 02:37:36
ukranian-services.onion na Never
ar fjrswtr r hzoxwkrN/A 5 2019-06-04 10:35:12
2021-01-09 1 qrabu76bzgusfdsjw7mxsslwmksznxnztsedvzbfylwu N/A 5 2019-04-2220:28:29
2021-01-09 2 zphbuai abrelobvoyircystviN/A 5 Never
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"Last Contacted" "Hidden Service" Language "HTTP Status” Title

"2021-01-23 13:48:57" iwggpyxnéqv3b2twpwtyhi2sfvgnby2albbcotcysdSE£7obrlwbdbkyd. onion en 200 "DrChronic - Weed straight from the source."
"2021-01-23 12:12:26" x57cgsirjuhgxwvx.onion en 200 "Onion Dir - Adult"

"2021-01-23 19:42:36" vi2capght3xueg3z.onion en 200 "Tor Digger"

"2021-01-23 09:45:11" ohnhsuercp2uscpl.onion en 200 "Onion Dir - Adult"

"2021-01-23 22:32:29" pé4gcaja32uqg4zivi.onion en 200 "Tor Digger"

"2021-01-23 07:49:38" 4zv23jyh4mt4mciw.onion en 200 "Onion Dir - Adult”

"2021-01-23 14:35:58" rbharaeljjwmft73.onion en 200 "Home Page - Defend WikiLeaks Defend WikiLeaks"
"2021-01-23 23:47:01" iofj2mgrcywhzé3j.onion en 200 "Tor Digger”

"2021-01-23 16:42:47" hlsf2cw74ydhegé6f.onion en 200 "Premium Music Codes"

"2021-01-23 11:31:05" gcf42phévizfmeuz.onion en 200 "Onion Dir - Adult"

"2021-01-23 19:08:58" jjek2rxzSupjébsi.onion en 200 "Tor Digger"

"2021-01-23 20:28:51" iyfyeqrwpijgcxzp.onion en 200 "Tor Digger"

"2021-01-23 22:23:42" stolensamebkp5ny.onion en 200 "Tor Digger"

"2021-01-23 20:54:18" iopx5Spchfdldldwp.onion en 200

"2021-01-23 01:16:11" ypzo35v3nfb7vpnd.onion en 200 "Onion Dir - Adult"

"2021-01-23 23:31:26" viy4ksveqrax675y.onion en 200 "Tor Digger"

"2021-01-23 21:51:18" 3polsotgarff71xx.onion en 200 "Tor Digger"

"2021-01-23 10:38:15" fcd4booz5Swmog3kncé3gf4snToisz45sc7zxtlgngkegb2pvzgowéydgd. onion en 200 "Log in"
72021-01-23 14:15:53" rospravovkdvaobr.onion ru 200 "Cyme anBoKaTH M cynefHEe pemeHuMs - EBCe 34ech 100+ MWUMOHOE pemexHwit — Pocllpasocymue"”
"2021-01-23 14:41:28" wallet777hkéx7ac.onion en 200 Wallet777




5. Tools to scan onion
links
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OnionScan
Onion-nmap

Onioff

Image Sources: OnionScan, Onioff
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6. Tools to scrape data
from the Dark Web
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* TorBot
 TorCrawl
* Onionlngestor

Open Source Intelligence Tool for the Dark Web

Image Sources: TorBot, Onionlngestor
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Custom Operator

Paste Sites

[ Daily Report ]

« Total Screenshots

« Total crawled Onions

* Remaining Cnions

« Top Interesting
Keywaords

+ Most collected from
Sources

* Current Indexed total

« Datetime
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HiddenSite total indexed HTML status

Source : simple-text-file 6 9 Z 0 752 388
Monitor : False | ] blocked - Hidden Sites success - Hidden Sites

Status online Indexed Hidden Sites
Bluetea rk Web top 5 Interesting keywords
HiddenSite
Source : simple-text-file 174 171 165 121 65
Monitor : False rss - Count xml - Count feed - Count blog - Count Blog - Count
Status offline
Blueteam Dark Web Top Interesting Keywords Timeline & Jul 7, 2020 @ 15:23:49.398 to now
HiddenSite .
: . ® rss
30
Source : crawled s ® xml
. 2
Monitor : False 5 | ] . I ® feed
: @ 20 ||
Status offline - il ® blog
E ¢ | | Blog
HiddenSite g " =i RS
: ||||| I "lll :IIIII | I i Fess
e II likd I -
0 L I IIIII II L l I L ll IIIIIII I I || » atom
Source : simple-text-file 2020-07-07 18:00  2020-07-08 0B:00  2020-07-0B1800  2020-07-08 0600 2020-07-0918:00  2020-07-1006:00  2020-07-1018:00 o e
Monitor : False dateAdded per hour
Status online
Blacklisted Keywords

Blueteam Dark
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= . Discover New Save Open Share Inspect

Dec 27, 2020 @ 22:38:39.871 > now

B~ KQL

&+ Add filter

onioningestor v

993 hits
Q Dec 27, 2020 @ 22:38:39.871 - Jan 17, 2021 @ 22:53:46.089  Auto ~
&) Filter by type [ 100
Selected fields 80
H
< _source R
)
Available fields
20
t _id
0
t _index 2020-12°29 00:00 2020-12-31 00:00 2021-01-03 00:00 2021-01-05 00:00 2021-01-07 00:00 2021-01-09 00:00 2021-01-11 00:00 2021-01-13 00:00 2021-01-15 00:00 2021-01-17 00:00
# _score dateFound per 12 hours
t type Time « _source

B dateFound

Jan 17, 2021 @ 13:25:87.360 hiddenService: le7pktdghzé2ncvl2dirlxjoaixekjd2ivhSgjdae3qs7ign2tSvpbad.onion source: simple-text-file type: domain status: offline moniter: false denylist: dateFound: Jan 17,

denylist
& 2621 @ 13:25:07.368 operators.simple-html.status: failed operators.simple-html.content: - operators.onionscan-go.Status: SUCcess Operators.onionscan-go.content.dateScanned: Jan

hiddenSeryice 17, 2621 ® 13:23:38.531 operators.onionscan-go.content.online: false operators.onionscan-go.content.performedScans: web, tls, ssh, irc, ricochet, ftp, smtp, mongodb, vnc, xmpp,

@ monitor bitcoin, bitcoin_test, litecoin, dogecoin operators.onionscan-go.content.webDetected: false operators.onionscan-go.content.tlsDetected: false operators.onionscan-
@ operators.onionscan-go.content. go.content.sshDetected: false operators.onionscan-go.content.ricochetDetected: false operators.onionscan-go.content.ircDetected: false operators.onionscan-
bitcoinDetected
@ operators.onionscan-go.content > Jan 17, 2021 @ 13:22:32.586  hiddensService: lchudify7Sonérql.onion source: simple-text-file type: domain status: offline monitor: false denylist: dateFound: Jan 17, 2621 @ 13:22:32.586 operators.simple-

bitcoinServices.bitcoin_test detected html.status: failed operators.simple-html.content: - operators.onionscan-go.status: success operators.onionscan-go.content.dateScanned: Jan 17, 2621 @ 13:18:32.502

@ operators.onionscan-go.content.

operators.onionscan-go.content.online: false operators.onionscan-go.content.performedScans: web, tls operators.onionscan-go.content.webDetected: false operators.onionscan-
bitcoinServices.bitcoin_test.onionPeers

go.content. tlsDetected: false operators.onionscan-go.content.sshDetected: false operators.onionscan-go.content.ricochetDetected: false operators.onionscan-

¥ cperatare ohionscan-go.content. qo.content.ircDetected: false operators.onionscan-qo.content.ftpDetected: false operators.onionscan-qo.content.smtpDetected: false operators.onionscan-
bitcoinServices.bitcoin_test.
prototocolVersion
> Jan 17, 2021 @ 13:12:01.524  phiddenService: le7pktdghzé2ncv12dirlxjoaixekjd2ivhSgjdaedqs7ign2tsvpbad.onion source: simple-text-file type: domain status: offline monitor: false denylist: dateFound: Jan 17,
t operators.onionscan-go.content.
bitcoinServices.bitcoin test.userAgent 2621 @ 12:12:@1.524 operators.simple-html.status: failed operators.simple-html.content: - operators.onionscan-go.status: success operators.onionscan-go.content.dateScanned: Jan
@ operators.oniensean-go.content. 17, 2621 ® 13:09:59.922 operators.onionscan-go.content.online: false operators.onionscan-go.content.performedScans: web, tls, ssh, irc, ricochet, ftp, smtp, mongodb, vnc, xmpp,
bitcoinServices.biteoin.detected bitcoin, bitcoin_test operators.onionscan-go.content.webDetected: false operators.onionscan-go.content.tlsDetected: false operators.onionscan-go.content.sshDetected: false
@ operators.onionscan-go.content. operators.onionscan-go.content. ricochetDetected: false operators.onionscan-go.content.ircDetected: false operators.onionscan-go.content.ftpDetected: false operators.onionscan-
bitcoinServices.bitcoin.onionPeers
# operators.onionscan-go.content. > Jan 17, 2021 @ 13:8:44.833  piddenService: Lchudify7Son6rql.onion source: simple-text-file type: domain status: offline monitor: false denylist: dateFound: Jan 17, 2621 @ 13:88:44.833 operators.simple-

bitcoinServices.bitcoin.prototacalVersion html.status: failed operators.simple-html.content: - operators.onionscan-go.status: success operators.onionscan-go.content.dateScanned: Jan 17, 2021 @ 13:04:44.754
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* Scrapy

* Tor

* OnionScan
* Privoxy

 Elastic (,\\ ’Scrapy

 Redis (‘
 and many more...

101

Image Sources: Tor Project, OnionScan, Scrapy, Privoxy, Redis



8. Conclusion
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e Little about the Dark Web
e Dark Web forums/marketplaces
* OSINT tools (search engine, onion links, scan onions, crawl

onions)
* Tools to create your own data collection architecture
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Figure out your assets/motives

Try searching for keywords in dark web search engines
Analyze the results

Try using other tools to scan and crawl the data
Create your own tools if needed

Do this on a monthly basis with different keywords
Report to your team through intelligence briefing
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* OSINT Framework - https://osintframework.com/

 OSINT Combine Dark Web Searching -
https://www.osintcombine.com/post/dark-web-searching

» Jake Creps Blog - https://jakecreps.com/2019/05/16/osint-
tools-for-the-dark-web/

* Blogs & White papers by Recorded Future

* White papers by IntSights

* Blogs by Palo Alto’s Unit 42

 White papers by Digital Shadows

* Automating Threat Hunting on the Dark Web and other nitty-
gritty things talk by Apurv Singh Gautam

 Ambly the Smart Darknet Spider talk by Cytisus Eurydice
(@levitannin)
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Thanksl!

You can contact me at:
Twitter: @ASG_ScOrpiOn
LinkedIn: /in/apurvsinghgautam

GitHub Repo: https://github.com/apurvsinghgautam/dark-web-osint-tools s



