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1. Introduction to 
the Dark Web



Clear Web? Deep Web? Dark Web?

Image Source: UC San Diego Library



Accessing the Dark Web

• Tor /I2P/ZeroNet
• .onion domains/.i2p domains
• Traffic through relays

Image Sources: Hotspot Shield, Tor Project, I2P Project, ZeroNet



Relevant site types?

• General Markets
• PII & PHI
• Credit Cards
• Digital identities
• Information Trading
• Remote Access
• Personal Documents
• Electronic Wallets
• Insider Threats

Image Source: Intsights



Product/Services Examples



2. Why focusing on 
the Dark Web?



Why So Serious (Eh! Important)?

• Hacker forums, darknet markets, dump shops, etc.
• Criminals can learn, monetize, 

trade, and communicate
• Identification of compromised assets
• Can potentially identify attacks in

earlier stages
• Direct impacts – PII (Personal Info), 

financial, EHRs (healthcare records), trade secrets
• Indirect impacts – reputation, revenue loss, legal penalties



Why you should care?



Why you should care?



3. Search engine tools 
for the Dark Web



Tools

• Katana
• OnionSearch
• Ahmia Search Engine
• DarkSearch

Image Sources: Katana, OnionSearch, Ahmia, DarkSearch



Katana



OnionSearch



OnionSearch (Contd.)



Ahmia



DarkSearch



4. Tools to get onion 
links from the Dark Web



Tools

• Hunchly
• H-Indexer

Image Sources: Hunchly



Hunchly



H-Indexer



5. Tools to scan onion 
links



Tools

• OnionScan 
• Onioff
• Onion-nmap

Image Sources: OnionScan, Onioff



Onionscan



Onioff



Onion-nmap



6. Tools to scrape data 
from the Dark Web



Tools

• TorBot
• TorCrawl
• OnionIngestor

Image Sources: TorBot, OnionIngestor



TorBot



TorCrawl



OnionIngestor



OnionIngestor (Contd.)



OnionIngestor (Contd.)



7. Tools to create data 
collection architecture



Tools

• Scrapy
• Tor
• OnionScan
• Privoxy
• Elastic
• Redis
• and many more…

Image Sources: Tor Project, OnionScan, Scrapy, Privoxy, Redis



8. Conclusion



What we discussed so far?

• Little about the Dark Web
• Dark Web forums/marketplaces
• OSINT tools (search engine, onion links, scan onions, crawl 

onions)
• Tools to create your own data collection architecture



Tips for getting started in this..

• Figure out your assets/motives
• Try searching for keywords in dark web search engines
• Analyze the results
• Try using other tools to scan and crawl the data
• Create your own tools if needed
• Do this on a monthly basis with different keywords
• Report to your team through intelligence briefing



Resources

• OSINT Framework - https://osintframework.com/
• OSINT Combine Dark Web Searching -

https://www.osintcombine.com/post/dark-web-searching
• Jake Creps Blog - https://jakecreps.com/2019/05/16/osint-

tools-for-the-dark-web/
• Blogs & White papers by Recorded Future
• White papers by IntSights 
• Blogs by Palo Alto’s Unit 42
• White papers by Digital Shadows
• Automating Threat Hunting on the Dark Web and other nitty-

gritty things talk by Apurv Singh Gautam
• Ambly the Smart Darknet Spider talk by Cytisus Eurydice 

(@levitannin)



Thanks!
Any questions?

You can contact me at:

Twitter: @ASG_Sc0rpi0n

LinkedIn: /in/apurvsinghgautam

GitHub Repo: https://github.com/apurvsinghgautam/dark-web-osint-tools


