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INTRODUCTION

The Evolving World of Software Development In the dynamic realm of software development,
integrating security into the development process has become a paramount concern. This
introductory section sets the stage for the journey through the DevSecOps Maturity Model, a
framework that blends development, security, and operations into a cohesive and efficient
workflow. The paragraph emphasizes the changing landscape of software development and the
rising need for security to be a foundational element rather than an afterthought.

Understanding DevSecOps DevSecOps represents a cultural and technical shift in how
organizations approach software development and security. This section defines DevSecOps,
detailing how it extends beyond traditional development practices by embedding security at
every stage of the software development life cycle. It underscores the philosophy of 'security as
code' and its significance in modern software development.

The Need for a Maturity Model As organizations adopt DevSecOps practices, the need for a
structured approach to gauge and enhance their progress becomes clear. This paragraph
introduces the concept of a maturity model in the context of DevSecOps, explaining its role in
helping organizations systematically improve their integration of security into development
processes.

Overview of the DevSecOps Maturity Model The DevSecOps Maturity Model provides a
roadmap for organizations to evolve their practices. This section offers an overview of the
model, outlining its various stages from initial implementation to advanced stages where
DevSecOps principles are deeply ingrained in the organizational culture and workflows.

Key Components of the Maturity Model Delving into the specifics, this part enumerates the key
components of the DevSecOps Maturity Model, such as automation, policy as code, security
integration, monitoring, and feedback loops. It briefly describes each component's role in
enhancing the security and efficiency of the development process.

Challenges and Strategies Implementing DevSecOps is not without its challenges. This section
discusses common obstacles organizations face, such as cultural resistance, tool integration
issues, and skill gaps. It also suggests strategies to overcome these challenges, emphasizing the
importance of leadership, training, and clear communication.

Case Studies and Real-World Examples To illustrate the practical application of the DevSecOps
Maturity Model, this paragraph introduces a series of case studies and real-world examples.
These narratives showcase how different organizations have successfully navigated their
DevSecOps journey, providing insights and lessons learned.

Navigating Forward Concluding the introduction, this section outlines the book's structure,
guiding the reader through the detailed exploration of each stage of the DevSecOps Maturity
Model. It sets expectations for the comprehensive coverage of best practices, tools, and
methodologies that will be discussed in subsequent chapters.
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HADESS

To be the vanguard of cybersecurity, Hadess envisions a world where digital assets are
safeguarded from malicious actors. We strive to create a secure digital ecosystem, where
businesses and individuals can thrive with confidence, knowing that their data is protected.
Through relentless innovation and unwavering dedication, we aim to establish Hadess as a
symbol of trust, resilience, and retribution in the fight against cyber threats.

At Hadess, our mission is twofold: to unleash the power of white hat hacking in punishing black
hat hackers and to fortify the digital defenses of our clients. We are committed to employing our
elite team of expert cybersecurity professionals to identify, neutralize, and bring to justice those
who seek to exploit vulnerabilities. Simultaneously, we provide comprehensive solutions and
services to protect our client's digital assets, ensuring their resilience against cyber attacks. With
an unwavering focus on integrity, innovation, and client satisfaction, we strive to be the guardian
of trust and security in the digital realm.
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DEVSECOPS LAYERS IN SECURITY CONTROLS,
TOOLS, AND PRACTICES THROUGHOUT THE
DEVOPS LIFECYCLE

DavSecOps raprasents the integration of security peactices within 1he DevOps framework, It emphasizes the need far & colabarative
approach batwean developmant, cparations, and secarity teams, This integration is crucial for accelerating delivery, enhancing
software guality, and ensunng reflable services in prodoction. The DevSecOps Maturity Mode! outlines lowr stages of maturity across
%ix major competency areas,

The Stages of DevSecOps Maturity
Beginner

« Focus: Cuttural sivft emphasizing collsboration scross technicsl discplines,
« Charactaristics:

+ Begrning of the DevEecOps journey

» Emphasis on tesm parfarmancs improvamsnt,

» Initiad integration of security practices,

Intermediate

« Foous: Consistent software release with an evolving security integraticn
« Characteristics:
» Reguiar software reloases with some bottienecks and performance lssues.
» Security contrpls start shifting earller in the development process,
« Some fnction amang teams, with security work still concentrated towards the end of the process.

Advanced

« Focus: Efficiont and productive release of high-quality, secum software

« Characteristics:
« Hgh afficiency in soltware devsiopmant and releass.
» Security checkpoints ambeddad throughout 1he software davelopment lifecycle (SOLC).
* Regular release of Secure and rellabie software.

Expert

« Focus: Cutting-cdge practices with deep mtegration of secunty across the SOLC.
+ Characteristics:

» Frequant release of high-quality code, potentially muitiple times per day.

» Deeply embedded secunty controls throughout the SOLC.

« High leved of automation across Developmaent, Operations, and Sacurity,

« Securlty is no longer & siloed domain But an integral part of the eetine process

Key Aspects of DevSecOps Integration

« Collaboration and Sharing: Brealing down sos batwean security and DevOps teams,

= Shift-Laft Security: Inacrating securty sarly in the devlooment process

« Continuous Feedback and Improvement: Leveraging feedback loops for cantinuous enhancement of security practices.
« Automation: Automating security tasks ta increase efficiency and reduce human error,

« Regular and Reliable Redoases: Ensuring that soch relesse is secure and stable.

« Hollstic Security Approach: Consigaring securlty 8t svary stage of the SDLC.

DavSecOps ik not just & set of practices Hut & cultural shift that requires commitmant from all stakehcelders involved in the software

development and deployment process. The journey from Beginner to Expert stage in DevSecOps maturity ewolves a gradual and
consistent ntegration of security practices, tools, and mindsets inta the misting DevOps framewark.
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i A B J IPV - Iv,
Competency: People & Culture

Level Descrnption

« Functicnal teams sdoed

- High riter-toam friction

- NESCam CrDoRrding procassss
« Burnout comman

Beginnar

« Stos breaking down

- Embracing experimentation & transparency
- Onboarding process exists

- Burnout cpenly discussed

Intermaciate

- Continuous colabarstion across 1eams
« Blameless culture

- Comprehensive onboxdng process

- Burnout guickly sddmssed

Advanced

- Crogs-functions teame algned 10 products and services
Expon « High trust, expenmentation, learning culture
- Burnout rare

Competency: Plan & Develop

Level Descrption

- Rigk and secunty not consilared
- High technical debt

-~ Excessive bug fix work

- Code not vakdated

Begrmes

- Limited risk assessment
- Modarate 1echnical debt
« Moderate bag fix work

« Same code yalidation

Irtermeciate

= Threat modeling and nisk assessments
- Low Technical debt

« Low bug flx work

« All code validated

Advanced

- Extensive threat modelinglrisk assessment
- Mirimal technicsl debt

- Nrw fedtura focus

« All code validated automatically

Competency: Build & Test

Export

Level Description
- Manual teshng
- Na code scanning

- NO buikdfsigratura vl cstion
« Limitad core functionaiity testing

Begnner

« Partial tost avtomation

- Partisf code scanning

- Partisd build/signature valigation
« Partia core tunctionality testing

Intermaciate

« High test automation

- Dyramc code scanning

- Significant builglsignature vaidstion
- Significant care Tunctionsity 1esting

Advanced

« Complete test automation

« Comprehensive dynamic code scanning
- Comprehensive bulldsignature valigation
- Comprahenaive cone tuncticrality testing

Competency: Release & Deploy

Expan



Level Description

« Marwad depicyments

- Large, Infrequent relssses

- Na deployment security posture crileris
- Difficult to remedtiste faled daployment

Baginnar

« Partia deployment autamation

« Medium-sized, monthily releases

- Basic deployment securty posture criters

- AcCaptibla felled deployment ramadistion temnes

IMermediate

- High deployment sutomation

« Small, weekly releases

- Detailed deplayment sacurity posture criteria
~ Fasl fodad deployment ramediaticn limes

Advanced

- Full deploymant automation

« Numgrous dally relesses

- Automated deployment fallng
~ Biss o fast forwarnd fixes

Competency: Operate

Lovel Descnption

« Manual provtsianinglcontiguration
- Long capacity planming cycles

- Marus! scaling

- Single avalability rone

Expen

Beginnar

« Partia configurationfprovisianing automation
- OpEx-based capacity planning

- Partist autoscaling

- Muni-avalability 20nwiregion

InMarmacate

« Extensive configuration/provisoning automation
« Capacity planning based on seasonaiity/growth
- Significant autoscaling

- Muttiphe cloud pravidan [ igh avalability

Advanced

- All infrastructure configurations and inatructions inatantiated as code
« Capacity planning based on granular usage trendsjpredictions

- Comprehensive auto-scaling

- Muttiple cloud providers { very high avatabity

Competency: Observe & Respond

Expan

Level Description

- NG Chaos 1esting o red teaming
« Poor patching hyglane

« Na disaster recovery strategy

- Na SLO= formed

Begroes

- Basc chaos 1esting of red teamng
« Basic patching friygiens

« Basic DR strategy

- Basic 5LO0s formed

InMtermediate

- Significant chaos tasting & red 1eaming
- Fast patching

« Comprehensive DR strategy

- 5105 & error budgets favored

Advanced

- Continuous chaos testing & red teaming
- Pstching SLA

- DA plans tested ofton

+ SLOS & error buggets drive decisions

Expert

DevSecOps Maturity Model Measurement
Step 1: Assess Where Your Organization Is



VMialUuiity Dy LOompeiency

Competency Seginner  Intermediate  Advanced  Expert
Culture

Plan & Devalop

Bulla & Test

Operate

Reolease & Daploy

Obszerve & Respond

Step 2: Define Where Your Organization Needs to Go
Target Maturity by Competency

Compatancy Currant Lovel  Target Level (12+18 months)
Culture

Plan & Davelop

Bulld & Test

Operate

Release & Deploy

Observe & Respond

Step 3: Determine How You'll Get There by Prioritizing Initiatives
Initiatives and Ownership

Quarter  Competency initiative Owner
(43 Cuture Q1 Onrw
) Plen & Develop Q1 Qwrssr
(o] Build & Test Q1 Owngr
Q2 Operate Q2 OwnenLeader
Q2 Reloase & Deploy Q2 Owrar
Q2 Observe & Reapand Q2 Ownor
Q3 [Additional Initiatives] Q2 Owner
Overall Maturity Progress
Currant Leved  Target Lavel How We're Getting There
Hegnner Intermeciateiidvanced ®xpert  [Specic Steps and Intiabives|

DevSecOps Metric Costs Customer Revenue
Four Primary Value Drivers

1. Faster, More Agile Delivery and Reduced Tims 10 Market
2. Improved Secunity Posture and Reduced Risk

3. Reduced Operational and Development Costs

£, Improved Customer Experiences and Satisfaction

Metrics

Value Driver Maotrics Costs Custamss Revenue



Faster, More Agile
Dolvary and
Reduced Time 1o
Market

Improved Securtty
Postre and
Revuced Risk

Qparations snd
Derdlopment
Casts

Improved
Customer
Experiences and
Satisfaction

Rolease Froquency, Tima to
Market

Bsues Identified i Dev & OA
Envircernants, MTTOMTTR, FTEs
rvolvnd par Incident

nodentsfOutages, QA Time
fequired to identity, Recreate,
ard Document Defects,
Developer Wait Time, Over-
Provisioning Wnfrastructure

Custoeme Complaint Calls,
Customer Satisfaction, Customer
Share of Wallet, Customer Churn

Tech Support Center Costa,
Engineer Time to Resolve
ncidents, QA Time Required to
idancty, Recraate, and Documaent
Defects, Developer Wat Time

Financial Losses Due to
Perfarmance Degradation or
Security Incidents, Tech Support
Canter Costs, Engineés Tima 1o
Resolve Incidents

Tech Support Conter Casts,
Engineer Teme 10 Aesolve
ncidents, QA Time Required to
Kantty, Recreate, and Document
Defecis, Devalaper Wit Tima,
Over-Fravisioning Infrastructure

Tech Support Center Costs,
Enginesr Tene 10 Rasolve
incidents, QA Time Requirad to
dentdy, Recreate, and Document
Defects, Developer Wit Time

Revenus froem New Customens,
Revenue from Incraads in Share
of Wallat, Reverwe from
Accelerated Time to Market,
Revenue from New Procucts,
Ravenue froen Pricing Innevation

Lost Revenue Due to Cutages,
Ravanue from Reduced Chum,
Revenue from Higher Share of
Waket

Revenue from Reduceo Charn,
Revenue from Higher Share of
Watet

Revenue from New Customers,
Reveniun feoe Incrasss in Share
of Wallat, Reverws from
Reduced Chusn, Revenue from
Higher Share of Wallet

Note:! This tabie cutiines the key metrics, costs, and custamer revenue impacts associated with sach value driver o2 DevSecOps.

Model

Bulkd and
1 Deplayment:
Buikl

Bulkl ara
2 Ceplayment:
Deplayment

Bulkd and
Deplayment:
Patch
Management

Levet 1: Basic Level 2: Adoption .""'W" ebin
undarstanding ot of basic security security
security practices practices practices
Bulding and
testing of artifacts  Pinevng of
Defined bulld process RS artifacts
environments
{none | [ none | [ none |
Signing of art¥acts
[ nore |
Ervironment
Datined depending
Dalined daployment i8sions b stk
: process pacameters
(scrats)
{ nome | [ none | [ none |
Irwentory of Inventary of Roling updsie
depaendencies running aetitacts on daploymant
[ nooe | [ none | [ none |
Blun/Geoen
Daployment
{ none |
A patch polcy Is Automated FRs for Wightiy: Bl
dalined patches S
(trass images)
| nore | | none | | none |
Usage at a short

maximum Hetime for
Images

s e

Level 8
Lovel 4: Very Advanced
Wgh adoption deployment of
of security sacurity
practices practices at
scale
SBOM of
Y . Signing of code
[ nore ] [ none |
Evaluation ot the  Handowar of
trust of used confidential
components parameiers
[ nore | {none |
:Tm artitaca of
erwironments taggles
[ nore | [ nhone |
Usageof a
Reduction of the  muaxdmum
attack surfacs litetime for
Images
[ none | { none |



Culture and
4 Organlzation:
Dwsign

Culture and

5 Qrganization:
Education and
Guidance

Culture and
L] Organization:

Implementation:

Implementation:
Development
wnd Sourcs
Control

Implementation:
9 Infrastroctiog
Hardening

9 rryYYw'g

Conduction of simple
threst modeling on
technical lovel

Canduction of
advanced threat
madaling

{ none |
Ac-Hoc Securdy

travings for softwane
deveiopers

{nono |

Reward of good
communication

Simple mob hacking

Canductinn of
coflaborative security
checks wirth
developers and system
administrators

{none |

Definition of simple
BCOR practices for
critical components

App. Hardening Lavel 1
{80%)

{none |

App. Hardering Level
3

[ nore |

{ noow |

MFA for admins

I noew ]

Basolne Hardening of
the arwironment

Information
Security Larpets
A% COMMUNICate0

[ none |

Craation of
sdyanced sbuse
slocias

[ none |

Secunty
consulting on
request

[ none |

Security code
raviaw

Algning security
in teams

[ none |

Appeoval by
reviewing any new
version

[ none |

Comaxtuadized
Encoding

[ nane |

Source Controf
Protection

[none |

Smple access
coneral for
syatems

[none ]

Isolatad natworks
for virtua
environments

Conduction of
simple throat
medelng on
business level

[ none |

Each team has
8 secuny
champean

[ none |
Conduction of
busda-it,
Dewak-it, fiv-nt
comosts

[ none |

Conduction of
collsborstive
beam scurity
checks

[ none |

Definition of 8
change
management
process

[ none |

App.
Harderirg
Lavel 1

[none )

APt Gesign

[nona ]

Usage of edge
ancryption at
transit

[none ]

MFA

Creation of
simple sbuse
stories

Regular secunty
training for all

Conduction of
War Games

App. Hardaning
Level 2 (78%)

gtignore

{ nooe |

ApPACations e
running n
virtualized
erwironments

[ nors ]

Usage of an
securlty account

threat
modeling

PIocesses and
standards

traning of
security
champilons

Security-
Lessaned-

Regular
security
Tranng for

App, Hardening
Level 2

Loca
dovelapment
linting & style
checks
porformad

inone|

Backup

1 none |

Usage of
encryption at
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13

Infarmation
Gathering:
Logging

Information
Gatharing:
Monitoring

Test and
Verificstion:
Applcation tests

{hore |

Usage of test and
production
errironments

{none |

Linstation of systam
evants

{ nome |

Hardening of the
Emdranment
[none |

WIAF Advanoced
{nore |
Centralized system
logging

{ none |

Pl logging concept

[ nore |

Simple applcation
melirics

{nona ]
Visuskzed metrics
{ none |

Targetod alerting

[ nome |

Malrics s combined
wiih tests

Security uret 1ests for
imporiant components

[ none |

Simple tase positive
traatment

{none |

IMegraton of
wilrsealality issoRs
into the developenant
process

{none ]

Treatment of all
dafects

L none |

Virtual
wnyviionmaents am
limated

[ none |

Ruie Dased
authentication and
authorization

[ nane |

Producton near
svironmants are
used by
cevelopers

[ none ]

Logging of
SeCUMy events

[ none |

Sample bodgot
metncs

[ none |

Advanced
svailability and
slabality mstrics

[ none |

Advanced apg,
metrics

[ none |

Security
Integration tests
for important
components

[ none |

Treatment of
defacts with
sevarity nigh or
higher

[ none ]
Troatment of
dedects with
severity middle

[ none |

Lnone )

Fliter outgong
trathic

[ none ]

Usage of
interrsd
encryption at
trarsit

[ none )

Usage of o
chacs monkey

[none ]

Visualized

[ none |

Smple system
metrics

[ none |

Audit of
system evants
[ nona |
Coverage and
control

medncs

[ none |

Smoke Test

[ none |

Smple
visualization
of defects

[ none |

Usage of a3
vulnaratiiity
managamont
system

[ none |

L NoMe |

Immutabie
infrastructure

Usage of
security by
catault for
components

[ none |

WAF medium

[ nore |

Camrakazsd
applcation
logging

Alerting

Deactivation of

| none |

Defense metncs

[none |

High coverage
of sacurity
relsted module
and integration
tests

[ none |
Generation of
Patch

Managamant
Statistics

[ nore ]
Advanced
visualization of
delects

{ hone §

Infrastructure
a3 Code

{none |

WAF baseline

| none |

architecture

{ none |

Carrelation of
security events

{none |

Manitoring of
costs

Groeping of
metrics
{none |

Screans with
melric
visualization

[ nona |

Genaration of
Resporsa
Ststistics

[ none |

Rupeoducible
dofoct tickots



Tost and
Yentication
Dyramvc depth
far spplicstions

Tost and
Vertication:
Dyramyc depth
fof infrastructure
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Test and
Verificstion:
Static deph for
Applcatians

Tast and
Verification:
Static depth for
infrastructure

1

Test and
18 Verification
Test-intensity

Tools

Git Secrets Management Tools

Lhene )

Coverage of client side
dynamic components

{noow ]

Coverage of sequential
operations

{none ]

Test for exposed
services

{ none |
Load tests

Software Compositon
Analysis (server side)

Static analysis for
Important client side
COMPONRNts

{nore |

Statie analysls for all
components/libranes

| none |
Test for stored secrets

{none |

Test the definition of
virtuall zed
sendranmesats

Test foc known
vulrerabilities
{nore |

Default settings for
intensity

Simple Scan

[ nans |

Usage of muitiple
scanners

[ none ]

Test network
segmentation

[ none |

Tast for unuses
Resources

[ nane |

AP Besign
valication

[ nane |

Statio anaiysis for
oll self written
COMPONerts

[ pane |
Stylistic anatysis
[ none |

Test cluster
deplayment
asOuUnces

[ none |

Analyze logs

[ none |

Test of
infrastructure
Componants foe
known
vulnerabiities

[ nane |

Usage of
different rofes

[ none §

Coverage
analysis

[none ]

Tast of the
configuration
of cloud
envirenments

[ none |

Static analysis
for impartam
Borver aide
componants

[ none )
Usage of
multiple
analyzers

[ nona |

Tast for image
Itetime

[ none )

Test for
malware

[ none |

High tast imaenalty  Regular 1ests

[ nane |

Coverage of
Nddan
endpoints

[ nore |

Covarage of
service to
serice
communication

[ nors |
Test for

unauthorized
Installation

[ nore |

Lecal
development
security chacks
pertormad

Dead code
elimination

Test of
virtualized
srwironmenis

[ none |

Tast for new
Image version

Deactivating of
urmneeded tests

Coverage of
marne eput
YACIors

[ nene |

Weak password
test

{ nooe |

Software
Composition
Analyss (chent
slde)

{ none |

Exclusion of
soufte code
duplicates

Tast the cloud
configuration

{none |

Correlate
krdran
vuirerabilities
in
infrastruciure
with naw image
versions

{none |

Creation and
application of &
testing concept

{ none |



git-secrets

+ Description: AWS lsbs tool prevesting you from committing sacrels to 8 git repostory
« Uses Method: PFravents accidensal commit of sensitive Infarmation 10 git repositones.
» Suggested Maturity Model: Early to Matwe stages of DevSecOgps implamentation,

git-hound

« Description: Searchas secrets in git
» Uses Method: Scans git repositories for secrets and sensitive information.
« Supgesied Maturity Model: Mature DevSecOps practices.

Threat Modeling Tools
goSDL

+ Description: Secunty Developmant Lifecycle checklist.
« Uses Mathod: Provides & checkEst lor integrating security o the developmant Hacysie.
» Suggested Matunty Model: Early stages of DevSecOps implemantation.

ThreatPlaybook
« Description: Thieat medaling as code.

» Uses Method: Enablos coddied threat madeling far better Integration Into DevOps.
» Suggested Maturity Model: Intermediate 1o Mature stages.

Threat Dragon

» Description: OWASP Threat modedng tool.
+ Uses Method: Offers a visual tool for threat modefing in software development.
« Sugyestad Maturity Model: Any stace of DevSecOps matunty

Secrets Management
GitLeaks

» Description: Gitlesaks Is 2 scanning tool for cetacting hardcodea secrets,
« Uses Mathod: Scans repositorias for secrets and sensitive infarmation.
+ Suggested Maturity Model: Intarmediate to Mature stages.

ggshield

« Descniption: GitGuardian shiold (ggshield) is 2 OLI application that runs in your iooal eevironment o in a Cl erwironment and
helps you detect more than 350+ types of sacrets end sensitive files,

« Uses Mathod: Locat and Cl anvironment scanning for sacrats

* Suggesied Maturity Model: Matura DevSecOps practices

0SS and Dependency Management



+ Description: CycloneDX format for SEOM.
« Uses Method: Provides a standard format for softwaes bill of materials
« Suggestad Maturnity Model: Intermediate 10 Malure STages.

Snyk

*« Description: Scans and moritors your projects foe security yulnacabilities,
» Uses Mathed: Continuous scanning and monitarng of project dependencies,
* Suggested Matunity Model: Early to Matuee stages af DevSecOps implomentation,

SAST (Static Application Security Testing)

Brakeman

+ Description: Brakeman is 8 static snslysis tool which checks Ruby an Raiis spplcations for security vulnerabilities.
+ Usas Method: Static code analysis for Ruby on Rails spolicstions,
» Suggested Maturity Mode!: Intermediate 10 Malura stages.

Semgrep
« Description: Hi-Quality Open source, works on 17+ langusges,

« Uises Mathod: Stetic code analysis scross multiphs programming Snguages
« Suggesied Maturity Model: Any stage of DevSecOps matunty

DAST (Dynamic Application Security Testing)

Zap proxy

« Desorption: Zap proxy pravding vancus docker contaimers for CHCD pipeline.
« Uses Mathod: Offars dynamic appication securty testing, paticularty for wab apolications,
» Suggested Maturity Model: Intarmediate 10 Mature stages

Wapiti

« Description: Light pipedine ready scanning tool
« Uses Mathad: Dynamic secwity scannng of wob applications.
« Suggested Maturity Model: Intermediate to Mature stages.

Continuous Deployment Security

1. SecireCodeBox
* URL: Sscurelocelox
« Description: Toolchain 10 Continuous scanning of apoications and Infrastructune
» Usas Method: SCa
» Sugpested Maturity Model: Advanced Cantinucus Scanning Ingegration
2. OpenSCAP
« URL: QpenSCAR
« Dascription; Open Source Security Complancs Sclution,
« Uses Mathod: ascap
« Sugpested Maturity Model: Compliance and Security Standards Enfarcement

3. ThreatMapper
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« Description: Munts for vulnerabiities in production platfcrms, ranking them beted on risk-of-expioit,
« Uses Mathod: kube-hunter

» Suggested Maturity Medel: Real-tme Wirerabiity Assessment

Kubernetes

1. KubiScan
* URL: KublScan
» Dascription: A ool for scanning Xubermetes cluster far risky permissions.
+ Usos Method: Kubizcan
« Suggasted Meturity Modal: Parmission Management snd Risk Assessmant
2. Kubeaudit
« URL: Kabeaucit
» Dascription; Audit Kubernetes clustans for various secunty concerns.
« Uses Method: kube-audit
» Suggestad Maturity Model: Comprebansive Clustar Auditing
3. Kubescope
* URL: Kubesraps
« Dascription: First open-source tool for testing Xubameles deployment acoording to NSA-CISA and MITRE ATTECKS.
* Uses Method: kubeacape
« Suggested Maturity Medel: NSA-CISA Complidnce and Secuty Testing

Continuous Deployment Security

1. SecureCodeBox
+ URL: SecursCodedcos
» Description! Toclchain for cantinuols scanning of applications and Infrastructurne.
» Uses Method: 5C8
+ Suggested Maturity Model: Advanced Cantinuouws Scanning Integration
2. OpenSCAP
» URL: QoenSCAR
» Dascription: Opon Source Security Complance Sclutian.
» Usos Method: oscan
« Suggested Maturity Model: Compliance and Security Standards Enforcemant
3, ThreatMapper
« URL: ThoeaiMasna:
« Dascription;: Hunts far vuinerabiiltss in production platferms, ranking them based on risk-of-expioit,
« Uses Method: kube-huntar
« Suggested Maturity Model: Real-tme Vuinerablity Assessment

Kubernetes

1. KubiScan
* URL: KubiSsan
« Description; A ool for sconning Kubarmetes cluster far nsky permissions,
« Uses Mothod: Kudiscan
« Suggested Maturity Model: Permission Management and fisk Assessment
2. Kubseausdit
* URL: Kuoeaudit
» Description: Audit Kubemetes clustens fof various sacurty concerns,
» Uses Mathod; kube-sudit
« Suggested Maturity Medel: Comprehensive Cluster Auditing
3. Kubescape
+ URL: Kubescape
« Dascription: First open-source tool for testing Xubemetes deployment according to NSA-CISA and MITRE ATTECKS,
« Uses Method: kubescape
« Suggested Maturity Modal: NSA-CISA Complance snd Securty Testing
£, kubeseo
* URL: kubeses
» Description: Security risk analy=s for Xubernetes resources.
+ Uses Method: kubesec
« Suggested Maturity Medel: Kubsenetas Résourcs Sacurity Analysis
5. kube-bench
* URL: kuba.banch
« Description: Kubernetes tenchmarking tool.
* Uses Method: Kubiscan



* Sugoestiad Maturity Medael: Xubsenetes Compllance Benthmarkiag
0. kube-score
» URL: kubaascars
» Description: Static code analysis of your Kubernetes abject defintians.
* Uses Method: kube-score
« Suggested Maturity Medel: Coda Quality and Security Scoring
7, kube-hunter
« URL: kubasbuater
« Description: Active scanner for Kubernetes (purple teaming),
« Uses Method: kube-hunter
* Suggested Maturity Model: Actae Vulnerability Sesaning
4. Calico
« URL: Galica
« Dascription: Open source netwarking and network security solution for containers.
* Uses Method: Calico
» Sugoested Maturity Model: Netwark Security and Maragement
4. Krane
« URL: Kia08
« Description: Simple Kubernetas SBAC static analyss tool.
+ Uses Method: krane
« Suggested Maturity Model: Rcle-Based Access Control Analyss
10. Starboard
+ URL: Stachosnd
» Description: integrates security tools outputs nto Kubermetes CRDs.
» Uses Method: starhoard
« Suggested Maturity Model: Security Yool Inegration and Reporting
11. Gateleeper
« URL: Gasekasies
= Desacription: Opan policy agant gatekeepar for Kubermates.
» Uses Method: gatekeeper
« Suggested Maturity Model: Policy Enforcement and Maragement
12. Inspelktor-gadget
+ URL: spakior-gacgut
« Description: Collection of tools for debuggng and inspecting Kubemates.
« Uses Method: inspector
« Suggested Maturity Model: Debugging and Inspection Toolset

Containers

1. Harbor
« Description: Trusted cloud native regisiry project.
* Uses Mothod: Harboe
» Suggested Maturity Modal: Container Raglstry Secunty
2. Anchore
» Description: Centralized service for inspection, analysis, and cerfification of container images,
* Uses Method: Anchore
« Sugoested Maturity Modal: Cantaines Image Anstysis and Cartification
3. Clair
» Dascription: Docker yulnerability scanner
* Uses Method: Clar
« Sugpested Maturity Model: Containes Vulnersbifty Scanning
4. Deopfence ThreatMapper
» Description: Powerful rantima vuirarabilty scanner for Kubernetes, virntusl mechines, and serveriess.
« Uszes Method: TheecatMapper
» Suggostied Maturity Model: Aurtime Vulnerabilty Scarming
5. Docker Bench
« Description: Dockir banchmarking sgeinst Cis.
« Uses Mothod; Dockaer Banch
« Suggested Maturity Model: Docker Security Benchmarking
6. Falco
» Doscription: Container runtime protection.
» Uses Method: Falco
« Suggested Maturlty Medel: Surtime Securty Moeitering
7. Yrivy
« Description: Comprahensive scanner for viulnerabiities in contairer images.
» Uses Method: Trivy
« Suggested Maturity Medel: Containes image Vainerabiity Scanning

O Mabasss



« Description: Docker signing.
» Uses Method: Notary
* Sugpestad Maturity Model: Cantanes Image Signng
9. Casign
» Dascription; Container signing.
« Uses Method: Cosign
» Sugpested Maturity Model: Secure Comtainer Signing
10, Watchtowar
« Description; Updates the running version of your comainerized spp
» Uses Mathod: Watchtawar
» Suggested Maturity Model: Continuous Container Update Management
11 Grype
» Description: Vulnerability scanner for container images and fllesystems.
« Uses Method: Grype
« Sugpested Maturity Model: Comprehensive Cantainer Scanming

Multi-Cloud

1. Cloudsploit
« Dascription; Detection of securnty risks in cloud infrastructurg,
« Uses Mothod: Cloudspion
« Suggested Maturity Mcdel: Cloud Securty Rsk Assessment
2. ScoutSuite
« Description: NCCgroup mullicloud scanming tool
» Uses Mothod: ScoutSuite
« Suggested Maturity Model: Multicioud Secirity Scanning
3, CloudCustodisn
« Description: Maticloud security analysis framework.
» Uses Method: CloudCustodian
« Suggested Maturity Medel: Cloud Securty Governance
4. CloudGraph
« Dascription: GraphQL APl + Securfty for AWS, Azure, GCP, and K83,
» Uses Method: CloudGranh
« Suggested Maturity Model: Cloud Resource Visualization and Security

5. Steamplpe

= Description: Query your cloud, code, logs & mane with SQL. Open-sowrce beachmarks & dashboads for sacurity & insights,

» Uses Method: Steamppe
« Suggested Maturity Model: Cloud Data Querying and Socunty Insghts

AWS

1, Deagoneys
» Description: Dragoneye indery AWS scanner.
* Uses Method: Dragoosye
« Suggested Maturity Model: AWS Security Scanning
2. Prowler
« Description: Command line tool for AWE secwrity assessment, auditing, hardening, and Incident respanse.
« Uses Method: Frowder
» Sugogested Maturity Madel: AWS Security Assessment and Audting
3. AWS nventory
» Description: Melps 10 discover all AWS resources crestad in an account.
» Uses Method: AWS inventocy
» Suggested Maturity Model: AWS Resaurce Managemant and Security
£ PacBot
« Description: Policy as Code Bot {Paclol)
« Uses Method: PacBot
» Suggested Maturity Modal: Policy as Coda far AWS
5. Komissr
» Description: Monitoring dashboard for costs and security.
* Uses Method: Komiser
« Suggested Maturity Model: AWE Cost and Security Manitering
G. Clougsplaining
» Description: IAM analy=s framewmork,
» Uses Method: Cloudsplaining
« Sugpested Maturity Model: AWS IAM Securlty Analysis
7. BlectricEye
o Dascrintion: Comtintssusly manitee viiuer AWS sardicss ar eonfioaratiang



» Uses Method: ElectricEye
« Suggosted Maturity Medel: Cantinuous AWS Security Maonitoning
4. Cloudmapper
» Dascription: Helps you! analy2e your Amazon Web Services amdronmants,
« Uses Mathod: CloudMapper
« Suggested Maturity Model: AWS Envirooment Analyses
9. Cartegraphy
+ Description: Consaldates AWS infrastructure assats and the relstionships betwoen them in an intuftive graph
« Uses Mathod: Cartoarsphy
« Suggested Maturity Medel: AWS Assel Visuakzation snc Menagement
10, Policy Semry
» Description: IAM Least Prvilege Policy Generator,
« Uses Method: Policy Sentry
» Suggestad Maturity Model: AWS 1AM Policy Optimization

... tand 30 on for each tool in the AWS category)
Google Cloud Platform

1. Forsati
« Description: Complex secunty archestration and scanning platform.
* Uses Method: Forseti
« Sugoested Maturity Medel: GCP Security Orchastration
2. GCP Insights
« Description: Visuatze GCP Inventory and permissions through refationship graphs.
+ Uses Method: GCP Insights
» Suggested Maturity Model: GCP Security Visualzation
3. GCP Compllance
» Description; Creck comgliance of GCP canfigurations 10 security best practices.
» Uses Method: GCP Complance
« Suggested Maturity Model: GCP Compllance Assessment

Microsoft Azure

1. Azure nsights
« Deoscription: Visualze Azure mwventory and permissions through relationship graphs,
« Uses Mothod: Azuie Insights
« Suggested Maturity Medel: Azure Secarity Visualization
2. Azure Compliance
» Description: Check compliance of Azure configurations to secunty best practices
» Uses Method: Azure Compliance
+ Suggested Maturity Model: Azure Complance Assessment

Policy as Code

1. Open Policy Ageat [OPA)
+ Doscription; Genersl-purpose policy engine far unified, context-gware policy enforoament scross the stack,
« Uses Mathod: OPA
» Suggested Maturity Model: Croas-Platform Pollcy Enforcement
2, Kywarno
» Dascription; Polcy engine cesigned for Kubesnates.
* Uses Method: Kyverno
» Suggested Maturity Model: Xubsrnetes Policy Management
3. Inspec
« Dascription: Open-source testing framewark for infrastructure with language tor compliance, securty, and polcy
regurements.
+ Uses Method: Inspec
» Sugoestad Maturity Medal: nfrastructure Compliance Testing
4, Cloud Formation Guard
» Description: Clowd Formation policy as code.
» Uszes Method: CF-Guard
» Suggested Maturity Model: AWS CloudFormation Pokcy Management
5. CNSpec
« Dascription; Clowd -rative and powarful Pelicy as Code enging for security and compliance S3sesament across varkus
Infrastructures.
+ Uses Method: CNSpec
» Sugicested Maturity Model: Mulli-infrastructure Securily Asssssment



Chaos Engineering

1. Chaos Mesh
+ Description: Clowd-nstive Chaos Engneering platform that ofrchestrates chaos on Xubemstes soyvironments
« Uses Mathod: Chacs Maesh
« Suggested Maturity Model: Xubernates Resilience Tasting
2, Chaos Maonkey
» Dascription; Randomly terminates instances n production to ensure service resfience.
« Uses Method: Chaos Mornkey
» Suggestad Maturity Model: Production Reslience Assurance
3. Chaos Engine
» Doscription: Toot designed to Intermittently destroy or degracde application resources in coud Infrastruchure.
« Uses Method: Chaos Engine
« Suggested Maturity Model: Coud Infrastructse Reslience Testng
4. Chaoskube
» Description! Test how your system bahaves undar arbitrary pod falures,
= Uses Method: Chacskube
+ Suggested Maturity Model: Xubernetes Fod Fallre Testing
. Kuba-invaders
» Description: Gamified chaok englineering tool for Kubeermins,
» Uses Method: Kube-irvaders
» Suggested Maturity Model: Kubernetes Gamified Reslianca Testing

Infrastructure as Code Security

w

1. KICS
» Description: Checkmarx security testing coensource for Infrastructure as Code (laC).
« Uses Method: KiCS
« Sugpested Maturity Model: Open Sowrce |aC Securlty Testing

2. Checkoy
» Description: Static code anaiysis tool far Indrastructure-as-cooce.
» Uszes Method: Checkov
» Suggested Maturity Model: Static Code Anatysis for laC

3. thsec
« Description: Uses static analysic of Tarraloerm tamplatas 1o spot potential security issues
« Uses Mothod; tsec
« Suggested Maturity Model: Terraform Security Analyss

4 terrascan
» Description: Static code anslyzer for Infrastructure as Code.
» Uses Mathod: terrascan
« Suggested Maturity Medel: iRC Code Scanning

5. clisec
+ Description: Scans CloudFormation configuration fles for security issues.
» Uses Method: cfsec
« Suggested Maturity Medel: CloudFormation Securlty Scanming

G, cfn_nag
= Dascription: Looks for insecure patterns In CloudFormation,
» Uses Method: cfn_nag
« Suggested Maturity Medel: CloudFormation Pattern Analysis

7. Sysdig laC Scannar Action
« Dascription: Scans your repassory with Sysdig (AC Scannar and reports winersdiites.
« Uses Mathod: Sysdig laC Scanner
« Suggested Maturity Model: Repasitory Vulnerability Scanning

8. Terratorm Compliance for AWS
» Description: Chacks compliance of Terraform configurations to AWS sscunty besl practices.
» Uses Mathod: Tarratarm Comgliancs
» Suggested Maturity Model: AWS Terraform Compliance

9, Terralorm Complience for Azure
» Description: Chacks complisnce of Tecraform configurations to Azure sscurity best practioss
» Uses Method: Terraform Complhance
» Sugoested Maturity Model: Azure Terrafarm Complance

10. Terraform Compliance for GCP
» Description: Checks compliance of Terratorm configurations to GCP security best practices,
» Uses Method: Terraform Complance
+ Suggested Maturity Model: GCP Terraform Campliance
11, Terraform Compliance for OCi



« Dascription: Chacks compliance of Terraform canfigurations ta OCI security bast peactices.
« Uses Mothod:; Taerrafarm Complance
« Suggested Maturity Model: OCI Terratorm Compliance

Orchestration

1. StackStorm
« Description: Platform for Integration and automation across services and tools supporting event-drven security.
» Uses Method: StackStorm
* Suggestad Maturity Model; Event-Davan Securlty Automation
2. Camunda
« Description: Waorkflow and process automation.
* Uses Method: Camura
« Suggested Maturity Medel: Process Automation Tor Security
3. DefectDojo
» Description: Security orchestration and yulnerabilily managemen! piatfom
« Uses Method: DafectDojo
» Suggested Maturity Model: Vulnerability Management Orchestration
4 Faraday
« Description: Security suile for Secirity Orehesirstion, vuinerabifty management, snd cemrasized ndormation,
« Uses Method; Faracly
« Suggested Maturity Medel: Comprabensive Security Orchastration

Controls
Development Environment

Security Control: Secure Code Training

« Description: Traming developers In secura Coding 10 reduce secunty bugs and enhance sysiem design,
« Control{s): CISB, APRAZ34, NIST BOD-538, S50F1.1, 1S027001

Security Control: Source Code Versioning

« Descripgtion: Using Versien Control Systams 1or peer raview, auditabio history, and consistant work pattarns,
« Control{s): APRA234, CiS8, ISM 0S50, ISOZ700%, NIST 800-538, SSDF1.1

Security Control: .gitignore

« Description: Praventing accidantal cammits of sansitive data with .gitgnore Nles.
+ Control{s): APRAZ3G, CIS8, NIST 800-528, SSDFLY

Security Control: Pre-Commit Hook Scans

« Descrigtion: Using Pre-Commit Hooks for security scans to provide timely faecback and pravent vuinarabikties.
« Control{s): APRAZ34, CI58, NIST BO0-538, SSOF1

Security Control: Commit Signing

« Descrption: Signing all commits to verdy authar authenticity,
« Control{s): APRA234, C:S8, NIST 800-538, SSDF11

Security Control: IDE Plugins

« Description: Implementing IDE plugins to highlght security issues i real-time.
« Control{s): APRAZ34, C58 NIST 800-538, SSDF11

Security Control: Local Software Composition Analysis

+ Description: Finding and fixing fbranes with known security ssues
« Control{s): APRA234, CIS8, ISM GSD, ISO27001, NIST B800D-538, SSDF11



~Security Control: Local static Loae Analysis

+ Descrption: identifying and resohang sacunty vuineratiities in source code,
« Control{s): APRAZ34, CISE ISM GSOD, ISO27001, NIST BOO-538, SSDF1.1

Security Control: Local Sensitive Data Analysis

« Description: Auditing repositories for secrels, cradentist, and AP keys
« Control{s): APRAZ34, CISE ISM GSO, 1SO27001, NIST BOO-538, SSDF11

Security Control: Application Baseline

« Description: Cragting & comprehensive *recipe” for bulding spplications considaring nak, commplisnce, and techrical
Components
« Control{s): APRAZ34, CiS8 ISM OS50, NIST 800-538, S50F1)

Source Code Management (SCM)

Security Control: Source Code Management

+ Description: Using centralized SCM systems like Bitbucket, GitMub, or Getlab.
« Control{s): APRAZ34, C:SE ISM GSO, 1ISO27007, NIST B00-538, SSDF11

Security Control: User Roles

+ Description: Creating unique wser and team roles for takored source code access.
« Cantral{s): APRAZ34, IS8 ISM G50, NIST 800-538, 55DF11

Security Control: SSH

« Description: Accassing repositories using SSH protocol instead of HTTPS,
« Cantral{s); APRAZ34, CIS8, ISM GS0, NIST 800-538, 550F11

Security Control: GPG Key

« Description: Adding & GPG key 10 SCM providers for identity verification
« Cantral{s); APRAZ34, CIS8 ISM GS0, NIST 800-538, 550F11

Security Control: Multi-Factor Authentication

« Description: Enauring MFA is used for SCM interactions
« Cantral{s): APRAZ34, CIS8 ISM G50, NIST 800-538, 55DF11

Security Control: Server Side Git Hook

« Dascription: UtBzing sarver-aice git hooks fof sutomatic scans,
« Controlis): APRAZ34, CISE NIST 800-538, SEDF1.1

Security Control: Developer Collaboration

« Descrgtion: Using collabaration tasis for gozumaenting softwane changes.,
« Controlis): APRAZ34, CISE NIST EO0-538, SEDF1.Y

Security Control: Pull Requests

« Descrgtion: Enforeng pull or merge requasts for coda wrification,
« Control{s): APRAZ34, CISB, ISO27001, NIST B0O-538, SSDFLY

Security Control: Peer Reviews

« Descrigtion: Enforcing peer revieas 1o enhance code quality and secunty.
» Control{s): APRAZ34, CISE, 1ISOZ7001, NIST B0O-638, SSDFLY



Security Control: CODEOWNERS

« Descrption: Creating & COOEOWNERS file to identify repository cwners.
+ Control{s): APRAZ34, CI58, ISOZ700, NIST 800-5638, SSDFLY

Security Control: SECURITY.md

« Descrption: Creating a SECURITY.md file for reporting securily Issues.
« Control{s): APRA234, CIS8 1SC27001, NIST B0O-538, S50A1LY

Security Control: .github Repository

« Descrption: Creating & .githud repesitory for stancaeo flles across the organizatian,
« Control{s): APRA234, CI58 1SC27001, NIST B0O-538, S50A1Y

CI/CD Pipelines and Automation

Security Control: CI/CD Pipeline

« Descrgtion: Implemanting & CYCD pipeing for continucus Insegration and deplaymant
« Control{s): APRAZ34, CISE ISM GSD, 19027001, SSDF1.

Security Control: Application Environments

» Description: Creating separate anvironments for deveiopmaent, staging, and production,
« Control{s): CISE, ISM GSD, ISO27001, SSOF11

Security Control: Application Data Separation

« Description: Enauring data separation batwean dewtast and production anvionments
« Control{s): CISE, ISM GSD, I1SO27001, SSOF1.1

Security Control: CIJCD Administration

« Descnption: Endorcing user ar team roles for CI\CD pipalinge managemant.
« Control{s}: CISE, ISM GSD, 1IS027001, SSOF1.1

Security Control: Credential Store

« Description: Creating @ secwre place for stoving sensitive cradentials.
« Control{s): APRAZ34, CiS8 ISM GSD, RIST 800-53.2b, SSDF1Y

Security Control: Centralized Software Composition Analysis

» Descnption: Scanning source code for vuinerable libranes from within a CD stage.
« Control{s): APRAZ234, CISB, ISM GSD, 1S027001, NIST BOO-E3 2a, SSOFLY

Security Control: Centralized Static Code Analysis

« Dezcrption: Scanning source code for vuinerabllities from within a CO stage.
+ Control{s): APRA234, CIS8, ISM GSO, ISOZ7001, NIST BOO-E3.2b, SSOF1Y

Security Control: Centralized Sensitive Data Analysis

+ Description: Scanning source code for secrets and credentials from within 3 CD stage.
« Control{s): APRAZ34, CiS8 ISM GSD, ISO2Z7001, NIST BOO-538 SSDF1A

Security Control: DAST

« Descnption: Scanning running applications for vulnerabilities.
« Control{s): CISE, ISM GSD, 1SO27001, NIST 800-538, SSDF11



Security Control: Transient Test Compute

« Desoription: Ensuring up-to-date compute rezources in CiCO pipelines
« Control{s): CISE, ISM GS0, 15027001, SSOF1.Y

Security Control: Harden Transient Compute

+ Desoription: Hardering transient compute resources used in pipelines.
« Control{s): CIS8, ISM GSM, ISM GOSH_ SS0OF11

Valid SSL Certificate

+ Desoription: Croote and use a vaid S50 certificate for each spplication URL, or implement a wildcard cert.
« Control{s): APRA234, CIS8, ISM GSD, ISO27001, NIST 800-538, SSDF1.1

Encrypt Traffic

« Description: Encrypt sll iraffic that's public facing
« Control{s): APRAZ3A, CISB, ISM GS0, ISO27001, NIST BO0-638, SSDF1.1, DSOMM: Infrastruciurm Hardening Laval 1

Redirect to HTTPS

« Description: Configure web service 10 rediract all nbeund reguests 1o port B0 1o the secure HTTPS endpoint,
« Control{s): CISE, ISM GSD, 1ISO27001, NIST 800-53E, SSDF11, CSOAMM: Appication Hardening Leved 1

HSTS

» Description: Enable HSTS in your websarver, load balncer or CON
« Control(s): CISE, ISM GSD, IS027001, NIST B00-53B, SSDFL1, DSOMM: Appication Hardening Level 1

CcsP

« Description: Enable content security policy (CSP) in the websarver, losd balancer or CON,
« Control{s): CISE, ISM GSD, 1IS027001, NIST 80D-538, DSOMM: Application Hardening Loval 1

Use Current Software

» Description: Use the most rcent versions of application componsats, langusges, Iramowores and aperating systems.
« Control{s): CISE, ISM GSD, 1ISO27001, SSDF1.1, DSOMM: Appication Hardening Lewved 1

Alternative Deployment

» Dascription: Have tested and working alterative way 1o deploy changes 10 your application othes than using your standard
process with GitHub or Bitbucket in case they go down. This must inciude the ability to push to PROD from local in emergencies.
« Control{s): CISE NIST 800-538, SSOF11

security.txt

« Desonption: Create a security.txt file in the root of your application so people know how 10 contact you about security issues.
« Control{s}): CISE, ISM GSD, SSDF1Y

X-Forwarded-By

« Descnption: Configure your webservers, oad bafancers & web proxies to Include the X-Forwarded-8y: header.
+ Control{s): APRAZ34 ATM D-2-d-, CIS8, NIST BOD

Logging

+ Description: Collect application jogs in realtime and send to centralized storage or SIEM.
« Control{s): CISH 1511, APRAZIA 15M GSM, NIST BUO, SSDF11, DSOMM: Logging Levs| 1

WAF



« Description: Implement 2 web apnhication firewall {WAF) to peotect your application from known attacks.
« Control{s): APRAZIA, CIS8 NIST §500-532a

CDN

« Descrption: Use a content delivery netwark {CON| whenover passibie to add avaliabilty ang security t0 your appications
« Control{s): APRAZI4, C:58, ISM GN, NIST 800-53,2a, CSOMM: Appication Hardering Loved 1

Harden Operating System

+ Desoription: Harden operaling system usng industry bast practicss from CIS, 1SM, etc.
= Control(s): CISH, ISM GSM, ISM GOSH, SSDF1.1

Encrypt Storage

« Desorption: Encrypt all filesystems, disks and cloud storage.
« Control{s): CISH, NIST 800-500, SSOFLL, DSOMM: wrastructure Hardening Level 1

SBOM

« Description: Generate a rea-time software oil-of-matenials {SEOM).
« Control{s): CIS8, ISM GSD, NIST 800-536, SSDF1.L DSOMM Build Level 2

Monitor Application

+ Description: Mortor your application in real-time 5o you know when s state changes for the worss (or better]. This moudes
uptima, performances and sacurlty monitoring
« Control{s): CISB, NIST 800-558, SS50F1.1, DSOMAY Monsoring Lavals 1 - 4

Cloud Security Posture

« Descrgtion: If your application is depioyed W the cloud or Lses cloud native services then a salution should ba employed o
verdy that those cloud resources are secure and follow best practices,

« Control{s): CISE, NIST 800-538, SSOF1
Centralized Container Analysis

« Description: Scan any containers bullt for deployment for vulnerabiliting,
« Control{s): APRAZ34, CIS8, ISM GSD, 1ISO27001, NIST 800-63 24, SSDF1.1, DSOMM: Build Level 2

laC

+ Description: Use infrastructure as code to bold a¥ application ermironments,
« Control{s): CI1SE, ISM GSM, ISM GOSH, SSOF1.1, DSOMM: Infrastructure Hardening Level 3

TLS13

+ Description: Use TLS 1.3 mstead of sarber vorsons. TLS 1.2 is sti¥ akay, but you shoulat enable 1.3 soon as s more secure than
any of the eardier versions,
« Control{s): APRAZ34, CISE I1SM GS0, 1IS027001, NIST BEOD-538, 5SDF1.Y

Organizational Techniques

Penetration Testing

+ Description: Have your appfication pentestied regulary
« Control{s): CISE ISM GSD, NIST 800-638, SSDF1Y

Threat Modeling

+ Description: Build a collaborative way for developers and security staff to understand the threat landscape for an individan!

e ientinn



« Control{s): CISE, 1SM GSD, NIST 800-53B8, SSDFLY, DSOMM Dazigning Lavals 1+ 4

SIEM

« Descrigtion: Impl it & SIEM and send all application, wystem and cloud logs to it
« Cantrol{s): CISE, NIST 800-558, S50F11

Attack Surface Management

« Description: ientilfy public 1acing MsSowrces via automation
« Control{s): CISE, NIST 800-558, SS50F1.1, DSOMAM. Logging Leval 4, DSOMAM! Dynamic Depth for Applications Lovel 2

Sovereignty

« Descrigtion: Require that all code is written in, stared i, or otharaise servad fram a lecation angiar sovereignty that aligns with
your arg's requirements
« Control{s): ISM GCSR. 1502700

Vulnerability Disclosure

« Description: Create and pubish a set af procedures to %t peaple contact you when they find security issoes in your apn.
« Control{s): CISE, ISM GSD, SSDF1Y

Bug Bounty

+ Description: Setup a bug bounty program 1o incentivize security researchars to tell you abaut vuinerablites they find.
» Control{s): CISE, ISM GSD, NIST 800-538, SSOF1Y

Licensing
« Description: Track Scensing of all saltware that your crganczations uses or depends on. Utikze a lloense tracking solution to

enable searching for Fcanss types
= Control{s): ?

Vuinerability Aggregation and Management

« Description: Implement & system that agoragates vunerstilty dats from mulliple tocls and allows Leams 10 proritize, collaborate
on, #nd Manage the flecycs of said vulnerabilities,
« Control{s): CISE, ISM GSD, SSDF1Y















