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WHAT IS DPDP ACT

[t applies to the

processing of digital

The Digital Personal Data

Protection (DPDP) Act.
2023 is India‘s first data

protection act.

personal data of data
principles within the
territory of India

collected.

[t applies if its collected
online or offline and later
digitized.




MINISTRY
OF
SECURITY

TERRITORIAL SCOPE w

e Processing within the territory of
India.

® Processing outside India in
* connection with any activity

related to offering goods and
C} MATERIAL SCOPE

Personal data that is

services within India.

collected in digitised form.
Personal data that is

collected in non-digital form

4 and digitised.
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These are individvals whose personal
data is gathered and processed

.(equivalent to a data subject).
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Any person who chooses the purpose

either independently or in collaboration

‘ and means of processing personal data
Q‘:, with others.
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A person registered with the Data
Protection Poard, who acts as a
single point of contact to enable a
Data Principal to give, manage,
review and withdraw their consent
through an accessible, fransparent,

and interoperable platform.
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Individvals will have the right to seek more

information on how their data is
processed, and the data fiduvciary will make
this information available in a clear and

vnderstandable way.
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Individvals will have the right to correct
inaccurate/incomplete data and erase data

that is no longer required for processing.
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Individvals will have the right 1o use
readily available means of registering a

grievance with a data fiduciary.
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Individuals can nominate any other
individvals to exercise these rights in the

event of death or incapacity.
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PENALTIES

There are penalties for non—compliance of the -

provisions by data fiduciaries up 1o INR250 crore.

Some of these are:
e Preach in observance of duty of data principal up
to INR10.000
e [ailure to notify the data protection board and
affected data principals in the event of a personal
data breach is up o INR200 crore.
e Preach in observance of additional obligation in

relation to children up to INR200 crore.
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To Process in India
Persona| da+4 of non-
residents under foreign
Contract.
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AMBIGUITIES

Children's Data -The definition
of the detrimental effect on

well-being of a child as a result
of processing their Personal

Data has not been specified.
Preach Notification— Absence of a

defined timeline for notifying a Personal
Data breach to the Data Protection Roard
and the affected Data Principal(s).

Data Principal Request timeline— The
Act has not specified a timeframe for

Data fFiduciaries to respond to any Data

Principal requests.

Publicly available data- The Act exempts .
any Personal Data that is made available :
publicly, but it does not clarify if the
information is made available to public

can be used for processing or can be
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