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Overview

Welcome to the ultimate preparation guide for the CompTIA A+ Core 1 examination!

This book is designed to help candidates solidify their understanding of the topics and concepts required for the
CompTIA A+ Core 1 exam. With meticulously crafted practice questions based on the latest exam objectives, this book

aims to bridge the gap between learning and application, ensuring you are well-equipped to tackle the real exam.

Inside the Book, you will find over 600 practice questions covering every topic in the CompTIA A+ Core 1 syllabus.

Each question is structured to test your understanding, recall, and application of key concepts.
How to Use This Book

Start Early: Begin your preparation as early as possible. This will give you ample time to go through all the practice

questions and understand the explanations.

Regular Practice: Make it a habit to solve a set number of questions daily. This regular practice will ensure that the

concepts stay fresh in your mind.

Review Mistakes: Pay special attention to the questions you get wrong. Understand the explanations and avoid making
the same mistakes in the future.

Simulate the Exam Environment: Take the mock tests under exam-like conditions to get a feel of the real exam.
Questions are Sorted by Domain

In this CompTIA A+ Core 1 Practice Questions & Answers Book, questions are meticulously organized based on the
Core 1 domains. This structure ensures that you're able to focus your study efforts on specific areas of knowledge, one
domain at a time. Whether you're looking to bolster your understanding of hardware, networking, mobile devices,
virtualization, and cloud computing, or hardware and network troubleshooting, you'll find a dedicated section of
questions tailored to each domain. This targeted approach not only enhances the effectiveness of your study sessions
but also provides a clear roadmap for your preparation journey, allowing you to methodically progress through each

domain and monitor your readiness for the actual exam.

Remember, consistent practice and understanding of concepts are the keys to success. The CompTIA A+ Core 1 exam
is a stepping stone to a rewarding IT career, and with the right preparation, you can confidently ace it. Dive into this
book, practice diligently, and you'll be well on your way to becoming CompTIA A+ certified!



Domain 1 - Mobile Devices Questions

1.

A technician is tasked with replacing a laptop's HDD with an SSD. Which of the following steps should the
technician take FIRST?

A.
B.
C.
D.

Install the operating system on the SSD.
Backup all data from the HDD.

Check the SSD's compatibility with the laptop.
Format the SSD.

A user reports that certain keys on their laptop keyboard are malfunctioning. What's the MOST likely solution?

A.
B.
C.
D.

Replace the entire laptop.
Update the keyboard drivers.
Replace the malfunctioning keys.

Replace the entire keyboard.

Which of the following components would MOST likely require a technician to disassemble a laptop?

A.

B.
C.
D.

External USB drive
Wireless mouse
RAM

External monitor

A user wants to upgrade their laptop's RAM for better performance. Which of the following should the
technician consider FIRST?

A.

B
C.
D

The speed of the RAM.

. The size of the RAM.

The type of RAM is compatible with the laptop.

. The brand of the RAM.

A technician is installing a new wireless card in a laptop. Which of the following tools would be MOST

appropriate for this task?

A.

B.
C.
D

Crimper
Toner probe
Phillips screwdriver

Punch down tool



10.

11.

A user is concerned about physical security when using their laptop in public places. Which of the following
would BEST address this concern?

A.

B.
C.
D

Install a firewall.
Use a strong password.
Enable biometrics.

Install an antivirus.

Which of the following is a primary benefit of migrating from an HDD to an SSD in a laptop?

A.

B.
C.
D.

Increased storage capacity.
Faster data access speeds.
Enhanced audio quality.

Improved display resolution.

A technician is tasked with replacing a laptop's HDD. After installation, the laptop fails to recognize the new
drive. What could be the MOST likely cause?

A.

B.
C.
D.

The HDD is not compatible with the laptop.
The laptop's battery is drained.

An SSD was installed instead of an HDD.
The laptop's RAM is faulty.

A user reports that their laptop's touch screen is not responding. Which of the following components should a

technician inspect?

A.
B.
C.
D.

Touch screen digitizer
RAM

SSD

Keyboard

Which of the following laptop components is MOST likely to be damaged due to a liquid spill?

A.

B
C.
D

HDD

. RAM

Keyboard

. Display

A technician is replacing a laptop's keyboard. Which of the following connectors is the technician MOST likely

to encounter?

A.
B.
C.
D.

SATA
HDMI

USB

Ribbon cable



12. A user wants to upgrade their laptop's storage. Which of the following would offer the BEST performance

13.

14.

15.

16.

improvement?

A.

B.
C.
D.

Replacing HDD with SSD
Installing an external USB drive
Upgrading the wireless card
Replacing the battery

Which of the following is a common reason for replacing a laptop's battery?

A.

o 0w

The battery is not holding a charge.
The laptop's display is malfunctioning.
The laptop is overheating.

The laptop's audio is not working.

A user reports that their laptop often disconnects from the WiFi network. Which component should a technician
inspect FIRST?

A.

B
C.
D

RAM

. SSD

Wireless card

. Keyboard

A technician is tasked with upgrading a laptop's RAM. Which of the following precautions should the technician

take?
A.

B
C.
D

Use a magnet to hold screws.

. Work on a carpeted surface.

Use an antistatic wrist strap.

. Keep the laptop plugged in.

Which of the following components, when upgraded, will MOST likely improve a laptop's gaming performance?

A.

o N w

Keyboard
Wireless card
RAM

Battery



17.

18.

19.

20.

21.

22.

23.

A user wants to ensure their laptop's data remains private when working in public spaces. Which of the
following components would BEST address this concern?
A. Nearfield scanner
SSD
Physical privacy screen
External USB drive

o N

A technician is replacing a laptop's display. Which of the following connectors should the technician be cautious
of?

SATA

HDMI

WiFi antenna connector

USB

oNwp

Which of the following is the BEST reason to replace a laptop's HDD with an SSD?
A. To increase storage capacity.

To improve battery life.

To enhance audio quality.

o 0w

To speed up boot times.

20. A user reports that their laptop is overheating. Which of the following components should a technician
inspect FIRST?

A. RAM

B. Battery

C. Cooling fan

D. SSD

A technician is tasked with installing a biometric device on a laptop. Which of the following is the technician
MOST likely installing?

A. A new display

B. A fingerprint scanner

C. A new keyboard

D. A new SSD

A user wants to upgrade their laptop's storage. Which of the following connectors should the technician be
familiar with?

A. HDMI

B. VGA

C. SATA

D. USB
Which of the following components, when faulty, is MOST likely to cause a laptop to fail to boot up?

A. Keyboard



24.

25.

26.

27.

28.

29.

B. RAM
C. External USB drive
D. Display

A technician is replacing a laptop's wireless card. Which of the following precautions should the technician take
to ensure the safety of the laptop's other components?

A. Use a magnet to hold screws.

B. Work on a carpeted surface.

C. Disconnect the battery.

D. Keep the laptop plugged in.

A user reports that their laptop's camera is not working. Which of the following components should a technician
inspect?

A. RAM

B. SSD

C. Wireless card

D. Webcam

A technician is replacing a laptop screen. Which type of display is known for its wide viewing angles and
accurate color reproduction?
A. TN
B. OLED
C. VA
D. IPS
Which mobile display component is responsible for capturing images and videos?
A. Touch screen
. WiFi antenna connector

B
C. Camera/webcam
D

. Inverter

A user reports that their smartphone's touch screen is not responding. Which component might be
malfunctioning?

A. LCD

B. WiFi antenna connector

C. Touch screen/digitizer

D. Microphone

Which display type is known for its deep blacks and can be found in high-end smartphones?
A. LCD
B. OLED
C. VA



30.

31.

32.

33.

34.

35.

36.

D. TN

A technician is asked to replace a laptop's display. The user wants the best color accuracy. Which display type

should the technician recommend?
A. TN

B. OLED

C. VA

D. IPS

Which of the following display types is known for its fast response time but not necessarily for its color accuracy?

A. IPS
B. OLED
C. TN
D. VA

Which display type is primarily used in televisions and offers better contrast ratios than LCDs?
A. OLED

B. IPS

C. TN

D. VA

A user wants to upgrade their laptop screen to a display that consumes less power and offers better contrast.

Which type should they consider?
A. TN

B. OLED

C. IPS

D. VA

Which component is responsible for converting DC power to light in some laptop screens?
A. Touch screen/digitizer

. Inverter

B
C. WiFi antenna connector
D

. Microphone

A technician is troubleshooting a laptop with a dim screen. Which component, if faulty, might be the cause?

A. Touch screen/digitizer
B. Inverter

C. WiFi antenna connector
D.

Camera/webcam

Which display type uses organic compounds to produce light and can be made flexible?

7



IPS
OLED
TN
VA

oNwp

37. Which of the following display types is best suited for gaming due to its fast response time?
A. IPS
B. OLED
C. TN
D. VA

38. A user wants to improve the security of their laptop. Which physical component can they add to achieve this?
A. WiFi antenna connector
B. Touch screen/digitizer
C. Biometrics

D. Inverter



39.

40.

41.

42.

43.

44,

Which display type is known for its ability to produce true blacks by turning off individual pixels?
A. IPS
B. OLED
C. TN
D. VA

A user's laptop screen displays colors inaccurately. Which type of display is most likely installed in the laptop?
A. IPS
B. OLED
C. TN
D. VA

Which of the following is NOT a type of LCD?
A. OLED
B. IPS
C. TN
D. VA
A technician is asked to install a feature that allows a user to unlock their laptop using their fingerprint. Which
component should the technician install?
A. WiFi antenna connector
B. Touch screen/digitizer
C. Biometrics
D.

Inverter

Which display type is known for its high refresh rates and is commonly used in gaming monitors?
A. IPS

B. OLED

C. TN

D. VA

A user reports that their smartphone's touch screen is responding to touches even when they aren't touching it.
Which component might be malfunctioning?

A. LCD

B. WiFi antenna connector

C. Digitizer

D. Microphone



45.

46.

47.

48.

49.

50.

51.

Which of the following display types can be made transparent and is used in some innovative tech products?

A.

B
C.
D

IPS

. OLED

TN

. VA

Which of the following is a feature of the VA display type?

A.

B.
C.
D.

Wide viewing angles

Fastest response time

Best color accuracy

Better contrast ratios than TN and IPS

A technician is setting up a new mobile device for a user. Which of the following connection methods would be

used to connect a drawing pad to the device?

A.

B.
C.
D

NEC
Lightning
Port replicator
USB-C

Which of the following is NOT a connection method for mobile devices?

A.

B.
C.
D

USB-C
Hotspot
HDMI
Bluetooth

A user needs to quickly transfer data between two mobile devices in close proximity. Which connection method

should they use?
A. NFC
B. USB-C
C. Lightning
D. Serial interfaces

Which of the following accessories would be best for video conferencing on a mobile device?

A.

B.
C.
D.

Speakers
Touch pens
Webcam

Docking station

A user wants to expand the number of ports available on their mobile device. Which accessory should they use?

10
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Port replicator
Trackpad
Webcam

Touch pens

52. Which connection method would be used to charge most modern Android mobile devices?

A.

B.
C.
D.

Lightning
USB-C
microUSB
miniUSB

53. A user wants to connect their mobile device to an external display. Which of the following is NOT a suitable

connection method?

A.

B.
C.
D.

HDMI
NEFC
USB-C
Lightning

54. For a user who frequently misplaces their mobile device, which accessory would be most beneficial?

A.

B.
C.
D

Nearfield scanner features
Biometrics

Docking station

Webcam

55. Which of the following connection methods would be most suitable for a high-speed data transfer between a

mobile device and a computer?

A.

B.
C.
D

Bluetooth
NFC
USB-C
Hotspot

56. A graphic designer wants to use a mobile device for digital art. Which accessory would be most suitable for this

purpose?
A. Trackpad/drawing pad
B. Webcam
C. Speakers
D. Port replicator

57. Which connection method allows mobile devices to communicate without any physical connection?

A.
B.
C.

USB-C
Lightning
NEC

11



58.

59.

60.

61.

62.

63.

D. Serial interfaces

A user wants to connect their mobile device to a car's audio system. Which of the following is the most common
method?

A. NFC

B. Bluetooth
C. USB-C

D. Lightning

Which accessory would be best for taking notes on a touchscreen mobile device?
A. Webcam
B. Speakers
C. Touch pens
D

Docking station

A user wants to mirror their mobile device's display to a larger screen. Which connection method would be most

suitable?
A. NEC
B. Bluetooth
C. HDMI
D. Hotspot

Which of the following is NOT a typical use for a docking station?
A. Expanding the number of ports
B. Charging the device
C. Enhancing the device's audio
D. Drawing digital art

A user wants to quickly share a photo with a friend's mobile device. Which connection method would be the

fastest for this purpose?

A. NFC

B. Bluetooth
C. USB-C

D. Lightning

A user's mobile device is running out of storage space. Which connection method would allow them to quickly
transfer large files to a computer?
A. NEC
B. Bluetooth
C. USB-C
D. Hotspot

12



64.

65.

66.

67.

68.

69.

Which of the following accessories would be least likely to be used with a mobile device?
A. Webcam
B. Speakers
C. Docking station
D. GPU

A user wants to connect their mobile device to a projector for a presentation. Which connection method would

be most suitable?

A. NFC

B. Bluetooth
C. HDMI

D. USB-C

Which connection method would be most suitable for a user who wants to listen to music on their mobile device

without disturbing others?

A. NFC

B. Bluetooth
C. USB-C

D. Lightning

A user wants to connect multiple peripherals to their mobile device. Which accessory would allow them to do
this using a single connection?

A. Trackpad

B. Docking station

C. Webcam

D. Touch pens

Which of the following is a wireless connection method that allows for quick data transfers between devices in

close proximity?

A. USB-C

B. Lightning

C. NFEC

D. Serial interfaces

A user wants to connect their mobile device to an external keyboard. Which of the following connection methods

would NOT be suitable for this purpose?

A. NFEC

B. Bluetooth
C. USB-C

D. HDMI

13



70. A user is traveling to a remote location with limited cellular coverage. Which feature should they enable on their
mobile device to share internet access with their laptop?
A. Bluetooth
B. NFC
C. Hotspot
D. GSM

71. An executive needs to synchronize their corporate email on their mobile device. Which of the following is the
most secure method to achieve this?
A. Manual email configuration
B. Mobile device management (MDM)
C. Public WiFi
D. Bluetooth pairing

72. A user's mobile device is not updating the email, calendar, and contacts from their Microsoft 365 account. Which
of the following could be the reason?
A. The device is not connected to a 5G network.
B. The device does not have a GPS signal.
C. The account setup for synchronization is incorrect.
D. The device's NFC feature is turned off.

73. A technician is setting up a new mobile device for a user. Which of the following is NOT a data type that typically
synchronizes with a corporate account?
A. Photos
B. Music
C. Contacts
D. Calendar

14



74.

75.

76.

77.

78.

79.

80.

A company wants to ensure that mobile devices have two-factor authentication enabled for accessing corporate
applications. Which solution should they implement?

A. Mobile application management (MAM)

B. Mobile device synchronization

C. Mobile device management (MDM)

D. Global Positioning System (GPS)

A company wants to ensure that only approved applications are installed on corporate mobile devices. Which
solution should they implement?
A. Mobile device synchronization
B. Mobile application management (MAM)
C. Hotspot
D. NEFC

Which of the following is NOT a typical data network type for mobile devices?

A. 2G

B. 4G

C. GSM
D. WiFi7

A user wants to share files between their mobile device and computer without using any cables. Which of the
following should they enable?

A. Global System for Mobile Communications (GSM)

B. Bluetooth

C. Preferred Roaming List (PRL)

D. 5G

Which of the following is a wireless data network that can be enabled or disabled on a mobile device?
A. 3G

NEC

Lightning

USB-C

N

A user is concerned about the security of their data while using public WiFi hotspots. Which feature can help
secure their data transmissions?
A. Bluetooth
B. NEC
C. VPN
D. GSM

Which of the following mobile device features allows for contactless payments?

15



A. Hotspot
B. NFC

C. Bluetooth
D. GSM

81. A company wants to ensure that mobile devices automatically receive IP addresses when connecting to the

corporate network. Which service should be enabled?

A. DNS
B. DHCP
C. MDM
D. MAM

82. A user is trying to pair their mobile device with their car's audio system. Which of the following technologies is

typically used for this purpose?

A. NFC

B. GSM

C. Bluetooth
D. Hotspot

83. Which of the following is a primary benefit of using mobile device management (MDM) in a corporate
environment?
A. Faster internet speeds
B. Enhanced GPS accuracy
C. Centralized control over mobile devices
D.

Improved Bluetooth pairing

84. A user wants to transfer photos from their mobile device to their computer without using the internet. Which of

the following is the most appropriate method?

A. GSM

B. Hotspot
C. Bluetooth
D. NFC

16



85. A technician is asked to ensure that a user's mobile device can only install applications from a corporate app

store. Which solution should they implement?

A.

B.
C.
D

Mobile application management (MAM)
Mobile device synchronization

Hotspot

NFC

86. Which of the following services uses satellites to determine the precise location of a mobile device?

A.

o 0w

Cellular location services
Hotspot

Global Positioning System (GPS)
Bluetooth

87. A user is traveling abroad and wants to ensure they don't incur excessive data charges. Which feature should

they monitor on their mobile device?

A.

B.
C.
D

NFC
Data caps
Bluetooth
Hotspot

88. A company wants to ensure that lost or stolen mobile devices can be remotely wiped to protect sensitive data

which solution should they implement?

A.

B.
C.
D

Mobile device synchronization

Mobile application management (MAM)
Mobile device management (MDM)
NEC

89. Which of the following is a benefit of using mobile application management (MAM) in a corporate environment?

A.

o N w

Improved GPS accuracy

Centralized control over mobile applications
Faster internet speeds

Enhanced NFC capabilities

17



90. A user wants to connect their mobile device to their computer to transfer files. Which of the following connectors
might they use?
A. GSM
B. NFC
C. USB-C
D. Hotspot

91. A technician is asked to configure a mobile device so that it can print to a nearby printer. Which technology

should they enable on the mobile device?

A. NEFC

B. Bluetooth
C. GSM

D. Hotspot

92. A user is concerned about potential eavesdropping when using their mobile device for voice calls. Which feature

can provide secure voice communication?

A. GSM

B. Hotspot

C. NFC

D. Encrypted voice call

18



Domain 1 - Answers & Reasoning

1. Answer: B. Back up all data from the HDD.
Before making any hardware changes, especially storage devices, it's crucial to back up all data to prevent
potential data loss. If something goes wrong during the replacement, the data can be restored from the backup.

2. Answer: D. Replace the entire keyboard.
Reason: Individual malfunctioning keys can be a sign of a faulty keyboard. While individual keys can
sometimes be replaced, it's often more efficient and reliable to replace the entire keyboard to ensure consistent

performance.

3. Answer: C. RAM
Reason: RAM modules are typically located inside the laptop's main body. To access or replace them, a
technician would usually need to open the laptop, unlike external devices like USB drives or external

monitors, which can be connected without opening the device.

4. Answer: C. The type of RAM is compatible with the laptop.
Reason: Not all RAM modules are compatible with all laptops. Before considering other factors like speed or
size, it's essential to ensure that the RAM type (e.g., DDR3, DDR4) matches the laptop's specifications to ensure
compatibility.

5. Answer: C. Phillips screwdriver
Reason: Laptops are typically assembled using Phillips head screws. To access internal components like a
wireless card, a technician would need a Phillips screwdriver to open the laptop's casing.

6. Answer: C. Enable biometrics.
Reason: Biometrics, such as fingerprint or facial recognition, provide an additional layer of security to prevent

unauthorized access to the laptop, especially in public places.

7. Answer: B. Faster data access speeds.
Reason: SSDs (Solid State Drives) are known for their faster data access speeds compared to traditional HDDs

(Hard Disk Drives). This makes the system more responsive and reduces load times.

8. Answer: A. The HDD is not compatible with the laptop.
Reason: If a laptop fails to recognize a newly installed drive, one of the primary reasons could be compatibility
issues. It's essential to ensure that the HDD or SSD is compatible with the laptop's specifications before

installation.

19



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

Answer: A. Touch screen digitizer.
Reason: The touch screen digitizer is responsible for detecting touch inputs on a laptop's screen. If the touch

screen is not responding, the digitizer might be malfunctioning or damaged.

Answer: C. Keyboard.
Reason: Liquids can easily seep through the keys and damage the underlying circuits of a laptop keyboard.
Thus, keyboards are highly susceptible to damage from liquid spills.

Answer: D. Ribbon cable.
Reason: When replacing a laptop's keyboard, technicians often encounter ribbon cables. These cables connect
the keyboard to the motherboard, allowing for data transmission between the two.

Answer: A. Replacing HDD with SSD
Reason: SSDs offer faster data access speeds compared to traditional HDDs, leading to a significant

performance improvement.

Answer: A. The battery is not holding a charge.
Reason: Batteries have a limited lifespan and can degrade over time. When a laptop's battery no longer holds a

charge, it's a common reason to replace it.

Answer: C. Wireless card
Reason: If a laptop frequently disconnects from WiFi, the wireless card, which manages wireless connections,

should be inspected first.

Answer: C. Use an antistatic wrist strap.

Reason: When working with sensitive electronic components like RAM, it's essential to prevent static
electricity discharge, which can damage the components. An antistatic wrist strap helps ground the technician,
reducing the risk of static discharge.

Answer: C. RAM
Reason: For gaming performance, RAM plays a crucial role. Upgrading RAM can significantly improve the

laptop's ability to handle resource-intensive games.

Answer: C. Physical privacy screen
Reason: A physical privacy screen limits the viewing angles of a laptop's display, ensuring that only the person

sitting directly in front of the screen can see its contents. This helps maintain data privacy in public spaces.

Answer: C. WiFi antenna connector
Reason: When replacing a laptop's display, technicians should be cautious of the WiFi antenna connector, as

it's often attached to the back of the display panel.

Answer: D. To speed up boot times.

20



20.

21.

22.

23.

24.

25.

26.

27.

28.

Reason: SSDs have faster data access speeds than HDDs. This leads to quicker system boot times and overall

improved responsiveness.

Answer: C. Cooling fan
Reason: Overheating issues in laptops are often related to the cooling fan. If the fan is malfunctioning or

clogged with dust, it can't effectively cool the system, leading to overheating.

Answer: B. A fingerprint scanner.
Reason: A biometric device for laptops typically refers to a fingerprint scanner, which provides an additional
layer of security by using the unique fingerprint of the user for authentication.

Answer: C. SATA.

Reason: When upgrading a laptop's storage, the technician should be familiar with SATA connectors, as they
are commonly used for internal storage devices.

Answer: B. RAM.

Reason: Faulty RAM is one of the primary reasons a laptop might fail to boot up. If the RAM is malfunctioning
or not seated correctly, the laptop may not start.

Answer: C. Disconnect the battery.
Reason: When replacing the internal components of a laptop, it's essential to disconnect the battery to prevent

any electrical damage or short circuits.

Answer: D. Webcam.

Reason: If a laptop's camera isn't working, the webcam component should be inspected or replaced.

Answer: D. IPS.
Reason: IPS (In-Plane Switching) displays are known for their wide viewing angles and accurate color
reproduction, making them suitable for tasks that require precise color accuracy.

Answer: C. Camera/webcam.
Reason: The component responsible for capturing images and videos on mobile devices is the camera or

webcam.
Answer: C. Touch screen/digitizer.

Reason: If a smartphone's touch screen isn't responding, the touch screen digitizer, which detects touch inputs,

might be malfunctioning.
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29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

Answer: B. OLED.
Reason: OLED (Organic Light Emitting Diodes) displays are known for their deep blacks because they can
turn off individual pixels, resulting in true black colors. They are commonly found in high-end smartphones.

Answer: D. IPS.
Reason: For the best color accuracy in a laptop display, an IPS (In-Plane Switching) panel is recommended due

to its superior color reproduction and wide viewing angles.

Answer: C. TN
Reason: TN (Twisted Nematic) displays are known for their fast response times, making them suitable for

gaming. However, they may not offer the best color accuracy compared to other display types.

Answer: A. OLED
Reason: OLED (Organic Light Emitting Diodes) displays are primarily used in televisions and provide better

contrast ratios than LCDs because they can produce true blacks by turning off individual pixels.

Answer: B. OLED
Reason: OLED displays consume less power and offer better contrast compared to other display types, making
them a suitable upgrade for those looking for these benefits.

Answer: B. Inverter
Reason: The inverter is responsible for converting DC power to light in some laptop screens, especially those
with CCFL backlighting.

Answer: B. Inverter

Reason: A faulty inverter can cause the laptop screen to appear dim or not light up at all.

Answer: B. OLED
Reason: OLED displays use organic compounds to produce light, and they can be made flexible, allowing for
bendable or foldable displays.

Answer: C. TN
Reason: TN displays are preferred for gaming due to their fast response times, which reduces motion blur in

fast-paced scenes.
Answer: C. Biometrics
Reason: Adding biometric components, like fingerprint scanners or facial recognition systems, can enhance the

security of a laptop by ensuring that only authorized users can access it.

Answer: B. OLED
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40.

41.

42,

43.

44.

45,

46.

47.

48.

49.

50.

Reason: OLED displays can produce true blacks by turning off individual pixels, resulting in deeper contrast

ratios.

Answer: C. TN
Reason: TN (Twisted Nematic) displays are known for their fast response times but can sometimes display

colors inaccurately compared to other display types.

Answer: A. OLED
Reason: OLED (Organic Light Emitting Diodes) is not a type of LCD (Liquid Crystal Display). OLED use
organic compounds to produce light, while LCDs use liquid crystals.

Answer: C. Biometrics
Reason: Biometric components, such as fingerprint scanners, allow users to unlock devices using their unique

biological characteristics.

Answer: C. TN
Reason: TN displays are known for their high refresh rates, making them suitable for gaming monitors.

Answer: C. Digitizer
Reason: The touch screen or digitizer is responsible for detecting touches. If it malfunctions, it might register

touches even when the user isn't interacting with it.

Answer: B. OLED
Reason: OLED displays can be made transparent and are used in innovative tech products due to their unique

properties.

Answer: D. Better contrast ratios than TN and IPS
Reason: VA (Vertical Alignment) displays are known for their better contrast ratios compared to TN and IPS
displays.

Answer: D. USB-C
Reason: USB-C is a common connection method for modern devices, allowing for fast data transfer and

charging.

Answer: B. NFC
Reason: NFC (Near Field Communication) is a wireless communication method for devices in close proximity,

not a data network type.

Answer: A. NFC

Reason: NFC allows for quick data transfers between devices that are in close proximity to each other

Answer: D. Webcam
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52.

53.

54.

55.

56.

57.

58.

59.

60.

61.

Reason: A webcam is essential for video conferencing, allowing users to transmit video during calls.

Answer: A. Port replicator
Reason: Port replicators or docking stations expand the number of ports available on a device, allowing for

more connections.

Answer: B. USB-C
Reason: USB-C is a common charging and data transfer port for modern Android devices.

Answer: B. NFC

Reason: NFC is primarily used for close-range communication, not for connecting to external displays.

Answer: A. Nearfield scanner features

Reason: Nearfield scanner features, like device trackers, can help users locate misplaced devices.

Answer: C. USB-C
Reason: USB-C allows for high-speed data transfer between devices, making it suitable for transferring large

files quickly.

Answer: A. Trackpad/drawing pad
Reason: A graphic designer would benefit from a trackpad or drawing pad for precise digital art creation on a

mobile device.

Answer: C. NFC
Reason: NFC (Near Field Communication) allows devices to communicate wirelessly over short distances

without any physical connection.

Answer: B. Bluetooth
Reason: Bluetooth is a common method for connecting mobile devices to car audio systems for wireless audio

streaming.

Answer: C. Touch pens

Reason: Touch pens or styluses are designed for taking notes or drawing on touchscreen devices.

Answer: C. HDMI
Reason: HDMI (High-Definition Multimedia Interface) is a standard for transmitting video and audio from a

player to a display.
Answer: C. Enhancing the device's audio

Reason: Docking stations typically provide additional ports, charging capabilities, and sometimes enhanced

audio, but they are not typically used for drawing digital art.
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63.

64.

65.

66.

67.

68.

69.

70.

71.

72.

73.

74.

Answer: A. NFC
Reason: NFC allows for quick data transfers between devices in close proximity, making it suitable for sharing
photos quickly.

Answer: C. USB-C

Reason: USB-C is a high-speed connection method suitable for transferring large files quickly between devices.

Answer: D. GPU

Reason: A desktop GPU (Graphics Processing Unit) is not typically used with mobile devices as it's designed
for desktop computers.

Answer: C. HDMI

Reason: HDMI is commonly used to connect devices to projectors for presentations.

Answer: B. Bluetooth

Reason: Bluetooth headphones or earbuds allow users to listen to music without disturbing others.

Answer: B. Docking station
Reason: A docking station can provide multiple ports and connections using a single connection to the mobile
device.

Answer: C. NFC
Reason: NFC is a wireless connection method designed for quick data transfers between devices in close

proximity.

Answer: A. NFC
Reason: NFC is not typically used for connecting external keyboards to mobile devices.

Answer: C. Hotspot
Reason: A hotspot allows a mobile device to share its internet connection with other devices.

Answer: B. Mobile device management (MDM)

Reason: MDM provides centralized control over mobile devices, including secure email synchronization.

Answer: C. The account setup for synchronization is incorrect.

Reason: Incorrect account setup can prevent synchronization of email, calendar, and contacts.
Answer: B. Music
Reason: Corporate accounts typically synchronize data like email, contacts, and calendar, but not personal data

like music.

Answer: C. Mobile device management (MDM)
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75.

76.

77.

78.

79.

80.

81.

82.

83.

84.

85.

Reason: MDM allows for centralized control over mobile devices, including enforcing security policies like

two-factor authentication.

Answer: B. Mobile application management (MAM)
Reason: MAM allows organizations to control which applications can be installed on corporate devices, ensuring

that only approved apps are used.

Answer: D. WiFi 7
Reason: WiFi 7 is not a recognized data network type for mobile devices.

Answer: B. Bluetooth
Reason: Bluetooth allows for wireless file transfers between devices without the need for internet or cables.

Answer: A. 3G

Reason: 3G is a wireless data network that can be toggled on or off on mobile devices.

Answer: C. VPN
Reason: A VPN (Virtual Private Network) encrypts data transmissions, ensuring data security even on public
WiFi networks.

Answer: B. NFC
Reason: NFC (Near Field Communication) allows for contactless payments by communicating with payment

terminals.

Answer: B. DHCP
Reason: DHCP (Dynamic Host Configuration Protocol) assigns IP addresses to devices, ensuring they can
connect to the network.

Answer: C. Bluetooth
Reason: Bluetooth is commonly used to pair mobile devices with car audio systems for hands-free calling and

music streaming.

Answer: C. Centralized control over mobile devices
Reason: Mobile Device Management (MDM) provides centralized control, allowing organizations to manage

and secure corporate mobile devices.

Answer: C. Bluetooth
Reason: Bluetooth allows for wireless file transfers between devices without the need for the internet.

Answer: A. Mobile application management (MAM)
Reason: MAM allows organizations to control which applications can be installed, ensuring only apps from a

corporate store are used.
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86.

87.

88.

89.

90.

91.

92.

Answer: C. Global Positioning System (GPS)
Reason: GPS uses satellites to determine the precise location of a device.

Answer: B. Data caps
Reason: Monitoring data caps helps users avoid excessive data charges, especially when roaming

internationally.

Answer: C. Mobile device management (MDM)
Reason: MDM solutions often include features that allow remote wiping of lost or stolen devices to protect

sensitive data.

Answer: B. Centralized control over mobile applications
Reason: Mobile Application Management (MAM) provides centralized control over apps, ensuring that only

approved apps are used on corporate devices.

Answer: C. USB-C
Reason: USB-C is a common connector used to transfer files between mobile devices and computers.

Answer: B. Bluetooth
Reason: Many modern printers support Bluetooth, allowing mobile devices to print wirelessly without the need

for a physical connection.
Answer: D. Encrypted voice call

Reason: Encrypted voice calls ensure that voice communications are secure and cannot be easily eavesdropped

on, especially in public areas.
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Domain 2 - Networking Questions

1. A technician is setting up an FTP server. Which of the following ports should be opened on the firewall to allow
this service?

A. 22

B. 23

C. 20/21

D. 53

2. A company wants to securely transfer files between servers. Which protocol should they use?
A. Telnet
B. SSH

C. SMTP
D. POP3

3. An administrator is troubleshooting a server that cannot resolve domain names. Which port is associated with
the service that is likely malfunctioning?
A. 25
B. 53
C. 80
D. 110

4. A userisunable to receive emails on their computer. Which port should the technician check to ensure it's open?
A. 80
B. 110
C. 443
D. 445

5. Which of the following ports is associated with HTTPS?
A. 389

B. 443

C. 445

D. 143
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6. A company wants to set up a secure remote connection for employees. Which port is typically used for SSH?
A. 22
B. 23
C. 25
D. 53
7. A technician is setting up a mail server and needs to ensure it can send emails. Which port should be open for
SMTP?
A. 23
. 25

B
C. 53
D. 80

8. Which of the following ports is used by LDAP?
A. 389

B. 443

C. 445

D. 143

9. A company's intranet site is not accessible. Which port is commonly used for HTTP and should be checked?
A. 22

B. 53

C. 80

D. 110

10. A technician is setting up a new IMAP email server. Which port should be opened to allow this service?
A. 137

B. 143

C. 161

D. 389

11. Which of the following ports is associated with SNMP?
A. 161/162

389

443
445

o 0N
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12. A company is implementing a new file-sharing protocol. Which port is associated with SMB/CIFS?
A. 389

B. 443

C. 445

D. 143

13. Which protocol uses ports 67 and 68?
A. HTTP

. DNS

B
C. DHCP
D. POP3

14. A technician needs to set up a server for secure web traffic. Which port should be opened?
A. 80

B. 110

C. 389

D. 443

15. An organization wants to implement a protocol that is connectionless. Which of the following should they use?
A. HTTPS

. SSH

B
C. DHCP
D. IMAP

16. A company is setting up a new POP3 email server. Which port should be opened to allow this service?
A. 80
B. 110
C. 143
D. 443

17. Which of the following ports is used by NetBIOS/NetBT?
A. 137/139
B. 143
C. 161/162
D. 389
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18. A technician is troubleshooting a remote desktop issue. Which port is associated with RDP?
A. 137

B. 389

C. 443

D. 3389

19. Which of the following is a connection-oriented protocol?
A. DHCP

B. TFTP

C. HTTPS

D. DNS

20. A company wants to set up a Telnet server. Which port should be opened to allow this service?
A. 22
B. 23

C. 25
D. 53

21. A technician is setting up a new server for secure shell connections. Which port should be opened?
A. 20/21

B. 22

C. 23

D. 25

22. An organization is implementing a new protocol that is connectionless. Which of the following should they use?
A. HTTPS

SSH

DHCP

IMAP

o 0w
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23.

24.

25.

26.

27.

28.

A company is setting up a new server for web traffic. Which port should be opened?

A.
B. 53
C.

D. 110

22

80

25. Which of the following ports is used by the Lightweight Directory Access Protocol (LDAP)?

A.

389

B. 443
C.
D. 143

445

Which device is primarily used to forward data packets between computer networks?

A.

Firewall

B. Router
C.
D. Patch Panel

Access Point

A company wants to prioritize voice traffic over data traffic within the network. Which type of switch should

they consider?

A.

Unmanaged Switch

B. Managed Switch
C.
D. Hub

Power over Ethernet (PoE) Switch

Which device is used to connect multiple Ethernet devices, making them act as a single network segment?

A.

Hub

B. Firewall
C.
D. Access Point

Router

In a network setup where devices are connected to a central device using nontwisted cable pairs, which device

is being used?

A.
B. Switch

C.

D. Access Point

Router

Hub
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29.

30.

31.

32.

33.

34.

35.

Which device is specifically designed to block unauthorized access while permitting outward communication?

A.

B
C.
D

Router

. Switch

Hub

. Firewall

Which device can be used to inject power into a network cable to supply power to devices like IP cameras and

phones?

A.

B
C.
D

PoE Injector

. Network Tap

Patch Panel

. Hub

A company wants to separate voice and data traffic into different VLANs. Which type of switch is required?

A.

o 0w

Unmanaged Switch
Managed Switch
Hub

Access Point

Which device helps in centralizing the wireless network connections, allowing devices to join the network

wirelessly?

A.

B
C.
D

Router

. Switch

Access Point

. Hub

In a network setup, which device is primarily used for cable management and organization?

A.

o N w

Router
Patch Panel
Hub

Access Point

Which device operates at the data link layer and uses MAC addresses to forward data to the correct destination?

A.

B.
C.
D.

Router
Switch
Hub

Firewall

Which device is NOT typically used in a Software-defined networking (SDN) environment?

A.
B.

Optical network terminal (ONT)
Digital subscriber line (DSL)
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C. Network interface card (NI
D. Cable modem

. Which device is responsible for converting digital data from a computer into a format suitable for transmission
over a phone line?

A. Cable modem

B. Digital subscriber line (DSL)

C. Optical network terminal (ONT)

D. Network interface card (NIC)

. Which device is used to connect a local area network (LAN) to a high-speed, dedicated internet line?
A. Cable modem

B. Digital subscriber line (DSL)

C. Optical network terminal (ONT)

D. Network interface card (NIC)

. Which device is primarily used to connect fiber optic cables in a network?
A. Optical network terminal (ONT)

B. Digital subscriber line (DSL)

C. Cable modem

D. Network interface card (NIC)

. In a network, which device can be used to mirror traffic for analysis without interrupting the flow of data?
A. Network tap

B. Patch Panel
C. Hub

D. Access Point

. Which device is considered a legacy device and often replaced by switches in modern networks?
A. Hub
Router

Firewall

N

Access Point
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41. Which device is used to centralize the wired network connections in an infrastructure?
A. Patch Panel
B. Hub
C. Router
D

. Access Point

42. Which device can be used to extend the range of a wireless network?
A. Router
B. Switch
C. Hub
D. Access Point
43. Which device provides a centralized point for cables in a network and does not regenerate or amplify signals?
A. Patch Panel
. Hub

B
C. Router
D. Access Point

44. In a network setup, which device typically uses a store and forward mechanism to read the destination MAC
address before forwarding?
A. Hub
B. Switch
C. Router
D

. Firewall

45. Which device is designed to provide network security by filtering incoming and outgoing network traffic based
on an organization's previously established security policies?
A. Router
B. Switch
C. Hub
D

. Firewall

46. Which device can be used to connect multiple devices in a network but broadcast the data packets to all devices?
A. Hub
B. Switch
C. Router
D. Access Point
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. Which device is responsible for assigning IP addresses to devices in a network?
A. Hub

B. Switch
C. Router
D

. Access Point

. Which device is typically used in large organizations to connect multiple switches and segment the network?
A. Router

B. Hub

C. Access Point

D. Patch Panel

. Which device is used to centralize the wireless network connections, allowing devices to join the network
wirelessly?

A. Router

B. Switch

C. Access Point

D. Hub

. Which frequency is commonly associated with Bluetooth devices?
A. 5GHz

B. 2.4GHz

C. 1.2GHz

D. 3.5GHz

. A network administrator wants to set up a wireless network that operates on both 2.4GHz and 5GHz
frequencies. Which of the following standards should they choose?

A. 802.11b

B. 802.11g

C. 802.11n

D. 802.11a

. Which of the following is NOT a characteristic of the 802.11ac standard?
A. Operates in the 2.4GHz frequency

B. Known as WiFi 5

C. Faster than 802.11n

D. Uses MUMIMO
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53

54.

55

56

. A technician is setting up a device that requires close proximity for data transfer. Which technology should they

use?
A.

B.
C.
D.

A.

o 0w

RFID
NEFC
Bluetooth
GSM

Which wireless standard is known as WiFi 6?

802.11g
802.11ax
802.11n
802.11ac

. A company wants to implement a wireless solution with the highest possible speed. Which of the following

standards should they consider?

A.

B
C.
D

802.11b

. 802.11g

802.11n

. 802.11ax

. Which technology is primarily used for contactless payment systems?

A.

B.
C.
D.

GSM
RFID
NEC
Bluetooth

57. A technician is troubleshooting a wireless network and notices interference in the 2.4GHz range. Which of the

58

59

following devices might be causing this interference?

A.

B.
C.
D.

Cordless phone
Satellite dish
Fiber optic cable
Ethernet switch

. Which of the following standards operates ONLY in the 5GHz frequency range?

A.

B
C.
D

802.11a

. 802.11b

802.11g

. 802.11n

. A company is implementing an inventory tracking system. Which wireless technology would be best for

tracking products in real time?

A.

NEFC
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60.

61.

62.

63.

64.

65.

B. GSM
C. RFID
D. Bluetooth

Which of the following wireless standards is considered to be the most outdated?
A. 802.11g
B. 802.11n
C. 802.11ac
D. 802.11ax

A user wants to transfer data between their smartphone and a payment terminal. Which technology will
facilitate this transfer?
A. RFID
B. NFC
C. Bluetooth
D. 802.11ac

Which of the following is a primary difference between 802.11a and 802.11b?
A. Speed
Frequency range

Distance range

o N

Modulation technique

A technician is setting up a wireless network in an area with many physical obstructions. Which frequency is
more likely to provide better signal penetration?

A. 5GHz

B. 2.4GHz

C. 1.2GHz

D. 3.5GHz

Which technology is commonly used for tagging and tracking assets in a warehouse?

A. NFC

B. GSM

C. RFID

D. 802.11n
A user's smartphone is able to communicate with a payment terminal without touching it. Which technology
facilitates this communication?

A. GSM

. 802.11ax

B
C. NEC
D. Bluetooth
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66.

67.

68.

69.

70.

71.

72.

Which of the following wireless standards has the shortest range due to its higher frequency?
A. 802.11a
B. 802.11b
C. 802.11g
D. 802.11n

A company wants to implement a wireless solution that supports MUMIMO. Which of the following standards
should they choose?
A. 802.11g
B. 802.11n
C. 802.11ac
D. 802.11b

Which of the following is NOT a benefit of the 5GHz frequency over the 2.4GHz frequency?
A. Faster speeds
Less interference

Better range

o 0w

More nonoverlapping channels

A technician is setting up a wireless network in a hotel. They want to ensure the network operates on a frequency
with the least interference from other devices. Which frequency should they choose?

A. 24GHz

B. 5GHz

C. 1.2GHz

D. 3.5GHz

Which of the following wireless standards uses beamforming to improve signal quality?
A. 802.11g

802.11n

802.11ac

802.11b

o N w

A user wants to set up a wireless network that supports a maximum speed of 54 Mbps. Which of the following
standards should they choose?
A. 802.11a
B. 802.11b
C. 802.11g
D. 802.11n

Which of the following technologies would be best for short-range communication between a smartphone and

a smartwatch?
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NEC
GSM
RFID
Bluetooth

oNwp

73. 74. A company wants to implement a wireless solution that supports a maximum speed of 1 Gbps. Which of the
following standards should they consider?
A. 802.11g
B. 802.11n
C. 802.11ac
D. 802.11ax

74. 75. A technician is troubleshooting a wireless network and wants to avoid interference from microwave ovens.
Which frequency should they avoid?
A. 5GHz
B. 24GHz
C. 1.2GHz
D. 3.5GHz

75. A company wants to ensure that only authorized users can access its network resources. Which server role
should they implement?
A. DNS
B. DHCP
C. Fileshare
D

. Authentication, authorization, and accounting (AAA)
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76. A small business wants to centralize its document storage for easier collaboration among employees. Which

server role would best serve this purpose?

A.

B.

C.

D

Web servers
Fileshare
Mail servers

Syslog

77. An organization wants to track and manage system events on its network. Which server role should they use?

i.  Web servers
ii.  Syslog
iii.  Mail servers
iv. DNS

78. A company's email system is not functioning properly. Which server role should the IT team investigate first?

A.

B.

C.

D

DNS
DHCP
Mail servers

Fileshare

79. A corporation wants to implement a system that provides centralized authentication for its users. Which server

role is best suited for this?

A.
B.
C.
D

. Authentication, authorization, and accounting (AAA)

Web servers
Fileshare

Mail servers

80. An e-commerce website needs to ensure its customers can find its site easily. Which server role is crucial for this

purpose?

A.
B.
C.
D

. Mail servers

DNS
DHCP

Fileshare

81. A company wants to ensure that its internal websites are accessible to its employees. Which server role would

be responsible for hosting these sites?

A.

B.
C.
D

. Malil servers

Web servers
Fileshare
DNS

82. A business wants to automate the assignment of IP addresses to devices on its network. Which server role should

they use?
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DNS
DHCP
Fileshare

oNwp

Syslog

83. An organization is concerned about spam emails. Which server role can help manage and reduce spam?
A. DNS
B. DHCP
C. Malil servers
D. Fileshare

84. A company wants to centralize the printing process for all its departments. Which server role would best serve
this purpose?
A. Web servers
B. Fileshare
C. Print servers
D. DNS

85. A corporation is looking to implement a system that logs and monitors all network activities. Which server role
should they consider?
A. Web servers
B. Syslog
C. Mail servers
D. DNS

86. An organization wants to ensure that its employees can access their emails from anywhere. Which server role is
responsible for this?
A. DNS
B. DHCP
C. Mail servers
D. Fileshare

87. A company is setting up a new office and wants to ensure that devices can communicate with each other. Which
server role would help in name resolution?
A. DNS
B. DHCP
C. Fileshare
D.

Mail servers

88. An organization is looking to implement a centralized system for user authentication and access control. Which
server role should they consider?
A. Web servers
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B. Fileshare
C. Mail servers
D. Authentication, authorization, and accounting (AAA)

89. A company is setting up a new office and wants to ensure that devices receive IP addresses automatically. Which
server role should they implement?
A. DNS
B. DHCP
C. Fileshare
D. Web servers

90. An organization wants to ensure that its portal is accessible to its customers. Which server role is crucial for this
purpose?
A. Web servers
B. Fileshare
C. DNS
D

. Malil servers

91. An organization is looking to implement a system that provides centralized access control for its resources.
Which server role should they consider?
A. Web servers
B. Fileshare
C. Mail servers
D.

Authentication, authorization, and accounting (AAA)

92. A business wants to ensure that its devices can communicate with each other using names instead of IP
addresses. Which server role should they use?
A. DNS
B. DHCP
C. Fileshare
D

. Mail servers
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93. A company is setting up a new office and wants to ensure that devices can communicate with each other

94.

95.

96.

97.

efficiently. Which server role should they implement?

A.
B. DHCP
C.
D

. Web servers

DNS

Fileshare

A technician is setting up a SOHO network. Which of the following IP addresses would be considered a private

address?

A.

B.

C.
D.

8.8.8.8
172.16.10.1
169.254.0.1
192.168.256.1

A user wants to configure a static IP address for a SOHO network. Which of the following is NOT required?

A.

B.

C.
D.

Subnet Mask
DNS

MAC Address
Default Gateway

Which of the following IP addresses indicates an Automatic Private IP Addressing (APIPA) issue?

A.
B.
C.
D. 172.16.0.1

192.168.1.1
10.0.0.1
169.254.10.10

A technician is setting up a SOHO network and wants to ensure that specific devices always receive the same IP

address. Which feature should the technician configure?

A.

MAC Filtering

B. Port Forwarding
C.
D. QoS

DHCP Reservation
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98. A user in a SOHO environment is unable to access the internet. The user's computer is showing an IP address of
169.254.0.12. What is the MOST likely issue?
A. Invalid Static IP
B. Router Malfunction
C. APIPA Assignment
D. DNS Server Down

99. Which of the following is the IPv6 equivalent of an APIPA address in IPv4?
A. 1
B. 2001:1
C. fe80:1
D. £{00:1

100. A technician is setting up a SOHO network for a client. The client wants to ensure that unauthorized
devices do not connect to the network. Which of the following should the technician configure?
A. WPA3 Encryption
MAC Address Filtering
Port Forwarding

o 0w

Firmware Update

101. In a SOHO network, which device is responsible for assigning IP addresses to devices on the network?
Switch
Modem

Router

oSN we

Access Point

102. A user in a SOHO environment wants to ensure that their wireless network is not visible to unauthorized
users. Which of the following should be configured?
A. Disable SSID Broadcast
Enable MAC Filtering
Configure WEP Encryption
Enable QoS

o N w
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103.
communicate with devices on the local network but cannot access the internet. Which of the following should
the technician check FIRST?

A.

o N

104.

oNwp

105.

computer is set to use a public DNS. Which of the following should the technician do to improve the internet

speed?
A.

o 0w

106.

oNwp

107.
connect to the network, and they provide a list of MAC addresses. Which of the following should the technician

A technician is troubleshooting a connectivity issue in a SOHO environment. The user's computer can

DHCP Settings

DNS Settings

Subnet Mask

MAC Address Filtering

Which of the following is a characteristic of a dynamic IP address in a SOHO network?
It remains constant across reboots.

It is manually assigned by the user.

It can change over time.

It is used for static devices like servers.

A user in a SOHO network is experiencing slow internet speeds. The technician discovers that the user's

Configure the computer to use the router's IP as the DNS.
Manually assign an APIPA address.

Disable DHCP on the router.

Enable QoS for the user's computer.

In a SOHO network, which of the following is the default gateway typically used for?
Assigning IP addresses

Filtering MAC addresses

Communicating outside the local network

Resolving domain names

A technician is setting up a SOHO network. The user wants to ensure that only specific devices can

configure?

A.

QoS

B. Port Forwarding
C.
D. MAC Address Filtering

MAC Address Reservation
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108.

109.

oNwp

The following is responsible for providing the IP address?
DNS Server

DHCP Server

APIPA

Static IP

A technician is troubleshooting a connectivity issue in a SOHO environment. All devices on the network

can communicate with each other, but none can access the internet. Which of the following devices is MOST

likely the cause?

A

o N

110.

oN® e

111.

Switch
Access Point
Modem

Firewall

Which of the following is a benefit of using DHCP in a SOHO environment?
It provides faster internet speeds.

It ensures a higher level of security.

It automatically assigns IP addresses to devices.

It filters out unauthorized devices based on MAC addresses.

A user in a SOHO environment wants to set up a server that will have a constant IP address. Which of

the following should the user configure?

A.

o 0N

112.

oNwp

113.

Dynamic IP
APIPA

DHCP Reservation
MAC Filtering

In a SOHO network, which of the following IP address ranges is reserved for APIPA?
10.0.0.0 to 10.255.255.255

192.168.0.0 to 192.168.255.255

172.16.0.0 to 172.31.255.255

169.254.0.0 to 169.254.255.255

A technician is setting up a SOHO network and wants to ensure that only specific IP addresses are

assigned to devices. Which of the following should the technician configure?

A.

DHCP Scope

B. APIPA Range
C.
D. MAC Address List

DNS Server List
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114.
address of 192.168.1.15, but the gateway is set to 10.0.0.1. Which of the following is the MOST likely cause of the

issue?
A.

115.
However, they do not want to manually configure the IP settings. Which of the following should be set up?

A.

116.
devices can still communicate with each other. Which of the following should the technician ensure is enabled?

A.

o N

117.

118.

oN® e

oSN we

A technician is troubleshooting a connectivity issue in a SOHO network. The user's computer has an IP

Incorrect Subnet Mask

B. Incorrect Default Gateway
C.
D. DNS Server Down

APIPA Assignment

A user in a SOHO environment wants to ensure that their computer always receives the same IP address.

DHCP Lease

B. DHCP Reservation
C.
D. Static IP

APIPA

A technician is setting up a SOHO network. The user wants to ensure that if the DHCP server fails, the

Static IP

DNS Server
APIPA

MAC Filtering

Which of the following is responsible for translating domain names into IP addresses?
DHCP

VLAN

DNS

VPN

Which of the following is a connectionless protocol?
HTTPS

SSH

DHCP

TFTP
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119. A network administrator wants to segment traffic within a switch to increase security. Which technology
should they implement?
A. VPN
VLAN
DNS
DHCP

o N

120. 155. Which protocol is connection-oriented and ensures secure data transfer?
SSH

DHCP

TETP

DNS

oNwp

121. 157. Which of the following is NOT a function of DNS?
IP address allocation
Domain name resolution

Mail exchanger record retrieval

oNwp

Text record retrieval

122. A company wants to securely connect its branch offices over the Internet. Which technology should they

use?

>

VLAN
DNS
DHCP
VPN

o N

123. A network administrator wants to ensure that a specific device always receives the same IP address.
What should they configure on the DHCP server?
A. Lease
Scope
Reservation
VLAN

N

124. Which of the following is a benefit of using VLANSs?
IP address assignment
Domain name resolution

Traffic segmentation

oNwp

Secure remote access

125. Which protocol uses TXT records for spam management?
A. DHCP
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VPN
VLAN
DNS

o n

126. Which of the following is a connection-oriented protocol that ensures encrypted data transfer?
TFTP

DHCP

HTTPS

DNS

oNwp

127. A network administrator wants to prevent a specific device from receiving an IP address from the DHCP
server. What should they configure?
A. DNS block
B. DHCP exclusion
C. VLAN segmentation
D. VPN filter

128. A company wants to ensure that their website's domain is authenticated and not spoofed. Which DNS
record should they configure?
A. A record
MX record
TXT record
CNAME record

o N w

129. Which of the following is NOT a function of DHCP?
IP address assignment
Domain name resolution

Lease renewal

oNwp

IP address reservation

130. A network administrator wants to ensure that only specific devices can connect to a VLAN. What should
they configure?
A. DHCP scope
B. DNS filtering
C. VLAN tagging
D. VPN tunneling
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131.

132.

oNwp

133.

accessing the internet. Which service should they use?

A.

134.

135.
What should they configure on the DHCP server?

A.

o N

136.

oNwp

0w

oNwp

oNwp

Which of the following protocols ensures secure remote access over the internet?
DNS

DHCP

VLAN

VPN

Which of the following DNS records is used to specify the mail server for a domain?
A record

MX record

CNAME record

PTR record

A company wants to ensure that their internal network addresses are translated to public addresses when

DNS
DHCP
NAT
VPN

Which of the following is a connectionless protocol used for lightweight file transfers?
HTTPS

SSH

TFTP

FTP

A network administrator wants to ensure that specific devices receive IP addresses from a defined range.

Lease range
Scope
Reservation pool
DNS zone

Which of the following protocols is responsible for securely executing commands on a remote server?
DHCP

DNS

VPN

SSH
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137.

A company is looking to set up a network that spans multiple cities. Which type of network should they

consider?

A.

138.

LAN

B. PAN
C.
D. WAN

MAN

A graphic designer needs to transfer large files between devices in close proximity without using the

internet. Which network type is most suitable?

A.

139.

PAN

B. LAN
C.
D. MAN

WAN

A metropolitan city is planning to connect all its public libraries using a high-speed network. Which

network type is best suited for this purpose?

A.

140.

PAN

B. LAN
C.
D. WAN

MAN

A company's data center uses a network specifically designed for the interconnection of storage devices.

What is this network called?

A.
B. PAN
C.

D. MAN

141.

LAN

SAN

Which of the following internet connection types would be most suitable for a remote area with no wired

infrastructure?

A.

B.

C.

D

DSL
Cable
Satellite
Fiber
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142.

internet while on the move. Which connection type is ideal?

A.

143.
transmission. Which connection type are they considering?

A.

B.

C.
D.

144.
based cables. What should they consider?

A.

o 0w

145.

146.
Which network type should they focus on?

A.

147.

anywhere on campus. What type of network is this?

A.

148.

B
C.
D

oSN W

A business traveler needs to connect multiple devices, such as a smartphone, laptop, and tablet, to the

DSL
Cellular
Cable
Satellite

A company is considering an internet connection that uses light signals and offers high-speed data

DSL
Cable
Satellite
Fiber

A rural area with limited infrastructure is looking for an internet solution that doesn't rely on ground-

DSL

Fiber
WISP
Cable

Which network type is specifically designed for short-range communication between personal devices?
LAN

PAN

MAN

WAN

185. A company wants to ensure that its internal network is not accessible from outside its premises.

WLAN

B. PAN
C.
D. WAN

LAN

A university campus is considering setting up a network that allows students to access the internet from

PAN

B. LAN
C.
D. WLAN

MAN

187. Which internet connection type uses the existing telephone line infrastructure?
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oNwp

149.

DSL
Cable
Satellite
Fiber

A company with offices in multiple countries wants all its branches to be interconnected. Which network

type should they use?

A.
B.
C.
D.

150.

LAN
PAN
MAN
WAN

A small business owner wants to set up a network in his office that connects all computers and printers

in the same building. Which network type is most suitable?

A.

0w

151.

oNwp

152.

PAN
LAN
WAN
MAN

Which of the following connection types is best suited for high-definition streaming in urban areas?
Satellite

DSL

Cable

Cellular

A homeowner wants to connect all personal devices in their home, including smartphones, smart TVs,

and smart refrigerators. Which network type is ideal for this setup?

A.

o N

153.

oNwp

154.

PAN
LAN
MAN
WAN

Which internet connection type is most likely to be affected by weather conditions?
DSL

Cable

Satellite

Fiber

A company is setting up a network to connect its storage devices and servers for better data access

speeds. Which network type should they consider?

A.
B.

LAN
PAN
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C. SAN
D. MAN

155. For a user living in a mountainous region with limited infrastructure, which internet connection type is
most feasible?
A. DSL
B. Cable
C. Satellite
D. Fiber

156. A city is planning to connect all its government buildings using a high-speed network. Which network
type is best suited for this purpose?
A. PAN
B. LAN
C. MAN
D. WAN

157. 196. Which of the following connection types offers the highest potential speed for internet connectivity?
A. DSL
B. Cable
C. Satellite
D. Fiber

158. A remote worker often travels and needs a reliable internet connection that can be accessed from almost
anywhere. Which connection type is most suitable?
A. DSL
B. Cellular
C. Cable
D. Satellite

159. A company wants to set up a private network to connect its branches within a city. Which network type
should they consider?
A. PAN
B. LAN
C. MAN
D. WAN

160. Which network type is designed specifically for the interconnection of personal devices over a short
range?
A. LAN
B. PAN
C. MAN
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D.

161.

WAN

A startup company in a city center is looking for a high-speed internet connection for its office. Which

connection type should they prioritize?

A.
B. Satellite
C.
D

DSL

Cable
Fiber

You are troubleshooting a network issue and need to verify if a specific cable is transmitting data

correctly. Which tool would you use?

WiFi analyzer
Toner probe
Cable tester

Crimper

A technician needs to identify a specific cable in a bundle of cables. Which tool would be most helpful?
Network tap

Loopback plug

Toner probe

Punch down tool

Which tool would be used to attach an RJ45 connector to the end of a Cat6 cable?
Cable stripper

Crimper

WiFi analyzer

Cable tester

You suspect that there might be interference on a wireless channel in a client's office. Which tool would

help you confirm this?

162.
A.
B.
C.
D.
163.
A.
B.
C.
D.
164.
A.
B.
C.
D.
165.
A.
B.
C.
D.
166.
A.
B.
C.
D.

Toner probe
Network tap
WiFi analyzer

Crimper

A technician needs to connect a cable to a patch panel. Which tool is essential for this task?
Punch down tool

Crimper

Cable tester

Toner probe
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167. Which tool can help in capturing and analyzing the data passing through a network connection without
disrupting the traffic?
A. Loopback plug
B. Network tap
C. Toner probe
D. Cable stripper

168. You are setting up a new network and need to ensure that the cables are of the correct length. Which tool
would assist in stripping the cable insulation without damaging the inner wires?
A. Cable tester
B. Crimper
C. Cable stripper
D. Toner probe

169. In which scenario would a loopback plug be most useful?
A. Identifying a specific cable in a bundle
B. Testing the functionality of a network port
C. Analyzing wireless channel interference
D. Connecting a cable to a patch panel

170. A client reports that their network connection is intermittent. You suspect a faulty network cable. Which
tool would you use to confirm this?
A. Punch down tool
B. Cable tester
C. Crimper
D. WiFi analyzer

171. You need to determine the source of a weak WiFi signal in a large office. Which tool would be most
effective?
A. Toner probe
B. WiFi analyzer
C. Network tap
D. Loopback plug

172. Which tool would be used to ensure that the pins on an Ethernet cable are properly aligned and set?
Cable stripper

Crimper

Punch down tool

oNwp

Toner probe

173. You are tasked with identifying and labeling cables in a new office setup. Which tool would assist in

tracing the path of a specific cable?
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oNwp

174.

oN® e

175.

Cable tester
Toner probe
Crimper

WiFi analyzer

In which scenario would a network tap be most beneficial?
Testing the transmission capability of a cable

Monitoring network traffic without interrupting the flow
Identifying a specific cable in a bundle

Stripping the insulation off a cable

A technician needs to ensure that a newly installed network port is functioning correctly. Which tool

would be used to test this?

A.

176.

Toner probe

B. Network tap
C.
D. Cable stripper

Loopback plug

You suspect that there might be unauthorized devices connected to a wireless network. Which tool

would help in identifying these devices?

A.

o N

177.

178.

oNwp

Cable tester
Crimper
Toner probe

WiFi analyzer

Which tool is essential for ensuring that the wires in a network cable are properly set into a patch panel?
Crimper

Cable tester

Punch down tool

Loopback plug

You need to determine if there are any unauthorized hotspots operating in a corporate environment.

Which tool would be most effective?

A.

B.
C.
D

179.

Toner probe
Network tap
WiFi analyzer
Cable tester

In a scenario where you need to create custom-length Ethernet cables for a network setup, which tool

would be essential for attaching connectors to the cable ends?

A.

WiFi analyzer
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Toner probe
C. Crimper

>

Network tap

180. You are troubleshooting a network issue and need to monitor the data packets without affecting the
network's operation. Which tool would you use?
A. Loopback plug
B. Toner probe
C. Network tap
D. Cable stripper

181. Which tool would be used to ensure that the twisted pairs in a Cat5e cable are properly set into their
respective slots on a keystone jack?
A. Cable tester
B. Crimper
C. Punch down tool
D. WiFi analyzer

182. You are setting up a new office and need to ensure that all network cables are transmitting data correctly
before the employees move in. Which tool would be most effective for this task?
A. Toner probe
B. Crimper
C. Cable tester
D

Punch down tool
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183. In which scenario would a WiFi analyzer be most beneficial?
A. Testing the transmission capability of a cable
B. Identifying sources of wireless interference
C. Tracing the path of a specific cable
D

Ensuring that wires are properly set into a patch panel

184. You need to create a custom-length coaxial cable for a client's home network. Which tool would be
essential for preparing the cable ends?
A. Toner probe
B. Cable stripper
C. WiFi analyzer
D. Loopback plug

185. A technician needs to ensure that a newly installed Cat6 cable is transmitting data at the correct speed
and without any interference. Which tool would be used to test this?
A. Punch down tool
B. Toner probe
C. Cable tester
D. Crimper

186. You are tasked with monitoring and analyzing the data packets on a corporate network to ensure there
are no security breaches. Which tool would assist in capturing this data without disrupting the network?
A. Loopback plug
B. Toner probe
C. Network tap
D. Cable stripper
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Domain 2 - Answers

1.

10.

11.

12.

13.

14.

Answer: C. 20/21
Reason: FTP uses ports 20 and 21.

Answer: B. SSH
Reason: SSH is secure for transferring files.

Answer: B. 53
Reason: Port 53 is used by DNS.

Answer: B. 110

Reason: Port 110 is used by POP3 for receiving emails.

Answer: B. 443
Reason: HTTPS uses port 443.

Answer: A. 22
Reason: SSH typically uses port 22.

Answer: B. 25

Reason: SMTP uses port 25 to send emails.

Answer: A. 389
Reason: LDAP uses port 389.

Answer: C. 80
Reason: HTTP uses port 80.

Answer: B. 143
Reason: IMAP uses port 143.

Answer: A. 161/162
Reason: SNMP uses ports 161 and 162.

Answer: C. 445
Reason: SMB/CIFS uses port 445.

Answer: C. DHCP
Reason: DHCP uses ports 67 and 68.

Answer: D. 443

Reason: Secure web traffic (HTTPS) uses port 443.
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15.

16.

17.

18.

19.

20.

21.

22,

23.

24,

25.

26.

27.

28.

29.

Answer: C. DHCP
Reason: DHCP is a connectionless protocol.

Answer: B. 110
Reason: POP3 uses port 110.

Answer: A. 137/139
Reason: NetBIOS/NetBT uses ports 137 and 139.

Answer: D. 3389
Reason: RDP uses port 3389.

Answer: C. HTTPS

Reason: HTTPS is a connection-oriented protocol.

Answer: B. 23
Reason: Telnet uses port 23.

Answer: B. 22
Reason: Secure Shell (SSH) uses port 22 for secure connections.

Answer: C. DHCP
Reason: DHCP is a connectionless protocol that assigns IP addresses to devices.

Answer: C. 80
Reason: HTTP, which is used for web traffic, operates on port 80.

Answer: A. 389
Reason: LDAP uses port 389 for its operations.

Answer: B. Router
Reason: Routers are primarily used to forward data packets between computer networks.

Answer: B. Managed Switch
Reason: Managed switches allow for the prioritization of traffic, such as voice-over data.

Answer: A. Hub
Reason: Hubs connect multiple Ethernet devices, making them act as a single network segment.

Answer: C. Hub
Reason: In a setup where devices are connected using non-twisted cable pairs, a hub is typically used.

Answer: D. Firewall
Reason: Firewalls are designed to block unauthorized access while permitting outward communication.
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30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

Answer: A. PoE Injector
Reason: PoE Injectors are used to supply power to devices like IP cameras and phones through network
cables.

Answer: B. Managed Switch
Reason: Managed switches allow for the creation and management of VLANS.

Answer: C. Access Point
Reason: Access points centralize wireless network connections, allowing devices to join the network
wirelessly.

Answer: B. Patch Panel
Reason: Patch panels are primarily used for cable management and organization in networks.

Answer: B. Switch
Reason: Switches operate at the data link layer and use MAC addresses to forward data to the correct
destination.

Answer: D. Cable modem
Reason: In a Software-defined networking (SDN) environment, cable modems are not typically used.

Answer: B. Digital subscriber line (DSL)
Reason: DSL modems convert digital data from a computer into a format suitable for transmission over phone
lines.

Answer: A. Cable modem
Reason: Cable modems connect a local area network (LAN) to high-speed, dedicated internet lines.

Answer: A. Optical network terminal (ONT)
Reason: ONTs are primarily used to connect fiber optic cables in a network.

Answer: A. Network tap
Reason: Network taps mirror traffic for analysis without interrupting the flow of data.

Answer: A. Hub
Reason: Hubs are considered legacy devices in modern networks and are often replaced by switches due to
their inefficiency in broadcasting data to all devices, regardless of the destination.

Answer: A. Patch Panel
Reason: Patch panels are used to centralize wired network connections, providing an organized way to
connect and manage cables.

Answer: D. Access Point
Reason: Access points are devices that extend the range of a wireless network, allowing devices to connect
wirelessly.

Answer: A. Patch Panel
Reason: Patch panels provide a centralized point for cables in a network and do not regenerate or amplify
signals. They are primarily used for cable management.
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44.

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

56.

57.

Answer: B. Switch
Reason: Switches use a store-and-forward mechanism to read the destination MAC address before forwarding
data, ensuring data is sent to the correct device.

Answer: D. Firewall
Reason: Firewalls are designed to provide network security by filtering incoming and outgoing network traffic
based on an organization's security policies.

Answer: A. Hub
Reason: Hubs are used to connect multiple devices in a network, but they broadcast data packets to all
devices, regardless of the destination.

Answer: C. Router
Reason: Routers are responsible for assigning IP addresses to devices in a network, typically through DHCP.

Answer: D. Patch Panel
Reason: Patch panels are typically used in large organizations to connect multiple switches and segment the
network.

Answer: C. Access Point
Reason: Access points centralize wireless network connections, allowing devices to join the network
wirelessly.

Answer: B. 2.4GHz
Reason: Bluetooth devices commonly operate on the 2.4GHz frequency.

Answer: C. 802.11n
Reason: The 802.11n standard operates on both 2.4GHz and 5GHz frequencies, making it suitable for dual-
band operations.

Answer: A. Operates in the 2.4GHz frequency
Reason: The 802.11ac standard does not operate in the 2.4GHz frequency; it operates in the 5GHz frequency.

Answer: B. NFC
Reason: NFC (Near Field Communication) is used for close proximity data transfer, making it suitable for short-
range communications.

Answer: B. 802.11ax
Reason: The 802.11ax standard is known as WiFi 6.

Answer: D. 802.11ax
Reason: The 802.11ax standard (WiFi 6) offers the highest possible speeds among the options provided.

Answer: C. NFC
Reason: NFC (Near Field Communication) is primarily used for contactless payment systems.

Answer: A. Cordless phone
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58.

59.

60.

61.

62.

63.

64.

65.

66.

67.

68.

69.

70.

Reason: Cordless phones can cause interference in the 2.4GHz range, which is commonly used by many
wireless devices.

Answer: A. 802.11a
Reason: The 802.11a standard operates only in the 5GHz frequency range.

Answer: C. RFID
Reason: RFID (Radio Frequency Identification) is best suited for tracking products in real time, especially in
inventory management systems.

Answer: A. 802.11g
Reason: 802.11g is an older wireless standard compared to the others listed.

Answer: B. NFC
Reason: NFC (Near Field Communication) is used for short-range data transfers, such as between a
smartphone and a payment terminal.

Answer: B. Frequency range
Reason: 802.11a operates in the 5GHz frequency range, while 802.11b operates in the 2.4GHz range.

Answer: B. 2.4GHz
Reason: The 2.4GHz frequency has better signal penetration, especially in areas with physical obstructions.

Answer: C. RFID
Reason: RFID (Radio Frequency Identification) is commonly used for tagging and tracking assets in
warehouses.

Answer: C. NFC
Reason: NFC (Near Field Communication) allows devices to communicate over short distances without
physical contact, making it suitable for communication between a smartphone and a payment terminal.

Answer: A. 802.11a
Reason: 802.11a operates only in the 5GHz frequency range, which has a shorter range due to its higher
frequency.

Answer: C. 802.11ac
Reason: 802.11ac supports MUMIMO (Multi-User Multiple Input Multiple Output) technology.

Answer: C. Better range
Reason: The 5GHz frequency does not have a better range than the 2.4GHz frequency. In fact, 2.4GHz
typically has a longer range but may experience more interference.

Answer: B. 5GHz
Reason: The 5GHz frequency is less congested and has fewer devices operating on it compared to the
2.4GHz frequency, making it a better choice for environments where interference is a concern.

Answer: C. 802.11ac
Reason: 802.11ac, also known as Wi-Fi 5, introduced beamforming to improve signal quality and directionality.
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71.

72.

73.

74.

75.

76.

77.

78.

79.

80.

81.

82.

83.

84.

Answer: C. 802.11g
Reason: 802.11g supports a maximum speed of 54 Mbps.

Answer: D. Bluetooth
Reason: Bluetooth is best suited for short-range communication between devices like a smartphone and a
smartwatch.

Answer: D. 802.11ax
Reason: 802.11ax, also known as Wi-Fi 6, supports speeds up to 1 Gbps or more.

Answer: B. 2.4GHz
Reason: Microwave ovens operate in the 2.4GHz frequency range and can cause interference with wireless
networks operating on the same frequency.

Answer: D. Authentication, authorization, and accounting (AAA)
Reason: AAA servers provide centralized authentication for users, ensuring that only authorized individuals
can access network resources.

Answer: B. Fileshare
Reason: A fileshare server would centralize document storage, allowing for easier collaboration among
employees.

Answer: ii. Syslog
Reason: Syslog servers are used to track and manage system events on a network.

Answer: C. Mail servers
Reason: If the email system is not functioning, the first server role to investigate would be the mail servers.

Answer: D. Authentication, authorization, and accounting (AAA)
Reason: AAA servers provide centralized authentication, ensuring that users are who they claim to be before
granting access to network resources.

Answer: A. DNS
Reason: DNS (Domain Name System) is crucial for resolving domain names to IP addresses, ensuring that
websites are easily accessible.

Answer: A. Web servers
Reason: Web servers host websites, making them accessible to users.

Answer: B. DHCP
Reason: DHCP (Dynamic Host Configuration Protocol) is responsible for automatically assigning IP addresses
to devices on a network.

Answer: C. Mail servers
Reason: Mail servers manage and reduce spam by filtering emails based on various criteria.

Answer: C. Print servers
Reason: Print servers centralize the printing process, allowing devices to send print jobs to a centralized
location.
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85.

86.

87.

88.

89.

90.

91.

92.

93.

94.

95.

96.

97.

Answer: B. Syslog
Reason: Syslog servers centralize logging and monitoring of network activities.

Answer: C. Mail servers
Reason: Mail servers allow users to access, send, and receive emails.

Answer: A. DNS
Reason: DNS (Domain Name System) resolves device names to IP addresses, facilitating efficient
communication.

Answer: D. Authentication, authorization, and accounting (AAA)
Reason: AAA servers provide centralized user authentication, authorization for resource access, and
accounting of user activities.

Answer: B. DHCP
Reason: DHCP (Dynamic Host Configuration Protocol) automatically assigns IP addresses to devices on a
network.

Answer: A. Web servers
Reason: Web servers host websites, ensuring they are accessible to users.

Answer: D. Authentication, authorization, and accounting (AAA)
Reason: AAA servers provide centralized access control, ensuring only authorized users can access network
resources.

Answer: A. DNS
Reason: DNS (Domain Name System) allows devices to communicate using names instead of IP addresses.

Answer: A. DNS
Reason: DNS (Domain Name System) ensures efficient communication between devices.

Answer: B. 169.254.0.1
Reason: 172.16.10.1 is a private IP address range.

Answer: C. MAC Address
Reason: MAC Address is not required for static IP configuration.

Answer: C. 169.254.10.10
Reason: 169.254.10.10 indicates an Automatic Private IP Addressing (APIPA) issue.

Answer: C. DHCP Reservation
Reason: DHCP Reservation ensures specific devices always receive the same IP address.
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98. Answer: C. APIPA Assignment
Reason: An IP address of 169.254.x.x indicates an APIPA assignment, which means the computer couldn't get
an IP address from the DHCP server.

99. Answer: C. fe80::1
Reason: fe80::1 is the IPv6 equivalent of an APIPA address in IPv4.

100. Answer: B. MAC Address Filtering
Reason: MAC Address Filtering allows only specific devices with registered MAC addresses to connect to the
network.

101. Answer: C. Router
Reason: In a SOHO network, the router is responsible for assigning IP addresses to devices.

102. Answer: A. Disable SSID Broadcast
Reason: Disabling SSID Broadcast makes the wireless network not visible to unauthorized users.

103. Answer: B. DNS Settings
Reason: If a computer can communicate with local devices but not the internet, DNS settings might be the
issue.

104. Answer: C. It can change over time.
Reason: A dynamic IP address can change over time.

105. Answer: A. Configure the computer to use the router's IP as the DNS.
Reason: Configuring the computer to use the router's IP as the DNS might improve internet speed in some
cases.

106. Answer: C. Assigning IP addresses
Reason: The default gateway is used for communicating outside the local network.

107. Answer: D. MAC Address Filtering
Reason: MAC Address Filtering allows only devices with specific MAC addresses to connect to the network.

108. Answer: B. DHCP Server
Reason: The DHCP Server is responsible for providing IP addresses to devices.

109. Answer: C. Modem
Reason: If no devices can access the internet, the modem might be the cause.

110. Answer: C. It automatically assigns IP addresses to devices.
Reason: DHCP automatically assigns IP addresses to devices, eliminating the need for manual configuration.

111. Answer: C. DHCP Reservation
Reason: A constant IP address in a SOHO environment can be achieved using DHCP reservation.

112. Answer: D. 169.254.0.0 to 169.254.255.255
Reason: This IP address range is reserved for Automatic Private IP Addressing (APIPA).
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113. Answer: A. DHCP Scope
Reason: DHCP scope ensures specific IP addresses are assigned to devices.

114. Answer: B. Incorrect Default Gateway
Reason: The gateway IP is from a different subnet than the user's IP.

115. Answer: B. DHCP Reservation
Reason: DHCP reservation ensures a device always receives the same IP address.

116. Answer: C. APIPA
Reason: APIPA allows devices to communicate with each other if the DHCP server fails.

117. Answer: C. DNS
Reason: DNS translates domain names into IP addresses.

118. Answer: D. TFTP
Reason: TFTP is a connectionless protocol.

119. Answer: B. VLAN
Reason: VLANs can be used to segment traffic within a switch for increased security.

120. Answer: A. SSH
Reason: SSH is connection-oriented and ensures secure data transfer.

121. Answer: A. IP address allocation
Reason: DNS does not handle IP address allocation.

122. Answer: D. VPN
Reason: VPNs securely connect branches over the internet.
123. Answer: C. Reservation

Reason: DHCP reservation ensures a specific device always receives the same IP address.

124. Answer: C. Traffic segmentation
Reason: VLANSs benefit from traffic segmentation.

125. Answer: D. DNS
Reason: TXT records in DNS are used for spam management.

126. Answer: C. HTTPS
Reason: HTTPS is a connection-oriented protocol that ensures encrypted data transfer.

127. Answer: B. DHCP exclusion
Reason: DHCP exclusion prevents a specific device from receiving an IP address.
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128. Answer: C. TXT record
Reason: TXT records in DNS are used for domain authentication.

129. Answer: B. Domain name resolution
Reason: DHCP does not handle domain name resolution.

130. Answer: C. VLAN tagging
Reason: VLAN tagging ensures only specific devices can connect to a VLAN.

131. Answer: D. VPN
Reason: VPN ensures secure remote access over the internet.

132. Answer: B. MX record
Reason: MX records in DNS specify the mail server for a domain.

133. Answer: C. NAT
Reason: NAT translates internal network addresses to public addresses for internet access.

134. Answer: C. TFTP
Reason: TFTP is a connectionless protocol used for lightweight file transfers.

135. Answer: B. Scope
Reason: DHCP scope ensures specific devices receive IP addresses from a defined range.

136. Answer: D. SSH
Reason: SSH securely executes commands on a remote server.

137. Answer: C. MAN
Reason: A company setting up a network spanning multiple cities would consider a Metropolitan Area Network
(MAN).

138. Answer: A. PAN
Reason: For transferring large files between devices in close proximity without the internet, a Personal Area
Network (PAN) is suitable.

139. Answer: C. MAN
Reason: A high-speed network connecting all public libraries within a city would be a Metropolitan Area
Network (MAN).

140. Answer: C. SAN
Reason: A network designed specifically for the interconnection of storage devices is a Storage Area Network

(SAN).

141. Answer: C. Satellite
Reason: For remote areas with no wired infrastructure, a satellite connection is suitable.

142. Answer: B. Cellular
Reason: For a business traveler needing internet on the move, a cellular connection is ideal.
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143. Answer: D. Fiber
Reason: Fiber-optic connections use light signals and offer high-speed data transmission.

144. Answer: C. WISP
Reason: For a rural area with limited infrastructure, a Wireless Internet Service Provider (WISP) is a feasible
option.

145. Answer: B. PAN
Reason: A network designed for short-range communication between personal devices is a Personal Area
Network (PAN).

146. Answer: C. LAN
Reason: An internal network not accessible from outside premises is a Local Area Network (LAN).

147. Answer: D. WLAN
Reason: A network allowing students to access the internet from anywhere on a university campus is a
Wireless Local Area Network (WLAN).

148. Answer: A. DSL
Reason: Digital Subscriber Line (DSL) uses the existing telephone line infrastructure for internet connectivity.

149. Answer: D. WAN
Reason: A network connecting company branches in multiple countries is a Wide Area Network (WAN).

150. Answer: B. LAN
Reason: A network connecting computers and printers in the same building is a Local Area Network (LAN).

151. Answer: C. Cable
Reason: Cable internet is suitable for high-definition streaming in urban areas.

152. Answer: B. LAN
Reason: A network connecting all personal devices in a home is a Local Area Network (LAN).

153. Answer: C. Satellite
Reason: Satellite internet connections can be affected by weather conditions.

154. Answer: C. SAN
Reason: A network connecting storage devices and servers for better data access speeds is a Storage Area
Network (SAN).

155. Answer: C. Satellite
Reason: For users in mountainous regions with limited infrastructure, satellite internet is most feasible.

156. Answer: C. MAN
Reason: A high-speed network connecting all government buildings in a city is a Metropolitan Area Network
(MAN).

157. Answer: D. Fiber
Reason: Fiber-optic connections offer the highest potential speed for internet connectivity.
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158. Answer: B. Cellular
Reason: For a remote worker who often travels, a cellular internet connection is most suitable.

159. Answer: C. MAN
Reason: A private network connecting company branches within a city is a Metropolitan Area Network (MAN).

160. Answer: B. PAN
Reason: A network specifically designed for the interconnection of personal devices over a short range is a
Personal Area Network (PAN).

161. Answer: D. Fiber
Reason: For a startup company in a city center needing high-speed internet, fiber-optic connection is
prioritized.

162. Answer: C. Cable tester
Reason: To verify if a specific cable is transmitting data correctly, a cable tester is used.

163. Answer: C. Toner probe
Reason: To identify a specific cable in a bundle, a toner probe is most helpful.

164. Answer: B. Crimper
Reason: To attach an RJ45 connector to the end of a Cat6 cable, a crimper is used.

165. Answer: C. WiFi analyzer
Reason: To confirm interference on a wireless channel, a WiFi analyzer is used.

166. Answer: A. Punchdown tool
Reason: To connect a cable to a patch panel, a punchdown tool is essential.

167. Answer: B. Network tap
Reason: A network tap captures and analyzes data passing through a network connection without disrupting

the traffic.

168. Answer: C. Cable stripper
Reason: To strip the cable insulation without damaging the inner wires, a cable stripper is used.

169. Answer: C. Loopback plug
Reason: A loopback plug is useful for testing the functionality of a network port.

170. Answer: B. Cable tester
Reason: To confirm a faulty network cable, a cable tester is used.

171. Answer: B. WiFi analyzer
Reason: To determine the source of a weak WiFi signal in a large office, a WiFi analyzer is most effective.

172. Answer: B. Crimper
Reason: To ensure that the pins on an Ethernet cable are properly aligned and set, a crimper is used.
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173. Answer: B. Toner probe
Reason: To trace the path of a specific cable in a new office setup, a toner probe is used.

174. Answer: B. Network tap
Reason: A network tap is beneficial for monitoring network traffic without interrupting the flow.

175. Answer: C. Loopback plug
Reason: To test a newly installed network port, a loopback plug is used.

176. Answer: D. WiFi analyzer
Reason: To identify unauthorized devices connected to a wireless network, a WiFi analyzer is used.

177. Answer: C. Punchdown tool
Reason: To ensure that the wires in a network cable are properly set into a patch panel, a punch-down tool is
essential.

178. Answer: C. WiFi analyzer
Reason: To identify unauthorized hotspots operating in a corporate environment, a WiFi analyzer is most
effective.

179. Answer: C. Crimper
Reason: When creating custom-length Ethernet cables, a crimper is essential for attaching connectors to the
cable ends.

180. Answer: C. Network tap
Reason: To monitor and analyze data packets without affecting the network's operation, a network tap is used.

181. Answer: C. Punchdown tool
Reason: To ensure that the twisted pairs in a Cat5e cable are properly set into their respective slots on a
keystone jack, a punch-down tool is used.

182. Answer: C. Cable tester
Reason: To ensure all network cables are transmitting data correctly in a new office, a cable tester is most
effective.

183. Answer: B. WiFi analyzer
Reason: A WiFi analyzer is beneficial for identifying sources of wireless interference.

184. Answer: B. Cable stripper
Reason: To create a custom-length coaxial cable, a cable stripper is essential for preparing the cable ends.

185. Answer: C. Cable tester
Reason: To ensure a newly installed Cat6 cable is transmitting data at the correct speed and without
interference, a cable tester is used.

186. Answer: C. Network tap

Reason: To capture and analyze data packets on a corporate network without disrupting the network, a
network tap is used.
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Domain 3 - Hardware Questions

1. Which cable type is best suited for direct burial?
A. Plenum
B. Coaxial
C. Shielded twisted pair
D. Unshielded twisted pair

2. A technician needs to connect a device that requires a high-speed data transfer. Which of the following

connectors should they use?
A. RJ11
B. RJ45
C. Lightning port
D. USB-C

3. 3. Which of the following cable types is most commonly used for video transmission?
A. HDMI
B. Cat5e
C. Coaxial
D. Fiber

4. A company wants to ensure its video conference setup supports 4K resolution. Which cable should they choose?

A. VGA
B. DisplayPort
C. DVI
D. Serial

5. Which cable type is specifically designed for fire safety in air handling spaces?
A. Plenum
B. Coaxial
C. Shielded twisted pair
D. Optical

6. A user wants to connect an external hard drive to their computer. Which of the following connectors would

provide the fastest data transfer rate?
A. USB2.0
B. eSATA
C. Serial
D. Thunderbolt

7. Which of the following is NOT a type of RAM connector?

A. DDR4
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B. SODIMM
C. HDMI
D. ECCRAM

For a high-definition video output, which connector type would be the LEAST suitable?
A. VGA
B. HDMI
C. DisplayPort
D. DVI

Which cable type is best suited for carrying both audio and video signals?
A. VGA
B. HDMI
C. Serial
D. Cat5

. A technician needs to connect a legacy printer to a modern computer. Which of the following connectors might
they require?

A. USB-C

B. Lightning port

C. Serial

D. RJ45

. Which of the following connectors is commonly used for telephone lines?
A. RJ11
B. RJ45
C. Ftype
D. DB9
. A user wants to connect their smartphone to a monitor. Which of the following connectors would allow for video
output from most modern smartphones?

A. USB-C

. HDMI

B
C. VGA
D. RJ45
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13. Which cable type is commonly used for connecting satellite dishes to TVs?
A. HDMI
B. VGA
C. Coaxial
D. Catbe

14. Which of the following is a type of twisted pair cable that does NOT have a protective shield?
A. Plenum
B. Coaxial
C. Shielded twisted pair
D. Unshielded twisted pair

15. Which connector type is commonly used for connecting headphones to mobile devices?
A. RJ45
B. Lightning port
C. USB-C
D. DB9
16. A technician is tasked with setting up a high-speed network. Which cable type should they use for optimal
performance?
A. Catb
B. Cat5e
C. Caté6a
D. Coaxial
17. Which of the following connectors is commonly used for connecting DSL modems to phone lines?
A. RJ11
. RJ45

B
C. HDMI
D. USB-C

18. Which cable type is commonly used for carrying digital audio and video signals?
A. VGA

Serial

HDMI

Cat 5e

o 0N
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19.

20.

21.

22.

23.

24.

Which of the following connectors is used for Apple devices for both charging and data transfer?
A.

A technician needs to connect a device that requires a high-speed data transfer and charging simultaneously.

B.
C. RJ45
D

USB-C
Lightning port

. DB9

Which of the following connectors should they use?

A.

Which of the following cable types is NOT suitable for transmitting data?
A.

B.

C.

D

Which connector type is commonly used for connecting cable modems to the wall outlet?
A.

B.
C
D

Which of the following is a type of RAM that can correct data errors?
A.

A user wants to connect their laptop to a projector. Which of the following connectors would provide the best

USB 2.0

B. RJ45
C.
D

Lightning port
. USB-C

VGA
HDMI
Cat 5e

. Coaxial

RJ11
RJ45
F type

. HDMI

DDR4 SODIMM

B. ECCRAM
C.
D

HDMI
. DDR5

video quality?

A.

B.

C.

D

VGA
HDMI
Serial
. RJ45
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25. Which of the following cable types is best suited for transmitting data over long distances without degradation?

A.

B.
C.
D.

Coaxial
Cat 5e
HDMI
Fiber

26. A technician is tasked with upgrading a laptop's RAM. The laptop currently has DDR3 RAM. Which of the
following RAM types is compatible with this upgrade?

A.

B.
C.
D.

DDR2
DDR4
DDR3
SODIMM DDR4

27. A user reports that their workstation frequently crashes with a memory error. Which of the following RAM

types is most likely to have error checking capabilities?

A.

B
C.
D

DDR5

. SODIMM

ECC RAM

. DDRS3

28. A graphic designer needs faster memory performance on their desktop. Which RAM type offers the highest

speed?

A.

B
C.
D

DDR3

. DDR4

DDR5

. SODIMM

29. Which of the following RAM types is typically used in laptops due to its smaller size?

A.
B.
C.
D.

ECC RAM
DDR4
SODIMM
DDR3
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30. A server requires memory that can correct minor data discrepancies on the fly. Which RAM type should be
installed?

31.

32.

33.

34.

A.
B.
C.
D.

DDR4
DDR5
SODIMM
ECC RAM

A technician is replacing RAM in a workstation. The motherboard supports dual-channel memory

configurations. How should the technician install the RAM modules to take advantage of this feature?

A.
B.
C.
D.

Install the RAM modules in alternating slots.

Install the RAM modules in consecutive slots.

Install one RAM module in the first slot and leave the other slots empty.
Install RAM modules of different sizes.

Which of the following is NOT a benefit of using ECC RAM in a system?

A.

B.
C.
D.

Increased memory speed
Error correction capabilities
Improved system stability

Prevention of data corruption

A user wants to upgrade their laptop's memory. The laptop currently uses DDR3 SODIMM modules. Which of

the following is the most appropriate replacement?

A.

B
C.
D

DDR4 SODIMM

. DDR3 ECC RAM

DDR3 SODIMM

. DDR5

A gaming enthusiast is building a high end gaming rig. Which RAM type would offer the best performance for

gaming?

A.
B.
C.
D.

DDR3
DDR4
DDR5
ECC RAM
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35.

36.

37.

38.

39.

A technician is installing RAM in a server that requires error correction. Which RAM type should the technician
use?

A. DDR3

B. SODIMM

C. DDR5

D. ECCRAM
Which of the following RAM configurations can provide improved performance by allowing two RAM modules
to be accessed simultaneously?

A. Single-channel

Dualchannel

B.
C. Triple channel
D. Quadchannel

A user is experiencing slow performance on their desktop. The technician suspects a RAM issue. Which RAM
type is known for its faster performance compared to its predecessors?

A. DDR3

B. DDR4

C. DDR5

D. SODIMM

A graphic designer's workstation requires a RAM upgrade. The motherboard supports quad-channel memory.
How many RAM modules should the technician ideally install to maximize performance?

A1

B. 2
C. 3
D. 4
A technician is tasked with installing RAM in a server. The server requires memory that can handle minor errors
without crashing. Which RAM type should the technician install?

A. DDR4

B. DDR5

C. SODIMM
D. ECCRAM
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40.

41.

42.

43.

44.

Which of the following RAM types is specifically designed for laptops and is smaller in size compared to its
counterparts?

A. DDR3

B. DDR4

C. ECCRAM

D. SODIMM
A user wants to upgrade their desktop's RAM for better multitasking. Which RAM type offers better
multitasking capabilities due to its increased speed?

A. DDR3

B. DDR4

C. DDR5

D. SODIMM
A technician is replacing a faulty RAM module in a laptop. The laptop requires a specific type of RAM that is
compact in size. Which RAM type should the technician use?

A. DDR3

B. DDR4

C. ECCRAM

D. SODIMM
A high-performance workstation requires a RAM upgrade. The user wants the fastest available RAM. Which of
the following RAM types should the technician recommend?

A. DDR3

. DDR4

B
C. DDR5
D. SODIMM

A server frequently encounters minor memory errors. Which RAM type can automatically correct these minor
errors?

A. DDR3

B. DDR4

C. DDR5

D. ECCRAM
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45.

46.

47.

48.

49.

A user's desktop supports triple-channel memory configurations. How many RAM modules should the
technician ideally install to take advantage of this feature?
Al

B. 2
C. 3
D. 4

A technician is tasked with upgrading a server's RAM. The server requires memory that can handle and correct
minor discrepancies. Which RAM type is most suitable for this server?

A. DDR3

B. DDR4

C. SODIMM

D. ECCRAM
A user wants to upgrade their gaming rig's memory for better performance in the latest AAA games. Which
RAM type is known for its superior speed and performance in gaming scenarios?

A. DDR3

B. DDR4

C. DDR5

D. SODIMM
A user's laptop supports dual-channel memory configurations. The laptop currently has one RAM module

installed. How many additional RAM modules should the user ideally install to maximize performance?
A. 0

B. 1
C. 2
D. 3

A technician is installing RAM in a high-performance workstation. The workstation requires the fastest available
RAM for video editing tasks. Which RAM type should the technician install?

A. DDR3

B. DDR4

C. DDR5

D. SODIMM
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50.

51.

52.

53.

54.

55.

56.

A user is experiencing frequent system crashes with memory-related errors. The technician suspects that the
RAM might be the issue. Which RAM type can help in reducing such errors due to its error-checking capabilities?
A. DDR3
B. DDR4
C. SODIMM
D. ECCRAM
Which hard drive speed is typically associated with energy-efficient laptops?
A. 10,000rpm
B. 7,200rpm
C. 5,400rpm
D. 15,000rpm
A technician is tasked with installing a high-performance drive for a gaming PC. Which of the following SSD

communication interfaces would be the BEST choice?

A. SATA
B. SCSI
C. NVMe
D. eSATA

A user wants to upgrade their PC storage to a faster solution without changing the motherboarWhich of the
following would provide the MOST significant speed improvement over a traditional HDD?

A. Install a SATA SSD

B. Install a 10,000rpm HDD

C. Install an eSSATA HDD

D. Install a SCSIHDD

Which RAID level provides redundancy by mirroring all data from one drive to another?
A. RAIDO
B. RAID1
C. RAIDS5
D. RAID 10

A company wants to ensure that their data is safe from drive failures. They require both speed and redundancy.
Which RAID configuration should they use?

A. RAIDO
B. RAID1
C. RAID5S5
D. RAID 10

Which of the following connectors is MOST commonly associated with an IDE drive?
A. Lightning port
B. Molex
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57.

58.

59.

60.

61.

C. RJ45
D. USB-C

A user is reporting that their computer is running slowly. Upon inspection, you notice the hard drive light is
constantly active. What could be a potential solution to improve performance?

A. Upgrade to a higher RPM HDD

B. Install more RAM

C. Replace the motherboard

D. Install a new GPU

Which of the following is a benefit of using NVMe over traditional SATA SSDs?
A. Increased storage capacity
B. Lower power consumption
C. Faster data transfer rates
D. Better compatibility with older systems

A technician is replacing a faulty HDD in a desktop. Which of the following connectors will provide power to
the drive?

A. RJ11

B. DB9

C. Lightning port
D. Molex

Which RAID level stripes data across multiple drives without redundancy?

A. RAIDO

B. RAID1

C. RAID5

D. RAID 10
A user wants to install an additional drive for backup purposes. Which of the following interfaces allows for
external connection and hot swapping?

A. SCSI

. IDE

B
C. NVMe
D. eSATA
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62.

63.

64.

65.

66.

67.

Which of the following hard drive types is considered the oldest and is less commonly used in modern PCs?

A.

B.
C.
D.

SATA
NVMe
IDE
eSATA

A technician is tasked with setting up a high-performance workstation for graphic design. Which storage setup

would provide the best performance?

A.

B
C.
D

Two NVMe SSDs in RAID 0

. Two SATA HDDs in RAID 1

One NVMe SSD and one SATA HDD

. Two SATA SSDs in RAID 5

Which of the following is NOT a benefit of SSDs over traditional HDDs?

A.

B.
C.
D

Faster data access
No moving parts
Higher storage capacity for the price

Lower power consumption

A user is looking for a storage solution that provides high-speed data access for large files. Which of the

following hard drive speeds would be the LEAST suitable for this requirement?

A.

B.
C.
D.

5,400rpm
7,200rpm
10,000rpm
15,000rpm

Which RAID configuration provides both striping and mirroring?

A.
B.
C.
D.

RAID 0
RAID 1
RAID 5
RAID 10

A technician is installing a new high-end graphics workstation. Which storage interface will provide the fastest

boot times?

A.
B.
C.

SATA
SCSI
NVMe
IDE
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68.

69.

70.

71.

72.

73.

Which of the following connectors is typically used to provide power to a SATA drive?

A.

B.
C.
D.

A user wants to add an external drive for backup purposes. Which of the following interfaces would provide

RJ45

DB9

Molex
Lightning port

the fastest data transfer rates?

A.
B.
C.
D.

USB 2.0
eSATA
SCSI
IDE

Which of the following is a characteristic of RAID 5?

A.

B.
C.
D

A technician is tasked with setting up a server that requires high availability. Which RAID configuration would

provide fault tolerance and improved read performance?

A.

B.
C.
D.

Which of the following storage types uses NAND-based flash memory?

A.
B.
C.
D.

A user is experiencing slow boot times. Which of the following upgrades would MOST likely improve boot

speed?
A.
B.
C.
D.

Data striping without parity
Data mirroring without striping
Data striping with parity

Data mirroring with striping

RAID 0
RAID 1
RAID 5
RAID 10

HDD

DDR4 RAM
SSD

Optical Drive

Upgrade to a 10,000rpm HDD
Add an additional 8GB of RAM

Replace the SATA HDD with an NVMe SSD

Install a new graphics card
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74.

75.

76.

77.

78.

79.

Which of the following storage interfaces directly connects to the CPU?

A. SATA
B. SCSI
C. NVMe
D. IDE

A technician is replacing a hard drive in a server and wants to ensure data redundancy. Which RAID level

should be used if the server can only accommodate two drives?

A. RAIDO
B. RAID1
C. RAID5S5
D. RAID 10

Which motherboard form factor is most commonly used in standard desktop computers?
A, ITX

B. ATX

C. BTX

D. DTX

A technician is tasked with selecting a motherboard that supports multi-socket configurations. Which of the
following should the technician choose?

A. Single socket

B. Dual socket

C. Mobile socket

D. ARM socket

Which CPU architecture is primarily designed for mobile devices due to its power efficiency?
A. x64
B. x86
C. ARM
D. MIPS
A user wants to upgrade their desktop to support virtualization. Which CPU feature should the technician verify
is supported?
A. Multithreading
B. Single-core
C. Virtualization support
D. ARM
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80.

81.

82.

83.

84.

85.

A technician is installing a new graphics card. Which of the following is considered an expansion card?
A. RAM

B. SSD

C. GPU

D. CMOS

Which of the following CPU sockets is associated with Intel processors?

A. AM4

B. TR4

C. LGA1151
D. FM2+

A user's computer supports multithreading. Which of the following benefits will the user MOST likely
experience?

A. Reduced power consumption

B. Increased battery life

C. Enhanced multitasking capabilities

D. Faster single-threaded application performance

Which of the following CPU features will allow a computer to run multiple operating systems simultaneously?
A. Multicore
B. Multithreading
C. Virtualization support
D. ARM architecture

A technician is tasked with installing a network card. In which type of slot should the technician insert the card?
A. PCle
B. RAMslot
C. CPU socket
D. SATA port

Which motherboard form factor is typically used for compact or small form factor PCs?
A. ATX

EATX

ITX

BTX

o 0N
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86

87.

88.

89.

90.

91.

92.

. A user wants to upgrade their CPU. Which of the following should the technician consider to ensure

compatibility with the existing motherboard?
A. Number of pins
B. Virtualization support
C. Multithreading capability
D. GPU compatibility

Which of the following is a primary advantage of a multicore CPU over a single-core CPU?

A. Lower power consumption

B. Enhanced single-thread performance

C. Improved Multitasking

D. Reduced heat generation
A technician is installing a new motherboard. Which of the following components will MOST likely need to be
reconfigured?

A. RAM

B. GPU

C. BIOS/UEFI

D. Hard drive

Which CPU feature allows a single core to execute two threads simultaneously?
A. Multicore
B. Multithreading
C. Dual-core
D. Hyperthreading

be upgraded to improve performance?
A. ARM architecture
B. Single-core
C. Virtualization support
D. Multithreading

Which of the following CPU sockets is primarily associated with AMD processors?
A. LGA1151
B. AM4
C. LGA2066
D. FM2+

following expansion slots should the motherboard have?
A. PClex16

90
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93.

94.

95.

96.

97.

B. PClexl1
C. PCI
D. AGP

Which of the following is a key advantage of the x64 architecture over the x86 architecture?
A. Power efficiency
B. Support for 32bit applications
C. Ability to address more than 4GB of RAM
D. Reduced heat generation

A technician is installing a new CPU. Which of the following should the technician apply between the CPU and
the heatsink?
A. Thermal paste
B. Lubricating oil
C. Glue
D. Adhesive tape

Which of the following expansion cards would a technician install to provide additional USB 3.0 ports?
A. Graphics card
Sound card

USB expansion card

o N

Network card

A technician is building a workstation for video editing. Which of the following CPU features is MOST critical
for this task?

A. Virtualization support

B. Multithreading

C. ARM architecture

D. Single-core

Which of the following is a benefit of a motherboard with dual CPU sockets?
A. Reduced power consumption
B. Increased multitasking capabilities
C. Enhanced single-threaded application performance
D

. Reduced heat generation
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98. A user wants to upgrade their workstation to support multiple high-end graphics cards. Which motherboard

feature should the technician verify?

A.

B.
C.
D

Number of SATA ports
Number of USB ports
Number of PCle x16 slots
Number of RAM slots

99. Which of the following CPU features will allow a computer to run a 64-bit operating system?

A.

100.

101.

oNwp

x64 architecture

B. ARM architecture
C.
D

x86 architecture
Multithreading

A technician is installing a new sound card. Which type of expansion slot should the technician use?
PCle x1

PCle x16

PCI

AGP

Which of the following CPU features is essential for a user who wants to run multiple virtual machines

on their workstation?

A.

102.

Multicore

B. Virtualization support
C.
D

. Single-core

ARM architecture

A technician is building a gaming PC. Which motherboard form factor should the technician choose to

have the most expansion options?

A.

103.

oN® e

104.

o N w

ITX

ATX
BTX
DTX

Which of the following is a key advantage of multicore CPUs over single-core CPUs?
Reduced power consumption

Enhanced single-thread performance

Improved Multitasking

Lower cost

A technician is installing a new motherboard in a user's PC. Which of the following should the technician

do FIRST?

A.

Install the CPU
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B. Connect the power supply
C. Install the RAM
D. Configure the BIOS/UEFI

105. A user's workstation supports virtualization. Which of the following CPU features is MOST likely
present?
A. ARM architecture
B. Singlecore
C. Virtualization support
D. Multithreading

106. A technician is building a PC for a client in Europe. Which input voltage should the power supply
support?
A. 110120 VAC
220240 VAC
3.3V
5V

o N w

107. Which output voltage is commonly used to power the CPU?
3.3V

5V

12V

220240 VAC

oNwp

108. A user is upgrading an older motherboard with a 20-pin power connector to a newer one with a 24-pin
connector. What will the user need?
A. A new power supply
A voltage converter
A 20pin to 24pin adapter

o 0w

A redundant power supply

109. In which scenario would a redundant power supply be MOST beneficial?
Gaming PC
Home theater PC

Data center server

oSN W

Laptop
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110. What is the primary advantage of a modular power supply?
A. Increased wattage
B. Redundancy
C. Improved airflow and cable management
D. Higher output voltage
111. A technician is building a high-end gaming PC. Which factor is MOST crucial when selecting a power
supply?
A. Modularity
B. Wattage rating
C. Number of pins
D. Redundancy
112. 112. Which output voltage is typically used to power RAM modules?
A. 3.3V
B. 5V
C. 12v
D. 110120 VAC
113. A user's PC shuts down unexpectedly during power outages, even though other devices remain
operational. What could be the cause?
A. The PC uses a modular power supply.
B. The power supply's wattage rating is too low.
C. The PC lacks a redundant power supply.
D. The power supply's output voltage is incorrect.
114. Which component benefits MOST from a power supply with a higher wattage rating?
A. SSD
B. RAM
C. High-end graphics card
D. Optical drive
115. A technician is replacing a power supply in a server. Which feature ensures minimal downtime in case
of a power supply failure?
A. Modularity
B. High wattage rating
C. Redundancy
D. 24pin connector
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116.

oNwp

117.

Which of the following is a benefit of using a modular power supply over a nonmodular one?
Increased redundancy

Higher wattage output

Easier cable management

More output voltage options

A user is building a PC for graphic design. The PC will have multiple high-end GPUs. What should the

user consider when selecting a power supply?

A.

118.

Number of connectors

B. Modularity
C.
D. Input voltage

Wattage rating

A technician is troubleshooting a PC that doesn't power on. The motherboard has a 24-pin connector, but

the power supply has a 20-pin connector. What is the MOST likely issue?

A. The power supply is modular.
B. The power supply is redundant.
C. The power supply connector is incompatible.
D. The power supply's wattage is too high.
119. In which scenario would a 220240 VAC input voltage be the standard choice for a power supply?
A. A PCin North America
B. A laptop in Asia
C. A server in Europe
D. A mobile device in Africa
120. A user wants to improve the cable management of their PC. Which type of power supply should they
choose?
A. Redundant
B. High wattage
C. Modular
D. 20pin
121. 121. Which output voltage from a power supply is commonly used to power hard drives?
A. 3.3V
B. 5V
C. 12v
D. 220240 VAC
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122. A technician is building a workstation that requires two GPUs. Which feature of the power supply is
MOST crucial?
A. Redundancy
B. Modularity
C. High wattage rating

D. 20pin connector

123. A user is upgrading their PC and needs to connect additional peripherals. Which power supply feature
allows for adding only the necessary cables?
A. Redundant power supply
B. Modular power supply
C. High wattage rating
D. 24pin motherboard adapter

124. Which of the following is a common reason for a PC to have two power supplies?
A. To support a modular design
B. To increase the wattage rating
C. To provide redundancy
D. To support multiple GPUs

125. A technician is building a PC for a client in North AmericWhich input voltage should the power supply
support?
A. 3.3V
B. 5V
C. 110-120 VAC
D. 220-240 VAC

126. Which of the following power supply features ensures that a PC can continue running if one power
supply fails?
A. Modularity
B. Redundancy
C. High wattage rating

D. 24pin connector

127. A user's PC is experiencing overheating issues. Which power supply feature can help improve airflow
inside the case?
A. Redundant power supply
B. High wattage rating
C. 24pin connector
D. Modular power supply
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128.

A technician is replacing a power supply in a critical server. Which feature ensures that the server

remains operational even if one power supply fails?

A.

B.
C.
D

129.

Modularity
Redundancy
24pin connector

High wattage rating

Which of the following is a benefit of using a power supply with a 24-pin connector over a 20-pin

connector?

A.

130.

Increased redundancy

B. Compatibility with newer motherboards
C.
D

. Improved modularity

Higher wattage output

A technician is building a high performance gaming PC. Which power supply feature ensures that the

PC can support multiple high-end components?

A.

131.

Redundancy

B. 20pin connector
C.
D. High wattage rating

Modular design

A technician is setting up a new multifunction printer. Which of the following is the FIRST step they

should take?

A.

0w

132.

oNwp

Install drivers

Configure wireless settings
Properly unbox the device
Set up tray settings

Which printer language is best suited for graphic design and desktop publishing?
PCL

PostScript

SMB

USB
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133.
connectivity option should they use?

A.

134.

oNwp

135.

136.

oNwp

137.

138.

intervention?

A.

B.
C.
D

o N

oNwp

oNwp

A user wants to print from their laptop without any physical connection to the printer. Which

Ethernet
USB
Wireless
PCL

Which of the following is a benefit of using a print server?
Faster print speeds

Enhanced print quality

Centralized printer management

Improved scanner resolution

A user wants to print on both sides of the paper. Which configuration setting should they adjust?
Orientation

Duplex

Tray settings

Quality

Which security feature ensures that only authorized users can retrieve printed documents from a printer?
User authentication

Duplex setting

Audit logs

Tray settings

A company wants to keep a record of all print jobs. Which security feature should they enable?
Badging

Secured prints

Audit logs

User authentication

Which scanning feature allows for multiple pages to be scanned consecutively without manual
Flatbed scanner

Duplex scanning

Automatic Document Feeder (ADF)
Cloud scanning
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139. A user wants to send scanned documents directly to their email. Which network scan service should be
configured?
A. SMB
PCL

Email

o N

PostScript

140. Which of the following is a common use case for a flatbed scanner over an ADF?
Scanning multiple pages quickly
Scanning fragile or bound documents

Scanning double-sided documents

oNwp

Scanning to cloud services

141. 141. A technician is setting up a printer for a design department. They need high-quality graphics
printing. Which driver should they prioritize?
A. PCL
B. SMB
C. PostScript
D. USB

142. Which of the following connectivity options would be MOST suitable for a printer located in a central
office area used by multiple departments?
A. USB
Wireless
Ethernet
PCL

o 0N

143. A user reports that their secured print job is not being released. What could be the MOST likely reason?
The printer is out of paper.
The user authentication failed.

The print quality setting is too high.

oNwp

The printer is set to duplex mode.

144. Which of the following is a benefit of using the PostScript driver for printing?
Faster print speeds
Enhanced graphics rendering

Improved wireless connectivity

oN® e

Better tray management

145. A company wants to ensure that only employees from the HR department can access a specific printer.
Which security feature should be implemented?
A. Duplex setting
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B.

C.
D.

146.

User authentication
Audit logs
Tray settings

Which scanning option allows users to send scanned documents directly to a shared folder on the

network?

A.

147.

adjust?
A.

o N w

148.

149.

B.
C.
D. PCL

oNwp

Email
Cloud services
SMB

A user wants to print a brochure with a landscape layout. Which configuration setting should they

Duplex
Quality
Tray settings

Orientation

Which of the following security features uses physical cards to authenticate users before they can print?
Secured prints

User authentication

Badging

Audit logs

A technician is setting up a printer in a location where space is limited. Which of the following should

they primarily consider?

A.

o 0w

150.

oSN W

151.

Print speed

Setup location considerations
Duplex settings

Print Quality

Which of the following is a benefit of using a printer with an Automatic Document Feeder (ADF)?
Enhanced print quality

Ability to scan bound documents

Faster scanning of multiple pages

Improved color accuracy

A company wants to reduce paper usage. Which configuration setting should be enabled by default on

their printers?

A.

B.

C.

Orientation
Duplex
Quality
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D. Tray settings

152. Which of the following network scan services allows users to send scanned documents directly to cloud
storage platforms like Dropbox or Google Drive?
A. Email
B. SMB
C. PCL
D. Cloud services

153. A user wants to print high-resolution images for a project. Which configuration setting should they adjust
for the best results?
A. Duplex
B. Orientation
C. Tray settings
D. Quality

154. Which of the following is a primary advantage of using a wireless printer over an Ethernet-connected
printer?
A. Faster print speeds
B. Enhanced security
C. Flexibility in printer placement
D. Better print quality

155. A technician is setting up a new multifunction device. They need to ensure that scanned documents can

be sent directly to a network folder. Which service should they configure?

A. Email

B. Cloud services
C. PCL

D. SMB
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156.

oNwp

157.

158.

this?

>

0w

159.

160.
replaced?

A.

o N

161.

oNwp

oNwp

oNwp

A technician notices faded prints from a laser printer. Which component should be checked first?
Imaging drum

Transfer belt

Pickup rollers

Duplexing assembly

Which step in the laser printer imaging process involves melting the toner onto the paper?
Exposing

Developing

Transferring

Fusing

An inkjet printer is producing streaky prints. Which maintenance task should be performed to resolve

Replace toner

Clean print heads
Replace filament
Clean heating element

Which type of printer uses a heating element to produce prints?
Laser

Inkjet

Thermal

Impact

A user reports that their impact printer is not producing clear characters. Which component should be

Ribbon
Transfer roller
Print head

Imaging drum

In a 3D printer, which material is UV sensitive and used in SLA (Stereolithography) printers?
Filament

Toner

Resin

Ink cartridge
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162.

oNwp

163.

representation?

A.

o 0w

164.

165.

oNwp

166.

oNwp

167.

oSN W

oNwp

Which component in a laser printer applies toner to the charged areas of the drum?
Fuser assembly

Transfer belt

Developing unit

Pickup rollers

A technician is performing maintenance on an inkjet printer. Which task ensures accurate color

Replace cartridges
Clean heating element
Calibration

Replace ribbon

Which type of printer uses a tractor feed mechanism?
Laser

Thermal

Inkjet

Impact

A user is experiencing paper jams in their laser printer. Which component should be inspected?
Imaging drum

Pickup rollers

Transfer belt

Heating element

Which maintenance task is essential for a thermal printer to ensure clear prints?
Replace toner

Clean print heads

Clean heating element

Replace filament

In a laser printer, which component is responsible for creating a charged image on the drum?
Fuser assembly

Transfer roller

Exposing unit

Developing unit
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A technician is tasked with replacing the component in an inkjet printer that controls the movement of

the print head. Which part should they replace?

Roller
Carriage belt
Feeder

Duplexing assembly

Which type of printer requires special paper that is sensitive to heat?
Impact

Laser

Inkjet

Thermal

A user reports poor print quality in a 3D printer. Which component should be checked for potential

Ribbon
Resin
Filament

Transfer belt

Which component in a laser printer is responsible for pulling paper from the tray?
Transfer roller

Duplexing assembly

Pickup rollers

Imaging drum

A technician needs to replace the part of an inkjet printer responsible for feeding paper. Which

component should they replace?

168.
A.
B.
C.
D.
169.
A.
B.
C.
D.
170.
issues?
A.
B.
C.
D.
171.
A.
B.
C.
D.
172.
A.
B.
C.
D.
173.
A.
B.
C.
D.

Roller
Carriage belt
Feeder

Duplexing assembly

Which maintenance task is crucial for ensuring that a laser printer produces sharp images?
Replace cartridges

Clean heating element

Calibration

Replace the ribbon
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174.

oNwp

175.

functional?

A.

o 0w

176.

177.

oNwp

178.
Which task should they perform?

A.

o N

179.

oNwp

oNwp

Which component in an impact printer strikes the ink ribbon to produce characters on paper?
Transfer roller

Print head

Imaging drum

Heating element

A user wants to print on both sides of the paper using an inkjet printer. Which component should be

Roller

Feeder

Duplexing assembly
Carriage belt

Which type of printer uses a ribbon to produce prints?
Laser

Thermal

Inkjet

Impact

In a laser printer, which component is responsible for melting and bonding the toner to the paper?
Imaging drum

Transfer belt

Fuser assembly

Pickup rollers

A technician is tasked with ensuring that an inkjet printer produces prints without any color shifts.

Replace toner
Clean heating element
Calibration

Replace filament

Which component in a laser printer is responsible for transferring the toner from the drum to the paper?
Fuser assembly

Transfer roller

Developing unit

Pickup rollers
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180. A user reports that their thermal printer is producing faded prints. Which component should be checked?

A. Ribbon

B. Transfer belt

C. Print head

D. Heating element
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Domain 3 - Answers

10.

11.

Answer: C. Shielded twisted pair
Reason: Shielded twisted pair (STP) cables are designed for direct burial applications due to their
shielding, which provides protection against external interference.

Answer: D. USB-C
Reason: USB-C connectors support high-speed data transfer rates, making them suitable for devices

requiring rapid data exchange.

Answer: A. HDMI
Reason: HDMI cables are primarily used for video transmission, especially for high-definition video

signals.

Answer: B. DisplayPort
Reason: DisplayPort cables support 4K resolution, making them ideal for video conference setups that

require high-definition video quality.

Answer: A. Plenum
Reason: Plenum cables are designed for fire safety in air handling spaces, as they produce less smoke

when burned.

Answer: D. Thunderbolt
Reason: Thunderbolt connectors provide the fastest data transfer rates, making them ideal for

connecting external hard drives for rapid data exchange.

Answer: C. HDMI

Reason: HDMI is a video and audio connector, not a type of RAM connector.

Answer: A. VGA
Reason: VGA connectors are older and do not support high-definition video output as effectively as
HDM], DisplayPort, or DVL

Answer: B. HDMI
Reason: HDMI cables are designed to carry both audio and video signals over a single cable.

Answer: C. Serial

Reason: Legacy printers often use serial connectors for data transmission.

Answer: A. RJ11

Reason: RJ11 connectors are commonly used for telephone lines.
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12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

Answer: A. USB-C
Reason: Most modern smartphones support video output through USB-C connectors.

Answer: C. Coaxial
Reason: Coaxial cables are commonly used to connect satellite dishes to TVs due to their ability to

transmit radio frequency signals.

Answer: D. Unshielded twisted pair
Reason: Unshielded twisted pair (UTP) cables do not have a protective shield, unlike shielded twisted
pair cables.

Answer: C. USB-C
Reason: USB-C connectors are becoming increasingly common for connecting headphones to mobile

devices, especially as traditional headphone jacks are phased out.

Answer: C. Cat 6a
Reason: Cat 6a cables are designed for high-speed networks and offer optimal performance for such

setups.

Answer: A. RJ11
Reason: RJ11 connectors are commonly used to connect DSL modems to phone lines.

Answer: C. HDMI

Reason: HDMI cables are designed to carry digital audio and video signals.

Answer: B. Lightning port
Reason: The Lightning port is used for Apple devices for both charging and data transfer.

Answer: D. USB-C
Reason: USB-C connectors support high-speed data transfer and charging simultaneously.

Answer: A. VGA
Reason: VGA cables are primarily designed for video transmission and are not suitable for transmitting
data.

Answer: C. F type
Reason: F type connectors are commonly used to connect cable modems to wall outlets.

Answer: B. ECC RAM
Reason: ECC RAM (Error-Correcting Code RAM) can correct data errors, ensuring data integrity.

Answer: B. HDMI
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26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

Reason: HDMI connectors provide high-quality video output, making them ideal for connecting

laptops to projectors.

Answer: D. Fiber
Reason: Fiber cables are best suited for transmitting data over long distances without degradation due

to their resistance to electromagnetic interference and signal attenuation.

Answer: C. DDR3
Reason: If the laptop currently has DDR3 RAM, then DDR3 RAM would be the compatible choice for

an upgrade.

Answer: C. ECC RAM
Reason: ECC RAM has error-checking capabilities, which can detect and correct minor data

discrepancies.

Answer: C. DDR5
Reason: DDR5 RAM offers the highest speed compared to its predecessors, making it suitable for tasks

that require faster memory performance.

Answer: C. SODIMM
Reason: SODIMM (Small Outline Dual In-Line Memory Module) RAM is typically used in laptops due

to its compact size.

Answer: D. ECC RAM

Reason: ECC RAM can correct minor data discrepancies on the fly, ensuring data integrity in servers.

Answer: A. Install the RAM modules in alternating slots.
Reason: For dual-channel memory configurations, RAM modules should be installed in alternating
slots to enable dual-channel mode.

Answer: A. Increased memory speed

Reason: ECC RAM is designed for error correction, not for increasing memory speed.

Answer: C. DDR3 SODIMM
Reason: If the laptop currently uses DDR3 SODIMM modules, then DDR3 SODIMM would be the most

appropriate replacement.

Answer: C. DDR5
Reason: DDR5 RAM offers superior performance for gaming due to its higher speeds compared to its

predecessors.

Answer: D. ECC RAM
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36.

37.

38.

39.

40.

41.

42,

43.

44,

45.

46.

Reason: ECC RAM is primarily used in servers and workstations where data integrity is crucial.

Answer: B. Dualchannel
Reason: Dual-channel RAM configurations allow two RAM modules to be accessed simultaneously,

improving performance.

Answer: C. DDR5
Reason: DDR5 RAM offers faster performance compared to its predecessors like DDR3 and DDR4.

Answer: D. 4
Reason: For a quad-channel memory configuration, ideally, four RAM modules should be installed to

maximize performance.

Answer: D. ECC RAM
Reason: ECC (Error-Correcting Code) RAM can handle minor errors without causing the system to

crash.

Answer: D. SODIMM
Reason: SODIMM (Small Outline Dual In-line Memory Module) is designed specifically for laptops due

to its compact size.

Answer: C. DDR5
Reason: DDR5 RAM offers better multitasking capabilities due to its increased speed compared to
DDR3 and DDRA4.

Answer: D. SODIMM
Reason: SODIMM is compact in size and is specifically designed for laptops.

Answer: C. DDR5
Reason: DDR5 is the latest RAM type and offers the fastest performance compared to DDR3 and DDR4.

Answer: D. ECC RAM

Reason: ECC RAM can automatically correct minor memory errors, preventing system crashes.

Answer: C. 3
Reason: To take advantage of a triple-channel memory configuration, three RAM modules should be
installed.

Answer: D. ECC RAM
Reason: ECC RAM can handle and correct minor discrepancies, making it suitable for servers that

require error correction.
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47.

48.

49,

50.

51.

52,

53.

54.

55.

56.

57.

Answer: C. DDR5
Reason: DDR5 RAM is known for its superior speed and performance, especially in gaming scenarios.

Answer: B. 1
Reason: For a dual-channel memory configuration in a laptop, adding one more RAM module (in

addition to the existing one) will maximize performance.

Answer: C. DDR5
Reason: DDR5 RAM offers the fastest performance and is ideal for high-performance tasks like video
editing.

Answer: D. ECC RAM
Reason: ECC RAM has error-checking capabilities that can help reduce memory-related errors and

system crashes.

Answer: C. 5,400rpm
Reason: 5,400rpm hard drives are typically used in energy-efficient laptops due to their lower power

consumption and heat generation compared to faster drives.

Answer: C. NVMe
Reason: NVMe (Non-Volatile Memory Express) is a communication interface developed specifically for

SSDs and provides significantly faster data transfer rates than traditional interfaces like SATA.

Answer: A. Install a SATA SSD
Reason: SATA SSDs offer a significant speed improvement over traditional HDDs, making them a

suitable choice for users seeking faster storage solutions without changing the motherboard.

Answer: B. RAID 1
Reason: RAID 1 provides redundancy by mirroring all data from one drive to another, ensuring data

safety in case of a single drive failure.

Answer: D. RAID 10
Reason: RAID 10 combines the features of RAID 1 (mirroring) and RAID 0 (striping). It offers both

speed and redundancy by striping data across mirrored sets of drives.

Answer: B. Molex

Reason: Molex connectors are commonly associated with older IDE drives to provide power.

Answer: A. Upgrade to a higher RPM HDD
Reason: A higher RPM HDD can provide faster data access, which may alleviate the constant hard

drive activity and improve system performance.
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58.

59.

60.

61.

62.

63.

64.

65.

66.

67.

68.

Answer: C. Faster data transfer rates
Reason: NVMe SSDs offer faster data transfer rates compared to traditional SATA SSDs due to their
direct connection to the CPU via the PCle bus.

Answer: D. Molex

Reason: The Molex connector is typically used to provide power to SATA drives in desktop computers.

Answer: B. eSATA
Reason: eSATA (external SATA) is designed for external drive connections and offers faster data
transfer rates compared to other external interfaces like USB 2.0.

Answer: C.IDE
Reason: IDE (Integrated Drive Electronics) is an older hard drive interface that has been largely
replaced by SATA in modern PCs.

Answer: A. Two NVMe SSDs in RAID 0
Reason: RAID 0 stripes data across multiple drives, maximizing speed. Using two NVMe SSDs in RAID
0 would provide extremely fast data access, suitable for high-performance tasks like graphic design.

Answer: C. Higher storage capacity for the price
Reason: While SSDs offer many advantages over HDDs, they typically have a higher cost per gigabyte,

making HDDs more cost-effective for large storage capacities.

Answer: A. 5,400rpm
Reason: 5,400rpm hard drives have slower data access speeds compared to higher RPM drives, making

them less suitable for tasks requiring high-speed data access.

Answer: D. RAID 10
Reason: RAID 10 combines the features of RAID 1 (mirroring) and RAID 0 (striping). It provides both
data striping and mirroring, ensuring both speed and redundancy.

Answer: C. NVMe
Reason: NVMe (Non-Volatile Memory Express) interfaces offer the fastest boot times due to their direct

connection to the CPU and high-speed data transfer rates.

Answer: C. Molex
Reason: Molex connectors are typically used to provide power to SATA drives in desktop computers.

Answer: B. eSATA
Reason: eSATA (external SATA) offers faster data transfer rates compared to other external interfaces,

making it suitable for backup purposes where quick data access is essential.
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69.

70.

71.

72.

73.

74.

75.

76.

77.

78.

79.

Answer: C. Data striping with parity
Reason: RAID 5 uses data striping with parity. This means data is striped across multiple drives, and
parity information is stored to provide redundancy. If one drive fails, the data can be rebuilt using the

parity information.

Answer: D. Data mirroring with striping
Reason: RAID 10, also known as RAID 1+0, combines the features of RAID 1 (mirroring) and RAID 0
(striping). It provides both data striping and mirroring, ensuring both speed and redundancy.

Answer: D. RAID 10
Reason: RAID 10 provides both mirroring and striping, ensuring data redundancy and improved read

performance.

Answer: C. SSD
Reason: SSDs use NAND-based flash memory, which offers faster data access speeds compared to
traditional HDDs.

Answer: C. Replace the SATA HDD with an NVMe SSD
Reason: NVMe SSDs offer significantly faster data access speeds compared to SATA HDDs, improving
boot times.

Answer: C. NVMe
Reason: NVMe interfaces directly with the CPU, providing faster data transfer rates compared to other

storage interfaces.

Answer: B. RAID 1
Reason: RAID 1 provides data mirroring without striping, ensuring data redundancy with only two

drives.

Answer: B. ATX

Reason: ATX is the most common motherboard form factor used in standard desktop computers.

Answer: B. Dualsocket
Reason: Dual-socket motherboards support multi-socket configurations, allowing for the installation of
two CPUs.

Answer: C. ARM
Reason: ARM architecture is designed for mobile devices due to its power efficiency.

Answer: C. Virtualization support
Reason: Virtualization support in CPUs allows computers to run multiple operating systems

simultaneously.
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80.

81.

82.

83.

84.

85.

86.

87.

88.

89.

90.

Answer: C. GPU
Reason: A GPU (Graphics Processing Unit) is an expansion card that enhances the graphical

capabilities of a computer.

Answer: C. LGA1151
Reason: LGA1151 is a CPU socket associated with Intel processors.

Answer: C. Enhanced multitasking capabilities
Reason: Multithreading allows a CPU to execute multiple threads simultaneously, enhancing

multitasking capabilities.

Answer: C. Virtualization support
Reason: Virtualization support in CPUs allows a computer to run multiple virtual machines

simultaneously.

Answer: A. PCle
Reason: PCle (Peripheral Component Interconnect Express) slots are used for installing expansion

cards, such as network cards.

Answer: C. ITX

Reason: ITX is a motherboard form factor designed for compact or small form factor PCs.

Answer: A. Number of pins
Reason: Ensuring the number of pins on the CPU matches the socket on the motherboard is crucial for

compatibility.

Answer: C. Improved multitasking
Reason: Multicore CPUs can process multiple tasks simultaneously, improving multitasking
capabilities.

Answer: C. BIOS/UEFI
Reason: When installing a new motherboard, the BIOS/UEFI settings may need to be reconfigured to

match the new hardware.

Answer: D. Hyperthreading
Reason: Hyperthreading allows a single core to execute two threads simultaneously, enhancing
multitasking capabilities.

Answer: C. Virtualization support
Reason: Virtualization support in CPUs enhances the performance of multiple virtual machines

running simultaneously.
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91. Answer: B. AM4
Reason: The AM4 socket is primarily associated with AMD processors.

92. Answer: A. PCle x16
Reason: PCle x16 slots are designed for high-end graphics cards, providing the fastest data transfer

rates for these components.

93. Answer: C. Ability to address more than 4GB of RAM
Reason: The x64 architecture can address more than 4GB of RAM, unlike the x86 architecture, which
has a 4GB limit.

94. Answer: A. Thermal paste
Reason: Thermal paste improves the thermal contact between the CPU and the heatsink, ensuring

efficient heat dissipation.

95. Answer: C. USB expansion card
Reason: A USB expansion card provides additional USB 3.0 ports for a computer.

96. Answer: B. Multithreading
Reason: Multithreading allows a CPU to handle multiple tasks simultaneously, which is crucial for

tasks like video editing that require parallel processing.

97. Answer: B. Increased multitasking capabilities
Reason: A motherboard with dual CPU sockets can support two CPUs, which increases multitasking

capabilities.

98. Answer: C. Number of PClIe x16 slots
Reason: Multiple high-end graphics cards require multiple PCle x16 slots for optimal performance.

99. Answer: A. x64 architecture
Reason: The x64 architecture supports 64-bit operating systems, allowing for more efficient processing

and memory management.

100. Answer: A. PClIe x1
Reason: Sound cards typically use PCle x1 slots for installation in modern PCs.

101. Answer: B. Virtualization support

Reason: Virtualization support in a CPU allows a computer to run multiple virtual machines efficiently.

102. Answer: B. ATX
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Reason: The ATX motherboard form factor offers a wide range of expansion options and is commonly
used in standard desktop computers.

103. Answer: C. Improved multitasking
Reason: Multicore CPUs can process multiple tasks simultaneously, leading to improved multitasking

capabilities.

104. Answer: A. Install the CPU
Reason: Before installing other components, it's essential to install the CPU on the motherboard to

ensure proper alignment and fit.

105. Answer: C. Virtualization support
Reason: Virtualization support in a CPU allows a computer to run multiple virtual machines, making it

essential for users who need this capability.

106. Answer: B. 220-240 VAC
Reason: In Europe, the standard input voltage for power supplies is typically 220-240 VAC.

107. Answer: C. 12V
Reason: The 12V rail in a power supply is commonly used to power the CPU.

108. Answer: C. A 20-pin to 24-pin adapter
Reason: A 20-pin to 24-pin adapter allows an older power supply with a 20-pin connector to be used

with a newer motherboard that has a 24-pin connector.

109. Answer: C. Data center server
Reason: Redundant power supplies are most beneficial in data center servers where uptime is crucial,

and any downtime can be costly.

110. Answer: C. Improved airflow and cable management
Reason: Modular power supplies allow users to connect only the cables they need, leading to better

airflow and cleaner cable management inside the PC case.

111. Answer: A. Modularity
Reason: The question is about the primary advantage of a modular power supply. Modularity allows

users to only connect the cables they need, improving airflow and reducing clutter inside the PC case.

112. Answer: C. Number of pins
Reason: When building a high-end gaming PC, the number of pins on the power supply connectors

ensures compatibility with the motherboard and other components.

113. Answer: A. 3.3V
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Reason: RAM modules typically use a 3.3V power supply for their operation.

114. Answer: C. The PC lacks a redundant power supply.
Reason: If a PC shuts down unexpectedly during power outages while other devices remain

operational, it's likely because it doesn't have a backup or redundant power supply.

115. Answer: C. High-end graphics card
Reason: High-end graphics cards require more power, so a power supply with a higher wattage rating
would be beneficial.

116. Answer: C. Redundancy
Reason: In servers, redundancy ensures that there's minimal downtime in case of a power supply

failure. If one fails, the other can take over.

117. Answer: C. Easier cable management
Reason: Modular power supplies allow for easier cable management because you only use the cables

you need.

118. Answer: C. Wattage rating
Reason: For a PC built for graphic design with multiple high-end GPUs, the wattage rating of the
power supply is crucial to ensure it can handle the power demands.

119. Answer: C. The power supply connector is incompatible.
Reason: If the motherboard requires a 24-pin connector but the power supply only has a 20-pin

connector, they are incompatible.

120. Answer: C. A server in Europe
Reason: 220-240 VAC is the standard input voltage for devices in many European countries.

121. Answer: C. Modular
Reason: Modular power supplies allow for better cable management as you only connect the cables you
need.

122. Answer: C. 12V

Reason: Hard drives typically use a 12V power supply for their operation.
123. Answer: C. High wattage rating
Reason: A workstation requiring two GPUs would need a power supply with a high wattage rating to

support both GPUs.

124. Answer: B. Modular power supply
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Reason: A modular power supply allows users to add only the necessary cables, making it easier to
connect additional peripherals.

125. Answer: C. To provide redundancy
Reason: Having two power supplies in a PC provides redundancy. If one fails, the other can take over,

ensuring the PC continues to operate.

126. Answer: C. 110-120 VAC
Reason: In North America, the standard input voltage for power supplies is 110-120 VAC.

127. Answer: B. Redundancy
Reason: Redundancy ensures that if one power supply fails, the other can take over, allowing the PC to

continue running,.

128. Answer: D. Modular power supply
Reason: A modular power supply can help improve airflow inside the case as it reduces unnecessary

cables, which can obstruct airflow.

129. Answer: B. Redundancy
Reason: In critical servers, redundancy ensures that the server remains operational even if one power

supply fails.

130. Answer: B. Compatibility with newer motherboards
Reason: A 24-pin connector is more modern and is compatible with newer motherboards, whereas a 20-

pin connector is older and might not be compatible with newer boards.

131. Answer: C. Properly unbox the device
Reason: The first step when setting up a new device is to unbox it properly to avoid any damage.

132. Answer: B. PostScript
Reason: PostScript is a printer language designed for graphic design and desktop publishing due to its

precision and quality.

133. Answer: C. Wireless

Reason: Wireless connectivity allows for printing without any physical connection to the printer.

134. Answer: C. Centralized printer management
Reason: A print server provides centralized management of printers, making it easier to manage and

monitor multiple printers.

135. Answer: B. Duplex

Reason: Duplex setting allows for printing on both sides of the paper.
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136. Answer: A. User authentication
Reason: User authentication ensures that only authorized users can retrieve printed documents from a

printer.

137. Answer: C. Audit logs

Reason: Audit logs keep a record of all print jobs, providing a history of printer usage.

138. Answer: C. Automatic Document Feeder (ADF)

Reason: ADF allows for multiple pages to be scanned consecutively without manual intervention.

139. Answer: C. Email

Reason: Configuring the email service allows scanned documents to be sent directly to the user's email.

140. Answer: B. Scanning fragile or bound documents
Reason: A flatbed scanner is suitable for scanning fragile or bound documents that cannot be fed
through an ADF.

141. Answer: C. PostScript
Reason: PostScript is a printer language optimized for graphic design, making it suitable for high-
quality graphics printing.

142. Answer: C. Ethernet
Reason: Ethernet connectivity is suitable for a centrally located printer used by multiple departments

due to its stability and speed.

143. Answer: B. The user authentication failed.

Reason: If user authentication fails, secured print jobs will not be released.

144. Answer: B. Enhanced graphics rendering

Reason: The PostScript driver is known for its enhanced graphics rendering capabilities.

145. Answer: B. User authentication
Reason: User authentication ensures that only specific users or departments, such as HR, can access a

particular printer.

146. Answer: C. SMB
Reason: SMB (Server Message Block) allows users to send scanned documents directly to a shared
folder on the network.

147. Answer: D. Orientation

Reason: Adjusting the orientation setting allows users to print in landscape layout.
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148. Answer: C. Badging
Reason: Badging uses physical cards to authenticate users before they can print.

149. Answer: B. Setup location considerations
Reason: When space is limited, considering the setup location is crucial to ensure the printer fits and

functions properly.

150. Answer: C. Faster scanning of multiple pages
Reason: An Automatic Document Feeder (ADF) allows for faster scanning of multiple pages

consecutively.

151. Answer: B. Duplex
Reason: The duplex setting allows for printing on both sides of the paper, which can reduce paper

usage.

152. Answer: D. Cloud services
Reason: Cloud services allow users to send scanned documents directly to cloud storage platforms like
Dropbox or Google Drive.

153. Answer: D. Quality

Reason: Adjusting the quality setting can enhance the resolution of printed images.

154. Answer: C. Flexibility in printer placement
Reason: A wireless printer provides the flexibility to place the printer anywhere within the wireless

range without the need for physical cables.

155. Answer: D. SMB
Reason: SMB (Server Message Block) is a protocol used for sharing files and printers on a network.
Configuring SMB allows scanned documents to be sent directly to a network folder.

156. Answer: A. Imaging drum

Reason: Faded prints in a laser printer can be caused by issues with the imaging drum.

157. Answer: D. Fusing
Reason: The fusing step in the laser printer imaging process involves melting the toner onto the paper.

158. Answer: B. Clean print heads
Reason: Streaky prints in an inkjet printer can often be resolved by cleaning the print heads.

159. Answer: C. Thermal

Reason: Thermal printers use a heating element to produce prints.
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160. Answer: A. Ribbon
Reason: In an impact printer, the ribbon is responsible for transferring ink to the paper to produce

characters.

161. Answer: C. Resin
Reason: In SLA (Stereolithography) 3D printers, UV-sensitive resin is used.

162. Answer: C. Developing unit
Reason: The developing unit in a laser printer applies toner to the charged areas of the drum.

163. Answer: C. Calibration

Reason: Calibration ensures accurate color representation in an inkjet printer.

164. Answer: D. Impact

Reason: Impact printers use a tractor feed mechanism.

165. Answer: B. Pickup rollers
Reason: Paper jams in a laser printer can often be caused by worn or dirty pickup rollers.

166. Answer: C. Clean heating element

Reason: For thermal printers, cleaning the heating element can ensure clear prints.

167. Answer: C. Exposing unit

Reason: The exposing unit in a laser printer is responsible for creating a charged image on the drum.

168. Answer: B. Carriage belt
Reason: The carriage belt in an inkjet printer controls the movement of the print head.

169. Answer: D. Thermal

Reason: Thermal printers require special heat-sensitive paper to produce prints.

170. Answer: C. Filament
Reason: In 3D printing, the quality of the filament can impact the print quality.

171. Answer: C. Pickup rollers
Reason: The pickup rollers in a laser printer are responsible for pulling paper from the tray.

172. Answer: A. Roller

Reason: The roller in an inkjet printer is responsible for feeding paper.

173. Answer: C. Calibration
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Reason: Calibration is crucial for ensuring that a laser printer produces sharp images.

174. Answer: B. Print head

Reason: In an impact printer, the print head strikes the ink ribbon to produce characters on paper.

175. Answer: C. Duplexing assembly

Reason: The duplexing assembly in an inkjet printer allows for printing on both sides of the paper.

176. Answer: D. Impact
Reason: Impact printers use a ribbon to produce prints.

177. Answer: C. Fuser assembly

Reason: In a laser printer, the fuser assembly is responsible for melting and bonding the toner to the

paper.

178. Answer: C. Calibration
Reason: Calibration ensures that an inkjet printer produces prints without any color shifts.

179. Answer: B. Transfer roller
Reason: In a laser printer, the transfer roller is responsible for transferring the toner from the drum to

the paper.

180. Answer: D. Heating element

Reason: If a thermal printer is producing faded prints, the heating element should be checked.
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Domain 4 - Virtualization and Cloud Computing Questions

1. A company wants to maintain control over its infrastructure while leveraging cloud benefits. Which cloud model
should they adopt?
A. Public Cloud
B. Private Cloud
C. Hybrid Cloud
D. Community Cloud

2. Which cloud service model provides a platform for developers to build, deploy, and manage applications?

A. laaS

B. SaaS

C. PaaS

D. Private cloud

3. A business is using a cloud model where they only pay for the computing resources they consume. This is an
example of:
A. Rapid elasticity
B. High availability
C. Shared resources
D

Metered utilization

4. Which cloud characteristic ensures that data remains consistent across multiple devices?
A. File synchronization
B. Rapid elasticity
C. Shared resources
D. Metered utilization

5. A company wants to use a cloud service where the infrastructure is shared among organizations with similar
interests. They should choose
A. Hybrid cloud
B. Public cloud
C. Private cloud
D

Community cloud
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6. Which cloud model combines elements of both private and public clouds?
A. Hybrid cloud
B. Community cloud
C. ITaaS
D. SaaS

7. 7. A software application that is delivered over the internet and accessed via a web browser is an example of:

A. TaaS
B. PaaS
C. SaaS

D. Private cloud

8. Which desktop virtualization model is hosted within an organization's own infrastructure?
A. VDIin the cloud
B. SaaS
C. PaaS
D. VDI on premises

9. A company requires rapid scaling of resources based on demand. Which cloud characteristic should they
prioritize?
A. High availability
B. Rapid elasticity
C. File synchronization
D

. Shared resources

10. Which cloud service model provides virtualized computing resources over the Internet?

A. SaaS

B. PaaS

C. TaaS

D. Community cloud

11. A business wants to ensure their cloud data and applications are available at all times. They should focus on:
A. File synchronization
Metered utilization

High availability

o 0N

Rapid elasticity
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12. Which cloud model is best suited for organizations that want to share infrastructure costs but have similar

concerns and requirements?

A.

B.
C.
D

Public cloud
Private cloud
Hybrid cloud

Community cloud

13. A developer needs a cloud environment to develop and test applications without worrying about the underlying

infrastructure. Which service model should they use?

A.

B.
C.
D

laaS
PaaS
Saa$S
Hybrid cloud

14. Which cloud characteristic involves multiple users leveraging the same infrastructure and resources?

A.

o 0w

Rapid elasticity
Shared resources
High availability
Metered utilization

15. A company is considering a cloud model where they can maintain some resources on-premises while also

utilizing public cloud resources. They are considering;:

A.
B. Public cloud
C.
D

. Community cloud

Private cloud

Hybrid cloud

16. Which desktop virtualization model is hosted in a cloud environment?

A.

o N w

VDI on premises
Saa$S
PaaS
VDI in the cloud

17. A business wants to ensure that its cloud resources can be quickly scaled in or out based on demand. This is

known as:

A.

File synchronization

B. Metered utilization
C.
D. Rapid elasticity

High availability

18. Which cloud service model delivers applications over the internet on a subscription basis?

A.

TaaS
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B. PaaS
C. SaaS
D. Private cloud

19. A company wants to ensure that its cloud data remains consistent across multiple devices. This is an example
of:

Rapid elasticity

High availability

File synchronization

oN® e

Shared resources

20. Which cloud model is entirely owned, maintained, and operated by a single organization?
A. Public cloud

Private cloud

Hybrid cloud

Community cloud

o N

21. Which cloud service model allows users to rent virtualized hardware resources over the internet?
A. SaaS

PaaS

TaaS

Community cloud

o N

22. A business wants to ensure that its cloud resources are always available, even during peak times. This is an
example of:
A. File synchronization
B. Metered utilization
C. High availability
D. Rapid elasticity

23. Which cloud characteristic involves users paying only for the resources they consume?
A. Rapid elasticity
B. Shared resources
C. High availability
D

. Metered utilization
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24. A company is considering a cloud model where the infrastructure is shared among multiple organizations. They

should choose:

A.

B.
C.
D

Hybrid cloud
Public cloud
Private cloud

Community cloud

25. A software developer needs a cloud platform to build, test, and deploy applications. Which service model should

they consider?

A.

B.
C.
D

laaS
PaaS
Saa$S
Hybrid cloud

26. A developer wants to test a new application without affecting their main system. Which virtual machine purpose

would they use?

A. Cross-platform virtualization

B.

C.
D.

Legacy software/OS
Sandbox
Application virtualization

27. Which purpose of virtual machines allows running software designed for Windows on a macOS system?

A.

B.
C.
D

Test development
Sandbox
Cross-platform virtualization

Legacy software/OS

28. A company wants to run an older version of software that is not supported on newer systems. Which VM

purpose should they consider?

A. Test development

B. Legacy software/OS
C. Sandbox
D. Application virtualization

29. Which aspect of clientside virtualization ensures that virtualized environments are protected from threats?

A.

B.
C.
D

Resource requirements
Test development
Security requirements
Sandbox
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30. A user wants to run an application without installing it on the main operating system. This is an example of:

A.

B.
C.
D

Cross-platform virtualization
Application virtualization
Sandbox

Legacy software/OS

31. Which purpose of virtual machines provide a safe environment to run potentially harmful software?

A.

B.
C.
D.

Sandbox
Test development
Legacy software/OS

Cross-platform virtualization

32. A company is developing a new application and needs an environment to test its functionality. Which VM

purpose should they use?

A.

B.
C.
D

Legacy software/OS
Cross-platform virtualization
Sandbox

Test development

33. Which aspect of clientside virtualization determines the amount of RAM and storage needed for efficient

operation?
A. Test development
B. Resource requirements
C. Security requirements
D. Sandbox

34. A user wants to run a Linux application on their Windows system without dual-booting. This is an example of:

A.

B.
C.
D

Test development

Legacy software/OS
Cross-platform virtualization
Sandbox

35. Which purpose of virtual machines allows for running software that might be outdated but is essential for

specific tasks?

A.

B.
C.
D

Sandbox
Test development
Cross-platform virtualization

Legacy software/OS
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36.

37.

38.

39.

40.

41.

42.

Ensuring that a virtualized environment is protected from malware and unauthorized access falls under:
A. Resource requirements
B. Test development
C. Security requirements
D. Sandbox

Which purpose of virtual machines allows for isolating software to prevent systemwide effects?
A. Test development
B. Application virtualization
C. Legacy software/OS
D. Sandbox

A company wants to run software on multiple OS platforms without making multiple versions. They should
consider:
A. Test development
B. Cross-platform virtualization
C. Sandbox
D. Legacy software/OS

Which aspect of clientside virtualization focuses on ensuring the integrity and confidentiality of virtualized
environments?

A. Resource requirements

B. Test development

C. Security requirements

D. Sandbox

A user wants to run an application in a controlled environment where it can't interact with other software. This
is known as:

A. Cross-platform virtualization

B. Legacy software/OS
C. Sandbox
D

Test development

Which purpose of virtual machines allows for running an application in its own environment separate from the
main OS?

A. Test development

B. Legacy software/OS

C. Sandbox

D. Application virtualization

Ensuring that a virtualized environment has sufficient CPU and memory resources falls under:

A. Test development
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B. Resource requirements
C. Security requirements
D. Sandbox

43. A company needs to test potentially harmful software without risking their main system. They should use a:
A. Test development environment
B. Legacy software/OS
C. Sandbox
D

Crossplatform virtualization

44. Which aspect of clientside virtualization ensures that virtualized environments have the necessary hardware
and software for optimal performance?
A. Test development
B. Resource requirements
C. Security requirements
D. Sandbox

45. A user wants to run a macOS application on their Windows system. This is an example of:
A. Test development

Legacy software/OS

Cross-platform virtualization

Sandbox

o N

46. Which purpose of virtual machines allows for testing new software versions in a controlled environment?
A. Sandbox
B. Test development
C. Legacy software/OS
D

. Cross-platform virtualization

47. Ensuring that a virtualized environment is protected from external threats and vulnerabilities falls under:
A. Resource requirements
B. Test development
C. Security requirements
D. Sandbox
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48. A company wants to run software without installing it directly on the host OS. They should consider:
A. Test development
B. Cross-platform virtualization
C. Sandbox
D

Application virtualization

49. Which aspect of clientside virtualization focuses on the necessary measures to ensure the safety of virtualized
environments?
A. Resource requirements
B. Test development
C. Security requirements
D. Sandbox

50. A user wants to run an older version of software that is no longer supported on newer systems. This is an
example of:
A. Test development
B. Legacy software/OS
C. Cross-platform virtualization
D. Sandbox
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Domain 4 - Answers

10.

11.

12.

13.

. Answer: B. Private Cloud

Reason: A company wanting to maintain control over its infrastructure while leveraging cloud benefits
should adopt a private cloud model.

Answer: C. PaaS
Reason: Platform as a Service (PaaS) provides a platform for developers to build, deploy, and manage
applications.

Answer: D. Metered utilization
Reason: Paying only for the computing resources consumed is an example of metered utilization.

Answer: A. File synchronization
Reason: File synchronization ensures data remains consistent across multiple devices.

Answer: D. Community cloud
Reason: A cloud service where the infrastructure is shared among organizations with similar interests is
a community cloud.

Answer: A. Hybrid cloud
Reason: A hybrid cloud combines elements of both private and public clouds.

Answer: C. SaaS
Reason: A software application delivered over the internet and accessed via a web browser is an
example of Software as a Service (SaaS).

Answer: D. VDI on premises
Reason: A desktop virtualization model hosted within an organization's own infrastructure is VDI on-
premises.

Answer: B. Rapid elasticity
Reason: Rapid scaling of resources based on demand is an example of rapid elasticity.

Answer: C. laaS
Reason: Infrastructure as a Service (laaS) provides virtualized computing resources over the Internet.

Answer: C. High availability
Reason: Ensuring cloud data and applications are available at all times focuses on high availability.

Answer: D. Community cloud
Reason: A cloud model best suited for organizations wanting to share infrastructure costs but have
similar concerns and requirements is a community cloud.

Answer: B. PaaS
Reason: A cloud environment for developers to develop and test applications without worrying about
the underlying infrastructure is Platform as a Service (PaaS).
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14.

15.

16.

17.

18.

19.

20.

21.

22,

23.

24,

25.

26.

Answer: B. Shared resources
Reason: Multiple users leveraging the same infrastructure and resources is an example of shared
resources.

Answer: C. Hybrid cloud
Reason: A cloud model where some resources are maintained on-premises while also utilizing public
cloud resources is a hybrid cloud.

Answer: D. VDI in the cloud
Reason: A desktop virtualization model hosted in a cloud environment is VDI in the cloud.

Answer: D. Rapid elasticity
Reason: Ensuring that cloud resources can be quickly scaled in or out based on demand is known as
rapid elasticity.

Answer: C. SaaS
Reason: Delivering applications over the internet on a subscription basis is an example of Software as
a Service (SaaS).

Answer: C. File synchronization
Reason: Ensuring that cloud data remains consistent across multiple devices is an example of file
synchronization.

Answer: B. Private Cloud
Reason: A cloud model that is entirely owned, maintained, and operated by a single organization is a
private cloud.

Answer: C. laaS
Reason: Renting virtualized hardware resources over the internet is an example of Infrastructure as a
Service (laaS).

Answer: C. High availability
Reason: Ensuring that cloud resources are always available, even during peak times, is an example of
high availability.

Answer: D. Metered utilization
Reason: Paying only for the resources consumed is an example of metered utilization.

Answer: D. Community cloud
Reason: A cloud model where the infrastructure is shared among multiple organizations is a community
cloud.

Answer: B. PaaS
Reason: A cloud platform for software developers to build, test, and deploy applications is Platform as a
Service (PaaS).

Answer: C. Sandbox
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27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

Reason: A developer wants to test a new application without affecting their main system. The sandbox
provides an isolated environment for such testing.

Answer: C. Cross-platform virtualization
Reason: This allows running software designed for one OS (like Windows) on another OS (like
macQOS).

Answer: B. Legacy software/OS
Reason: The company wants to run an older version of the software, which is typically supported by
legacy software/OS virtualization.

Answer: C. Security requirements
Reason: Ensuring a virtualized environment is protected from threats is a security requirement.

Answer: B. Application virtualization
Reason: Running an application without installing it on the main OS is achieved through application
virtualization.

Answer: A. Sandbox
Reason: A sandbox provides a safe environment to run potentially harmful software.

Answer: D. Test development
Reason: A company developing a new application would use test development VMs to test its
functionality.

Answer: B. Resource requirements
Reason: Determining the amount of RAM and storage needed for efficient operation is a resource
requirement.

Answer: C. Cross-platform virtualization
Reason: This allows a user to run an application designed for one OS on another OS.

Answer: D. Legacy software/OS
Reason: Running software that might be outdated but is essential for specific tasks is achieved through
legacy software/OS virtualization.

Answer: C. Security requirements
Reason: Ensuring a virtualized environment is protected from malware and unauthorized access is a
security requirement.

Answer: D. Sandbox
Reason: Isolating software to prevent system-wide effects is achieved through sandboxing.

Answer: B. Cross-platform virtualization
Reason: Running software on multiple OS platforms without making multiple versions is achieved
through cross-platform virtualization.

Answer: C. Security requirements
Reason: Ensuring the integrity and confidentiality of virtualized environments is a security requirement.
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40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

50.

Answer: C. Sandbox
Reason: Running an application in a controlled environment where it can't interact with other software
is known as sandboxing.

Answer: D. Application virtualization
Reason: Running an application in its own environment separate from the main OS is achieved through
application virtualization.

Answer: B. Resource requirements
Reason: Ensuring a virtualized environment has sufficient CPU and memory resources is a resource
requirement.

Answer: C. Sandbox
Reason: Testing potentially harmful software without risking the main system is achieved through
sandboxing.

Answer: B. Resource requirements
Reason: Ensuring virtualized environments have the necessary hardware and software for optimal
performance is a resource requirement.

Answer: C. Cross-platform virtualization
Reason: Running a macOS application on a Windows system is achieved through cross-platform
virtualization.

Answer: B. Test development
Reason: Testing new software versions in a controlled environment is achieved through test
development VMs.

Answer: C. Security requirements
Reason: Ensuring a virtualized environment is protected from external threats and vulnerabilities is a
security requirement.

Answer: D. Application virtualization
Reason: Running software without installing it directly on the host OS is achieved through application
virtualization.

Answer: C. Security requirements
Reason: Ensuring the safety of virtualized environments is a security requirement.

Answer: B. Legacy software/OS

Reason: Running an older version of software that is no longer supported on newer systems is
achieved through legacy software/OS virtualization.
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Domain 5 - Hardware Questions

1.

Before implementing any changes to resolve a problem, what should always be considered?
A. User Feedback
B. Vendor guidelines
C. Corporate policies and procedures
D

Previous solutions

When a user reports an issue, what is the first step in the best practice methodology to resolve problems?
A. Test the theory
B. Establish a plan of action
C. Document the findings
D. Identify the problem

If your initial theory to determine the cause of a problem is not confirmed, what should you do next?
A. Implement preventive measures
B. Reestablish a new theory or escalate
C. Verify full system functionality
D.

Document the findings

Which step involves referring to the vendor’s instructions for guidance?
A. Identify the problem
Test the theory to determine the cause

Establish a plan of action to resolve the problem

0w

Document the findings

After resolving an issue, what step ensures that the entire system is working as expected?
A. Establish a theory of probable cause
B. Test the theory to determine the cause
C. Verify full system functionality
D

Document the findings

Which step involves inquiring about environmental or infrastructure changes?
A. Establish a plan of action
B. Identify the problem
C. Test the theory to determine the cause
D

. Document the findings
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7. When a problem arises, what should be done before making any changes to the system?
A. Conduct external research
B. Implement preventive measures
C. Perform backups if applicable
D

Escalate the issue

8. Which step might involve conducting external or internal research based on symptoms?
A. Identify the problem
B. Establish a theory of probable cause
C. Verify full system functionality
D. Document the findings

9. After confirming the theory of the problem's cause, what should be the next step?
A. Establish a new theory
B. Document the findings
C. Determine the next steps to resolve the problem
D

Refer to the vendor’s instructions

10. In which step would you question the obvious to determine the cause of a problem?
A. Identify the problem
B. Test the theory to determine the cause
C. Establish a theory of probable cause
D

Document the findings

11. If a theory about a problem's cause is not confirmed, what should NOT be the immediate next step?
A. Escalate the issue

Document the findings

Reestablish a new theory

o 0w

Verity full system functionality

12. Which step involves ensuring that measures are in place to prevent future occurrences of a problem?
A. Identify the problem
B. Test the theory to determine the cause
C. Verify full system functionality
D

Establish a plan of action
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13. When a user reports an issue, gathering information from them is part of which step?
A. Establish a theory of probable cause
B. Identify the problem
C. Test the theory to determine the cause
D

Document the findings

14. In which step would you refer to vendor guidelines to implement a solution?
A. Identify the problem
B. Establish a plan of action to resolve the problem
C. Test the theory to determine the cause
D. Verify full system functionality

15. Which step involves recording the actions taken and the results after resolving a problem?
A. Test the theory to determine the cause
B. Establish a plan of action
C. Identify the problem
D. Document the findings

16. If you're unsure about the symptoms of a problem, which step might involve seeking external research or
advice?
A. Identify the problem
B. Establish a theory of probable cause
C. Verify full system functionality
D

Document the findings

17. Before making any changes to a system, what should be done, if applicable, to ensure data safety?
A. Conduct external research
B. Implement preventive measures
C. Perform backups
D. Escalate the issue

18. Which step ensures that the entire system is working as expected after implementing a solution?
A. Establish a theory of probable cause
Test the theory to determine the cause

Verify full system functionality

o 0N

Document the findings
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19. In which step would you potentially escalate an issue if you cannot confirm a theory about its cause?

A.

B.
C.
D

Identify the problem
Test the theory to determine the cause
Establish a plan of action

Document the findings

20. Which step involves developing a strategy to solve a problem after confirming the cause?

A.

B.
C.
D.

Identify the problem

Establish a plan of action to resolve the problem
Test the theory to determine the cause
Document the findings

21. Which step might involve asking the user about any recent changes they made to their system?

A.

B.
C.
D

Establish a theory of probable cause
Identify the problem
Test the theory to determine the cause

Document the findings

22. After implementing a solution, what step ensures that similar problems do not occur in the future?

A.

B.
C.
D

Identify the problem
Test the theory to determine the cause
Verify full system functionality

Establish a plan of action

23. In which step would you potentially seek guidance from vendor instructions to implement a solution?

A.

o 0w

Identify the problem

Establish a plan of action to resolve the problem
Test the theory to determine the cause
Document the findings

24. Which step involves determining the next actions after confirming the theory of a problem's cause?

A.

B.
C.
D

Identify the problem
Establish a plan of action

Test the theory to determine the cause

. Document the findings
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25. If you cannot determine the cause of a problem, which step involves seeking advice or escalating the issue?

A.

B.
C.
D

Identify the problem
Test the theory to determine the cause
Establish a theory of probable cause

Document the findings

26. A technician powers on a computer and hears a series of long beeps followed by two short beeps but sees no

27.

28.

29.

visual display. What could this pattern of beeps most likely indicate?

A.

B.
C.
D

RAM failure
Video card failure
CPU overheating
Hard drive failure

After assembling a new computer, a technician powers it on but hears continuous short beeps, and the system

fails to boot. What is the most probable cause of this issue?

A.

B.
C.
D

The motherboard is not receiving power.

The RAM modules are not seated properly.

The video card is incompatible with the motherboard.
The CPU fan is not connected.

A user reports that every time they try to launch a specific application on their Windows computer, they
encounter a blue screen with an error message "IRQL_NOT_LESS_OR_EQUAL." What is the most likely cause
of this BSOD?

A.

B.
C.
D

The computer's RAM is failing.

There is a malware infection on the computer.

The application is incompatible with the current version of Windows.
There is a driver conflict or faulty driver.

A graphic designer using a macOS system reports that they frequently encounter a spinning pinwheel cursor

when using a graphic-intensive application, causing the system to become unresponsive. What could be the

primary reason for this issue?

A.

B.
C.
D

The application has a software bug that needs patching.
The system's hard drive is nearing its maximum capacity.
The macOS version is outdated and needs an update.

The system does not have sufficient RAM to handle the graphic-intensive tasks.
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30. A user powers on their computer and hears the usual startup sounds, but the monitor displays a black screen
with no cursor or text. What is the most likely cause of this issue?
A. The computer's RAM is faulty.
B. The monitor's power cable is unplugged.
C. The video cable connecting the monitor to the computer is loose or disconnected.
D

The computer's hard drive has failed.

31. After a recent graphics driver update, a technician restarts the computer and is greeted with a black screen. The
computer doesn't progress to the login screen. What should the technician try first to resolve this issue?
A. Replace the computer's power supply.
B. Boot the computer into Safe Mode and roll back the graphics driver.
C. Replace the computer's motherboard.
D

Disconnect and reconnect the hard drive.

32. A user attempts to turn on their desktop computer, but it remains unresponsive with no lights or sounds. What
is the most likely cause of this issue?
A. The operating system has become corrupted.
B. The RAM modules are not seated properly.
C. The power supply unit (PSU) has failed.
D. The hard drive has bad sectors.

33. After a power outage, a technician's workstation fails to power on, even though other devices in the same room
are operational. What should the technician check first?
A. If the motherboard has visible damage.
B. The seating of the internal components.
C. If the workstation is connected to a surge protector or UPS.
D. The BIOS settings for power management.

34. A user reports that over the past few weeks, their computer has been taking longer to open applications and
save files. Which of the following is the MOST likely cause of this sluggish performance?
A. The computer's screen resolution is set too high.
B. There are too many startup programs running in the background.
C. The Ethernet cable is damaged.
D

The speakers are malfunctioning.

35. An office worker complains that their computer becomes notably slower as the day progresses, especially when

using multiple applications simultaneously. What could be the primary reason for this decline in performance?
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36.

37.

38.

39.

40.

The computer's clock settings are incorrect.
The computer is placed near a window, and sunlight is causing overheating.

The computer's RAM is nearing its capacity.

oNwp

The computer's graphics driver is outdated.

A user reports that their laptop shuts down unexpectedly after about 15 minutes of use, even when it's fully
charged. Upon inspection, the technician noticed the laptop is unusually hot. What is the most probable cause
of this issue?

A. The laptop's battery is faulty.

B. The laptop's hard drive is failing.

C. The laptop's cooling system, such as fans or heat sinks, is malfunctioning or clogged with dust.

D

The laptop's display is malfunctioning.

A desktop computer frequently becomes unresponsive and occasionally restarts on its own. The technician
observes that the CPU temperature readings are higher than normal. Which of the following steps should the
technician take FIRST to address this issue?

A. Replace the power supply unit.

B. Reinstall the operating system.

C. Clean out dust from the computer and ensure proper airflow.

D. Upgrade the RAM modules.

A technician notices a burning smell coming from a desktop computer immediately after powering it on. What
is the MOST likely cause of this smell?

A. The hard drive is fragmented.

B. The CPU is overheating.

C. The power supply is malfunctioning.

D. The RAM is incompatible with the motherboard.

After installing a new graphics card, a user notices a burning odor from the PC case. What should the user do
FIRST?

A. Continue using the PC and monitor if the smell goes away.

B. Update the graphics card drivers.

C. Power off the computer and unplug it from the wall.

D. Replace the computer's RAM.

A user's laptop powers off randomly, especially when running intensive applications. What could be the
primary cause?

A. The laptop's screen resolution is set too high.

B. The laptop is placed on a soft surface, causing overheating.

C. The laptop's hard drive is nearly full.

D. The laptop's Wi-Fi card is malfunctioning.
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41. A desktop computer shuts down unexpectedly every 20 minutes. What is the MOST likely reason?
A. The BIOS needs an update.
B. The power settings are configured for short intervals.
C. The CPU fan is dusty and not functioning correctly.
D. The motherboard has a faulty USB port.

42. Every time a user tries to launch a specific application, it crashes. What should the technician check FIRST?
A. If there's enough storage space on the hard drive.

If the application is compatible with the current OS version.

The computer's screen resolution settings.

o 0w

The computer's network connection.

43. A recently installed application frequently stops responding. What is the BEST course of action?
A. Reboot the computer multiple times.
B. Check for and apply any available updates for the application.
C. Increase the computer's RAM.
D. Change the computer's power plan to High Performance.

44. A user reports a grinding noise coming from their PC every time it's powered on. What component is MOST
likely causing this noise?
A. The RAM modules.
B. The power supply.
C. The CPU fan.
D. The hard drive.

45. After booting up a desktop computer, a technician hears a consistent grinding sound. which of the following
should be checked FIRST?
A. The optical drive has a stuck disc.
B. The graphics card fan.
C. The motherboard capacitors.
D. The USB ports for foreign objects.

46. A technician opens a computer case and notices that some capacitors on the motherboard are bulging. What
does this indicate?
A. The motherboard has been exposed to moisture.
B. The capacitors are nearing failure.
C. The CPU is incompatible with the motherboard.
D. The RAM slots are malfunctioning.
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47. During a routine inspection, a technician observes swollen capacitors on a PC's motherboard. What is the BEST

course of action?

A.

B
C.
D

Clean the motherboard with compressed air.

. Update the BIOS.

Replace the motherboard.

. Re-seat the RAM modules.

48. Every time a user powers on their computer, the system date and time are reset to January 1, 2000. What is the
MOST likely cause?

A.

B
C.
D

The operating system needs an update.

. The computer's GPU is malfunctioning.

The CMOS battery is dead or failing.

. The hard drive is corrupted.

49. A technician notices that a desktop computer's date and time are consistently incorrect on boot up. Which
component should be checked FIRST?

A.

B.
C.
D.

The power supply unit.
The CMOS battery.
The RAM modules.
The network card.

50. After replacing a computer's motherboard, a technician notices that the system date and time reset to default

values every time the system is unplugged. What could be the MOST likely cause of this issue?

A.

B.
C.
D

The operating system is corrupted.

The power supply unit is faulty.

The new motherboard is incompatible with the CPU.
The CMOS battery was not properly seated or is missing.
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51. A technician notices that the LED status indicator on a hard drive is continuously blinking red. This could

indicate:

A.

B.
C.
D.

The drive is in standby mode.
The drive is currently reading/writing data.
The drive is experiencing a hardware failure.

The drive is properly functioning.

52. A user's external hard drive has a solid green LED status indicator, but they cannot access their files. What might

be the issue?

A.

B
C.
D

The drive is overheating.

. The drive is in a read-only state.

The drive's file system is corrupted.

. The drive is not receiving enough power.

53. Upon booting up a computer, a technician hears a distinct grinding noise. This is most likely due to:

A.
B.
C.
D.

A failing fan.

A disconnected speaker.

A malfunctioning optical drive.
A failing hard drive.

54. A user reports a grinding noise every time they save a large file. This could be indicative of:

A.
B.
C.
D.

A nearly full hard drive.
A failing hard drive.
A malfunctioning RAM module.

A corrupted operating system.

55. A technician is troubleshooting a hard drive that makes clicking sounds when attempting to access data. This is

a symptom of:

A.

B
C.
D

A misaligned read/write head.

. A corrupted file system.

A failing power supply.

. Overheating components.

56. Clicking sounds from a newly installed hard drive could be due to:

A.

o 0w

Incompatible file system.
Loose data cable connection.
The drive is in standby mode.
A manufacturing defect.

57. A user powers on their computer and receives a "Bootable device not found" message. This could be caused by:

A.

A disconnected keyboard.
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B. A corrupted operating system.
C. A failing RAM module.
D. A disconnected or failing hard drive.

58. After a power outage, a computer displays "Bootable device not found" upon startup. The most likely cause is:

A. The BIOS settings have been reset.
B. The power supply unit is damaged.
C. The hard drive data is corrupted.

D. The RAM has been dislodged.

59. A user is unable to access certain files and suspects data loss. This could be due to:
A. A recent software installation.
B. A disconnected monitor.
C. A failing hard drive.
D. An outdated graphics driver.

60. After a system crash, a user finds that some files are missing or corrupteThe most probable cause is:
A. A virus or malware infection.
B. A recent power surge.
C. A failing CPU.
D. A hard drive read/write error.

61. A technician notices that a RAID 1 array is not mirroring data to the second drive. This is indicative of:

A. A RAID failure.

B. A corrupted operating system.
C. A malfunctioning RAM module.
D. A power supply issue.

62. After a power outage, a RAID 5 array fails to rebuild data on one of its drives. The most likely cause is:

A. A disconnected data cable.
A RAID controller failure.

A corrupted file system.

N

A failing drive in the array.
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63.

64.

65.

66.

67.

A user receives a warning that their hard drive has a SM.A.R.T. failure. This means:
A. The drive has reached its maximum storage capacity.
B. The drive is experiencing or is about to experience a hardware failure.
C. The drive requires a firmware update.
D.

The drive is in a read-only state.

A technician is reviewing the S.M.A.R.T. data of a hard drive and notices several reallocated sectors. This is
indicative of:

A. A nearly full drive.

B. A drive that has been defragmented recently.

C. A healthy drive.

D. A drive that may be failing.

A user complains that saving files to their hard drive takes longer than usual. This could be due to:
A. Extended read/write times.

A nearly full RAM.

A malfunctioning keyboard.

o 0w

An outdated graphics driver.

A technician noticed that data transfer rates on a hard drive have significantly decreased. This could be
indicative of the following:

A. A disconnected power cable.

B. Extended read/write times.

C. A failing graphics card.

D. A corrupted BIOS.

A server's hard drive is experiencing low IOPS, affecting its performance. This could be due to:
A. A misconfigured RAID array.

A failing power supply.

A disconnected data cable.

A high CPU usage.

N
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68. A technician is troubleshooting a storage drive that has a significantly lower IOPS than its specifications. This

could be caused by:
A. A nearly full drive.
B. A failing RAM module.
C. A drive that requires defragmentation.
D. A malfunctioning CPU.

69. After a system update, a user notices that one of their hard drives is not displayed in the operating system. This

could be due to:

A.

A disconnected power cable.

B. A drive letter conflict.
C.
D

. An outdated motherboard driver.

A failing graphics card.

70. A technician installs a new hard drive, but it is not recognized by the operating system. The most likely cause is:

A.
B. The drive is in a read-only state.

C.

D. The drive has reached its maximum storage capacity.

The drive is not formatted.

The motherboard is incompatible with the drive.

71. A user notices that the LED status indicator on their RAID array is flashing orange. What could this most likely

indicate?

A.

B.
C.
D

The RAID array is currently being rebuilt.

One or more drives in the RAID array have failed.
The RAID array is performing optimally.

The RAID array is currently in a standby mode.

72. During a routine check, a technician hears a distinct clicking sound coming from a user's computer. The user has

recently complained about slow performance. What component should the technician check first?

A.

B.
C.
D

The cooling fans.

The optical drive.

The power supply unit.
The hard drive.
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73. A user powers on their computer and receives an error message stating, "Bootable device not found." Which of

the following steps should the technician take first?

A.

B.
C.
D

Reinstall the operating system.
Check the BIOS/UEFI boot order settings.
Replace the hard drive.

. Update the motherboard drivers.

74. After a power surge, a company's server is unable to access certain critical files. The server uses a RAID 5

configuration. What is the most likely cause of this issue?

A.

B
C.
D

The server's CPU is damaged.

. The server's RAM has been corrupted.

One of the drives in the RAID array has failed.

. The server's power supply unit is faulty.

75. A technician is reviewing the SSM.A.R.T. data of a hard drive and notices the drive's temperature is consistently

higher than the manufacturer's recommended range. This could lead to:

A.

B.
C.
D.

Extended read/write times.
Increased IOPS.
Shortened drive lifespan.

Improved drive performance.

76. A user turns on their projector but sees a message stating "No Signal." What could be the most likely cause?

A.
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The projector's bulb is burned out.
The projector is set to the wrong input source.
The projector's lens is dirty.

The projector's power cable is faulty.

77. During a presentation, a user switches from a laptop to a tablet, but the projector doesn't display the tablet's
screen. What should the user check first?

A.

B.
C.
D

The tablet's battery level.
The projector's brightness settings.
The projector's selected data source.

The tablet's screen resolution.

78. A technician connects a new Blu-ray player to a TV, but the TV displays the cable channel instead of the Blu-ray

menu. What should the technician do?

A.

B.
C.
D

Replace the Blu-ray player.
Adjust the TV's contrast settings.
Change the TV's input source.
Update the TV's firmware.
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79. A user's monitor displays a "No Signal" message. After checking that the computer is powered on, what should

the user check next?

A.

B.
C.
D

The monitor's brightness settings.
The connection of the video cable.
The monitor's contrast settings.

The computer's graphics driver.

80. During a presentation, the projector intermittently loses connection to the laptop. What is the most probable

cause?
A.

The laptop's battery is low.

B. The projector's bulb is nearing its end of life.
C.
D

. The projector's fan is malfunctioning.

The HDMI cable connecting the laptop to the projector is faulty.

81. A user's second monitor is not detected by the computer. What should the user check first?

A.
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The monitor's power cable.

The computer's graphics card compatibility.

The connection of the display cable to the computer and monitor.
The monitor's refresh rate settings.

82. A user turns on their projector, but no image is displayed even though the projector seems to be running. What

could be the most likely cause?

A.

B.
C.
D

The projector's lens is dirty.
The projector's bulb is burned out.
The projector's contrast settings are too low.

The projector is in standby mode.

83. During a presentation, the projector suddenly goes dark, but the audio continues to play. What should the

presenter check first?

A.

The projector's power cable.

B. The projector's bulb.
C.
D

. The volume settings of the projector.

The projector's input source.
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84. A classroom projector is used daily for lectures. After two years of use, the projector no longer displays an image.

What is the most probable cause?

A.

B.
C.
D

The projector's fan is malfunctioning,.
The projector's bulb has reached its end of life.
The projector's data source setting has changed.

The projector's lens has become misaligned.

85. A user connects their laptop to a TV using an HDMI cable, but the displayed image is not sharp. What could be

the cause?

A.

B.
C.
D

The TV's brightness setting is too high.
The laptop's screen resolution doesn't match the TV's native resolution.
The HDMI cable is too long.

The TV's contrast setting is too low.

86. During a presentation, the projected image appears blurry. What should the presenter adjust to resolve this?

A.
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The projector's brightness settings.
The projector's data source.

The projector's focus.

The projector's volume settings.

87. A user's monitor displays a fuzzy image after a system update. What should the user check first?

A.

B.
C.
D.

The monitor's power cable.
The monitor's screen resolution settings.
The monitor's contrast settings.

The computer's graphics driver.

88. A user notices that after displaying a static image on their monitor for an extended period, a faint outline of the

image remains even after changing the screen. This is indicative of:

A.

B.
C.
D

A malfunctioning graphics card.
Display burn-in.
A monitor power issue.

A corrupted video driver.

89. A company uses a TV in its lobby to display its logo continuously. After a year, the TV shows a faint logo even
when turned off. What has likely occurred?

A.

B.
C.
D

The TV's backlight is malfunctioning.
The TV has experienced display burn-in.
The TV's contrast settings are too high.
The TV's firmware needs an update.
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90. A user's OLED smartphone has a persistent ghost image of the home screen icons. What is the most likely cause?

A.

B.
C.
D

The phone's battery is failing.
The phone's screen has experienced burn-in.
The phone's graphics processor is malfunctioning.

The phone's screen brightness is set too low.

91. A user buys a new monitor and notices a small black dot that doesn't change regardless of the displayed image.
This black dot is most likely:

A.

B.
C.
D

A piece of dust inside the monitor.
A dead pixel.

A malfunctioning graphics card.
A software glitch.

92. During a presentation, the projector displays a white dot that remains constant regardless of the content. What

is the most probable cause?

A.

B.
C.
D

The projector's bulb is nearing its end of life.

The projector's lens is dirty.

A dead pixel on the projector's display chip.

A software issue with the content being displayed.

93. A user's tablet has a blue dot that remains on the screen even after restarting the device. This is indicative of:

A.

B.
C.
D.

A software glitch.
A dead pixel.
A malfunctioning battery.

A corrupted operating system.

94. A user's monitor intermittently goes black for a few seconds and then returns to normal. What could be the

cause?

A.

B.
C.
D

The monitor's power-saving mode is activated.
The monitor's cable connection is loose.
The computer's graphics card is overheating.

The monitor's brightness setting is too high.
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95. During a presentation, the projector's screen flashes repeatedly. What should the presenter check FIRST?
A. The projector's bulb.
B. The projector's power cable.
C. The connection of the video source to the projector.

D. The projector's contrast settings.

96. A user's TV screen flashes intermittently when watching certain channels. What is the most probable cause?
A. The TV's backlight is malfunctioning.
B. The TV's firmware needs an update.
C. The TV's input source is set incorrectly.
D. The TV's cable connection is loose.

97. A user's monitor displays colors that appear washed out. What should the user adjust to resolve this?

A. The monitor's brightness settings.
B. The monitor's contrast settings.

C. The monitor's color settings.

D. The monitor's power-saving mode.

98. During a presentation, the projected image appears with a green tint. What is the most likely cause?
A. The projector's bulb is nearing its end of life.
B. The projector's color wheel is malfunctioning.
C. The projector's brightness setting is too high.
D

The projector's data source is set incorrectly.

99. A user's TV displays a red hue across all channels and inputs. What should the user check first?
A. The TV's firmware.
B. The TV's color balance settings.
C. The TV's backlight settings.
D. The TV's cable connection.

100. A user connects their computer to a TV via HDMI but doesn't hear any sounWhat should the user check

first?

>

The computer's volume settings.
The HDMI cable's connection.

The TV's audio source settings.

0w

The computer's graphics card drivers.
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103.

this?
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104.

most likely cause?

A.

B.
C.
D

105.

first?

N

106.
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During a presentation, the audio from the projector is distorted What is the most probable cause?
The projector's bulb is failing.

The audio cable is damaged.

The projector's fan is malfunctioning.

The projector's volume setting is too high.

A user's monitor has built-in speakers, but no sound is produce What should the user check first?
The monitor's volume settings.

The connection of the audio cable.

The computer's audio drivers.

The monitor's power-saving mode.

A user's projector displays an image that is darker than expecte What should the user adjust to resolve

The projector's focus.

The projector's contrast settings.
The projector's brightness settings.
The projector's input source.

A user's monitor displays a dim image even when the brightness setting is set to maximum. What is the

The monitor's backlight is failing.
The monitor's power-saving mode is activated.
The monitor's cable connection is loose.

The computer's graphics card is malfunctioning.
During a presentation, the projected image appears dimmer than usual. What should the presenter check

The projector's bulb.
The projector's power cable.
The projector's contrast settings.

The projector's data source.

A user's projector randomly shuts down during a presentation. What could be the most likely cause?
The projector's bulb is overheating.

The projector's power-saving mode is activated.

The projector's fan is malfunctioning.

The projector's power cable is faulty.
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probable cause?

A.
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108.
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109.

reason?

A.
B. The phone's operating system needs an update.
C.

D. The phone's storage is almost full.

110.
check first?

A.

111.

indicates:

A.

During a presentation, the projector shuts down and then restarts after a few minutes. What is the most
The projector's bulb is nearing its end of life.

The projector's power cable is loose.

The projector is overheating.

The projector's data source is set incorrectly.

A classroom projector frequently turns off during lectures. What should the technician check first?

The projector's brightness settings.

The projector's power cable.

The projector's ventilation and cooling system.

The projector's input source.

A user notices that their smartphone battery drains faster than when it was new. What is the most likely

The screen brightness is set too high.

The battery's health has deteriorated over time.

After updating several apps, a user's tablet battery life decreases significantly. What should the user

The Wi-Fi settings.

B. The recently updated apps for any known battery issues.
C.
D. The tablet's physical ports.

The tablet's screen resolution.

A user's mobile device used to last a whole day on a single charge, but now it lasts only a few hours. This

A software glitch.

B. Poor battery health.
C.
D

. Connectivity issues.

Malware infection.
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112.

A user notices that the back cover of their smartphone is slightly raised. Upon inspection, the battery

appears to be bulging. This is indicative of:

A.
B

C.
D

113.

A broken screen.

. A swollen battery.

Overheating.

. Liquid damage.

After enduring repeated drops, a mobile device exhibits an anomaly: the device's case no longer closes

securely as it did before. What is MOST likely the reason behind this occurrence?

A.

o N

114.

oN® e

115.

due to:
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116.

cracks.

>

N

A malfunctioning digitizer.
A swollen battery.
A damaged charging port.

A Broken Screen

A user's tablet becomes hot during charging and the battery seems to be bulging. This suggests:
The tablet's screen is broken.

The tablet has malware.

The tablet's battery is swollen.

The tablet's ports are damaged.

A user drops their smartphone, and now the display shows distorted colors and lines. This is most likely

A broken screen.

A broken digitizer
Malware infection.
Poor battery health.

After placing heavy books on a tablet, the user notices that the display is no longer responsive and shows
This indicates:

A damaged charging port.

A broken screen.

Overheating.

A software glitch.
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A user plugs their mobile device into various chargers, but the device doesn't charge. This is indicative

A broken screen.
Overheating.
Malware infection.

Improper charging due to a device issue.

What is a potential cause of poor Wi-Fi signal strength on a mobile device?
Enabling airplane mode.

Keeping the device plugged in.

Using a wired Ethernet connection.

Being located far from the Wi-Fi router.

Which of the following is a common reason for poor or no connectivity issues on a mobile device?
Outdated mobile operating system.

Excessive battery usage.

High screen brightness.

Overheating due to prolonged usage.

What is the recommended immediate action to take if a mobile device has been exposed to liquid?
Place it in the freezer to dry quickly.

Turn the device on to check for functionality.

Remove the battery (if possible) and disconnect from power sources.

Shake the device vigorously to remove excess liquid.

Which of the following is a common consequence of liquid damage to a mobile device?
Improved battery performance

Enhanced touchscreen sensitivity

Corrosion of internal components

Increased processing speed

Which of the following factors is MOST likely to contribute to a smartphone overheating issue?
Running resource-intensive apps or games for an extended period.

Keeping the device in a cool and shaded environment.

Using a high-quality protective case.

Regularly performing software updates.
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While playing graphics-intensive games, a user's tablet becomes very warm and then powers off. This

The tablet's screen is broken.
The tablet has a swollen battery.
The tablet is overheating.

The tablet has malware.

A user's smartphone screen responds to touches that weren't made. This is most likely due to:
A broken screen.

Malware infection.

Overheating.

Digitizer issues.

While using a tablet, the user notices that touches are registered in the wrong locations. This indicates:
The tablet's screen is broken.

The tablet has a swollen battery.

The tablet has digitizer issues.

The tablet is improperly charging.

A user's smartphone doesn't charge while it’s plugged in. This suggests:
The smartphone's screen is broken.

The smartphone has a swollen battery.

The smartphone has physically damaged ports.

The smartphone is overheating.

A user's mobile device doesn't recognize headphones. This could be due to:
A broken screen.

Malware infection.

Overheating.

Physically damaged ports.

After downloading a new app, a user's tablet behaves erratically, and sensitive information is

The tablet's screen is broken.

B. The tablet has a swollen battery.
C.
D

. Malware infection.

The tablet is improperly charging.

A user's mobile device sends random messages to contacts and installs unknown apps. This is indicative
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A broken screen.
Overheating.
Liquid damage.

Malware infection.

A user's smartphone cursor moves on its own, making it difficult to select items. This could be due to:
A broken screen.

Malware infection.

Overheating.

Cursor drift or touch calibration issues.

A user reports that their printed documents have visible straight lines running down them. This

Incorrect paper size.

A worn-out imaging drum.
Incorrect color settings.

A paper jam.

A user prints a document, but the text appears scrambled and unreadable. This could be due to:
Incorrect page orientation.

A paper jam.

A driver or software issue.

Faded print settings.

A user notices that the printed text easily smears when touche This could be indicative of:
Incorrect paper size.

A malfunctioning fuser assembly.

Garbled print settings.

A paper jam.

A user's printer stops mid-job with an error message indicating a jam. The most common cause for this

Incorrect color settings.
Worn-out pickup rollers.
Faded print settings.

Incorrect page orientation.

A user reports that their printed documents appear lighter than expected. This could be due to:
A paper jam.
Incorrect page orientation.

A low or nearly empty toner cartridge.
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D. Garbled print settings.

136. A user's printer consistently outputs documents that are cut off at the edges. This is most likely because:
The printer's paper tray is set to the wrong size.
The printer's fuser assembly is malfunctioning.

The printer has a paper jam.

oSN we

The printer's toner is low.

137. A user's printer doesn't pull in paper when trying to print. This could be indicative of:
Worn-out pickup rollers.

A paper jam.

Incorrect color settings.

oNwp

A low toner cartridge.

138. A user's printer pulls in multiple sheets at once. This could be due to:
Incorrect paper size settings.
A worn-out separation pad.

A malfunctioning fuser assembly.

oN® e

Incorrect color settings.

139. A user notices that their print jobs are not being processed and are stacking up in the print queue. This
could be due to:
A. A paper jam.
B. Incorrect page orientation settings.
C. A printer driver or software issue.
D

. Faded print settings.
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A user reports that their printed documents have tiny random dots scattered across them. This could be

A low toner cartridge.
A worn-out imaging drum.
Incorrect paper size settings.

A paper jam.

A user's printed documents have a shadow or repeat of the main image. This is most likely due to:
A malfunctioning fuser assembly.

Incorrect color settings.

A worn-out imaging drum.

Incorrect paper size settings.

A user's color printouts don't match the colors on their screen. This could be due to:
A paper jam.

Incorrect color calibration or settings on the printer.

A low toner cartridge.

Incorrect page orientation settings.

A user reports a distinct grinding noise when they try to print. This could indicate:
A paper jam.

Incorrect color settings.

Worn-out or damaged printer gears.

A low toner cartridge.

A user's printer with a stapling function consistently jams when stapling. This could be due to:
Incorrect paper size settings.

A worn-out stapler mechanism.

Incorrect color settings.

A paper jam.

A user's printer with a hole-punching function doesn't punch holes correctly. This could be indicative of:
A worn-out hole punch mechanism.

Incorrect paper size settings.

A paper jam.

Incorrect color settings.

A user's printed documents are consistently in the landscape when they should be in portrait. This could
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A.
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A paper jam.
Incorrect page orientation settings in the print dialog.
A low toner cartridge.

Incorrect color settings.

A user frequently loses connection to their Wi-Fi network while working from their home office. What
The user's computer is set to a static IP address.

The Wi-Fi router is placed near other electronic devices.

The user's ISP is experiencing downtime.

The user's computer has outdated network drivers.

An employee at a company complains that their internet browsing speeds are significantly slower than

The employee's computer storage capacity.

B. The employee's computer malware protection.
C.
D. The Ethernet cable or Wi-Fi signal strength to the employee's computer.

The connection speed is set by the ISP.

A user's laptop shows a "Limited Connectivity" message when trying to connect to the office Wi-Fi. What

The laptop's battery is low.

B. The DHCP server is not assigning an IP address to the laptop.
C.
D. The office Wi-Fi password has changed.

The laptop's screen brightness is set too low.

During a video conference call, a user experiences choppy audio and video. This inconsistency in the

Latency.

Bandwidth throttling.
Jitter.

Packet loss.
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151. An employee using a VoIP system for calls frequently hears echoes and experiences dropped calls. What
could be the primary reason for this?
A. The employee's headset is malfunctioning.
B. The VolIP system's server is down.
C. The network bandwidth is insufficient for the VoIP traffic.
D

. The employee's computer storage is almost full.

152. A network administrator notices that a switch port is repeatedly transitioning between up and down
states. This phenomenon is referred to as:
A. Jitter.
B. Latency.
C. Port flapping.
D. Bandwidth throttling.

153. A gamer frequently experiences delays between their actions and the game's response. This delay is
commonly known as:
A. Jitter.
B. High latency.
C. Packet loss.
D. Bandwidth throttling.

154. A user's Wi-Fi connection frequently drops when using, especially around the kitchen area. What is the
most likely cause of this issue?
A. The Wi-Fi router is outdated.
B. The user's devices are infected with malware.
C. External interference from other electronic devices.
D. The user's ISP is experiencing downtime.
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Domain 5 - Answers

10.

11.

Answer: C. Corporate policies and procedures
Reason: Before implementing changes, it's essential to ensure they align with the organization's policies

and procedures.

Answer: D. Identify the problem
Reason: The first step in problem-solving is to identify the issue before proceeding with potential
solutions.

Answer: B. Reestablish a new theory or escalate
Reason: If the initial theory is not confirmed, it's necessary to either come up with a new theory or escalate

the issue to a higher authority.

Answer: C. Establish a plan of action to resolve the problem
Reason: Vendor instructions provide guidance on how to address specific issues, which is part of
establishing a plan of action.

Answer: C. Verify full system functionality

Reason: After resolving an issue, it's crucial to ensure that the entire system is working as expected.

Answer: B. Identify the problem
Reason: Inquiring about environmental or infrastructure changes can help in identifying the root cause

of a problem.

Answer: C. Perform backups if applicable
Reason: Before making changes, it's essential to back up data to prevent potential data loss.

Answer: B. Establish a theory of probable cause
Reason: Research can help establish a theory about the cause of an issue based on the symptoms

presented.

Answer: C. Determine the next steps to resolve the problem
Reason: After confirming the cause, the next step is to decide on the actions needed to address the issue.

Answer: C. Establish a theory of probable cause

Reason: Questioning the obvious can help in forming a theory about the potential cause of a problem.

Answer: D. Verify full system functionality
Reason: If a theory is not confirmed, verifying system functionality should not be the immediate next

step.
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13.
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16.

17.

18.

19.

20.

21.

22,

23.

24.

Answer: D. Establish a plan of action

Reason: Preventive measures are part of a plan of action to avoid future occurrences of similar problems.

Answer: B. Identify the problem

Reason: Gathering information from users helps in identifying the root cause of the reported issue.

Answer: B. Establish a plan of action to resolve the problem
Reason: Vendor guidelines provide guidance on solutions, which is part of establishing a plan of action.

Answer: D. Document the findings
Reason: After resolving a problem, it's essential to document the actions taken and the results.

Answer: B. Establish a theory of probable cause

Reason: If unsure about symptoms, seeking external advice can help establish a theory about the cause.

Answer: C. Perform backups

Reason: Before making changes, it's crucial to back up data to ensure its safety.

Answer: C. Verify full system functionality
Reason: After implementing a solution, it's essential to ensure the entire system is functioning as

expected.

Answer: C. Establish a plan of action
Reason: If a theory cannot be confirmed, the issue might need to be escalated or a new plan of action
established.

Answer: B. Establish a plan of action to resolve the problem

Reason: After confirming the cause, a strategy or plan is needed to address the issue.

Answer: B. Identify the problem

Reason: Asking users about recent changes can help identify potential causes of issues.

Answer: D. Establish a plan of action
Reason: After implementing a solution, preventive measures should be established to avoid future

occurrences.

Answer: B. Establish a plan of action to resolve the problem

Reason: Vendor instructions can provide guidance on how to address specific issues.

Answer: B. Establish a plan of action
Reason: After confirming the cause of a problem, the next step is to decide on the actions needed to

address the issue.
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32.
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35.

Answer: C. Establish a theory of probable cause
Reason: If the cause of a problem cannot be determined, seeking advice or escalating the issue is the next
step.

Answer: B. Video card failure
Reason: The pattern of beeps described is commonly associated with video card errors in many BIOS

beep codes.

Answer: B. The RAM modules are not seated properly.
Reason: Continuous short beeps often indicate a RAM issue, particularly if the modules are not properly
seated.

Answer: D. There is a driver conflict or faulty driver.
Reason: The "IRQL_NOT_LESS_OR_EQUAL" BSOD error is typically associated with driver conflicts or

faulty drivers.

Answer: D. The system does not have sufficient RAM to handle the graphic-intensive tasks.
Reason: Graphic-intensive applications require a significant amount of RAM. If the system doesn't have

enough, it can become unresponsive.

Answer: C. The video cable connecting the monitor to the computer is loose or disconnected.
Reason: If the computer seems to start normally, but there's no display, a disconnected or loose video

cable is a common cause.

Answer: B. Boot the computer into Safe Mode and roll back the graphics driver.
Reason: A black screen after a graphics driver update suggests a driver issue. Booting into Safe Mode
allows for driver rollback.

Answer: C. The power supply unit (PSU) has failed.

Reason: If there's no response when trying to power on a computer, a failed PSU is a common culprit.
Answer: C. If the workstation is connected to a surge protector or UPS.
Reason: After a power outage, devices connected directly to wall outlets may be affected if there's no

surge protection.

Answer: B. There are too many startup programs running in the background.

Reason: Excessive startup programs can slow down a computer's performance, especially during boot-

up.

Answer: C. The computer's RAM is nearing its capacity.
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Reason: Slower performance when multiple applications are open typically indicates RAM is being fully
utilized.

Answer: C. The laptop's cooling system, such as fans or heat sinks, is malfunctioning or clogged with
dust.

Reason: Overheating can cause laptops to shut down unexpectedly, especially during intensive tasks.

Answer: C. Clean out dust from the computer and ensure proper airflow.
Reason: High CPU temperatures often result from poor airflow or dust accumulation inside the

computer.

Answer: C. The power supply is malfunctioning,.
Reason: A burning smell from a computer is often associated with electrical issues, commonly from a

malfunctioning power supply.

Answer: C. Power off the computer and unplug it from the wall.
Reason: A burning odor suggests a potential electrical hazard, and the safest immediate action is to
power off and unplug the device.

Answer: B. The capacitors are nearing failure.

Reason: Bulging capacitors on a motherboard indicate they are failing or about to fail.

Answer: C. Replace the motherboard.
Reason: Swollen capacitors can lead to motherboard failure, so replacement is typically the best course

of action.

Answer: C. The CMOS battery is dead or failing.
Reason: A system date and time that constantly resets is a common symptom of a failing CMOS battery.

Answer: B. The CMOS battery.
Reason: If a computer's date and time are consistently incorrect, the CMOS battery, which maintains

these settings, may be failing.

Answer: D. The CMOS battery was not properly seated or is missing.
Reason: The CMOS battery maintains system settings. If it's missing or not seated properly after a

motherboard replacement, the system date and time will reset.

Answer: A. The optical drive has a stuck disc.
46. Reason: Grinding sounds upon boot-up can be caused by an optical drive trying to read a disc,
especially if it's stuck or damaged.

Answer: B. The capacitors are nearing failure.
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Reason: Bulging capacitors on a motherboard indicate that they are nearing failure or have already failed.

Answer: C. Replace the motherboard.
Reason: Swollen capacitors can lead to motherboard malfunctions, and the best course of action is to

replace the motherboard.

Answer: C. The CMOS battery is dead or failing.
Reason: The system date and time resetting to default values is a common symptom of a dead or failing
CMOS battery.

Answer: B. The CMOS battery.
Reason: The CMOS battery is responsible for maintaining the system date and time when the computer

is powered off. If it's failing, the date and time may reset.

Answer: D. The CMOS battery was not properly seated or is missing.
Reason: The CMOS battery maintains system settings. If it's not seated properly or missing, the system

date and time can reset.

Answer: B. The drive is currently reading/writing data.
Reason: A continuously blinking red LED status indicator on a hard drive typically indicates active

read/write operations.

Answer: C. The drive's file system is corrupted.
Reason: If an external hard drive shows a solid green LED but is inaccessible, it might have a corrupted

file system.

Answer: D. A failing hard drive.
Reason: Grinding noises from a computer are often indicative of a failing hard drive, especially during

read/write operations.

Answer: B. A failing hard drive.
Reason: Grinding noises when saving large files can be a sign of a hard drive that's failing or experiencing

issues.

Answer: A. A misaligned read/write head.
Reason: Clicking sounds from a hard drive are often due to a misaligned read/write head, which can
prevent the drive from accessing data.

Answer: D. A manufacturing defect.

Reason: Clicking sounds from a newly installed hard drive can be a sign of a manufacturing defect or

damage.
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Answer: D. A disconnected or failing hard drive.
Reason: The "Bootable device not found" message typically indicates that the system can't find a drive to
boot from, which could be due to a disconnected or failing drive.

Answer: C. The hard drive data is corrupted.

Reason: After a power outage, data on a hard drive can become corrupted, leading to boot issues.

Answer: C. A failing hard drive.
Reason: Inability to access certain files, especially if they were recently used or modified, can be a sign of
a failing hard drive.

Answer: D. A hard drive read/write error.
Reason: System crashes can sometimes result in file corruption, especially if the crash occurred during a

read/write operation.

Answer: A. A RAID failure.
Reason: If a RAID 1 array isn't mirroring data to the second drive, it indicates a failure in the RAID setup

or configuration.

Answer: D. A failing drive in the array.
Reason: After a power outage, a RAID 5 array might fail to rebuild data if one of its drives is failing or
has failed.

Answer: B. The drive is experiencing or is about to experience a hardware failure.
Reason: A SM.A.R.T. failure warning is an indication that the hard drive has detected conditions that

suggest it might fail soon.

Answer: D. A drive that may be failing.
Reason: Reallocated sectors in S.M.A.R.T. data indicate that the drive has found bad sectors and is
reallocating data to spare sectors. This can be a sign of a drive that's deteriorating.

Answer: A. Extended read/write times.
Reason: If saving files to a hard drive takes longer than usual, it indicates that the drive is taking more
time to read or write data, which can be due to various reasons such as drive health, fragmentation, or

nearing its maximum capacity.
Answer: B. Extended read/write times.
Reason: A significant decrease in data transfer rates on a hard drive can be attributed to extended times

taken by the drive to read or write data.

Answer: A. A misconfigured RAID array.
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Reason: Low IOPS (Input/Output Operations Per Second) on a server's hard drive can affect its

performance. Misconfiguration of a RAID array can lead to such issues.

Answer: A. A nearly full drive.
Reason: A storage drive with significantly lower IOPS than its specifications might be nearly full, causing

slower performance.

Answer: B. A drive letter conflict.
Reason: If a hard drive is not displayed in the operating system after a system update, it could be due to

a drive letter conflict where two drives are assigned the same letter.

Answer: A. The drive is not formatted.
Reason: If a new hard drive is not recognized by the operating system, it might not be formatted, which

is a necessary step before the drive can be used.

Answer: B. One or more drives in the RAID array have failed.
Reason: A flashing orange LED status indicator on a RAID array typically indicates a drive failure within
the array.

Answer: D. The hard drive.
Reason: A distinct clicking sound from a computer is often indicative of a failing hard drive, especially

when accompanied by slow performance.

Answer: B. Check the BIOS/UEFI boot order settings.
Reason: If a computer displays a "Bootable device not found" message upon startup, the first step should

be to check the BIOS/UEFI boot order settings to ensure the correct drive is set to boot.

Answer: C. One of the drives in the RAID array has failed.
Reason: After a power surge, if a server with a RAID 5 configuration is unable to access certain critical
files, it's likely that one of the drives in the RAID array has failed.

Answer: C. Shortened drive lifespan.
Reason: Consistently higher temperatures than the manufacturer's recommended range can lead to a

shortened lifespan of a hard drive.

Answer: B. The projector is set to the wrong input source.
Reason: If a projector displays a "No Signal" message, it could be because the projector is set to the wrong

input source.

Answer: C. The projector's selected data source.
Reason: If a projector doesn't display a tablet's screen after switching from a laptop, the user should check

the projector's selected data source to ensure it's set to the tablet.
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Answer: C. Change the TV's input source.
Reason: If a TV displays the cable channel instead of the Blu-ray menu after connecting a new Blu-ray
player, the technician should change the TV's input source to the Blu-ray player.

Answer: B. The connection of the video cable.
Reason: If a monitor displays a "No Signal" message, it's often because the video cable connecting the

monitor to the computer is not properly connected.

Answer: C. The HDMI cable connecting the laptop to the projector is faulty.
Reason: Intermittent loss of connection during a presentation is likely due to a faulty connection, and the
HDMI cable is the primary link between the laptop and the projector.

Answer: C. The connection of the display cable to the computer and monitor.
Reason: If a second monitor is not detected, the first thing to check is the physical connection, ensuring

that the display cable is properly connected to both the computer and the monitor.

Answer: B. The projector's bulb is burned out.

Reason: If a projector is powered on but no image is displayed, a burned-out bulb is a common cause.

Answer: B. The projector's bulb.
Reason: If a projector goes dark but audio continues, it's likely that the bulb has burned out or is

malfunctioning.

Answer: B. The laptop's screen resolution doesn't match the TV's native resolution.

Reason: A mismatch in screen resolutions can lead to a displayed image that is not sharp.

Answer: C. The projector's focus.

Reason: A blurry projected image can often be corrected by adjusting the projector's focus.

Answer: B. The monitor's screen resolution settings.
Reason: If a monitor displays a fuzzy image after a system update, it's possible that the screen resolution

settings have been altered and need to be adjusted.

Answer: B. Display burn-in.
Reason: Persistent ghost images or outlines on a display, especially after showing a static image for a

long time, are indicative of display burn-in.
Answer: B. The TV has experienced display burn-in.

Reason: If a TV shows a faint logo even when turned off after displaying it continuously, it's likely due

to display burn-in.
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Answer: B. The phone's screen has experienced burn-in.
Reason: Persistent ghost images on an OLED screen, such as home screen icons, are indicative of screen

burn-in.

Answer: B. A dead pixel.
Reason: A persistent small black dot on a monitor that doesn't change with different images is likely a

dead pixel.

Answer: C. A dead pixel on the projector's display chip.
Reason: A constant white dot on a projected image, regardless of the content, is indicative of a dead pixel

on the projector's display chip.

Answer: B. A dead pixel.
Reason: A persistent blue dot on a tablet screen, regardless of the content or restarts, is indicative of a

dead pixel.

Answer: B. The monitor's cable connection is loose.
Reason: If a monitor intermittently goes black and then returns to normal, a loose cable connection could

be the cause.

Answer: C. The connection of the video source to the projector.
Reason: If a projector's screen flashes repeatedly during a presentation, checking the connection of the

video source to the projector is essential as it might be loose or faulty.

Answer: D. The connection of the video source to the projector.
Reason: If the projector's screen is flashing during a presentation, the presenter should first check the
connection of the video source to the projector. A loose or faulty connection can cause intermittent

flashing.

Answer: D. The TV's cable connection is loose.
Reason: If a user's TV screen flashes intermittently when watching certain channels, the most probable

cause is a loose cable connection. A stable cable connection is necessary for consistent display.

Answer: C. The monitor's color settings.
Reason: If a user's monitor displays colors that appear washed out, adjusting the monitor's color settings

can help resolve the issue. Color settings affect the vibrancy and accuracy of displayed colors.

Answer: B. The projector's color wheel is malfunctioning.
Reason: If the projected image during a presentation appears with a green tint, the most likely cause is a

malfunctioning color wheel in the projector. A malfunctioning color wheel can distort color balance.

Answer: B. The TV's color balance settings.
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Reason: If a user's TV displays a red hue across all channels and inputs, the user should first check the
TV's color balance settings. Incorrect color balance settings can lead to color discrepancies.

100. Answer: B. The HDMI cable's connection.
Reason: If a user connects their computer to a TV via HDMI but doesn't hear any sound, the user should
first check the HDMI cable's connection. A loose or faulty connection can result in audio not being

transmitted.

101. Answer: B. The audio cable is damaged.
Reason: Distorted audio during a presentation is likely due to a damaged audio cable, which can result

in poor connectivity and interference.

102. Answer: A. The monitor's volume settings.
Reason: If no sound is produced from a monitor with built-in speakers, the first thing to check is the

monitor's volume settings to ensure they are not muted or set too low.

103. Answer: C. The projector's brightness settings.
Reason: If a projector displays a darker image than expected, adjusting the brightness settings is the most
appropriate action to make the image brighter.

104. Answer: A. The monitor's backlight is failing.
Reason: A dim image on a monitor with the brightness setting at maximum suggests that the backlight

of the monitor might be failing, causing reduced brightness levels.

105. Answer: A. The projector's bulb.
Reason: Dimmer than usual projected image is likely due to a failing projector bulb that needs to be
replaced.

106. Answer: C. The projector's fan is malfunctioning.
Reason: Random shutdowns of a projector during a presentation could be caused by a malfunctioning

fan leading to overheating issues.
107. Answer: A. The projector's bulb is nearing its end of life.
Reason: The projector shutting down and restarting after a few minutes might be a sign that the bulb is
nearing the end of its lifespan and needs replacement.
108. Answer: C. The projector's ventilation and cooling system.
Reason: If a classroom projector frequently turns off during lectures, the technician should check the

projector's ventilation and cooling system to ensure it's functioning properly.

109. Answer: C. The battery's health has deteriorated over time.
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Reason: A smartphone battery draining faster than when it was new is a common sign of battery health
deterioration due to repeated charging cycles.

110. Answer: B. The recently updated apps for any known battery issues.
Reason: After updating apps, if tablet battery life decreases significantly, the user should check the

recently updated apps for any battery-related issues causing higher power consumption.

111. Answer: B. Poor battery health.
Reason: A mobile device that used to last a whole day on a single charge but now lasts only a few hours
indicates poor battery health.

112. Answer: B. A swollen battery.
Reason: A smartphone's back cover being raised and a bulging battery are signs of a swollen battery,

which can be dangerous and should be replaced.

113. Answer: A swollen battery.
Reason: A swollen battery can cause the device's case to bulge and not close properly, indicating a

potential safety concern that requires immediate attention.

114. Answer: B. A swollen battery.
Reason: If a tablet becomes hot during charging and the battery is bulging, it's a clear indication of a

swollen battery that needs immediate attention.

115. Answer: A. A broken screen.
Reason: When a user drops their smartphone and the display shows distorted colors and lines, the most
likely cause is a broken screen. The impact from the drop can damage the screen's internal components,
resulting in the display showing abnormal colors and lines.

116. Answer: A broken screen.
Reason: The weight of the books likely caused pressure on the screen, leading to the display becoming

unresponsive and cracking.
117. Answer: D. Improper charging due to a device issue.
Reason: The device doesn't charge with various chargers, suggesting an issue with the device itself rather

than the chargers.

118. Answer: D. Being located far from the Wi-Fi router.

Reason: Distance from the Wi-Fi router can weaken the signal strength, leading to poor connectivity.
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119. Answer: A. Outdated mobile operating system.
Reason: An outdated OS can lead to connectivity issues due to compatibility problems or unpatched
bugs.

120. Answer: C. Remove the battery (if possible) and disconnect from power sources.
Reason: Immediate disconnection from power sources minimizes the risk of short circuits and further

damage.

121. Answer: C. Corrosion of internal components.
Reason: Liquid can cause corrosion of the internal components of a mobile device, leading to

malfunctions.

122, Answer: A. Running resource-intensive apps or games for an extended period.

Reason: Resource-intensive tasks can cause the device to generate excessive heat, leading to overheating.
123. Answer: C. The tablet is overheating.

Reason: The tablet becoming very warm and then shutting off is indicative of overheating, especially

during resource-intensive tasks like gaming.

124. Answer: D. Digitizer issues.
Reason: The digitizer is responsible for detecting touch inputs. If it malfunctions, it might register false
touches.

125. Answer: C. The tablet has digitizer issues.

Reason: Incorrect touch registration points towards issues with the digitizer.

126. Answer: C. The smartphone has physically damaged ports.
Reason: If the smartphone doesn't charge when plugged in, the charging ports might be damaged.

127. Answer: D. Physically damaged ports.
Reason: If the device doesn't recognize headphones, the headphone port might be damaged.

128. Answer: D. Malware infection.
Reason: Erratic behavior and compromised sensitive information after downloading an app suggest a

malware infection.

129. Answer: D. Malware infection.

Reason: Random messages and auto-installation of unknown apps are typical signs of malware infection.

130. Answer: D. Cursor drift or touch calibration issues.

Reason: If the cursor moves on its own, it could be due to issues with touch calibration or cursor drift.

131. Answer: B. A worn-out imaging drum.
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Reason: Visible straight lines on printed documents are often caused by a worn-out imaging drum.

132. Answer: C. A driver or software issue.

Reason: Scrambled and unreadable text on printed documents can be due to a driver or software issue.

133. Answer: B. A malfunctioning fuser assembly.
Reason: If printed text easily smears when touched, it suggests that the fuser assembly isn't properly

fusing the toner to the paper.

134. Answer: B. Worn-out pickup rollers.
Reason: Pickup rollers are responsible for feeding paper into the printer. If they're worn out, they might
not grip the paper properly, leading to jams.

135. Answer: C. A low or nearly empty toner cartridge.

Reason: Lighter printouts can be a result of low toner levels.

136. Answer: A. The printer's paper tray is set to the wrong size.

Reason: If the paper tray settings don't match the actual paper size, printouts can be cut off at the edges.

137. Answer: A. Worn-out pickup rollers.

Reason: If the printer doesn't pull in paper, it could be due to worn-out pickup rollers.

138. Answer: B. A worn-out separation pad.
Reason: A separation pad ensures that only one sheet is fed into the printer at a time. If it's worn out,

multiple sheets might be pulled in.

139. Answer: C. A printer driver or software issue.
Reason: If print jobs are stacking up in the queue and not processing, it could be due to a driver or

software issue.

140. Answer: B. A worn-out imaging drum.
Reason: Tiny random dots scattered across printed documents can be caused by a worn-out imaging

drum.

141. Answer: C. A worn-out imaging drum.
Reason: Shadows or repeats of the main image on printed documents suggest issues with the imaging

drum.

142. Answer: B. Incorrect color calibration or settings on the printer.
Reason: If printout colors don't match screen colors, it could be due to incorrect color calibration or

settings.
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143. Answer: C. Worn-out or damaged printer gears.

Reason: A distinct grinding noise during printing can indicate damaged or worn-out gears.

144. Answer: B. A worn-out stapler mechanism.
Reason: If a printer with a stapling function consistently jams during stapling, the stapler mechanism

might be worn out.

145. Answer: A. A worn-out hole punch mechanism.

Reason: Incorrect hole punching can be due to a worn-out hole punch mechanism.

146. Answer: B. Incorrect page orientation settings in the print dialog.
Reason: If documents are consistently printed in the wrong orientation, it could be due to incorrect page

orientation settings.

147. Answer: B. The Wi-Fi router is placed near other electronic devices.

Reason: Electronic devices can cause interference with Wi-Fi signals, leading to frequent disconnections.

148. Answer: D. The Ethernet cable or Wi-Fi signal strength to the employee's computer.
Reason: A weak connection, either due to a faulty Ethernet cable or poor Wi-Fi signal, can result in slower

internet speeds.

149. Answer: B. The DHCP server is not assigning an IP address to the laptop.
Reason: "Limited Connectivity" often indicates an issue with IP address assignment, which is managed
by the DHCP server.

150. Answer: C. Jitter.
Reason: Jitter refers to the inconsistency in the received data packets, which can cause choppy audio and
video during calls.

151. Answer: C. The network bandwidth is insufficient for the VoIP traffic.
Reason: Insufficient bandwidth can lead to poor call quality, including echoes and dropped calls in VoIP

systems.

152. Answer: C. Port flapping.
Reason: Port flapping refers to a switch port that repeatedly transitions between up and down states.

153. Answer: B. High latency.

Reason: Latency refers to the delay between a user's action and the system's response. High latency in

gaming can cause noticeable delays between player actions and game reactions.
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