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INTRODUCTION

In the digital era, the landscape of cybersecurity is constantly reshaped by the emergence of
sophisticated threats. Among these, Advanced Persistent Threats (APTs) represent a new
frontier of cyber warfare, characterized by their stealth, persistence, and complexity. This
introduction sets the stage for a deep dive into the world of APTs, offering a comprehensive
overview of their methodologies, the software they employ, and the advanced techniques that
make them a formidable force in the cyber realm.

Defining Advanced Persistent Threats APTs are not just typical cyber threats; they are highly
coordinated attacks orchestrated by entities with significant resources, such as nation-states or
organized criminal groups. These attacks target specific entities with the intent to steal, spy, or
disrupt. This paragraph elaborates on the defining characteristics of APTs, differentiating them
from other forms of cyber attacks and highlighting their targeted, prolonged, and sophisticated
nature.

Historical Context and Evolution Tracing the roots of APTs provides critical insights into their
evolution. From early instances in the late 1990s and early 2000s to the highly complex
operations of today, APTs have evolved in tandem with technological advancements. This part
discusses notable historical APT campaigns and how they have shaped the current threat
landscape.

The Motivations Behind APT Attacks Understanding what drives APT groups is key to
comprehending their operations. This section delves into the various motivations behind APT
attacks, which range from political espionage and intellectual property theft to financial gain
and geopolitical domination.

An Arsenal of Tools and Software APTs use a wide array of tools and software, some custom-
built and others repurposed from the cybercriminal ecosystem. This paragraph introduces the
types of malware (like ransomware, spyware, and Trojans), exploitation tools, and other software
commonly deployed in APT campaigns, setting the stage for a more detailed exploration in
subsequent chapters.

Sophisticated Techniques and Strategies APTs are known for their sophisticated attack
techniques. This section briefly touches upon the various strategies employed by these groups,
including initial access methods like spear-phishing, moving laterally within networks,
maintaining persistence, and evading detection.

Real-World Impact and Notable Incidents The real-world impact of APTs is far-reaching,
affecting governments, corporations, and individuals alike. This part provides an overview of
some of the most impactful APT incidents in recent history, illustrating the scale and
seriousness of these threats.

Navigating the Chapters Ahead Concluding the introduction, this paragraph outlines the
structure of the book, guiding the reader through the upcoming chapters that delve deeper into
each aspect of APTs - from their organizational structure, specific case studies, analysis of their
tools and techniques, to defense strategies and future trends in APT activities.
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To be the vanguard of cybersecurity, Hadess envisions a world where digital assets are
safeguarded from malicious actors. We strive to create a secure digital ecosystem, where
businesses and individuals can thrive with confidence, knowing that their data is protected.
Through relentless innovation and unwavering dedication, we aim to establish Hadess as a
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At Hadess, our mission is twofold: to unleash the power of white hat hacking in punishing black
hat hackers and to fortify the digital defenses of our clients. We are committed to employing our
elite team of expert cybersecurity professionals to identify, neutralize, and bring to justice those
who seek to exploit vulnerabilities. Simultaneously, we provide comprehensive solutions and
services to protect our client's digital assets, ensuring their resilience against cyber attacks. With
an unwavering focus on integrity, innovation, and client satisfaction, we strive to be the guardian
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= Admin@338 - Group Overview =

Ml Description:

Admin@338, also known as Temper Panda, is a China-based cyber threat group. This APT group
has been active since at least 2014 and is primarily involved in information theft and espionage
. They have a history of using newsworthy events as lures to deliver malware . Their targets
have largely been crganizations involved In financial &, economic B, and trade policy @. The
group has shown a particular interest in paolitical and economic issuas in Hong Kong # and China
w, targeting Hong Kong media companies Il and pro-democracy mavements #.

* Motivati

The primary mativation of Admin@338 appears to be espionage [, with a focus on collecting
sensitive information Il from targeted organizations #. Their activities suggest an intent to
gather intelligence related to financial, economic, and trade policies, as well as political
movements #, especizlly those related to Hong Kong's pro-democracy activities.

& Names:

Admin@338 is known by several aliases @, Including Temper Panda 8, Team338, and
Magnesium. These names have been attributed to the group by various cybersecurity
organizations and rasearchers.

® Location:
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i First Seen:

Admin@338 was first observed in 2014 8.
93 Observed:

The group has been observed targeting sectors such as Defense @, Financlal =, Government
|, Media %, and Think Tanks ®. Geographically, their activities have been pamarlly focused on
Hong Kong # and the USA &,

Tools Used:
Admin@338 has used a variety of tools in their operations, inciuding but not limited to:

* Bozok

+ BUBBLEWRAP

+ LOWBALL

* Poison vy

+ Techniques for ‘Living off the Land' (utilizing existing software or system teols to conduct
malicious activities)

Their use of these tools demonstrates a capability to employ both publicly available RATs and
sophisticated, non-public backdeors for their operstions.

The Admin@338 APT group, identified on the MITRE ATTE&CK framework as G0018, employs a
range of sophisticated techniques in their cyber operations, Here's 3 detaded look at some of
the key techniques used by this group:

+ Account Discovery {T1087.001): Admin@338 actors have used commands following the
exploitation of 2 machine with LOWBALL malware to enumerate user accounts. This
includes commands like net user >> %temp%\download and net user /domain >>
Y%tempYidownicad, which help them gather information about local and domain accounts
on the compromised system,

+ Command and Scripting Interpreter: Windows Command Shell (T1059.003): After
expioiting a machine with LOWBALL malware, the actors create a file containing a st of
commands to be executed on the compromised computer. This technique allows them to
perform various actions using the Windows commane shell,

+ Exploitation for Client Execution (T1203): Admin@338 has exploited client software
vulnerabilities for execution, such as Microsoft Word CVE-2012-0158. This invoives taking
advantage of software vulnerabilities 1o execute arbitrary code.

* File and Directory Discovery (T1083): The group uses cormmands to obtain inforrmaticn
about files and directories after exploiting a machine. This includes commands like dir ¢\ >>
YetempYidovwnload and similar commands for other directeries, which helps them
understand the file system layout and locate files of interest.

+ Masquerading: Match Legitimate Name or Location (T1036.006): Admin@338 actlors
have used commands to rename one of their tools to a benign file name, such as ren
"%templupload” audiodg.exe. This technique helps them evade detection by making their
malicious tools appear legitimate,

+ Parmission Groups Discovery: Local Groups [T1068.001): They use cammands fiks nat
localgreup administrator == %tempSeidownioad following the expleitation of a machine with
LOWBALL malware 1o list local groups, This helos them identify administrative groups and
other permission sets on the compromised system.

+ Phishinag: Snearphishing Attachment (T15686.001): Admin@3438 has sent amalle with



malicious Microsoft Office documents attached. This spearphishing technique is a common
methed for initial access, tricking users into opening malicious attachments,

+ System Information Discovery (T1082): The actors use commands to obtain information
about the operating system after exploiting a machine, such as ver >> %tempi\download
and systeminfo >> %temp\downioad. This provides them with detalled information about
the compromised system.

+ System Network Configuration Discovery (T1018): Thay acquire information about local
networks using commands like ipconfig fall >> %tempitidownload after exploiting a
machine,

+ System Network Connections Discovery (T1049): Admin@338 uses commands to display
network connections, such as netstat -ano >> %temp%\download, which helps them
understand the network environment of the compromised system.

+ System Service Discovery (T1007): They use commands like net stact >>
Ytemp%\downiozad to obtain information about sarvices running on the system.

+ User Execution: Malicious File (T1204.002): The group attempts to get victims to launch
malicious Microsoft Word attachments delivered via spearphishing emails, a tactic that
relles on user interaction to execute the malicious payload.

The Admin@338 APT group, as identified in the MITRE ATT&CK framework, uses a variety of
software tools in their cyber operations, Here's a summary of the key software tools and the
associated technigues they amploy:

+ BUBBLEWRAP (S0043):
« Techniques: Application Layer Protocol, Web Protocols, Non-Appiication Layer Protocol,
System Information Discovery.
* BUBBLEWRAR Is a multifunctional tool used for vanous purposes, Including web
protocal communication and system mntormation gathering.

* Technique: System Network Configuration Discovery.

* This commaon Windows utility is used by Admin@338 to discover natwork configuration
detads on compromised systems.

+ LOWBALL (S50042):

= Techniques; Application Laver Protocol: Web Protocols, Ingress Tool Transfer, Web
Service: Bidiractional Communication.

* LOWBALL s a malware tool used for establishing web-based communication channels
and transferring tools onto targeted systems.

+ Net (S0039):

* Techniques: Account Discovery {Domain and Local Account), Create Account {(Local
and Domain Account), Indicator Removal (Network Share Connection Removal),
Netwark Share Discovery, Passwaord Policy Discovery, Permission Groups Discovery
{Domain and Local Groups), Remote Services (SMB/Windows Admin Shares), Remote
System Discovery, System Network Connections Discovery, System Service Discovery,
System Services (Service Exacution), System Time Discovery.

* The Net ulility is usad extensively for a range of activities from account discovery to
system service manipulation.

* netstat (S0104);

+ Technique: System Network Connections Discovery.

* Admin@338 uses netstat to discaver network connections on compromised systems,
aiding in their reconngissance sfforts,

« Poisonivy ($0012):

« Techniques: Application Window Discovery, Boot or Logon Autostart Execution
{Registry Run Keys / Startup Folder, Active Setup), Command and Scripting Interprater
{(Windows Command Shell}, Creste or Modify System Process (Windows Service), Data
from Local System, Data Staged (Local Data Staging), Encryptad Channel (Symmetric



Obfuscated Fles or Information, Process Injection (Dynamic-Enk Library Injection),
Rootkit.

» Poisonivy Is a well-known Remote Access Trojan {RAT) used for a wide range of
malicious activites, from data theft to system manipulation.

« Systeminfo (S0096):

* Technlque: System Information Discovery.,

* This tool is used to gather detailed Information about the operating system and
hardware configurations of compromised systems.

In summary, Admin@338 is a sophisticated cyber espionage group, primarily focusing on
political and economic Intelligence gathering, with a strategic emphasis on targets in Hong Kong
and the United States, Their operations, marked by a diverse array of cyber tools and
techniques, underscora their significant role in the realm of cyber threats and esplonage.
Demonstrating & highly sophisticated approach, Acmin@338 |everages various methods to
infiltrate, explore, and extract valuable nformation from thelr targets, showcasing their
adeptness in navigating and explciting digital environments for espicnage purposes.

@ Ajax Security Team - Group Overview ==

Bl Description:

Ajax Security Team (AST), active since at least 2010, Is a cyber threat group belleved to be
operating out of Iran =_ nitislly known lor website defaceameant operations, by 2014, AST
transitioned to malware-based cyber espionage campaions <. Their primary targets have been
the US defense industrial base B and lranian users of anti-censorship technologies @. The
group is notably associated with Operation Saffron Ruse,

¥ Motivation:

Ajax Security Team's shift from webslite defacement to cyber espionage Indicates a strategic
evolution in their objectives . Their focus on the US defense industry I and anti-censorship
users in Iran ™ suggests motivations rooted in political and strategic espionage, likely aimed at
gaining Intelligence % and exerting contral over Infarmation flow @.

® Names:

Apart from Ajax Security Teamn, the group Is associated with several other names @8, including
Operation Woolen-Golkdfish, AlsxTM, Rocket Kilten, Flying Kitten, and Operation Saffron Rose,
These aliasas reflect the divarse nature of their operations and campaigns.

® Location:

The group is believed to be based in lran & alicning with thelr targeting patterns and the
geopolitical interests reflected in their activities @.

8l First Seen:

AST's activities date back to at least 2010 B markna over 3 decade of thelr presence in the



cyber threat landscape.

39 Observed Activities:

Ajax Security Team has conducted operations agalnst the US defense industry ¥ and energy
sectors of Middle Eastern countries #8, including corporstions fike Saudi Aramco and Qatar's
RasGas. Their shift to more sophisticated cyber esplonage tactics marks a significant evolution
in their operational capabilities @.

Tools Used;

+ Stealer: Developed by AST, Stealer is a powerful spyware capable of steallng sensitive
Information, including keystrokes and screenshots. It stores the data on the victim's
computer before sending it to a command and control {C2) server.

+ Havij: Anautomatad SCL injection tool distributed by ITSacTeam, an Iranian security
company. Released in 2010, Havij is known for its high success injection rate of over 95%. It
offers both free and commescial editions and 3 considered a forerunner of automated SQL
injection tools.

Techniques Used by Ajax Security Team:

+ Credentials from Password Stores: Credentials from Web Browsars {T1565.003):

* The group has used FireMalv, a custom-developed makware, to collect passwords from
the Firefox browser storege, This technigue involves aceessing and extracting stored
credentials from web browsers,

+ Ingrass Tool Transfer (T1105):

* Ajax Security Team has utilized Wrapper/Ghalee, another custom-developed malware,
which Is capable of downloading additional malwara onto the infected system, This
technique is crucial for establishing a foothold and expanding control within the targe
system,

« Input Capture: Keylogging (T1056.007):

« The group has deployed CWoolger and MPK, custom-developed matware, to record all
keystrokes on an infected system. Keylogging is a common method for capturing
sensitive information, including passwords and other confidential data.

+ Phishing: Spearphishing Attachment (T1566.001):

* Personalized spearphishing attachments have been used by Ajax Secunty Team, This
method involves sending targeted emalls with malicious attachments to trick victims
into compromising their sysiems,

+ Phishing: Spearphishing via Service {T1566.003):

* The group has employed various social media chennels to spearphish victims, using

these platforms to deliver targeted phishing messages.
+ User Execution: Malicious File {T1204.002):

* Victims have been lured by Ajax Security Team into executing malicious files, This
technique reles on social engineering to convince users to run files that compromise
thelr systems.

Software Used by Ajax Security Team:

+ Havij (S0224):

+ Techniques: Exploit Public-Facing Application.

» Havij is an automated SQL Injection tool known far its high success rate in expleiting
vulnerabilities in web applications, IU's used 10 gain unauthorized access to databases
through SQL injection.

+ sgimap {S0225):
« Techniques: Expicit Public-Facing Application.
+ Similar to Havij, sqlmap is another tool for automating the process of detecting and
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them,

In summary, the Alax Sacurity Team employs a combination of custom-developed malware and
well-known expioitation tools to conduct their cyber espionage activities. Their techniques range
from sophisticated phishing operaticns to kevlogging and exploiting web appécation
vulnerabilities, demonstrating their capability to adapt and employ various methods for
inteligence gathering and system compromise.

@ ALLANITE - Group Overview =™

. D - I- .

ALLANITE, also known as Palmetto Fusion, is a cyber espionage group that focuses on
accessing business and industrial control (ICS) networks W&, The arcup conducts
reconnaissance w and gathers intelligence, particularly in the United States # and United
Kingdom % electric utility sectors #. ALLANITE's operations are characterized by their focus on
understanding operational envirenments and developing capabilities that could potentialy
disrupt electric utilities. However, thelr activities have so far been limited to information
gathering without demonstrating any disruptive or damaging capabiities. The group is known for
conducting malware-less operations &, primarily leveraging legitimate and available tools in the
Windows operating system =,

¥ Motivation:

The primary motivation of ALLANITE appears to be espionage [, with & specific interast in the
electric utlity sector 4. Thelr activities suggest an Intent to understand and potentlally develop
capabilities to disrupt operations In this sector, The group's focus on maintaining access to ICS
networks indicates a stratecic interest in the operational aspects of electric utilities.

W Names:

ALLANITE is also known as Palmetto Fusion @8,
#® Location:
ALLANITE is a suspected Russlan == cyber esplonage group,

il First Seen:

ALLANITE has been active at least since May 2017 i, as reported by the industrial cybersecurity
firrn Dragos,

93 Observed:

ALLANITE has primarily targeted the electric utility sector within the United States @ ana the
United Kingdom ==, Their tactics and techniques are reportedly siméar to those of the Dragonily
aroun ®.



Tools Used:

ALLANITE uses emall phishing campaigns and compromised websites, known as watering holes,
to steal credentizls and gain access to taroet networks. This includes collecting and distributing
screenshots of industsial control systems. The group conducts cperations without relying on
traditional malware, instead using legitimate tools availabla n the Windows operating system,
There are no specific mafware families currently associated with ALLANITE.

techniques used by ALLANITE:

* Drive-by Compromise (ICS TO817):

* ALLANITE leverages watering hole attacks as a method to gain access 10 electric
utilities. In these atlacks, the group compromises websites frequently visited by their
target audience. When users visit these infected sites, malware is silently downicaded
onto their systams, providing ALLANITE with unautharized access.

+ Screen Capture (ICS T0852):

* The group has been identified colecting and distributing screenshots of ICS systems,
such as Human-Machine Interfaces (HMIs). This technigue allows them to visually
capture and analyze Information displayed on screens within the targetad industrial
control systems, providing insights into operational details and potentially sensitive
data.

+ Spearphishing Attachment (ICS T0865):

* ALLANITE has utilized spearphishing emails 1o gain access to anvironments within the
energy sector. These emails contain malicious attachments that, when opened, can
Install malware or provide backdoor access to the attackers, Spearphishing is @
targeted approach, often using sccial engineering 1o trick specific individuals into
compramising their systems.

+ Valid Accounts (ICS TOBES):

* The group also uses credentlals collected through ghishing and watering hole attacks,
By obtaining egitimate user cradentials, ALLANITE can gain unauthornized access to
systems and networks while appearing as a legitimate user. This technigue reduces the
likedihood of detection and allows for deeper penetration into the targeted
infrastructure,

These techniques demonstrate ALLANITE's sophisticated approach to cyber espionage,
focusing on stealth and the effective use of social engineering and legltimate credentials to
infiltrate and gather intelligence from critical intrastructure sectors. Their methods underscore
tha importance of robust cybersecurity measures in protecting against such advanced threst
actors.

& Andariel - Group Overview

M Description:

Andariel is a North Korean state-sponsored threat group that has besn active since at least
2009, The group is primarily focused on conducting destructive attacks against South Korean
government agencies [ll, military organizations ¥, and various domestic companies .
Additionally, Andariel has engaged In cyber financial operations targeting ATMs &, banks i, and
cryptocurrency exchanges €. Their notable activities include Operation Black Mine, Operation
GoldenAxe, and Campaign Rifle. Andariel is considered a subset of the Lazarus Group % and is
attributed to North Korea's Reconnaissance General Bureau B 1t's important to note that North
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state-sponsored cyber activity under the name Lazarus Group instead of racking individual
clustars or subgroups.

? Motivation:

Andariel’'s operations are motivated by both political and financial objectives. Their attacks
against Scuth Korean entities are likely driven by geopolitical tensions between North and South
Korea ®. The cyber financial operations suggest a motive of financial gain &, particularly
through attacks on financial institutions and cryptocurrency platforms,

& Names:

Andariel Is primarily known by this name but 5 also recognized as a subset of the Lazarus Group
-

#® Location:
Andariel is a North Korean state-sponsored group =,

i First Seen:

The group has been active since at least 2008 &.

99 Observed:

Andariel has been observed targeting South Korean government agencies, miitary
organizations, domestic companies, ATMs, banks, and cryptocurrency exchanges [l M & Ale®.
Their operations have included both destructive attacks and cyber financial crimes.

7" Tools Used:

Specific tools used by Andariel were not detailed in the provided source. However, given their
affiliation with the Lazarus Group and the nature of their operations, it is likely that they use a
range of sophisticated cyber tools and technigues for both destructive attacks and financial
theft =,

Techniques Used by Andariel:

+ Data from Local System (T10D5): Andariel has bean known to collect a large number of files
from compromised network systems for later extraction.

+ Drive-by Compromise (T1183): The group uses watering hole attacks, often with zero-day
exploits, to gain initisl access to victims within specific IP ranges.

« Exploitation for Client Execution (T1203): Andariel exploits numerous ActiveX vulnerabilities,
including zero-days, for executing maficious code on victim systems.

+ Gather Victim Host Information: Software {11592.002): They insert malicious scripts within
compromised websites to collect information such as browser type, system languags, Flash
Plaver version and more.



« Gather Victim Network Information: IP Addresses (T1590.005): The group’s watering hole
attacks are tailored to specific 1P address ranges.

* Ingress Tool Transfer (T1105): Andariel downloads additional tools and mahyare onto
compromised hosts.

+ Obfuscated Files or Information: Steganography (T1027.003): The group has hidden
malicious exacutables within PNG files.

* Obtain Capebilities; Malware (T1688.001); They use a variety of publicty aveilable remote
access Trojans (RATS) for their operations,

* Phishing: Spearphishing Attachment (T1566.001): Andariel conducts spearphishing
campaigns with malicious Ward or Excel attachmeants.

+ Process Discovery (T1057): The aroup uses the taskiist commend 10 enumerate processes
and find specific strings.

+ System Network Connections Discovery (T1049): Andariel uses the netstat -naop 1cp
command to display TCP connections on a victim's machine.

*  User Execution: Malicious Fle (T1204.002): They attempt to lure victims into enabling
malicious macros within emall attachments.

Software Used by Andariel:

« ghOst RAT (S0032):

« Techniques: This RAT is used for a range of activities including boot or logon autostart
execution, command and scripting interpreter, creating or modifying system processes,
data encoding, decbfuscating/decoding information, dynamic resolution, encrypted
channels, hijack execution flow, indicator removal, ingress tool transfer, input capture,
process discovery, process injection, query registry, screen capture, shared modules,
system nformation discovery, and more.

* Rifcoor {S0433):

* Techniques: Rifdoor is empioyed for boot or logon autostart executien, encrypted
channals, obfuscated files or information, phishing via spearphishing attachments,
system information discovery, system network configuration discavery, system
owmerfuser discovery, and user execution of mascious files.

In summary, Andariel's cybar operations are characterized by s diverse range of sophisticated
technigues and software tools. These include exploiting vulnerabilities, conducting
spearphishing campaigns, using steganography for obfuscation, and emplaying RATs Nke ghOst
RAT and Rifdoor. Their approach demonstrates a high level of sophistication and adaptability in
executing cyber espionage and cyber warfare activities.

4£) Aogin Dragon: A Suspected Chinese Cyber Espionage
Threat Group

M Description:

Aoqin Dragon is a cyber espionage group suspected to be of Chinese crigin ®, Active since at
least 2013, thay have primarily targeted government I, education -, and telecommunication
organizations W in Australia *, Cambodia <, Hong Kong #, Singapore & and Vietnam #. The
group Is known for its sophisticated cyber operations, focusing on esplonage % and Information
theft m». Aogin Dragon Is noted for its use of document expioits [l and fake removable devices,
such as USB drives A, for initial access into target systems.

¥ Motivation:
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sensitive information M from targeted organizations. Their activities suggest an intent to gather
inteligence refated to government, education, and telecommunication sectors W in Southeast
Asia and Australia.

& Names:

Aoglin Dragon is also potentially associated with UNC94, based on similarities in malware,
infrastructure, and targets @&

® Location:

The group Is believed o be based in China =,

il First Seen:

Aoqin Dragon has been active since at least 2013 M.
93 Observed:

The group has targeted a variety of sectors, with a particular focus on government, education,
and telecommunication organizations M+ N in Southeast Asia and Australia, Their operations
are characterized by the use of sophisticated cyber technigues and tools e

% Tools Used:

Aoqin Dragon employs a range of tools in their operations, including document exploits [ and
fake removable devices like USB drives 4, These tools are used for initial sccess and
subsaqguent operations within the target networks #r.

Aogin Dragon: Techniques and Software
Techniques Used by Acqin Dragom:

+ Davelop Capabilities: Malware (T1587.001): Aogin Dragon has developed custom malware,
including Mongall and Heyoka Backdoor, for their cyber operations.

+ Exploitation for Client Execution (T1203): The group has exploited vulnerabiities like CVE-
2012-0158 and CVE-2010-3333 to execute code on targeted systems.

* File and Directory Discovery {11083): They have utiized scripts to identify specific file
formats, including Microsoft Word documents, within target networks,

« Lateral Tool Transfer (T1570): Aogin Dragon spreads malware across target networks by
copying modules into folders disguised as remavable devices,

+ Masguerading: Match Legitimate Name or Location (T1036.005): The group has used fake
Icons, such as antivirus and external drive symbols, to disquise malicious payloads.

+ Obfuscated Files or Infoermation: Software Packing {T1027.002): They have employed the
Themida packer to obfuscate thair malicious payloads, making detection more difficult,

* Obtain Capebilities: Todl (T1688.002): Acqin Dragen obtained and modified the Heyoka
open-source exhiltration tool for their operations.

* Replication Through Removabla Media {T1081): The group has used a dropper that employs
a worm infection strategy, using removabie devices to penetrate secure network
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» User Execution: Malicious File {T1204.002): They have tricked victims into opening
weaponized documents and take extemnal drives or antivires software to execute malicious

paylcads,
Software Used by Aoqin Dragon:

+ Heyoka Backdoor {S1027):

* Techniques: Application Layer Protocol: DNS, Boot ar Logon Autostart Execution,
Deobfuscate/Decode Files or Information, File and Directory Discovery, Indicator
Removal, Masquerading, Obfuscated Fies or Information, Peripheral Device Discovery,
Process Discovery, Process Injction, Protocol Tunneling, Systam Binary Proxy
Execution, System Information Discavery, System Service Discovery, User Exacution,

+ Heyoka Backdoor is a sophisticated tool used for various malicious activities, including
data exfiltration and system information discovery.

+ Mongall (S1026);

« Techniques: Application Layer Protocol: Web Protocols, Boot or Logon Aulostart
Execution, Data Encoding, Data from Local System, Decbfuscate/Decode Files or
information, Encrypted Channel, Exfiltration Over C2 Channel, Ingress Tool Transfer,
Obtuscated Files or Information, Peripheral Device Discovery, Precess Injection, System
Binary Proxy Execution, System Information Discovery, User Execution,

* Mongall is a multifunctional matware used for data theft, system Information discovery,
and maintaining persistent access in compromisad systems.,

Angin Dragon's use of these techniques and software tools demonstrates their sophisticated

approach 10 cyber esplonage. They levarage a variety of mathods te infiltrate, explore, and
extract valuable information from their targets, showcasing their adeptnass in navigating and

exploiting digital erwvironments for espionage purposes.

Description:

APT-C-36, also known as Bind Eagle, is an Advanced Pearsistent Threat (APT) group suspacted
to originate from South America. Since April 2018, they have been actively targeting Colombian
government institutions and significant corperations in the financal sector, petroleum Industry,

professional manufacturing, and others.

Motivation:

The primary motivation of APT-C-36 appears to be espionage and intelligence gathering,
focusing on government and corporste entities. Their consistent targeting of specific sectors
suggests a strategic Intent to collect sensitive infoemation for politica!l or economic advantage.

Names:

+ APT-C-36
+ Blind Eagle
Location:

The group is suspected to be based in South America.
First Seen:

APT-C-35's activities were first observed in April 2018,
Observed:

The group has targeted Colombian government institutions and major corporations across
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Tools Used:

APT-C-36 has used a variety of tools in their campaigns, Including:
* Imminent Monitor RAT
* LimeRAT

Techniques Used by APT-C-36:

+ Command and Scripting Interpreter: Visual Basic {T1059.005): Embedding VBScript within
malicious Word documents that execute upon cpening.

* Ingress Tool Transfer (T1105): Downloading binary data from a specified domain after
opening a malicicus document,

* Masquerading: Masquerade Task or Service (T1036.004): Disguising scheduled tacks as
those used by Google.

* Non-Standard Port (T1571): Using port 4050 for C2 communications.

* Obfuscated Files or Information (T1027): Using ConfuserEx to obfuscate vaniants of
Imminent Monitor, compress payloads, and password-protect email attachments for
evasion,

» Obtain Capabilities: Tool (T1688 002): Utiizing @ modified vadant of Imminent Monitor.

+ Phishing: Spearphishing Attachment (T1566.001): Employing spearphishing emails with
password-protectad RAR attachments,

+ Scheduled Task/Job: Scheduled Task (T1053.005): Using macro funciions to set scheduled
tasks, disguised as those used by Google,

+ User Execution: Malicious File (T1204.002): Prompting victims to accept macros to execute
the payload. Software Used by APT-C-36 [Blind Eagle)

Imminent Monitor (ID: S0434)

Imminent Monitor s a sophisticated Remote Access Trojan (RAT) used by APT-C-38 in their
cyber operations, This tool exhibits a wide array of capabilities, making it a versatile choice
for the group's esplonage activities. The key techniques associated with iImminent Monitor
includa:

« Audio Capture: Ability to record audio from the compromised system's microphone,

+ Commeand and Scripting Interpreter: Executing commands and scripts for various malicious
purposes.

+ Credentials from Password Stores: Credentials from Web Browsars: Extracting stored
credentials from web browsers,

+ Deobfuscate/Decode Files or Information: Unraveling obfuscated data or files to reveal their
frue conient,

¢ Exfiltration Qver C2 Channel: Transmitting stolen data back to the command and control
{C2) sarver.

+ File and Directory Discovery: Scanning the compromised system to locate files and
directories of interest.

+ Hide Artifacts: Hidden Files and Directories: Concealing files and directories to evade
datection.

+ Impair Defenses: Disable or Modify Tools: Disabling or altering security tools to prevent
detection,

* Indicator Removal: File Deletion: Deleting files to remove evidence of the intrusion,

+ Input Capture: Keylogging: Recording keystrokes to capture sensitive information like
passwords and other credentials.

* Native API: Using native system application programming interfaces for various malicious
activities.

+ Obfuscated Files or Infarmation: Employing techniques to make files or information difficult
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+ Process Discovery: Identifying and analyzing running processes on the compromised
system,

* Remaote Services: Remote Desktop Protocol Wtllizing RDP for remote access and control
over the compromised system.

+ Resource Hijacking: Misusing system resources for makcious purposes, such as
cryptocurrency mining.

* Video Capture: Recording video from the compromised system's camera.

Imminent Monitor's diverse functionalities enable APT-C-36 to conduct comprehensive
espionage operations, ranging from data theft to surveillance. its abllity to remain undetected
and manipulate system processes makes it a potent tool for cyber espionage campaigns.

APT1 (Advanced Persistent Threat 1) =

Description:

APTY, also known as Comment Crew or Comment Group, is a cyber espionage group beliaved to
be associated with the Chinese military. This group is known for its sophisticated cyber
operations and has been implicated in numerous cyber esplonage campalgns targeting @ wide
range of industries and government entities around the world, x7iRe

Motivation:

APTT'S primary mativation appears 1o be cyber espionage, with a focus on Intellectual property
thaft and gaining strategic advantages in various industries. Their activitles suggest an intent to
gather sensitive information for economic and political gain, « & HMWI

Names:

APT1is also known as Camment Crew or Commant Group. These names have been attributed to
the group by various cybersacurity organizations and researchers, liee

Location:

The group is believad to be based in Chins. =

First Seen:

APT1 has been active for several years, but their activities gained significant attention in 2013
following a detailed report by Mandiant, a cybersecurity firm. i@

Observed:

APT1 has targated a broad range of corporations and governmant entities around the warld, with
a particular focus on English-speaking countries. Their targets span various industries, including
Information technology, telecommunications, aerospace, public administration, and others. &' @
N



Techniques and Software Used by APT1

Techniques Used by APTT:

*  Account Discovery (T1087.001); APT1 used commands lke net localgroup, net user, and net
group to find accourts on the system.

+ Acquire Infrastructure: Domains (T1583.001): They ragistered hundreds of domains for use
in operations.

+ Archive Collected Data; Archive via Utility {T1560.001): APT1 used RAR to compress files
before moving them outside of the victim network.

+ Automated Collection (T1119): They employed a batch script to perform discovery
techniques and save results to a text file.

* Command and Scripting Interpreter: Windows Command Shell (T1058.003): The group used
the Windows command shell for command execution and batch scripting for automation,

+ Compromise infrastructure: Domains {T1584.007): APT1 hijacked FQDNs associated with
legitimate websites hosted by hop points.

+ Data from Local System (T1005); They collected fies from local victim systems,

+ Email Collection (T1114.001 and T1114.002): APT1 used GETMAIL and MAPIGET utilities to
steal emails from Outicok .pst files and Exchange servers.

+ Establsh Accounts: Emall Accounts (T1585.002): They created emall accounts for social
engineering, phishing, and domain registration.

*  Masquerading: Mateh Lagitimate Name or Location (T1036.005]: Malware was named after
legitimate processes like AcroRD32.exe to evade detection.

+ Network Share Discovery (T1135): APT1 fisted connected network shares.

* Obtain Capabilities: Malware and Tool (T1588.001 and T1588.002): They used publicly
available malware and open-source tools for privilege escalation.

+ OS Credential Dumping: LSASS Memory {(T1003.001): APTT used Mimikatz for credential
dumping.

+ Phishing: Spearphishing Attachment and Link (T1566.001 and T1566.002): They conducted
spearphishing campaigns with malicious attachments and links.

» Process Discovery (T1057): APT1 gatherad a list of running processes using tasklist fv.

+ Remaote Services: Remote Desktop Protoco! (T1021.001): They used RDP during operations,

+ System Network Configuration Discovery (T1016); APTY used ipconfig fall to gather network
configuration Information,

+ System Network Connections Discovery (T1049): They used net use to get a listing of
natwork connections.

+ System Service Discovery (T1007): APT1 used net start and taskiist to list services on the
system,

*+ Use Alternate Authentication Material: Pass the Hash (T1550.002): They used pass the hash
tachniques,
Software Used by APT1:

« BISCUIT: Used for command execution, screen capture, keylogging, and other functions.
* Cachedump: For dumping cached domain credentials.

+ CALENDAR: Employed for bidirectional communication,

¢ GLOOXMAIL: Used for web-based bidirectional communication.

+ gsecdump: For dumping SAM and LSA secrets.

+ ipconlig: To discover network configuration,

+ Lslsass: For dumping | SASS memory,

+ Mimikatz: A versatile tool for credential dumping and manipulation.

+ Net: Usad for account discovery, network share discovery, and more.
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+ Poisonlvy: A RAT used for data exfitration and command execution,
+ PsExec: For lateral movement and remote service execution.

* pwdump: For dumping SAM credentials.

» Seasalt: Used for web protocol communication and other functions.
+ Tasklist: For process and service discovery.

+ WEBC2: Employed for command execution and data transfer.

+ XCmd: Used for service axacution.

In summary, APT1 utikized a wide array of techniques and software teols, ranging from basic
command-line utilities to sophisticated malware and cradential dumping tools. Their cperations
demonstrate a high level of sophistication and a broad capability to infiltrate, explore, and
exfiltrate data from targetod systems,

APT12 (IXESHE, Numbered Panda, Group 22) =

Description

APT12, also known as IXESHE, Numbered Panda, and Group 22, is a threat actor primarily
targeting organizations in Japan, Taiwan, and other parts of East Asia. Their activities mainly
focus on espionage and have been directed towards electronics manufacturers and
telecommunications companies. I8 W

Motivation

The primary motivation of APT12 is esplonage. They have baen involved in extensive cyber
esplonage campaigns, targeting sensitive information from varlous organizations. m...®.

Names

APT12 is Known by several allases:

+ IXESHE

* Numbered Panda
¢ Group 22

* BeeBus

+ DynCalc

+ Calc Team

* DNSCalc

+ Crimson lron

+ BRONZE GLOBE

Location

APT12 &5 beilleved to be based In Ching, »

First Seen
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Observed Activities

APTY2 has conducted numerous spear-phishing attacks and has been associated with various
malware families, including:

* win.etumbot

+ winrapid_stealer

+ winthreebyle

+ winwaterspou! s ef

APT12 (IXESHE, Numbered Panda, Group 22) Techniques and Software

Techniques Used

* Dynamic Resolution: ONS Calcufation {T1568.003)
* APT12 has employed DNS Calculation techniques, manipulating IP address octets 10
determine command and cantrol [C2) port numbers,
» Exploitation for Client Exgeution (T1203)
* The group exploited various vulnerabilities in Microsolt Office [CYE-2009-3129, CVE-
2012-0158), Adobe Reader, and Flash {CVE-2009-4324, CVE-2009-0927, CVE-2011-
0609, CVE-2011-0611) for execution.
+ Phishing: Spearphishing Attachment (T1566.001)
* APTIZ sent emalls with malicious attachments, Including Microsolt Office documents
and PDFs, as part of spearphishing campaigns.,
+ User Execution: Malicious File (T1204.002)
= They attempted to trick victims into opening malicious Microsoft Werd and PDF
alttachments sent via spearphishing.
+ Web Service: Bidirectional Communication {T1102.002)
* The group usad blogs and WordPrass platfarms for their C2 infrastructure,
Software Used

* HTRAN (S0040)

* Techniques: Process Injection, Proxy, ROOIKIL

* HTRAN is used to obscure the location of their C2 servers,
+ Ixeshe {SDO15)

* Techniques: Various, including Apphcation Layer Protocol: Web Protocols, Data
Encoding, File and Diractory Discovery, Indicator Remeval, and System Infarmation
Discovery.

* Ixeshe is a malware family associzted with APT12, known for its versatifity and capahility
to perform a wide range of functions.

* RIPTIDE (SC003)

* Techniques: Application Layer Protocol: Web Protocols, Encrypted Channel: Symmetric
Cryptography,

* RIPTIDE is another malware tool used by APT12, known for its encrypted
communication capabilites,

APTI2's use of diverse techniques and sophisticated software highlights their capability to
conduct complex cyber espionage operations. Their methods include exploiting software
vulnerabilities snearphishing and utilizina advanced malweare all aimed at infiltrating target



networks and exfiltrating sensitive information,

APT16: Overview and Activities

Description

APTI6 is a China-based threat group known for spearphishing campaigns targeting
organizations primarily in Japan and Taiwan. The groun's activities focus on government,
financial services, media, and high technology industry sectors, APT16 s believed to be closely
ahgned with Chinese nation-state activities.

Motivation

The primary motivation of APT16 appesars 10 be espionage, gathering intelligence from targeted
sectors and organizations that align with the interests of the Chinese state.

Names: -

Location

APTI6 is based in China,

First Seen: -

Observed Activities

APT16 has been responsible for:

Spear phishing attacks,

Using compromised |legitimate sites as staging servers for second-stage payloads,
Delivering malware-laden Microsoft Word documents exploiting vulnerahilities like CVE-
207517,

APT16: Techniques and Software Used
Techniques Used by APT16

Compromise Infrastructure: Server (Enterprise T1584,004)

* Use: APT16 has demensirated the capablity to compromise legitimate webstes, using
them as staging servers for hosting their sacond-stage payloads. This technigua
involves breaching the security of a web server and then using it to store and distribute
malware or other malicious tools, By leveraging legitimate infrastructure, APT16 can
evade detection ard increase the success rate of their attacks.

Software Used by APT16

ELMER Backdoor (Software ID: S0064)
+ Techniques:
» Application Layer Protocok: Web Protocols: ELMER uses standard web peotocols for
communication, which helps it blend in with normal traffic and avoid detection.
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and diractories on the compromised system, allowing APT16 to locate and exfitrate
sensitive information,

* Process Discovery: ELMER can enumerate running processes on the infected
system, providing Insights Into the operational environment and potentially
identifying security tools that need to be evaded or disabled.

Summary

APT186, a group with suspected tias 1o China, employs sophisticated tachniques
and custom software to conduct espionage-focused cyber operations. Their use of
compromised legitimate websites for staging attacks highlights their abliity to
adapt and mask their activities within normal network traffic. The ELMER backdoor,
a key tool in their arsenal, provides them with capabilities essential for
reconnaissance and data exfiltration within targeted networks,

APT17 Overview

Description

APTT7, also known as Deputy Dog and Axiorn, is a Chinese-based threat actor group. it is
sponsored by the Chinesa Ministry of State Sacurity and has conducted malicious attacks
against govemment and industry within the United States, APT17 targets vanous industry
sectors, Including mining, legal, information technology, and the defense industry. The group is
known for using sophisticated techniguss, including leveraging Microsaoft's TechNet blog for
command-and-control operations by creating bogus profiles and posting encoded CNC within
technical forums, This method, kKnown as “hicding in plain sight,” helps obfuscate their identity
and makes detection lass likely.

Motivation

APT17 primarily engages in espionage actvities. They target U.S. government entities, the
defense industrial base, law firms, information technology companies, resource extraction
companies, and non-governmental organizations. Their operations are believed to be carried out
on-damand for the Jinan bureau of the Chinese Ministry of State Security.

Names

« APTY7

+ Deputy Dog

+ Axiom
Location

The group s believed to be operating out of China, specificaly as contractors for the Jinan
bureau of the Chinese Minsstry of State Security.
First Seen: -

Observed
APT17 has been cbserved targeting a wide range of sectors in the United States, focusing
on esplonage.

APT17 Techniques and Software Used



Techniques Used by APT17

+ Acquire Infrastructure: Web Services (T1583.006)

* Usage: APT17 created profile pagas on Microsoft TechNet, which were utiized as
command-and-control (C2) infrastructure. This innovative approach allowed them ta
hide their C2 communications in plain sight, blending In with legitimate traffic and
making detection more challenging.

+ Establish Accounts (T1685)

» Usage: Tha group meticulously crafted and maintained profile pages on Microsoft
TechNet. To enhance the credibility of these pages, APT17 added detailed biographical
sections and actively participated in forum threads, This actlvity was part of their
strategy to establish a legitimate-looking online presence, which was cruclal for their
C2 operations and for maintaining a low profia.

Software Used by APT17

+ BLACKCOFFEE (SC089|
+ Techniques:

» Comumand and Scripting Interpreter; Windows Command Sheil: BLACKCOFFEE
used the Windows Command Shell for executing commands.

* File and Directory Discovery: The malware could discover files and directories on
the infacted system,

+ Indicator Removal: File Deletion: BLACKCOFFEE had capabilities to delete files,
helping to cover I1s tracks,

* Multi-Stage Channels: It utilized multi-stage channels for communication, adding
complexity to its operations,

* Process Discovery: The malware could discover processes running on the system.

* Web Service: Dead Drop Resolver: BLACKCOFFEE used web services as a means
10 resolve dead drops.

* Web Service: Bidirectional Communication: It was capable of bidirectional
communication over web services, enhancing its abllity to control compromised
systems and exliltrate data,

Additional Insights

+ APT17's use of Microsoft TachNet for C2 infrastructure is a notable example of their
innovative tactics. By embeadding encoded command-and-control IP addresses in valid
Microsoft TechNet profile pages and forum threads, they effectively masked their malicious
activities,

+ The BLACKCOFFEE malware's diverse capabilities, including command executon, file and
process discovery, and sophisticated communication methoeds, highlight APT17's technical
proficiency and the advanced nature of their operations,

Thesa techniques and tools raflact APT17's sophisticated approach 10 cyber aspionage,
emphasizing stealth and long-term access to targeted networks.

APT18: Overview and Details

Description

APT18, also known as Dynamite Panda, Threat Group-0416, Wekby, and Scandium, is a Chinese
nation-state-aligned threat group. It has been active since approximately 2009 and is believed
to be directly supported by the Chinese People’s Liberation Navy. APT18 has targeted a broad
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telecommunications, and human rights groups, primarily focusing on organizations in North
America, especially the United States,

Motivation

The primary motivation of APT18 appears to be espionage and information theft. They have been
involved in medical espionage, exfiltrating patient data from medical device databases, and
staaling intellectual property rights, ncluding advanced proprietary designs, Their activities
seem to be aimed at advancing China's industries at the expense of U.S. industries.

Names

* Dynamite Panda

* Thraat Group-0416

+ Wekby

* Scandium
Location

APT18 pnmarily targets organizations in North America, with a specific focus on the United
States.
First Seen

agmp has been active since approximately 2009.
Observed Activities

APT18 has been very visible in attacks on the healthcare sactor, including a significant data
breach in a community health systems campaign, resufting in the theft of over 4.5 million
patients' medical data. They have exploited vulnerabilities in various software, inciuding a
rero-day vulnerability (CVE-2015-5113), and lzunched phishing campaigns against multiple
industry sectors.

APT18 Techniques and Software Used

Techniques Used by APT18

« Application Layer Protocol: Web Protocols (T1071.001): APT18 uses HT TP for command and
control (€2} communications.

+ Application Layer Protocok DNS (T1071.004): They also utilize DNS for C2 communications.

+ Boot or Logon Autostart Execution: Registry Run Kays / Startup Folder (T1547.001): APT18
establishes persistence via the HKCU\Software\Microsoft\Windows\CurrentVersion\Run key.

+ Command and Scripting Interpretes: Windows Command Shedl (T1059.003): They use
cmd.exe to execute commands on the victim's machine.

+ External Remote Services (T1133): APT18 leverages legitimate credentials 1o log into
external remote sarvices.

* File and Directory Discovery (T1083): They can list file Information for specific directorias.

+ Indicator Removal: Flle Deletion (T1070.004); APT18 deletes tools and batch files from
victim systems.

+ Ingress Tool Transfer (T1105): They can upload files to the victim's machine.

+ Obfuscated Files or Information (T1027): APT18 obfuscates strings in their payloads.

+ Scheduled Task/Job: At (T1053.002): They use the native at Windows task scheduler tcol
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+ System Information Discovery (T1082): APT18 collects system information from the victim's
machine,

+ Valid Accounts (T1078): Thay leverage legitimate credentials for logging into external
remote services.
Software Used by APT18

+ cmd (SO106): Used for command execution, file and directory discovery, file deletion, and
system information discovery.

« ghOst RAT (S0032): A remote access trojan used for a variety of purposes inckiding
keylogging, screen capture, and process discavery.

+ hcdLoader (S0071): Utilized for craating or modifying system processas.

+ HTTPBrowser S0070): A tool for DNS and web protocol communication, file and directory
discovery, and obfuscating files.

+ Pisloader (S0124): Used for DNS communication, file and directory discovery, and system
information discovery.

APT18's techniques and software refiect a sophisticated approach to cyber espionage,
leveraging a mix of custom tools and common admnistrative tools to maintain stealth and
effectiveness in their operations.

APT19:

Description

APT19, also known as Deep Panda, KungFu Kittens, and PinkPanthet, is a cyber aspionage group
believed to be operating out of China. The group is known for its sophisticated cyber attacks
targeting & variety of sectors, including govemnment, defense, financial, and telecommunications,

Motivation

APT19's primary motivation appears to be inteligence gathering and esplonage, often targeting
Information that aigns with the Chinese government's interests, This includes sensitive political,
economic, and military information.

Names

* Deep Panda

+ KungFu Kittens

* PinkPanther
Location

APT19 s believed to be based in China.

First Seen:-

Observed

APT19 has been obsarved conducting cyber espionage campaigns against a range of
targets, including government entities, defense contractors, and financial institutions.

APT19: Techniques and Software Used
Techniques Used by APT19

» Application Layer Protocol: Web Protocols (T1071.007): APT13 used HTTP for command and
control (€2} communications and an HTTP malware variant for this purpose.

« Boot or Logon Autostar! Execution: Reqistry Run Kevs [ Startup Folder (T1547.0017): They
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+ Command and Scripting Interpreter (T1059): APT19 downloaded and launched code within
SCT flles,

+ PowerShell [T1059.001): They used PowerShell commands to execute payloads.

+ Create or Modify System Process: Windows Service (T1543.003): An APT19 Port 22
malware variant registers itself as a service:

+ Data Encoding; Standard Encoding {11132.001): An HTTP malware variant used Base64 to
encoda communications to the C2 server.

+ Deobfuscate/Decode Files or Information (T11£40): The HTTP malware variant decrypts
strings using single-byte XOR keys.

+ Drive-by Compromise (117189): APT19 performed a watering hole attack on forbes.comin
2014,

+ Hide Artitacts: Hidden Window (T1564.003): They used -W Hidden to conceal PowerShell
windows.,

+ Hijack Execution Flow: DLL Side-Loading (11574.002): They launched malware variants
using legitimate executables that loaded malicious DLLs,

+ Modify Registry (T1112): A Port 22 malware vanant was used to modify several Registry
keys,

+ Dbtuscated Flles or Information (T7027): Baset4 was used 1o obfuscate payloads and
executed commands.

+ Obtain Capabilities: Tool (T1588.002): APT19 obtained and used publicly-avaiiable tools like
Empire.

+ Phishing: Spearphishing Attachment (T1566.001): They senl spearphishing emails with
malicious RTF and XLSM attachments.

+ System Binary Proxy Execution: Regsvr32 (T1218.010) and Rundi32 (T1218.011): APT19
used these technigues for payload injection and to bypass application control techniques.

+ System Information Discovery (T1082]: They collected system architecture information
using malware variants,

+ System Network Configuration Discavery {T1016): The mahware variants were used 1o
collect MAC and IP addressas.

+ System OwnerfUser Discovery (T1033): They used malware variants to collect the victim's
username,

+ User Execution: Malicious File (T1204.002): APT19 attempted to get users to launch
maliclous attachments delivered via spearphishing emalls.
Software Used by APT19

« Cobalt Strike (SD154): A tool used for axploitation and post-axploitation tasks in vietim
networks. tincludes capabilities like command execution, keylogging, file transfer, SOCKS
proxying, privilege escalation, and more,

+ Empire (S0363): A post-exploitation framework that provides a range of toois for system
penetration, including PowerShell and Python capabilities, lateral movement, and various
expioitation tachniques.

APT19's operations demonstrate 8 high level of sophistication and & focus on stealth and
persistence. Their use of 8 variety of techniques and software tools underscores their capabifity
to conduct advanced cyber aspionage campaigns.

APT28 (Fancy Bear)

Description



APT28, also kncwn as Fancy Bear, is a sophisticated and well-resourced cyber espionage group.
It s believed to be associated with the Russian miitary mtelligence agency GRU, This group has
been active since al least the mid-2000s and is known for its advanced cyber capabilities.

Motivation

APT28 primarily focusas on collecting intelligence in support of Russian political and military
Interests. The group has been involved in numerous high-profile cyber espionage campaigns,
targeting government, military, security organizations, and other entities perceived as threats or
of interest 1o the Russian government.

Names

+ Fancy Bear

+ Sofacy

+ Sednit

+ STRONTIUM

* Pawn Storm
Location

APT28 |s believed to be based In Russia.
First Seen

The group has been active since at least the mid-2000s,
Observed

APT28 has been observed targeting & wide range of entities, including government and
military organizations, security firms, media outiets, and political figures, particularly in
countries that are geopolitically significant to Russia.

Techniques and Software Used by APT28 (Fancy Bear)

APT28, a highly sophisticated cyber espionage group, employs a wide array of techniques
and software tools in its operations. Below is 2 detailed overview of some key techniques
and software they have used:

Techniques

+ Access Token Manipulation (T1134.001): APT28 exploited CVE-2015-1701 to access and
copy the SYSTEM token for privilege escalation.

* Account Manipulation (T1068.002): They used PowerShell cmdlets to grant additional
permissions to compromised accounts,

* Acquire Infrastructure (T1583): The group registered domains imitating various
organizations and usad Blogspet pages for credential harvesting.

+ Active Scanning {T1595.002): APT28 performed large-scale scans to find vulnerable
servers,

+ Application Layer Protocol (T1071): They used protocols like HTTE, HTTPS, IMAP, POPS, and
SMTP for communication in various implants.

+ Archive Collected Data (T1560): APT28 used tools ike WinRAR to archive and password-
protect collected data.

« Boot or Logon Autostart Execution (T1547.001): They deployed malware thet copied itself to
the startup directory for persistence,

+ Brute Force (T1110): APT28 performed brute force and password spraying attacks to obtain
cradentials,

« Command and Scripting Interpreter (T1059]: The group used PowerShell scripts and
Windows Command Shell for executing payloads.,
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services within target networks.,

Exploitation for Privilege Escalation (T1068): APT28 exploited various vulnerabilities like
CVE-2014-4076 and CVE-2015-1701 for escalating privileges.

Obfuscated Files or Information (T1027): The group encrypted and obfuscated payloads to
avoid detsction.

Phishing (T1566): APT28 used spearphishing with malicious attachments or links to
compromise targets,

Remote Services (T1021.002): They used SMB/Windows Admin Shares for remote
operations.

System Binary Proxy Execution {T1218.011): APTZ8 executed payloads using commands llke
rundli32,

Software

ADVSTORESHELL (S0045): A multtunctional ookit used for various purposes including
data staging and encrypted communication,

Cannon {S0351): A tool used for tasks like screen capture and file discovery,

CHOPSTICK (S0023): A sophisticated backdoor used for keylogging, screen capture, and
proxying.

CORESHELL (S0137): A backdoor used for encrypted communication and cata encoding,
Drovorub (S0502): A Linux-based malware used for data exfitration and rootkit capabilities.

+ JHUHUGIT (S0044): A backdoor used for clipboard data captura, screen capture, and
process injection.

* Koadic (S0250): An advanced RAT {Remote Access Trojan) used for credential dumping and

command execution.

* Mimikatz {S0002): A well-known tool used for credential dumping and pass-the-hash
atacks.

+ XTunrel (SO117): A network tunnaling tool used for encrypted communication and proxying.

+ Zebrocy [S0251): A malware toolkit used for data collection, screen capture, and network
discovery.

APT28's arsenal of techmiques and software demonstrates their capability to conduct
sophisticated cyber espionage operaticns. Their methods range from exploiting system
vulnerabillties to scphisticated soclal engineering attacks, underlining the need for robust
cybersecurity measures,

Description of APT3:

APT3, aiso known as UPS Team, Buckeye, Gothic Panda, and 1G-0110, is a sophisticated cyber
aspionage group believed to be based in China. This group has been active since at least 2009
and is known for its advanced persistent threats (APT) targeting a variety of sectors worldwide,

inciuding government, defense, technology, and telecommunications.
Motivation:

APT3's primary motivation sppears to be espionage, likely driven by national and economic

interests. Their activities suggest an intent to gather Inteligence and potentially steal intellectual

property or sensitive government and military information,

Names:

APT3 is known by various aliases, including UPS Team, Buckeye, Gothic Panda, and TG-0110.
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Location:

APT3 is believed to be operating out of China.

First Seen:

APT3 has been active since at least 2009,

Observed:

APT3 has targeted a wide range of sectors, including government, defense, tachnology, and
telecommunications, with a global focus. Their operations have been observed in multiple
countries, indicating a broad and diverse set of targets.

APT3: Techniqques and Software

Below is a detalled overview of the technigues and software used by APTS:

Techniques Used by APT3:

+ Account Discovery (T10872.001): APT3 uses tools to gather information about local and
giodal group users, power users, and administrators.

* Account Manipulation (T1098): The group adds created accounts to local admin groups to
maintain slevated access,

+ Archive Caollected Data [T1560.001): APT3 comprasses data before exfiltrating it.

+ Boot or Logon Autostart Execution (T1547.001): Scripts are placed in the startup folder for
persistence.

+ Brute Force: Password Cracking (T1110.002): The group is known to brute force password
hashes.

+ Command and Scripting Interpreter (T1059): APT3 uses PowerShel! and Windows
Command Shell for various malicious activities.

+ Create Account: Local Account {T1136.001): Known for creating or enabling accounts for
access.

+ Create or Modify System Process (11543.003): The group creates new sarvices for
persistence.

+ Credentials from Passward Stores (T15566.003): APTS dumps passwords from browsars.

+ Data from Local System (T1005): Identifies Microsoft Office documents for exfiltration.

+ Data Staged: Local Data Staging (11074.001): Stages files for exfiitration in a single location.

+ Event Triggered Execution (T1546.008): Replaces accessibility features binaries for
persistence.

+ Exfiltration Over CZ Channel (T1041): Uses tocls that exfilirate data over the C2 channel,

+ Exploitation for Client Execution (T1203): Expleits vulnerabilities in Adobe Flash Player and
Internet Explorer.

+ File and Directory Discavery (T1083): Looks for files and directeries on the local file system.

* Hida Artifacts: Hidden Window (T1564.003): Conceals PowerShall windows.

* Hijack Execution Flow: DLL Side-Loading (T1574.002): Known to side-load DLLs.

* Indicator Removal: Flle Deletion (T1070.004): Deletes flles to reamove traces,



+ Input Capture: Keylogging (T1056.001): Records keystrokes in encrypted files.

* Multi-Stage Channels {T1104): Establishes SOCKSS connections for C2.

+ Non-Application Layer Protocol (T1095): Uses SCCKSS for initial C2.

» Obfuscated Files or Information (T1027): Obfuscates files to evade detection,

+ 0S Credentizl Dumping (T1003.001): Dumps credentials from LSASS memary.

+ Permission Groups Discovery (T1068): Enumerates permissions of Windows groups.

* Phishing: Spearphishing Link (T1566.002): Sends spearphishing emadis with malicious links.

* Process Discovery (T1057): Lists currently running processes,

* Proxy: External Proxy (T1020.002): Establishes external proxy connections,

+ Remote Services [T1021): Enables and uses Remote Desktop Protocol and SMB/Windows
Admin Shares.

+ Remote System Discovery (T1018): Detects the existence of ramote systams.

+ Scheduled Task/Job: Scheduled Task (T1053.005): Creates scheduled tasks for persistence.

+ System Binary Proxy Exacution: Rundli32 (T1218.011): Runs DLLs for execution.

+ System Information Discovery (T1082}: Gathers information about the local system.

+ System Network Configuration Discovery (T1018); Gathers network information.

+ Systam Network Connactions Discovery (T1049): Enumerates currant network connections,

« System OwnerfUser Discovery (T1033): Determings the system owner or user.

+ Unsecured Credentials: Credentials In Files (T1552.001): Locates gredentials in files.

« User Execution: Malicious Link (T1204.001): Lures victims into clicking mabicious links.

+ Valid Accounts: Domain Accounts (T1078.002): Leverages valid accounts for domain
acCess.

Software Used by APT3:

+ LaZagne {S0349): Used for various credential dumping techniques,

+ OSinfo (S0165): A tool for account discovery, system information discovery, and more.

* PlugX (S0013); A multifunctional tool used for command execution, data exfiltration, and
more.

+ RemoteCMD (S0166); Facllitates remote command execution

+ schtasks (S0111): Used for craating scheduled tasks,

+ SHOTPUT (S0063): A custom backdoor used for account discovery and other functions.

In summary, APT3 is a highly sophisticated group employing a wide range of techniques and
custom software to condisct esplonage and cyber operations, Their tactics demonstrate
advanced capabilities in maintaining persistence, evading detection, and extracting sensitive
information.

Description of APT 30 (Override Panda)

APT 30, also known as Override Panda, |s a eyber asplonage group suspectad 1o be associated
with the Chinese government. This group has been active since at least 2005 and is known for
its decade-long operation focused predominantly on entities in Scutheast Asla and India. APT 30
1S notable for its sustained activity and reglonal focus, as well as ils success in espionage
despite maintaining refatively consistent tools, tactics, and infrastructure over a fong period.

Motivation

The primary objective of APT 20 appears o be data theft, particularly targeting government and
commercial entities holding key political, economic, and military information about the regicn.
Unlike many cyber threat groups, APT 20 does not seem to be meotivated by financial gain, as
they have not been obsecrved targeting data that can be readily monetized, such as credit card
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documents, showing an Interest in documents that may be stored on ak-gapped networks.

Names

APT 30 is also known as Ovecride Panda. The group has been identified under different names
by various cybersecurity organizations.

Location

APT 30 is suspected to be associated with the Chinese government, indicating that their
cperations are likely based in China,

First Seen

APT 30 has been active since at least 2005, engaging in cyber espionage activities for overa
decade.

Observed Activities

APT 30 has shown a distinct interast in organizations and governments associated with the
Association of Southeast Asian Nations (ASEAN), especially around the time of official ASEAN
meaetings. Their decoy documents often relate to Southeast Asla, Indla, border areas, and
broader security and diplomatic issues. In addition to their focus on Southeast Asia and India,
APT 30 has also targeted journalists reporting on issues considernd focal paints for the Chinese
Communist Party, such as corruption, the econamy, and human rights.

Techniques Used by APT 30

¢+ Phishing: Spearphishing Attachment (T1566.001): APT30 has utilized spearphishing emalls
with malicious DOC attachments, This technique involves sending targeted emails that
contain malicious attachments to trick recipients into opening them, thereby compromising
their systams.

+ User Execution: Malicious Fle (T1204,002): The group relies on users executing makcious
file attachments celivered via spearphishing emails. This tactic depends on usar Interaction
to initiate the execution of the malicious payload,

Software Tools Used by APT 30

* BACKSPACE (S0031]:

« Techniques: Application Layer Protocol: Web Protocols, Boot or Logon Autostart
Execution (Registry Run Keys [ Startup Fokler, Shortcut Modification), Command and
Scripting Interpreter (Windows Command Shell), Data Encoding (Non-Standard
Enceding), Exfiltration Over C2 Channel, File and Diractory Discovery, impalr Defenses
{Disable or Modify System Firewsall), Modify Registry, Multi-Stage Channels, Process
Discovery, Proxy {Internal Proxy), Query Registry, System Information Discovery.

* Usage: BACKSPACE Is a multifunctional tool used for various purposes, Including
communication over web protocols, data encoding, and exfiltration,

+ FLASHFLOOD [S00386):

« Techniques: Archive Collected Data {Archive via Custom Method), Boot or Logon

Autostart Execution (Registry Run Keys [ Startup Folder), Data tfrom Local System, Data
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« Usage: FLASHFLOOD Is employed for data collection and staging, Inciuding archiving

data using custom methods and extracling data from local and removable media,
* NETEAGLE {S0034):

+ Techniques: Application Layer Protocol, Web Protocaols, Boot or Logon Autostart
Execution (Redistry Run Keys / Startup Fokder), Command and Scripting Interpreter
(Windows Command Shell), Dynamic Resolution, Encrypted Channel (Symmetric
Cryptography}, Exfiltration Over €2 Channel, Fallback Channels, File and Directory
Discovery, Non-Application Layer Protocol, Process Discovery,

* Usage: NETEAGLE is a sophisticated tool used for encrypted communication, dynamic
resolution, and data exfiltration,

+ SHIPSHAPE (S0028}):

+ Techniques: Boot or Logon Autostart Execution [Registry Run Keys [ Startup Folder,
Shortcut Medification], Replication Through Removable Media,

* Usage: SHIPSHAPE is usad for persistence and replication, particularly through the use
of removable media.

+ SPACESHIP (S0035);

* Techniques: Archive Collected Data (Archive via Custom Method), Boot or Logon
Autostart Execution {Registry Run Keys [ Startup Folder, Shortcut Modification), Data
Staged (Local Data Staging), Exfiltration Over Physical Medium (Exfitraticn over USB),
File and Directory Discavery.

= Usage; SPACESHIP focuses on data archiving, staging, and exfiltration, particularly over
physical mediums like USE,

These techniques and tools demonstrate APT 30's capabilites In conducting targeted cyber
esplonage operations, particularly focused on information gathering, document theft, and
exploiting user interactions to compromise systems.

Description of APT32

APT32, also known as the OceanlLotus Group, is a Vietnam-based threat group. It was founded
in 2014 and has primarily targeted journalists, dissidents, large private enterprises, and
government organizations in Southeast Asia. The group's activities have been concentrated
within Vietnam, the Phillppines, Cambodia, and Lacs. APT32's operations often allgn with
Viastnamess state interests, raising questions about potential nation-state sponsorship.

Motivation

APT32's motivations appear to be closely aligned with Vietnamese state interests. They have
targeted foreign corporations in key commercial sectors such as manufacturing, hospitality, and
consumer products, which are significant to Vietnam's economy. Additionally, thay have targeted
network security and technology corporations, as well as dissidents and journalists, Indicating a
focus on both economic and political espionage.

Names

APT32 is also known as the Oceanlotus Group.
Location

APT32 is based In Vietnam,



First Seen

APT32 was first identified in 2014,

Observed Activities

APT32 has been invoived in various cyber espionage activities, including:

Targeting and compromising a European corparation involved in building manufacturing
facilities In Vietnam (2014),

Compromising Vietnamese and foreign corporations in network security, technology
infrastructure, media, and banking (2016).

Targeting a large hospitality industry company expanding operations into Vietnam (2016).
Targeting U.S. and Philippihe consumer products corporations with operations in Vietnam
for spyware and data exfiltration activities,

Conducting spyware attacks on Vietnam-based and non-profit human rights organizations.

Techniques Used by APT32

Account Discovery: Local Account (T1087.001): APT32 used commands like net localgroup
administrators to enumerate administrative users,

Acquira Infrastructure: Domains (T1583.001) and Web Services (T1583.006): APT32 set up
websites for information gathering and malware delivery, and used sarvices lika Dropbaox,
Amazen $3, and Gocgle Drive for hosting malicious downloads.

Application Layer Protocol (T1071): They used JavaScript for communrication over
HTTPMHTTES to attacker-controlied domains and downloaded encrypted payloads,

Archive Collacted Data {T1560): APT32's backdoor utilzed LZMA compression and RC4
encryption before data exfiltration,

Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder (T1547.001): They
established persistence using Registry Run keys for executing scripts and thelr backdoor.
Command and Scripting Interpreter (T1059]; APT32 used various scripting methods
including PowerShell, cmd.exe, Visual Basic, and JavaScripl for execution and C2
comimunications.

Create or Modify System Process: Windows Service (T1543.003): They modifiad Windows
Services for loading scripts and establishing persistence.

Drive-by Compromise (T1183): Victims were infected by visiling compromised websites.
Exploitation for Client Execution (T1203) and Priviege Escalation (T1068): APT32 exploited
vulnerabilities like CVE-2017-11882 and CVE-2016-7255.

File and Directory Discovery (T1083): Their backdoor could list files and directories on
infected machines.

Gather Victim Identity Information (T1589): APT32 targeted activists and bloggers for
surveillance.

Hide Artifacts (T1564): They used various methods 1o hide their activities, including hidden
files, windows, and NTFS file attributes.

Hijack Execution Flow: DLL Side-Loading (T1574.002): APT32 used legitimately-signed
executables to load malicious DLLs.

Indicator Removal (T1070): They cleared event logs, deleted files, and used timestomping to
hide their tracks.

Ingress Tool Transfer (T1105): APT32 added JavaScript to websites for downloading
additional frameworks,

Input Capture: Keylogging (T1056.001): They monitored and captured account pessword
changes.
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moving laterally.

Masquerading {T1036}: APT32 disguised their tools and activities, including renaming
utilities and using hidden characters.

Modify Registry (T1112): Their backdoor modified the Windows Registry for storing
configuration.

Netwaork Service Discovery (T1046) and Network Share Discovery [T1135): APT32
performed network scanning and discovered network shares,

Non-Standard Port (T1571): Their backdoor used HTTP over non-standard TCP ports.
Obfuscatad Files or Information (T1027): APT32 used vanous obfuscation techniques
Including Baseb4 encoding and code obfuscation frameworks,

Obtain Capabilities: Tool (T1688.002): They obtained and used tools like Mimikatz and
Cobalt Strike,

Office Application Startup (T1137): APT32 replaced Microsoft Outlook's VboaProject.OTM file
for instaling a backdoor.

0S Credential Dumping {T1003): They used tools like Mimikatz for harvesting credentials.
Phishing: Spearphishing Attachment (T1566,001) and Link {T1566.002): APT32 sent
spearphishing @mails with malicious attachments and links.

Process injection {T10E5): Their malware injected a Cobalt Strike beacon into Rundli32.exe,
Query Registry (T1012): The backdoor gqueried the Windows Registry for system information.
Remote Services: SMB/Windews Admin Shares {T1021.002): APT32 used hidden neiwork
shares for copying tools to remote machines,

Remote System Discovery (T1018); They enumerated domain controllers and used the ping
command for discovery

Scheduled Task/Job: Scheduled Task (T1053.005): APT32 used scheduled tasks for
persistence.

Server Software Companeant: Web Shell (T1505.003}): They used Web shells for maintaining
access to victim websites.

Software Deployment Tools (T1072): APT32 compromised software deployment tools for
lateral movement,

Stage Capabilities (T1608): They hosted malicious payieads in cloud storage services.
System Binary Proxy Exacution (T1218): ARPT32 used various system binaries llke mshta.oxe
and regsvr32.exe for exacution.

System Information Discovery (T1082): They collected information about the OS version,
computer name, and other system details.

Systam Network Configuration Discovery (T1016): APT32 usaed the ipconfig command for
gathering IP addresses.

System Network Connections Discovery (T1049): They used netstat to dispiay TCP
connections,

System CwnerfUser Discovery (T1033): APT32 collected usernames and exacuted the
whoami command.

System Script Proxy Execution: PubPm {T1216.001): They used PubPm.vbs within execution
scripts.

System Services: Service Execution {T16688.002): Their backdoor used Windows services
for executing payloads.

Unsecured Credantials: Cradentials in Registry (T1552.002): APT32 harvasted credentials
stored in the Windows registry.

Use Alternate Authentication Materal: Pass the Mash (T15650.002) and Pass the Ticket
{T1550.003): They used technigues like pass the hash and pass the ticket for lateral
movement,

User Execution: Maliclous Link (T1204.001) and File (T1204.002): APT32 lured targets to
download malicious payloads through spaarphishing.

Valid Accounts: Local Accounts (T1078.003): They used leaitimate local admin account



= Web Service {T1102): APT32 used cloud storage services for hesting malicious downloads.
+ Windows Management Instrumentation (T1047): They used WM for deploying tools and
gathering information.
Software Used by APT32

+ Arp (S0039): Used for remote systam discovery and network configuration discovery.

* Cobalt Strike (S0154): A versatie tool used for a wide range of activities including command
execution, data exfiltration, and credential dumping.

+ Denis (S0354): Used for various purposes incheding command execution, data encoding,
and obfuscation.

+ Goopy (S0477): Employed for DNS communication, data exfitration, and DLL side-loading.

+ Ipcontig (SO100): Used for system network configuration discovery.

+ Kerrdown {SO585): Utilized for command execution, data obfuscation, and phishing,

+ KOMPROGO (S0156): Used for command execution and systam information discovery.

+ Mimikatz {S0002): A well-known tool for credential dumping and manipulation.

+ Net (S0039): Used for account discovery, remote services, and system discovery.

» netsh (SO108): Employed for event-triggered execution and impairing defenses.

¢ OSX_OCEANLOTUS.D (S0352): A macOS backdoor used for data exfiltration and system
process modification,

+ PHOREAL (S0168): Used for command execution and registry madification.

* RotaJakiro {S1078): A tool for automated collection and boot or logon autostart execution.

+ SOUNDBITE (S0157): Emgloyed for DNS communication and system nfcrmation discovery.,

+ WINDSHIELD (S0155): Used for indicator removal, query registry, and system infermation
discovery.

APT32's use of a wide range of sophisticated techniques and software demonstrates their
capability to conduct complex cyber espionage operations. Their methoeds are diverse, covering
everything from initial access and persistence to data exfiltration and covering ther tracks.

APT33: Overview and Activities

Description:

APT33, a cyber espionage group, is known for its sophisticated cyber operations targeting &
variety of sactors. Their activities primarily focus on espionage and data exfiltration, often
targeting organizations in the aviation, energy, and government sectors, APT33 is recognized for
its advanced techniques and persistent approach in cyber eperations.

Motivation:

The primary mativation of APT33 appears to be espionage, with a strong focus on gathering
sensitive information and intellectual property from targeted industries and government entities.
Their activities suggest an intent (o support national strategic objectives, likely for a state-
sponsored purpose.

Names:

APT33 is also knowin by other monikers such as Elfin, MAGNALLIUM, Refined Kitten, HOLMIUM,
COBALT TRINITY, GO064, ATK35. These aliases have been used by various cybersecurity
organizations to describe the group's activities and operations.

Location:
APT33 is believed 1o be operating out of Iran,

First Seen:



The group has been active since at least 2013, engaging in numerous sophisticated cyber
espionage campaigns.

Observed Activities:

APT33 has been cbserved targeting a wide range of sectors, including but not limited to
aviation, energy, and government organizations. Their activities have been primarily focused on
espionage and Intellectual property theft,

APT33 Techniques and Software

Techniques Used by APT33

+ Application Layer Protocol: Web Protocols (T1071.001): APT33 used HTTP for command and
control.

» Archive Collected Data: Archive via Utility {T1560.001): Utllized WInRAR to compress data
before exfiltration.

+ Boot or Logon Autostart Execution (T1547.001); Deployed DarkComet to the Startup folder
and used Registry run keys for persistence.

* Brute Force: Password Spraying (T1110.003): Emplayed password spraying to access targat
systems,

* Command and Scripting Interpreter; PowerShell (T1058.001): Used PowerShel for
downloading files and running scripts from the C2 server.

+ Command and Scripting Interpreter: Visual Basic {T1059.005): Initiated paylosd delivery
using VBScnipt,

+ Credentials from Password Stores (T1556): Harvested credentials using tools like LaZagne,

+ Data Encoding: Standard Encoding (T1132.001): Encoded command and control traffic using
basetd.

+ Encrypted Channel: Symmetnic Cryptegraphy (T1673.001): Utilized AES encryption for
command and control traffic,

+ Event Triggered Execution: Windows Management Instrumentation Event Subscription
{T1546.003]: Attempted to establish persistence using WMI event subscriptions.

+ Exfiltration Over Alternative Protocol (T1048.003): Exfiltrated files using FTP, separate tfrom
the C2 channel,

+ Exploitation for Cllent Execution (T1203): Expletted wilnerabiitios In WInRAR and attempted
remote code execution via security bypass.

+ Exploitation for Privilege Escalation (T1068): Used a public explolt for CVE-2017-0213 for
local privilege escalation.

» Ingress Tool Transfer (T1105): Downloaded additional fles and programs from the C2 server.

* Network Sniffing (T1040): Employed SniffPass for credential collection via network traffic
sniffing.

* Non-Standard Port (T1571): Used HTTP over TCP ports 808 and 880 for command and
control,

+ Obfuscated Files or Information (T1027): Employed base4 encoding for payload
obfuscation.

+ Obtain Capabilities: Tocl (T1588.002): Leveraged publicly-available tools for early intrusion
actiities.

* OS Credential Dumping (T1003): Wilized teols like LaZagne, Mimikatz, and ProcDump for
credential dumping.

* Phishing: Spearphishing Attachment (T1566.001): Sent spearphishing emails with archive
attachments.

+ Phishing: Spearphishing Link (T1566.002); Distributed spearphishing emails containing links
10 .hta files.
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* Unsecured Credantials {T1552): Gathered credentials using tools like LaZagne and
Gpppassword.

* User Execution: Malicious Link (T1204.001): Lured users to click malicious links in
spearphishing emails.

+ User Execution: Malicious File (T1204.002): Used malicious email attachments to exacuta
mabware.

+ Valid Accounts (T1078): Utilized valid accounts for initial access and privilege escalation.

+ Cloud Accounts (T1078.004): Compromised Office 365 accounts in conjunction with Ruler
for endpoint control,

+ Screen Capture (ICS T0852): Utilized backdoors for capturing scresnshots.

* Scripling (ICS TO853): Employed PowerShell scripts for command and control and file
axecution.

+ Spearphishing Attachment (ICS T0B85): Conducted targeted spearphishing campaigns with
HTML application files embedded with malicious code.
Software Used by APT33

+ Autolt backdoor (S0129): Used for various malicicus activities including PowerShell
execution and data encoding,

« Empire (S0383): A versatile framework used for a wide range of malicious activities, from
account discovery to exfiltration.

+ fip (S0095): Used for file exfitraticn and tool transfer.

+ LaZagne (S0349): Employed for cradential harvesting from various sources.

+ Mimikatz {S0002): A well-known teol for dumping cradentials and manipulating access
tokens,

* NanoCore {S0336): Used for audio capture, command execution, and credential theft.

+ Net {S0039): Utilized for account discovery and network share access.

+ NETWIRE {S0198): A multi-functional remote access tool used for data collection and
system control,

« PashC2 (S0378). A Powershell C2 framework used for a varlety of tasks Inciuding token
manipulation and data exfiitration.

+ PowerSploit {S0194): A collection of PowerShell mocdules used for various stages of
exploitation and post-axploitation.

* POWERTON (S0371): Wilized for command and control activities and credential dumping.

+ Pupy (S0192): A remote administration and post-exploitation tool.

+ Ruler {S0368): Used in conjunction with compromised email accounts for endpoint contral,

+ StoneDrill (S0380): Employed for data destruction and system information discovery,

* TURNEDUP {$0199}): Used for system information discovery and screen capture.

APT33's techniques and software usage demonstrate a sophisticated and versstile approach to
cyber espionage, leveraging a mix of custom tools and publcly available utilities to achieve their
objectives.

APT37 (Reaper)

Description

APT37, also known as Reaper, s a cyber espionage group believed to be cperating out of North
Korea. It has been active since at least 2012, primarily targeting the public and private sectors in
South Korea, By 2017, AFT 37 expanded Its operations 1o Include Japan, Vietnam, and the Middle
East, focusing on a range of industries such as chemicals, electronics, manufacturing,
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Motivation

APT37's activities are primarily driven by espionage objectives, likely in support of North Korean
state interests. Their operations are characterized by a focus on gathering intelligence and
potentially disrupting targets that are of strategic importance to North Korea,

Names

APT37 is known by various aliases including Group 123, InkySquid, Operation Daybresak,
Operation Erebus, Reaper Group, Red Eyes, Ricochet Chollima, ScarCruft, Venus 121, ATK4,
GOO67, and Maldy Pisces.

Location

APT37 Is believed to be based in North Korea.

First Seen

The group has likely been active since at least 2012,

Observed

APT37 has expanded #ts targeting beyond the Korean peninsula since 2017, including Japan,
Vietnam, and the Middle East.

Techniques Used by APT37

* Abuse Elevation Control Mechanism (T1548.002): APT37 uses methods to bypass Windows
User Account Control (UAC), allowing the execution of payloads with higher privileges.

+ Application Layer Protocal (T1071.001): The group uses HTTPS to conceal command and
control {€C2) communications, making detection more challenging.

* Audio Capture {T1123): APT37 employs SOUNDWAVE, an audio capturing utility, to record
microphone Input, likely for survelllance purposes,

+ Boot or Logon Autostart Execution (T1547.001): They achieve persistence by adding entries
in the Registry key HKCU\SoftwareiMicrosoft\CurrentVersioniRun.

» Command and Scripting Interpreter (T1058): The group uses various scripting languages
like Ruby, Python, and Visual Basic to execute payloeds and perform malicious activities.

* Credentials from Password Stores (T1555.003): APT37 uses ZUMKONG, a credential
slealer, to harvest usernames and passwords from web browsers.

« Data from Local System (T1006): The group collects sensitive data from victims' local
Systems.

+ Disk Wipe {T1561.002): They have access to destructive malware capable of overwriting the
Master Boot Record (MBR), potentially rendering the infected systems inoperable.

* Drive-by Compromise (T1188): APT37 uses compromised websites, especially Scuth Korean
sites, and torrent file-sharing sites to distribute malware,

+ Exploitation for Client Execution (T1203): The group exploits vulnerabilities in popular
software like Flash Plaver. Word. Internat Explerer, and Microsoft Edge for execution.



Ingress Tool Transfer (T1105): APT37 downloads second-stage malware from compromised
websites.

Intar-Process Communication (T1559.002): The group uses Windows DDE for command
execution and malicious scripting.

Masquerading {T1036.001); They sign their malware with invalid digital certificates to appear
legitimate.

Native API {T1106): APT37 laverages Windows API calls for process Injection,

Obtuscated Files or Information (T1027): The group obfuscates strings and payloads 10
evade detection,

Peripheral Device Discovery (T1120): APT37 uses a Blugtooth device harvester to find
information on connected Blustooth davices,

Phishing (T1566.001): They deliver malware using spearphishing emails with malicious
attachments.

Process Discovery (T1057): The group's Freenki mabware lists running processes using the
Windows AP|.

Process hjection {T1055); APT37 injects its ROKRAT malware into the cmd.exe process for
stealthy execution.

Scheduled Task/Job (T1053.005): They create scheduled tasks to run malicious seripts on
compromised hosts.

System Information Discovery (T1082]: APT37 collects detailed system information like
computer name and BIOS model.

System CwnerfUser Discovery (T1033): The group identifies the victim's username.

System Shutdown/Reboot (T1529);: APT37 uses malware that can raboot a system after
wiping its MBR.

User Execution (T1204.002): The group sends spearphishing attachments to trick users into
executing malicious files.

Wab Service (T1102.002): APT37 usas social networking sites and cloud platforms for C2
communications.

Software Used by APT37

BLUELIGHT: A muitifunctional malware tool used for data exfitration, screen capture, and
infarmation gathering,

Cobalt Strike: A cormmarcial panetration testing tool repurposed for malicious activities,
including command and control.

CORALDECK: A tool used for data exfiltration and file discovery.

DOGCALL: A multifunctional tool capable of audio capture, keylogaing, screen capture, and
bidroctional communication.

Final1stspy. A tool used for information gathering and obfuscation.

HAPPYWORK: A toal for system information discovery and data transfer.

KARAE: Used in drive-by compronmysas and for system nformation discovery.

NavRAT: A tool for command execution, keylogging, and data staging.

POORAIM: Used for screen capture, information gatherng, and web service communication.
ROKRAT: A sophisticated malware variant used for a wide range of activities including audio
capture, data exfiltration, and process injection,

SHUTTERSPEED: A tool primarily used for screen capture and system information gathering.
SLOWDRIFT: A tool for system information discovery and web service communication.
WINERACK: A ool used for command execution and system information discovery.

APT37's diverse range of technigues and software tools highlfights their capability to conduct
sophisticated cyber espionage operations. Their focus on stealth and persistence, coupled with
the use of custom tooks, makes them a significant threat to ther targets.

APT38 Threat Actor Profile



Description

APT38 is & North Korean state-sponsored threat actor primarily targeting banks and financial
institutions. 1t is believed to be directed by or part of the North Kerean Reconngissance General
Bureau (RGB), an Intelligence agency responsible for the state's covert operations, APT38 has
targeted financial institutions, cryptocurrancy entities, SWIFT system users and endpoints, and
ATMs in over 35 countries,

Motivation

APT38's primary motivation appears to be financial gain, specifically through sophisticatad
attacks on banks and financial systems worldwide. Their operations include farge-scale heists,
such as the $81 million theft from the Bank of Bangiadesh in 2016,

Names

APT38 Is the primary name used to identify this group.

Location

APT38 is associated with North Korea, operating under the guidance or part of the RGB.

First Seen

The group has bean active for saveral yaars, with notable attacks dating back 1o at least 2016.
Observed Activities

APT38's activities include a wide range of cyberattacks against financial institutions. They have
bean responsible for significant financial thefts, including the Bank of Bangladesh heist in 2016
and attacks on Bancomext and Banco de Chile in 2018. Their methods involve sophisticated
muiti-stage astacks, Inciuding initial research, compromising targets through various means {like
watering holes and exploiting vulnerabilities), cenducting reconnaissance within the network,
impacting SWIFT servers, exfiltrating funds, and covering their tracks by wiping disks and
destroying logs.

Techniques Used by APT38

+ Application Layer Protocol (T1071.001]: APT38 used QUICKRIDE baeckdoor for C2
communication over HTTP and HTTPS.

» Browsar Information Discovery ({T1217): They collectad browser bookmarks to learn about
compromised hosts and users.

* Brute Force (T1110): Employed brute force techniques for account access,

+ Clipboarg Data (T17115): Used KEYLIME Trojan 10 collect clipboard data.

« Command and Scripting Interpreter (T1058); Utilized PowerShell, VBScript, and a
command-fine tunnelar, NACHOCHEESE, for various operational tasks.
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persistence.

* Data Destruction (T1485): Implemented custom secure delete functions,

+ Data Encrypted for Impact (T1486); Used Hermes ransomware for file encryption.

* Data Manipulation (T1665): Employed DYEPACK for manipulating SWIFT transactions and
data.

+ Disk Wipe (T1561.002}): Used BOOTWRECK to render systems inoperable.

+ Drive-by Compromise (T1189): Conducted watering hole schemes for initial access,

+ Fila and Directory Discavery {T1083): Enumerated files and directories on compromised
hosts.

» Impair Defenses (71562): Disabled or modified system firewalis and command history
logging.

+ Indicator Remaval (T1070): Cleared Windows Event logs and used CLOSESHAVE for file
deletion.

+ Ingress Tool Transter (T1105): Used NESTEGG backdoaor for file transiers.

+ Input Capture (T1056.001): Captured kaystrokes using KEYLIME Trojan.

+ Modify Registry (T1112): Utilized CLEANTOAD tool for registry modifications.

« Native AP (T1106): Executed code using Windows APL

* Network Shara Discovery (T1135): Enumerated network shares.

« Obfuscated Files or Information (T1027.002); Used varlous code packing methods.

« Obtain Capabilities (T1688.002): Acquired and used tools like Mimikatz,

* Phishing (T15668.001); Spearphishing campaigns with malicious attachments.

+ Process Discovery (T1057): Leveraged Sysmon for process and service discovery.

» Scheduled Task/Job {T1053): Used cron and Task Scheduler for persistence.

+ Server Software Component (T1506.003): Employed web shells for access and persistence,

+ Software Discovery (T1518.001): Identified security software on compromised systems.

+ System Binary Proxy Exacution {T1218): Used CHM files and rundli32.exe for concealed
payload execution.

+ System Information Discovery (T1082|: Gatherad detailed information about compromised
hosts,

+ System Network Connections Discovery (T1049): installed MAPMAKER for monitoring TCP
connections,

+ System OwnerjUser Discovery (T1033): klentified primary and currant users,

+ System Services (T1569.002): Created or modified services for execution.

« System Shutdown/Reboot (T1529); Used BOOTWRECK for system reboots,

« User Execution (T1204.002): Lured victims to enable malicious macros.
Software Used by APT38

+ DarkComet (S0334); A multifunctional tool used for various purposes Including data
collection and system manipulation.

+ ECCENTRICBANDWAGON (S0693}): Employed for command execution, data staging, and
Infermation remaval,

+ HOPLIGHT {S0376): A versatile tool used for data encoding, firewall impairment, and system
information discovery.

« KilDisk (S0607): Used for data destruction and system disruption.

« Mimikatz (S0002): A well-known tool for credential dumping and authentication
manipulation.

* Net (S0039}: Utilized far account discovary, network share discovery, and ramote system
discovery.

APT38's sophisticated use of these techniques and software tools highlights their capability to
conduct complex cyber cperations, ranging from data theft and manipulation to system
disruption and destructicn,



APT39: Overview and Activities

APT3S, also known as Chafer, Remix Kitten, Cobalt Hickman, TA454, and ITGO7, is a cyber
espionage group believed to be connected to the Iranian government. This group has baan
active since at least 2014 and & known for its focus on information theft and espionage, APT339's
activities are primarily concentrated in the Middie East, but its targeting scope Is global,

Description

APT39 was created to consolidate previous activities and methods used by this actor. Its
asctivities largely akgn with those publicly referred to as *Chafer” The group leverages backdoors
like SEAWEED and CACHEMONEY, along with a specific varant of the POWBAT backdoor.
APT39's focus on the telecommunications and travel industries suggests an Intent 1o perform
monitoring, tracking, or surveilance operations against specific individuals, collect proprietary or
customer data for commercial or operational purposes, and create additional accesses and
vectors to facilitate future campaigns. Governmeant entity targeting implies a potential secondary
intant to collect geopalitical data beneficial for nation-state decision-making.

Motivation

The primary mission of APT39 appears ta be tracking or monitoring targets of interast, collecting
personal information, including travel [tineraries, and gathering customer data from
telecommunications firms.

Location and Observed Activities

APT39 is based in Iran and has been observed targeting various sectors, including Aviation,
Engineering, Governmeant, High-Tech, IT, Shipping and Logistics, Telecommunications, and
Transportation, The countries targeted include Isragl, Jordan, Kuwalt, Saudi Arabia, Spain,
Turkey, the UAE, the USA, and other parts of the Middle East.

APT39 (Chafer): Overview and Activities

Description

APT39, also known as Chafer, Remix Kittan, Cobalt Hickman, TA454, and ITGO7, is a cybar
espionage group belleved to be connected 1o the lranian government. It was first seen in 2014
and has been primarily active In the Middle East, targeting various sectors Inciuding aviation,
enginaering, government, high-tech, IT, shipping and logistics, telecommunications, and
transportation. The group's activities are concentrated in the Middle East but have a global
SCOpe.

APT39's operations are characterized by the use of a variety of tools and techniques, focusing
on infermation theft and espionage. The group has shown a particular interest in the
telecommunications sector, as well as the travel industry and IT firms supporting it, and the
high-tech industry. Their activities suggest an intent to perform monitoring, tracking, or
surveillance operations against specific individuals, collect proprietary or customer data, and
create accesses for futura campaigns.



Motivation

APT39's primary motivation appears to be tracking or monitoring targess of interest, cofiecting
persongl information, including travel itineranes, and gathering customner data from
tefecommunications firms. The targeting of government entities suggests a secondary intent to
collect geopalitical data that may benefit nation-state decision-making.

Names and Affiliations

Names: Chafer, APT 39, Remix Kitten, Cobalt Hickman, TA454, ITGO7
Affiliations: Believed to be connected to the Iranian government.
Location and First Seen

L:c;ﬁm: lran
First Seen: 2014
Observed Activities

Sectors Targeted: Aviation, Engineering, Government, High-Tech, IT, Shipping and Logistics,
Telecommunications, Transportation.

Countnies Targeted. Israel, Jordan, Kuwait, Saudi Arabis, Span, Turkey, UAE, USA, and
others in the Middle East.

Techniques Used by APT39

Application Layer Protocal: APT39 has utilized HTTP and DNS in communications with their
command and control (C2} servers.

Archive Coliected Data: They have used WinRAR and 7-Zip for compressing and archiving
stolen data.

BITS Jobs: The group has exploited the BITS protocol to exfiltrate data from compromised
hosts.

Boot or Logon Autostart Execution: APT38 maintained persistence using the startup folder
and by modifying LNK shortcuts,

Brute Force: Tools like Ncrack were used to reveal credentials.

Clipboard Data: They have employed tools capable of stealing clipboard contents.,
Command and Scripting Interpreter; APT3S used Autolt, PowerShell, Visual Basic, and
Python for executing malicious scripts.

Create Account: They created local accounts on compromised hosts for network activities,
Credentials from Password Stores: Tools like Smartftp Password Decryptor ware used to
decrypt FTP passwords.

Data from Local System: Vanous tools were used to steal files from compromised systems,
Deobfuscate/Decode Files or Information: Malware was used to decrypt encrypted files.
Event Triggered Execution: Malware was used to establish persistence via Appénit DLLs,
Extiltration Over C2 Channel: Stolen data was extiltrated through C2 communications.
Exploit Public-Facng Application: SOL injection was used for initial compromises,

File and Directory Discovery: Tools were employed to search for files on compromised
hosts,

Indlicator Remaval: Malware was used to delete files post-deployment.

Ingress Tool Transfer: Tooks were dovnloaded to compromised hosts.

Input Capture: Tools ware used to capture mouse movements and keystrokes,
Masquerading: Malware was disguised as legitimate software like Mozllia Firefox.

Network Service Discovery: Too's like CrackMapExec and BLUETORCH were used for
network scanning

Obfuscated Files or Information: Malware dropped encrypted flies and used software
packing technigues.
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+ 0OS Credential Dumping: Various versions of Mimikatz were used to dump credentials,

* Phishing: Spearphishing emails with malicious attachments and links were used for initial
compromises.

« Proxy: Custom tools were used to create internal and external proxies.

* Query Registry: Malware strains were used to query the Registry.

* Remote Services: RDP, SMB, and SSH were used for lateral movement and persistence.

+ Remote System Discovery: Tools like NBYscan were used to discover remote systems.,

+ Scheduled Task/Job: Scheduled tasks were created for persistence.

+ Screen Capture: Tools were used to take screenshots on compromised hosts.

+  Server Software Component: Web shells like ANTAK and ASPXSPY were installed.

+ Subvert Trust Controls: Malware was used to modify code signing policies.

+ Systam OwnernUser Discovery: Tools like Remexl were used 10 collect usarmames.

+ System Services: Post-exploitation tools were used for process axecution.

» User Execution: Spearphishing emails were sent to lure users into clicking malicious links or
files.

+ Valid Accounts: Stolen credentials were used to compromise Outiook Web Access (OWA).

+ Web Service: CZ communications were conducted through services like DropBox.

Software Used by APT39

+ ASPXSpy: Used for web shell operations.

+ Cadelspy: Emploved for various espionage activities including audio capture and keylogging.

* CrackMepExec: Used for account discovery, credential dumping, and network
reconnaissance,

+ Mimikatz: A key tool for credential dumping and various other malicious activities.,

+ NBTscan: Utilized for network service discovery and system reconnaissance.

+ PsExec: Employed for lateral movement and system sarvice execution.

+ pwdump: Used for dumping security account manager credentials.

+ Remeaxi: A versatile tool used for data exfiltration, screen capiure, and more.

+ Windows Credential Editor: Another tood for credential dumping, particulerly LSASS memory,

APT39's operations demonstrate a high level of sophistication and a wide range of capabilities in
cyber espionege, refiecting their advanced skill set in conducting complex cyber operations.

APTA41 - Group Overview

Description:
APT41, a highly sophisticated cyber threat group, is known for its dual espionage and cybercrime
operations, This group, active since at least 2012, has been involved in a range of activities from
intellactual proparty theft to financial gain. APTA1's operations are characterized by their
complexity and precision, often targeting healthcare, high-tech, telecommunications, higher
education, video game, and travel industries,

Motivation:

The primary motivation of APT41 appears to be a combination of state-sponsored espionags
activities and financially motivated operations. This dual intent is somewhat unique among threat
groups, as they engage in espionage to collect intelligence beneficial to the Chinese state while
simutaneausiv nursting nereonal financial interpsts



Names:

APTA1 is also known by other aliases, including Barlum, Winnti, Wicked Panda, and Wickad
Spider. These names reflect the diverse nature of their operations and the various sectors they
target.

Location:

APT41 s believed to be based in China, with its activities aligning with Chinese state interests,

First Seen:

The group has been active since at least 2012, demonstrating a long history of sophisticatad
cyber operations.

Observed:

APT41's operations have been obsarved worldwide, with a focus on industries that align with
China's Five-Year economic development plans. They have targeted organizations globally,
including those in the United States, United Kingdom, Germany, Japan, South Korea, and more,

Aquatic Panda

Description

Aqustic Panda is a cyber threat group known for its sophisticated cyber operations. The group
has been observed using a varlety of techniques and tools to Infiltrate and compromise target
systems, often focusing on vulnerability scanning and data exfiltration.

Motivation

The primary motivation of Aquatic Panda appears to be espionage, with activities aimed at
acquiring sensitive information from targeted organizations, Their operations suggest a focus on
Inteligence gathering, which is typical of state-sponsored or state-affillated cyber esplonage

Qroups.

Names

Aquatic Panda is the primary name used to Identify this aroup. However, like many cyber threat
aroups, they may operate under different aliases or be identified differently by vanous
cybersecurity organizations.

Location

The specific location of Aquatic Panda Is not clearly stated in the avallable data. However, many
cyber espionage groups operate from countries with significant state-sponsored cyber
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First Seen

The exact date when Aquatic Panda was first observed is not provided in the MITRE ATT&CK
database.

Observed

Aquatic Panda has been observed employing a range of cyber techniques, including active
scanning for vulnerabaities, using PowerShell for command execution, end attempting to disable
or modily endpoint detection and response (EDR} tools,

The Axiom cyber esplonage group, also known as Group GU00T, Is a sophssticated and long-
standing threat actor. Here is a detalled overview Based on the information from the MITRE
ATTACK framawork:

Description:

Axiom is a highly skilled and persistent cyber espionage group. They are known for their
advanced techniques and have been involved in numerous high-profile cyber esplonage
campaigns, The group is adept at using a combination of custem-developed malware and
publicly available tools to achieve their objectives.

Motivation:

The primary motivation of Axiom appears to be cyber espionage. Their activities are typically
focused on stealing sensitive information from a variety of targets, which often include
government, technology, and media sectors. The nature of thelr ocperations suggests a strong
interest in gathering intelligence and canducting surveillance,

Names:

Axiom Is known by several allases, including Group GO0, They have been lgentifled and
tracked under this designation by various cybersecurity organizations.

Location:
The exact location of Axiom Is not clearly defined, but they are believed 1o operate out of China.

First Seen:

The exact date of when Axiom was first observed is not specified in the availeble data.

Observed:

Axiom has been involved in a8 wide range of activities, including acquiring infrastructure Iike DNS
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using botnets. They have also been known to collect data from local systems and use
steganography for hiding €2 communications.

BackdoorDiplomacy: Overview and Activities

Description:

BackdoorDiplomacy is a cyber esplonage group known for Its sophisticated cyber operations
targeting diplomatic entities and telecommunication companies, The group is adept at exploiting
public-facing applications and leveraging various sophisticated technigues to infitrate and
maintain presance in victim networks.,

Motivation:

The primary motivation of BackdoorDiplomacy appears to be espionage, focusing on gathering
sensitive information from diplomatic and telecommunication entities. Thelr activities are
characterized by st2alth and persistence, indicating a strategic interast in long-term intelligence

gathering.
Names:

BackdoorDiplomacy is the primary name associated with this group. However, it's common for
such groups to operate under multiple aflases or Lo be identified differently by various
cybersecurity organizations,

Location:

The specific location of BackdoorDiplomacy is not clearly defined, but their targets often include
entities In the Middle East and Africa, suggesting a possible regionat focus,

First Seen:

The exact date of when BackdoorDiplomacy first emerged is not specified in the provided
sources. However, their activities have been observed over several years, indicating a long-term
operation.

Qbserved Activities:

BackdoorDiplomacy has been observed targeting diplomatic entitias and telecommunication
companries, exploiting vulnerabilities in public-facing appfications, and conducting sophisticated
cyber espionage operations.

BITTER APT Group

Description:

BITTER is an advanced persistent threat (APT) group known for its targeted cyber espionage
campaigns. The group is noted for its sophisticated use of malware and phishing technigues to
infiltrate and compromise high-value targets,

Maotivation:

The primary motivation of BITTER appears to be espionage, focusing on acquiring sensitive
information from targeted organizations and individuals, Their activities suggest an intent to
gather intelligance that could be of strategic or political value,

Names:

The aron e nmariv knswn ae RITTER Mowevaer like many ARPT owratine it mav oanerate tinder



different aliases or be referred to by different names in cybersecurity reports.
Location:

The specific location of BITTER is not clearly defined in the available information. APT groups
often cperate across international barders, making it challenging to pinpoint a precise location.

First Seen:

The exact date of when BITTER was first cbserved Is not provided in the available sources. APT
groups often operate for some tima before being datected,

Observed:

BITTER has been observed using a variety of sophisticated technques and teols in their
opaerations, They have targetad organizations through spearphishing campaigns and have
exploited vulnerabilities In software for Initial access and escalation of privileges.

BlackOasis APT Group

Description:

BlackOasis |s a Middle Eastern threat group, believed 10 be a customer of Gamma Group. The
group has shown interest in prominent figures in the United Nations, as well as opposition
bloggers, activists, regional news correspondents, and think tanks. BlackOasis is associated with
operations of a group known by Microsoft as Neodymium, although it's not confirmed if these
names refer to the same group.

Motivation:
The primary motivation of BlackOasis is information theft and espionage.
Names:

BlackOasis I the name glven by Kaspersky. There is a possible assoclation with Neodymium, as
identified by Microsoft, but it's not confirmed if these are akases for the same group.

Location:

BlackOasis |s based in the Middle East.
First Seen:

The group was first observed In 2015,
Observed Activities;

BlackQOasis has targeted sectors including Media, Think Tanks, activists, and the UN.
Geographically, their actlvities span across varlous countries including Afghanistan, Angola,
Bahrain, Iran, Irag, Jordan, Libya, Netheriands, Nigeria, Russia, Saudi Arabia, Tunisia, the UK, and
others.

BlackTech (Circuit Panda, Radio Panda)

Description:

BlackTech s a suspected Chinese cyber espionage group that has baen active since at least
2013. They primarily target organizations in East Asia, particularly Taiwan, Japan, and Hong
Kong, as well as the United States. BlackTech employs a combination of custom malware, dual-
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media, construction, engineering, electronics, and finance.
Motivation:

The group's primary motivation appears to be information theft and espionage. Their activities
are focused on stealing technology and sensitive information from their targets.

Names:

+ BlackTech (Trend Micro)

¢ Circuit Panda (CrowdStrike)
+ Radio Pandz {CrowdStrke|
« Palmerworm (Symantec)

¢ TEMPOverboard {FireEye)
+ T-APT-03 (Tencent)

Location:
China
First Seen:
2010
Observed:

BlackTech has been observed targeting sectors such as Construction, Financial, Government,
Healthcare, Media, and Technology, Geoaraphically, their activities have been focused on China,
Hong Kong, Japan, Tadwan, and the USA.

Blue Mockingbird - Cyber Threat Group

Description:

Blue Mockingbird is a cyber threat group known for exploiting public-facing applications to gain
Initial access to victim networks, They have been cbserved using varlous techniques such as
access token manipulation, command and scripling interpreter, and explofting vulnerabllities in
web applications.

Motivation:

The primary motivation of Blue Mockingbird appears to be resource hijacking, specifically for
cryptocurrency mining. They use tocls like XMRIG to mine cryptocurrency on victim systems.

Names:

The group is commonly referred 10 as Blue Mockingbird,

Location:

The specific location of Blue Mockingbird is not clesrly identified in the available sources.



First oeerv

The exact date of when Blue Mockingbird was first observed is not provided in the available
information.

Observed Activities:

Biue Mockingbird has been observed engaging in various malicious activities, including:

+ Exploiting CVE-2019-18935, 3 winerability in Tederik Ul for ASENET AJAX.

*+ Using PowerShell and batch script files for command execution,

+ Establishing persistence through methods like Windows Service and WM| Event
Subscription,

+ Hijacking execution flow and masquerading their payloads.

+ Using tools like Mimikatz for credential dumping.

« Estab¥shing proxy connections and using remote setvices for file transfer,

+ Resource hijacking for cryptocurrency mining,

Bouncing Golf

Bouncing Goll, alse known as Domestic Kitten, APT-C-50, and by its MITRE ATT&CK designation
G0097, is a cyberespionage campaign primarily targeting Middle Eastern countries. This
campaign is believed to be state-sponsored and originates from Iran, It has been active since at
least 2016 and i known for its focus on information theft and espionage.

Description

+ Bouncing GoiffDomestic Kitten: This campaign is notable for its use of mobile applications
loaded with spyware to collect sensitive Information. The attackers use fake decay content
to entice victims to download these applcations, which then enable the collection of a wide
range of data, including contact lists, call records, SMS messages, browser history, gec-
location, photes, voice recardings, and more.

Motivation

. _lnf_orrnation Theft and Espionage: The primary motivation behind Bouncing Golf is to gather
sensitive information, particularly from Kurdish and Turkish natives, ISIS supporters, and
Iranian citizens. This data is likely used for further actions against these groups,

Names

+ Aliases: Domestic Kitten (Check Paint), APT-C-50 (Check Point], Bouncing Gaif (Trend
Micro).

Location

8 E:;rmy: Iran,
First Seen

+ Initial Activity: The campaign was first observed in 2016.
Observed Activities

« Target Regions: Afghanistan, Iran, Iraq, Pakistan, Turkey, the UK, the USA, and Uzbekistan,
+ Notabie Operations:
* June 2018: Mobile Campaign ‘Bouncing Golf' Affects the Middle East.
* November 2020: Over 1,200 Individuals targeted, with more than 800 successful
infections across 10 unique campaigns.
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citizens.

Chimera - Group Overview & ®

Description: B

Chimera is a suspected China-based threat group = that has been active since at least 2018 il
This group is known for targeting the semiconductor industry in Talwan # as well as obtaining
data from the airline industry »-,

Motivation: @

While the specific motivations of Chimera are not detailed in the provided text, their targeting of
the semicanductor 4 and arline industries »= suggests a focus on industrial espionage & and
possibly intellectual property theit 8,

Names: &

The group is primarily known as Chimera £).
Lvomtion: .

Chimera is suspectad to be based in China =
First Seen: 33

The group has been active since at least 2018 &
%emd: L

Chimera has been observed engaging in scphisticated cyber espionage activities 7, particularly
targeting the semiconductor industry in Taiwan & and the airline industry 9~ for data exfitration
and possibly intellectual property theft B,

Techniques Used in all tactics
No. Technique Description
_ Used net user for local and domain account
1 Account Discovery dlscoveny.
2 Application Layer Protocol Utilized HTTPS and DNS for C2 communications.
Employed ozip and modified RAR software for
3 Archive Collected Data atchiving dats.
Automated Collection Used custom DLLS for continuous data retrieval,

Browser Information Discovery  Executed commands for bookmark discovery.
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s Command and Scripting
interpreter

& Data from Information
Repositories

g Data from Network Shared
Drive

10 Data Staged

11 Domain Trust Discovery

12  Email Collection

13  Exfiltration Over C2 Channel

14  Exfiltration Over Web Service

15  External Remote Services

16  File and Directory Discovery

17 Gather Victim identity
Information

18 Hijack Execution Flow

19 Indicator Removal

20  Ingress Tool Transfer

21 Lateral Tool Transfer

22  Masquerading

23  Modify Authentication Process

24 Multi-Factor Authentication
Interception

25  Native API

Software Used by Chimera

No. Software Used

1 BloodHound

. Cobalt Strike

3 esentutl

4 Mimikatz

5 Net

6 PsExec

QiuLle rursc

stufﬁhg attacks.
Used PowerShel scripts and Windows Command
Shell for execution.

Collected documents from SharePoint,

Retrieved data from network shares,

Staged stolen data locally and remotely.
Used nltest to [dentify domain trust refationships.

Harvestad data from Jocal and remote email
collections.

Used Cobalt Strike C2 beacons for data exfiltration
Exflltrated data to OneDrive accounts.

Accessed external VPN, Citrix, SSH, and other
services.

Identified data of interest in file and directory
listings.
Coliected credentials from previous breaches,

Employed DLL side-loading.

Cleared event logs, performed file delation, and
used timestomp,

Remotely copied tools and makware onto targeted
systems,

Copled tocls between compromised hosts using
SMB.

Renamed mahvare to mimic legitimate applications.
Alterad NTLM authentication on domain controllers.

Registered alternate phone numbers for 2FA
interception,

Used direct Windows system calls.

Chimera's use of these software tools demonstrates their capabilities in conducting
sophisticated cyber espionage operations, Including credential theft, lateral movement, and data
exfiltration.

% Cleaver - Group Overview ==



Ml Description:

Cleaver is 3 formidable threat group attributed to Iranian actors, responsible for the activities
tracked as Operation Cleaver. The group is known for its sophisticated cyber operations and has
been linked to Threat Group 2889 (1G-2889),

¥ Motivation:

While the specific motivations of Cleaver are not detailed in the prowided text, their advanced
cyber operations suggest objectives aligned with state-sponsored espionage or inteligence
gathering.

& Names:

Cleaver is also associated with Threat Group 2889 (TG-2889).

& Location:

Cleaver is attributed to Iranian actors.

§ll First Seen:

Unfortunately, the specific date of their inaugural activity remains shrouded in mystery within the
provided text.

33 Observed:

Cleaver has been ksenly observed employing a range of sophisticated techniques and tools for
cyber operations, including ARP cache poisoning, creating customized tools and payloads, and
establishing fake social media accounts. @°@

Techniques Used in all tactics

No. Tactic/Technigue Description
Adversary-in-the-Middis: Py
1 ARP Cache Poisoning Cleaver has used custom tools for ARP cachea poisoning.

Created customized tools and payloads for various

Develop Capabilities: functions Including encryption, credential dumplng, end

- R network interface sniffing.
3 Establish Accounts: Social Created fake Linkedin profiles with detalied information
Media Accounts and connections.

Obtained and used open-source tools like PsExec,
Windows Credential Editor, and Mimikatz.

OS Credential Dumping: Known for dumping credentials using Mimikatz and
LSASS Memory Windows Credential Editor.

4 Obtain Capabilities: Tool
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1. Mimikatz - Used for various purposes including access token manipulation, credential
dumping, and account manipulation,

2. Net Crawler - Employed for password cracking, 05 credential dumping, and accessing
remote services.

3. PsExec - Utilized for creating accounts, modifying system processes, lateral tool transfer,
and executing system sarvices,

4. TinyZBot - Used for autostan execution, clipboard data capture, command execution,
impairing defenses, Input capture, and screen capture.

Cleaver's use of these software tools demonstrates their capabilities in conducting complex
cyber operations, including credential theft, lateral mevement, and maintaining access within
targeted networks,

- Cobailt Group - Group Overview

I?esabuom

The Cobalt Group il is a financially motivated threat group that has been primarily targeting
financia institutions snce at least 2016, The group is known for conducting intrusions to steal
money & by targeting ATM systems B, card processing &, payment systems 3, and SWIFT
systems @. Cobalt Group has mainly targeted banks il In Eastern Europe ®, Central Asia I,
and Southeast Asia ®.

¥ Motivation:

The primary motivation of the Cobalt Group is financial gain &, achleved through sophisticated
cyber intrusions into banking systems @l and finandial infrastructure 2.

& Names:
Cobalt Group Is also kKnown as GOLD KINGSWOOD @, Cobalt Gang * , and Cobalt Spider .
& Location:

The specific location of the Cobalt Group is not mentioned @, but they have targeted banks & in
Eastern Europe ®, Cantral Asiz B, and Southeast Asia ®.

8 First Seen:
Cobalt Group has been active since at least 2016 .
93 Observed:

The group has been observed conducting sophisticated cyberattacks on financial institutions,
including ATM systems ® and SWIFT systems @. Despite the arrest of one of its alleged leaders

SN



Techniques Used in all tactics

No.

10
n

12

13

14

15

16

17
18

19

20

23

24

Technique

Abuse Elevation Control
Mechanism: Bypass User Account
Contred

Appiication Layer Protocol: Web
Protocols, DNS

Boot or Logon Autostart
Execution: Registry Run Keys /
Startup Folder

Boot ar Logon Initialization Scripts:
Logon Script (Windows]

Command and Scripting
Interpreter: PowerShell, Windows
Command Shell, Visual Basic,
JavaScript

Create or Modify System Process:
Windows Service

Encrypted Channel: Asymmetric
Cryptography

Exploitation for Cllent Execution

Exploitation for Privilege
Escalation

Indicator Removal: Flle Deletion
Ingress Tool Transfer
Inter-Process Communication:
Dynamic Data Exchange
Network Service Discovery

Obtuscated Files or Information:
Command Obfuscation

Obtain Capabilities: Tool
Phishing: Spearphishing
Attachment, Spearphishing Link
Process hjection

Protocol Tunneling

Remote Access Software

Remote Services: Remote Desktop
Protocol

Scheduled Task/Job: Scheduled
Task

Software Discovery: Security
Software Discovery

Supply Chain Compromise:
Compromise Software Supply
Chain

System Binary Proxy Executlon:
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Description

Cobalt Group has bypassed UAC,

Used HTTPS and DNS tunneling for C2.

Used Registry Run keys and Startup path for
persistence.

Added persisience via
HKCUEnwironment\UserinitMprLogonScript.

Executed varous scrpting languagss for malicious
activities

Craated now services for persistance.

Used Piink utility for SSH tunnels.
Expioited multiple vulnerabiities for execution.
Used exploits to increase privileges.

Deleted DLL dropper to cover tracks.,
Used public sites 10 upload and download files.

Sent malicicus Word OLE compound documents.

Leveraged SoftPerfect Network Scanner for
sCanning.

Obfuscated scriptiets and code,

Obtained and used tools like Mimikatz. PsExec,
Cobalt Strike, and SDelete.

Sent spearphishing emalls with various
attachments and links.

Injected code into trusted processes.
Used Plink utility for SSH tunnels.

Used Ammyy Admin and TeamViewer for remote
access.

Used RDP for lateral movement.
Created Windows tasks for persistence,

Collected fist of security solutions installed.

Compromised legitimate web browser updates.

Used vanous systerm binaries for proxy execution.



User Execution: Mallclous Link,

25 Maiicious File Sent emalls with malicious links and files.
26  XSL Script Processing Used msxsl.exe to bypass ApplLocker.
Software Used by Cobalt Group
No. Tool Purpose
: Used for 3 variety of purposes including network discavery, process

L COBRE S injection, and data exfiltration.

2 Mimikatz Utikkzed for credential dumping and access token manipulation.

3 More. 8ggs Enmloyed for.\meb protocol communication, command execution, and
information discovery.

4 PsExec Used for creating accounts, modifying system processes, and
executing system services,

SDelete Used for data destruction and file oeletion,

SpicyOmelette Utikzed for command execution, phishing, and software discovery.

Cobalt Group's use of these scftware tools demonstrates thelr focus on fmancial theft,
maintaining access, privilege escalation, and lateral movement within targeted fnancial
networks.

@ Confucius - Group Overview ®

Confucius is a cyber espionage group primarily targeting military personnel %, high-profile
personglities £, business persons !, and government organizations @ in South Asia ® since at

least 2013. The group is known for its custom mafware code g and largets, with noted
similarities to the Patchwork group #.

¥ Motivation:

The primary motivation of Confucius appears to be aspionage &, focusing on gathering
sensitive information W from military &, governmental [, and high-profile targets % in South
Asla®.

% Names:

Confucass is also referred to as Confucius APT @,

# Location:

Confucius primarlly targets entities in Scuth Asia ®.

i First Seen:



The group has been active since at least 2013 .

93 Observed:

Confuciss has been observed engaging in sophisticated cyber esplonage activities, utilizing
custom malware g and various techniques 2” to infiltrate and extract information M from its

targets o',

Techniques Used in all tactics

No. Technique
1 Acauire Infrastructura: Web Services

Application Layer Protocol: Web
Protocols

3 Automated Collection
Boot or Logon Autostart Execution:

Registry Run Keys [ Startup Folder

Command and Scripting Interpreter:
PowerShell, Visual Basic

6 Exfiltration Over C2 Chanrel

Exfiltration Over Web Service:
Exfiltration to Cloud Storage

8 Exploitation for Client Execution
a File and Directory Discovery

10  Ingress Tool Transfer

Phishing: Spearphishing Attachment,
Spearphishing Link

12  Scheduled Task/Job: Schaduled Task

"

13 Systam Binary Proxy Exacution: Mshta
14 Systam Information Discovery
15 Template Injection

User Execution; Malicious Link,

16 Malkicious File

Software Used by Confucius

No. Software Purpose

1 il screan capturg,

2  Sunbid

Description

Obtained cloud storage service accounts to
host stolen data.

Used HTTP for C2 communications.

Employed a file stealer to steal documents
and images.

Dropped makicious files into the startup
folder for persistence.

Executed PowerShell and VBScript for
malicious activities.

Exfiltrated stolen files to its C2 server.

Exfiltrated data to cloud storage service
accounts.

Exploited Microsoft Office vulnerahilities for
axeculion.

Used a file stealer to check specific folders
for documents and images.

Downloaded additional files and payloads
onto compromised hosts.

Crafted and sent malicious attachments and
links to gain indtial access.

Created scheduled tasks for persistence.

Used mshta.exe to execute malicious
VBScript.

Examined system drives for information

Used weaponized Microsoft Word
documents with embeadded RTF exploits.

Lurad victims to click on malicious inks or
ex=cule malicious attachments,

Used for various purpeses including audio capture, data exfiltration, and

Empleyed for audio capture, data exfitration, and lecation tracking,

3 WarzoneRAT Utllized for command execution, credential theft, and process injection.



Confucius's use of these software tools demonstrates their capabilities in conducting targeted
cyber aspionage operations, including data theft, surveillance, and maintaning access within
targeted networks,

¥ CopyKittens - Group Overview @

M Description:

CopyKittens is an Iranian cyber espicnage group that has been operating since at |east 2013,
The group has targeted various countries, including Israel % Saudi Arabiz », Turkey ® the U.S.
& Jordan ==, and Germany ==, It is responsible for the campaign known as Operation Wilted
Tulip &,

¥ Motivation:

The primary motivation of CopyKittens appears to be espionage %, focusing on gathering
sensitive information I from a range of international 1argets &,

W Names:
CopyKittens is the primary name used to idantify this group &
# Location:

CopyKittens is an lranian group % targeting entities in countries such as Israal & Saudi Arabia
= Turkey = the U.S, # Jordan w, and Germany ==.

i First Seen:
The group has been active since at least 2013 8.
93 Observed:

CopyKittens has bean observed conducting cyber esplonage activities @, utilizing various
techniques %* and tools 12 to infilirate and extract information Ml from its targets o,

Techniques Used in all tactics
No. Technique Description
1 Archive Coliected Data: Archive via Used ZPP to compress files with ZIP and
Utifty, Archive via Custom Method encrypled data with a substitute cipher,
Command and Scripting Interpreter:
2 PowerShell Utilized PowerShell Empire for execution,

Concealed PowerShell windows using hidden

3 Hide Artifacts: Hidden Window
flags
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ArVPN.,
5 Prowy Enpbyed the AlrVPN service for operational
activity.
' R Digitally signed an executable with a stolen
6  Subvert Trust Controls: Code Signing certificats.
4 System Binary Proxy Execution: Used rundll32 to load vanous tools, including
Rundil32 lateral movement tools and Cobalt Strike.
Software Used by CopyKittens
No. Software Purpose
1 Cobalt Empiloyed for a vanety of purposes including network discovery, process
Strike injection, and data exliltration,
Utilized for command execution, credential dumping, and lateral

2 Eopke maovement.

3 Matryoshka Used for DNS communication, keylogging, and screen capture.

Employed for command execution, process creation, and indicator

4 TDTESS
removal.

CopyKittens' use of thase software tools demonstrates their capabilities in conducting targeted
cyber esplonage operations, iIncluding data theft, survelllance, and maintaning access within
targeted networks.,

@& CURIUM - Group Overview ==

Ml Description:

CURIUM is an Iranian threat group first reported in November 2021, The group is known for its
unigue approach of investing time o build relationships with potential targets via social media ©
over several months. This method is used to establish trust and confidence before sending
malware «. CURIUM demonstrates great patience and persistence, engaging in dally chats @
with potential targets and sending benign files B to lower their security consciousness,

¥ Motivation:

While the specific motivations of CURIUM are not detaded in the provided text, their methodical
approach to targeting individuals suggests objectives aligned with espionage & or intelligence
gathering .

W Names:

CURIUM is the primary name used to identify this group S,
® Location:

CURIUM Es identified as an kanian threat group =,



i First Seen:

The group was tirst reported in November 20271 M.

93 Observed:

CURIUNM has been observed using social enginearing tactics %, particularly through social
media ©, to engage with and eventually compromise targets, Their approach indicates a focus
on individual targets rather than bread, indiscriminate campalans o

Techniques Used in all tactics

No. Tactic/Technique Description
1 Data from Local System CURIUM has exfiitrated data from compromised machines.

Establish A 5 Established fuctipous sockal media ac?ount.s. inc.ludir-tg.on
P Social Madia Asediats Facebook and Linkedin, to buld relationships with victims,
often posing as an atiractive woman,

Phishing: Spearphishing Used social media to deliver malicious files to victims,

via Sarvice
4 User Execution: Maliclous  Lured users into opening malicious files delivered via social
File media.
Software Used by CURIUM

The specific software tools used by CURIUM are not detziled in the provided text. However, their
tactics suggest the use of custom malware and social engineering tools designed 1o engage
targets and daliver maliclous payloads through social media platforms.

CURIUM's appraach, focusing on estabiishing trust through social media interactions before
deploying malicious payloads, highfights their methodical and patent sirategy in cyber
espionage operations.

= Dark Caracal - Group Overview ==

M Description:

Dark Caracal Is a threat group attributed to the Lebanese General Directorate of General
Security (GDGS). It has been operational since at least 2012 and is known for its globsl cyber-
esplonage campaions @.

¥ Motivation:

While the specific maotivations of Dark Caracal are not detailed in the provided text, the group's
activities suggest a focus on espionage &, lkely driven by national security @ or political
interasts &.



- aNanico.

Dark Caracai is the primary name used 1o identify this group &,

& Location:

Dark Caracal is attributed to the Lebanese General Direciorate of General Security (GDGS) w,

il First Seen:

The group has been active since at least 2012 8.

99 Observed:

Dark Caracal has been observed conducting cyber-espionage activities @, utilizing various
techniques 7 toinfiltrate systems, collect data B, and maintain persistence &.

Techniques Used in all tactics

2 Registry Run Keys [ Startup Folder

3 Command and Scripting Interpretes:
Windows Command Shell

4 Data from Local Systam

& Drive-by Compromise

6 File and Directory Discovery

7 Obfuscated Files or Information

8 Phishing: Spearphishing via Service

a Screen Caplure

10 Systemn Binary Proxy Execution:
Compiled HTML File

1" User Execution: Malicious File

Software Used by Dark Caracal
No. Software Purpose

1

-~

Technique

Application Layer Protocol: Web
Protocols

Boot or Logon Autostart Execution:

Bandook screen caplure.

v AT

Description

Used HTTP for C2 communications with
Base64 enceded payloads.

Added a registry key for persistence.

Used macros in Word documents to
download a second staga.

Collacted contents of the 'Pictures’ folder
from compromized Windows systems,

Leveraged a watering hole to sarve up
malicious code.

Collectad file listings of all default Windows
directories.

Obfuscated strings in Bandook,

Spearphished victims via Facebook and
Whatsapp.

Took screenshots using their Windows
malware,

Loveraged a compiled HTML file 1o download
and run an executsble,

Made malware appear like common flle types
to entice user interaction.

Used for various purposes including audio capture, data exfiltration, and
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3 FinFisher Utilized for privilege escalation, file discovery, and input capture.
4 Pallas Usad for audio capture, location tracking, and data exfiltration,

Dark Caracal's use of these software tools demonstrates their capabilities in conducting
sophisticated cyber espionage operations, including data theft, surveillance, and maintaining
access within targeted networks,

% Darkhotel - Group Overview &4

M Description:

Darkhotel is a suspected South Korean threat group that has been active since at least 2004,
The group is known for its cyber espionage operations @ conducted via hotel Internet networks
A agzinst traveling executives 8 and other select guests @. Darkhotel has also engaged in
spearphishing campaigns , + and infected victims through peer-to-peer and file-sharing
networks @,

¥ Motivation:

While the specific motivations of Darkhote! are not detailed In the provided text, their targeting
of exacutives Wl and use of esplonage tactics ® suggest maotivations refated to intelligence
gathering . possibly for economic & or pofitical # advantage.

& Names:

Darkhotel is also associated with the name DUBNIUM &,
# Location:

Darkhotel is suspectad to be based in South Korea 88 and primarly targets victims in East Asia
®.

il First Seen:
The group has been operational since at least 2004 .
93 Observed:

Darkhotel has been observed conducting sophisticated cyber espionage activitias @, utllizing
various techniques 2* to infiltrate systems, collect data W, and maintain persistence &.

Techniques Used in all tactics

No. Technique Pescription

¥ Boot or Logon Autostart Execution: Estabéshed persistence by adding
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Command and Scripting Interpretes:

2 Windows Command Shell

3 Deobfuscata/Dacode Files or information

4 Drive-by Compromisa

5 Encrypted Channel: Symmetric
Cryptography

6 Exploitation for Client Execution

7 Flle and Directory Discovery

8 Ingress Tool Transfer

9 Input Captura: Keylogging

10 Masquerading: Match Legtimate Name or
Location

1 Obluscated Files or Information

12 Phishing: Spearphishing Attachment

13  Process Discovery

14  Replication Through Remaovable Mediz

15 Softweare Discovery: Security Software
Discovery

16  Subvert Trust Contrals: Cede Signing

17 System Information Discovery

18  Systam Network Corfiguration Discovery

19  System Time Discovery

20 Taint Shared Content

21 User Execution: Malicious File

22  Virtualization/Sandbox Evasion

Software Used by Darkhotel
No. Software Purpose
1 Bandook
screen capture.

CrossRAT
FinFisher
Pallas

Kovs R T )

Drepped a shell script to downlcad and
exacute files.
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Dacrypted strings and imports using RCA,
XOR, and RSA.

Used embedded frames on hotel login
portals for makware distribution.

Used AES-256 and 3DES for C2
communications.

Exploited Adobe Flash vulnerability for
execution,

Searched for fies with specific patterns.

Downloaded additional malware from C2
servers,

Employed keyloggers.
Disguised malware as an SSH tool,

Obtuscated code using RCA, XOR, and
RSA,

Sent spearphishing emails with malicious
attachments.

Callected a list of running processes.

Moditied executables on removabie meda
for spreading.

Searched for anti-makware strings and
processes.

Used stolen or forged code-signing
certificates,

Callected system information from
compromised hosts,

Gathered IP address and network adapter
information.

Obtained system time from compromisad
hosts.

Propagated by infacting executables on
shared drives.

Lured users into clicking on malicious
attachments.

Employed just-in-time decryption and
system checks to evade detection.

Used for various purposes including audio capture, data exfiitration, and

Employed for file and directory discovery and screen capture.
Utilized for privilege escalation, file discovery, and input capture,
Usad for audio capture, location tracking, and data exfiltration,

Darkhotel's use of these software tools demonstrates their capatilities in conducting targeted
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& DarkHydrus - Group Overview [

M Description:

DarkHydrus is a threat group that has been actively targeting government agencies Il and
educational institutions ¢ in the Middle East ® since at least 2016. The group is known for
heavily leveraging open-source tools 7 and custom payloads @ 10 carry out its attacks,

¥ Motivation:

While the specific motivations of DarkMydrus are not detailed in the provided text, their targeting
of government Bl and educational institutions 1 suggests objectives related to espionace m or
inteligence gathering W, possibly for political ® or strategic @ purposes.,

& Names:

DarkMydrus Is the primary name used to identify this group &,
® Location:
DarkHydrus primarily targets entities in the Middle East #,

il First Seen:

The group has been active since at least 2016 IB.

39 Observed:

DarkHydrus has been observed using a variety of techniques 7* to infiltrate systems 4, execute
commands #, and exfiltrate data ga focusing on government agencies il and educational
institutions ¢ .

Techniques Used in all tactics

No. Technique Description

Command and Seripting Laveraged PowerShell to download and execute additional
Interproter: PowerShell scripts.

Used Template injection to launch an authentication

2 Forcad Auheniication window for credential harvesting.

3 H'.“ Artitacts: Hidden Concealed PowerShell windows.
Window

Dbtained and used 100! ke Mimikatz, Empire, and Cobalt

4 Obtain Capabilities: Tocl Strike.



Phishing: Spearphishing Sent spearphishing emalis with malicious attachments,

6 including password-protected RAR archives and Microsoft

ARachment Office documents.
Used Phishery to Inject malidous remote templiate URLS

6 Template Injection into Word & g

7 User Execution: Malicious  Required users to enable execution in Microscft Excel for
File Aqy file download.

Software Used by DarkHydrus

No. Software Purpose

1 Cobalt Usad for various purposes including command execution, data encoding,
Strike and process injection,

Mimikatz Employed for credential dumping and access token manipulation.
RogueRobin  Utilized for command exscution, data encoding, and screen capture.

DarkHydrus's use of these software tools demonstrates their capabilities in conducting
sophisticated cyber espionage operations, iIncluding credential theft, survesllance, and
maintaining access within targeted networks.

@ DarkVishnya - Group Overview Bl

M Description:

DarkVishnya Is a financially motivated threat actor known for targeting financial institutions i in
Eastern Europe ®. The group has been active in conducting sophisticated cyberattacks @
against at least eight banks [ll in the region during 2017-2018.

¥ Motivation:

The primary motivation of DarkVishnya appears to be financial gain &, as evidenced by their
focus on attacking financial institutions .

W Names:

The group is known as DarkVishnya &,

# Location:

DarkVishnya has primarily targeted financial institutions @l in Eastern Europe &,

i First Seen:

The group's activities were first reported in 2017 i,

AN Obhecerved:



DarkVishnya has been observed using a variety of technigues % to inflltrate financial mstitutions
M, execute commands =, and potentlally exfiltrate sensitive financial data .

Techniques Used in all tactics

No.

Technique

Description
DarkVishnya used Drute-force sitacks te obtain login

1 Brute Force (T1110) data
Command and Seripting
2 Interpreater: PowerShell Utilized PowerShell to create shellcode loaders,
{T1052.001)
Create or Modlfy System
3 B AL e i z;dea:sd new services for distributing shellcode
(T1543.003| :
Employed devices like Bash Bunny, Raspberry Pi,
4 Hardware Additions (T1200) nethooks, or inexpensive laptops to connect to local
networks.
5 ?10“406) Service Discovery Perfaormed port scanning to identify active services.
6 ™ 35;‘ Share Discovery Scanned for public shared folders on the network.
; Ne % Sniffing (T1040) :!astzd netwark sniffing techniques to obitain login
' Utilized ports 5180, 7900, 4444, 4445, and 31337
° Standard Post(T1671) for shellcode Esteners and C2 communications,
9 Obtain Capabilties: Tocl Acquired and used 1005 llke Impackes, Winexe, and
{T1588.002) PsExec.
10 Remota Access Software Employed DameWare Mini Remote Control for lateral
{T1219) mavement within networks.
Software Used by DarkVishnya
No. Software Purpose
1 PsE Used for creating accounts, modifying system processes, lateral tool
i transfer, and executing system services.
2 Winexe Utiized for executing system services.

DarkVishnya's tactics and tools indicate a high level of sophistication in conducting targeted
attacks against financial institutions, with a clear focus on gaining unauthorized access,
conducting survaillance, and potentially facilitating financial fraud or theft.

& Deep Panda - Group Overview =

M Description:

Deep Panda Is 2 sophisticated and suspectad Chinase threst group * known for targeting a
wide range of industries, including government B, defense 9, financial &, and
telecommunications W\ sectors. The group has been active for several yvears [ and is known for



1S advancead cyDer espionage tactics @.

¥ Motivation:

Deep Panda's primary motivation appears to be cyber espionage &, gathering intelligence |
and sensitive information [ from targeted organizations & and government entities Ml

& Names:

Deep Panda is also known by several other names @, including Shell Crew W, WebMasters @,
KungFu Kittens @, PinkPanther ., and Black Vine &,

# Location:

While the specific location of Deep Panda is not explicitly mantioned ® it is suspected to ba
based In China =,

i First Seen:

Deep Panda's activities have been observed for several years i, with significant operations
noted as early as 2014,

99 Observed:

Deep Panda has been observed targeting a variety of sectors M with sophisticated cyber
ospionage campaians @. The group’s Intrusion into the healthcare company Anthem M is cne of
its most notable operations.

Techniques Used in all tactics

Techni
Command and Scripting Interpreter:
PawerShall [T1059.001)

Event Trnggered Execution; Accessibifity
Features (T1546.008)

Hide Artifacts: Hidden Window
{T1564.003]

Obtuscated Files or Intormation: indicator
Remova! from Tocls (T1027.005)

Process Discovery (T1057)

Remota Services: SMB/Windaows Admin
Shares {T1021.002)

Remote System Discovery (T1018)

Server Software Component: Web Shell
{T1505.003)

Cuctarm [Emars Draves Euasabins s it e

Description

Used PowerShell scripts for downloading
and executing programs in memory.
Utilized the sticky-keys technique to
bypass RDP login screens.

Concealed PowerShell windows using the -
w hidden parametar.

Updated and modified maltware 1o evade
detection.

Employed Microsoft Tasklist utility for
listing running processes.

Used nat.axe for connecting to network
shares

Utilized ping for identifying other machines
of interest.

Deployed Web shells on public web
servers,
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© {T1218.010) regsvri2.exe.

Windows Managemant Instrumentation

0 {T1047)

Used WM for Iateral movement.

Software Used by Deep Panda

No. Software Purpose
1 Derusbi A multifunctional malware toolkit used for various malicious activitles.
2 Mivast Employed for sutostart execution and credential dumping.

B Net Utilized for account discovery, network share discovery, and remote

services.
4 Ping Used for remote system discovery.

A backdoor used for gaining persistent sccess and executing malicious
5 Sakula fops

activities.
6 StresmEx Employed for command execution, registry maodification, and information

gathering.
7 Tasklist Used for process and software discovery.

Deep Panda's operations demonstrate a high level of sophistication and focus on long-term
intelfigence gathering. The group's use of advanced techniques and custom malware indicates a
well-resourced and skiled adversary capable of conducting significant cyber espionage
campaigns.

4) Dragonfly - Group Overview =

Dragonfly is a cyber espionage group attributed to Russia's Federal Security Service (FSB)
Centar 16 =. Active since at least 2010, Dragonfly has targeted defense ® and avistion ¥
companies, government entities fll, companies related to industrial control systems 4, and
critical infrastructure sectors @ worldwide. The group empleys supply chain attacks §f,
spearphishing , ¢, and drive-by compromise attacks L1 in its operations.

¥ Motivation:

Dragonfly's primary motivation appears to ba cyber espionage &, focusing on gathering
inteligence B and compromising critical infrastructura & for strategic advantage #.

& Names:

Dragonily is also known by various aliases @8 including TEMP.sotope, DYMALLOY, Berserk Bear,
TG-4192, Crouching Yati, IRON LIBERTY, and Energetic Bear.

#® Location:

Dragontly is believed to be operating out of Russia =,



i First Seen:

The group has been active since at least 2010 .

33 Observed:

Dragonfly has been observed conducting sophisticated cyber espionage campaigns @ targeting

a wide range of sectors M, particularly those refated to national security ¥ and critical

infrastructure 4.
Techniques Used in all tactics
No. Technique Description
: Used batch scripts for user enumeration on
1 Account Discovery (T1087.002) TR R R
. . Added new accounts to administrators group for
2 Account Manipulation (T1088) i s s
3 Acquire Infrastructure (T1583.001  Registered domains and acquired VPS
& .003) infrastructure for campaigns.
4 Active Scanning (T1696.002) Scanned systems for vulnerable services,
5 Appiication Layer Protocol Used SMB for command and control {C2)
(T1071.002) communications,
6 Archive Collected Data (T1560) Compressed data into .zlp files for exfiltration.
Boot or Logon Autostart Execution
7 (T1547.001) Established persistence via Registry Run keys,
Attempted to brute foree credentials and used
8 Brute Force (T1110 & .002) RO ok ok
Command and Scripting Utllized various scripting methods, including
9  Interpreter (T1059 & sub- PowerShell, batch seripts, and Python for
techniques) execution.
10 Compromise Infrastructure Compromised legitimate wabgites for C2 and
{T1584.004} malware hosting.
11 Create Account (T1136,001) Created local accounts on victims,
12  Data from Local System (T1005) Collected data from local systems.
13 Data Staged (71074.001) Staged data in specific directories for axfiitration.
14  Drive-by Compromisa (T1189) Usad stratagic waeb compromise with axploit kits,
15 Email Collection (T1114.002) Accessed email accounts using Outiook \Web
Access.
Exploit Public-Facing Application  Exploited vulnerabilities in public-facing
16
(T1180) applications,
17 Exploitation for Client Execution Expicited Adoba Flash Player vulnerabdlity for
{T1203) execution,
18 ‘E:f ::g?m" S Pamals Saruions Exploited Windows Netlogon vulnerability,
19  External Remote Services (T1133)  Used VPNs and OWA for persistent access.
20 fﬁ;‘; ek T Gathered file and folder names from hosts.
21 Forced Authentication (T1187) Collected hashed credentials via spearphishing

and .LNK fite modifications.



Gather Victim Org Informaticn

22 (T1591.002) Collected open-source information for targeting,
23 Mide Artifacts (T1564.002) Modified Registry to hide user accoumts.
24 Impair Defenses (T1562.004) E;s::)led host-based firewalis and opened specific
25 Indicator Remaoval (T1070.001 & Cleared event iogs and deleted files used in
004) operations,
26 | 85 Tool Transfer (T1105) Trar_;sferrod tools for operations within victim
environments.
Created accounts disguised as legitimate service
27 Masquerading {T1038) ARRERERS,
28 Modify Registry (T1112) Used Reg for various techniques.
Identified and browsed file secvers in victim
29 Network Share Discovery (T1135) P
30  Obtain Capabilties (T1688.002) Used tools like Mimikatz, CrackMapExac, and
PsExec,
3 OS Credential Dumping (T1008 &  Usad tools to dump password hashes and
sub-techniques) credentials.
Software Used by Dragonfly
No. Software Purpose
1 BackdoorQldrea A multifunctional backdoor used for various malicious activities.
P CrackMapExec A tool used for network reconnaissance and credential dumping.
3 Impacket A collection of Python classes for warking with network protocols.
4 MCMD A malware used for command execution and data exfitration.
) Mimikatz A tool used for credential dumping and lateral movernant.
a Net A Windows command-line tool used for network reconnalssance and
remote access.
B ateh A command-line scripting utility used to modify network
configurations.
PsExec A tool for executing processes on remote systems.
Reg A command-line tool for modifying the Windows Reglstry.
%) DragonOK - Group Overview &

DragonOK s a cyber threat group known for targeting Japanese organizations £ through
phishing emais M. The group's activities are characterized by the use of a variety of mahvare =
and sophisticated techniques @.

? Motivation:

The primary motivation of DragonOK appears to be cyber espionage &, focusing on obtaining
sensitive information [ from Japanese entities M.



& Names:

DragonOK is the prmeary name used to identify this group @ |t is also thought to have a direct
or indirect relationship with the threat group Moafee ¥.

# Location:

The specific location of DragonOK is not clearly identified ®, but its targefing of Japanese
organizations suggests a focus in East Asia @.

§H First Seen:

The group was first identified in reperts dating back to at least 2014 .

93 Observed:

DragonOK has been observed conducting targeted phishing campaigns , ¢ and deploying a
range of custom malware = against Japanese targets &1

Techniques Used in all tactics
DragonOK employs various techniques across different tactics, including but nat limitad to:
No. Technique Description
1 Application Layer Protocol Utilizes web protocols and DNS for communication.
; Boot or Logon Autostart Adds programs to the Registry Run keys and
Execution Startup folder for persistence.
3 Commant! andt Sergting Uses Windows Command Shedl for execution.

Interpreter

4  Create or Modify System Process Creates Windows services for ite maficious

processes,
Deobfuscate/Decode Files or

5 Information Employs techniques to decade or deobfuscate files,

5 Encrypted Channel Uses smmvlc cryptography for secure
communication.

¥ t Searches for files and directories of interest on the

7 File and Directery Discovery ST S e

8 Hide Artifacts Hides files and dirsctaories to evade detaction.

a Hijack E o Fliwr E_rpplqys DLL side~loading and DLL search order
hijacking.
Transfers additional tools or payloads into the

10 Ingress Tool Transfer victim's ervironment,

11 Input Capture Uses keylogging to capture user input,

Disguises tasks or services and matches legitimate
12 Masquerading names or locations to biend in.

13 Modify Registry Alters the Windows Registry for various purposes.
14 Native AP| Uses native APl calls for various malicious activities.

e e Ry Searches for network shares in the victim
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16  Non-Application Layer Protocol Utilizes non-standard protocols for communication,
17  Obtuscated Files or Information Obfuscates fles 1o evade detection,
18  Process Discovery Identifies processes running on the victim's system,

19  Query Registry Queries the Windows Registry to gather

information.
20  Screen Capture Captures screenshots of the victim's screen.
21 System Network Connections Discovers network connections and related
Discovery information,
Trusted Developer Utilities Proxy
22 Exacution Uses MSBudd for proxy execution,

Employs checks to evade detection in virtualized or

23 Vinualization/Sandbox Evasion ahdind el ts.

24  Web Service Uses dead drop resoivers lor communication.
Software Used by DragonOK
No. Software Purpose
A multifunctional backdoor used tor remote control and data
1 PlugX (SDD13) exfiltration.
2 Paisonlvy A well-known remote access toal with capabilities like keylogging,
{S0012) screen capture, and proecess injection.

#® Earth Lusca - Group Overview =

M Description:

Earth Lusca is a suspected China-based cyber espionage group ™, active since at least April
2018 . The group is known for targating a wide range of organizations giobally @, including
government institutions B, news media M gambling companies @, educational institutions s,
COVID-19 research organizetions ¥, telecommunications W, religious movements banned in
China ®, and cryptocurrency trading platforms , Some of Earth Lusca’s operations appear 1o
be financially motivated &.

¥ Motivation:

The primary motivation of Earth Lusca seems to be cyber esplonage &, with a focus on
gathering sensitive information [R. The group's targeting of a diverse set of sectors indicates a
broad set of interests, possibly extending beyond traditional espionage to include financlal gains
L

® Names:

Earth Lusca is the primary name for the group @& It is also associated with TAG-22.

#® Location:



While the group Is suspected to be basad in China ® | its operations are global ® affecting
countries across multiple continents @.

{3 First Seen:

Earth Lusca's activities were first observed in April 2018 .

93 Observed:

The group has been observed conducting scphisticated cyber espiocnage campaigns @
targeting a wide range of sectors worldwide B

Techniques Used in all tactics

Earth Lusca employs a variety of technigues, including but not fimitad to:

1

10

n
12
13

14

15
16

17
18

=

Technique
Abuse Elevation Control
Mechanism

Account Manipulation
Acquira Infrastructure
Active Scanning
Archive Collected Data
Bool or Logon Autostart

Execution

Command and Scripting
Interpreter

Compromise Infrastructure

Create or Modify System
Process

Deobfuscate/Decode Files or
Infarmation

Domain Trust Discovery
Drive-by Compromisa
Exfiltration Over Web Service

Exploit Public-Facing Application

Exploitation of Remote Services
Hijack Execution Flow

Masquerading

Modify Registry
Obfuscated Files or Information
Obtain Capabilities

0S Credential Dumping

Description
Utdizes the Fodhelper UAC bypass technique.

Drops SSH-authorized keys far server access.

Registers domains and acquires servers and web
services for operations.

Scans for vulnerabilities in public-facing servers.
Uses WINnRAR for data compression before
exfiltration.

Adds keys 10 the Registry for persistence.
Employs PowerShell, Visual Basic, Python, and
Javascript for varlous 1asks.

Compromises web servers and web services.

Creates Windows services for persistence,

Uses certutil for deceding.

Utllizes Nitest for domain controller information,
Conducts watering hole attacks.
Utilizes cloud storage for data exfiltration.

Exploits vulnerabilities in servers like Microsoft
Exchange and Oracle GlassFish,

Uses Mimikatz for exploiting domain controllers.
Employs DLL side-loading techniques.

Matches legitimate names of locations for disguising
activities.

Alters the Registry for varous purposes.

Uses BaseGd encoding and steganography.
Acquires malware and tools for operations.

Uses tools like ProcDump and Mimikatz for
credential dumping,



23  Process Discovery Utlizes Tasklist for process information,
24 Proxy Adopts Cloudfiare for proxying compromisad
servers.
Uses PowerShell and scanning tools for system
26 Remote System Discovery di .
26 Scheduled Task/Job Creatas scheduled tasks for persistence.
27 8 Capabilities Staqes mabware on compromised servers and web
tage services.
28 System Binary Proxy Execution Uses mehta.exe for executing scripts,
Systam Network Configuration A 2 2
9 Di ry Employs ipconfig for network information.
System Network Connections A
30 Dis ry Uses scripts and netstat for network connection info.
31  System Owner/User Discovery Coilects user account information.
Software Used by Earth Lusca
No. Software Description
1 certutil (SO160) Used for data archiving and decoding.
2 Cobalt Strike A sophisticated exploitation tool usad for network
{S0154) reconnaissance and data exflltration.
Mimikatz (S0002) A well-known tool used for credential dumping.
NBTecan (S0520) Utilzed for network service discovery.
Nlitest {S0359) Employed for domain trust discovery.
A collection of Microsoft PowerShell madules used for various
s PENSISOIL (S0134) tasks in a network attack.
7 SWcowad Mahware used for network infiltration and data extraction.
{S0696)
8 Tasklist (SO067) Used for process discavery.
a Winnti for Linux A Linux variant of the Winnti malware, used for persistent access
{S0430) and data exfiltration.
® Elderwood - Group Overview *
- D - l. 2
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Elderwood is 3 cyber espionage group, suspected to be based in China %, known for its
involvement in the 2009 Google intrusion, dubbed Operation Aurora, The group has targeted &
diverse array of entities @, including defense organizaticns §, supply chain manufacturers &,
human rights and nongovernmental organizations (NGOs) ¥, and IT service providers =,

? Motivation:

Elderwcod's primary motivation appears to be espionage m, with a focus on stealing sensitive
information |k from a variety of high-value targets that align with strategic interests ®.



W Names:

The group is known as Elderwood @, and it has been associated with other names 8 including
Elderwood Gang, Baijing Group, and Sneaky Panda.

# Location:
Elderwood is suspected ta be operating out of China =,

il First Seen:

The group's activities were notably ecoegnized during the Operation Aurora in 2000 .

93 Observed:

Elderwcod haz been observed conducting sophisticatad cyber espionage campaigns @
targeting & wide range of sectors globally m

Techniques Used in all tactics

Elderwood employs various technigues, including:

Technigue Description

Drive-by Compromise Injecting malicious code into public web pages visited by
targets.

Exploitation for Client - n o -

Execution Using endpoint software vulnerabiities and zero-day exploits,

Ingress Tool Transfer Utilizing tl.w Ritsol backdoor trojan to download files onto
compromised hosts.

Obfuscated Files or .

b fosrration Encrypting documents and executables.

Software Packing Packing malware payloads before delivery.

Phichi Spearphishing with attachments and links 1o deliver axploits and

" malware,

Leveraging spearphishing to get users to open links and

User Execution AttacT raarits.

Software Used by Elderwood

Elderwood has used arange of software tools, including:

Software Description
Briba (50203) Utilizes various technigues for execution and persistence,

A sophisticated backdoor with data exfiltration and process discovery
capabilities.

Capable of command execution, data collection, and scheduled data
transfer.

Hydrag (S0203)

Linfo (S0211)

Naid (S0205) Used for service creation and network nformation gathering.



Nerex {S0210) Employs code sigring to subvert trust controls.

Pasam (S0208)  Collects data from local systems and performs file and directory discovery.
Possanlvy
(50012)
Vasport (80207) Used for proxying and data ingresse.

Wiarp (S0208) Executes commands and injects processes,

A well-known backdoor with keylogaing and data exfiltration capabilities,

& Ember Bear - Group Overview =

Ml Description:

Ember Bear is a cyber espionage group suspected to be sponsored by the Russian state =
Active since at least March 2021 [, the group has primarily focused on operations against
Ukraine & and Georgia 5. They have also targeted Western European ® and North American §
foreign ministries [, pharmaceutical companies W, and financial sector organizations &. Ember
Bear is believed to have conducted the WhisperGate destructive wiper attacks ¥ against
Ukraine in early 2022.

¥ Motivation:

The primary motivation of Ember Bear appears to be state-sponsored esplonage #, with a focus
on geopolitical intelligence gathering ® and potentlally causing disruption in targeted regions @.

W Names:

Ember Bear is also known as Saint Bear @, UNC2588, UAC-0056, LorecB3, Lorec Besr, and
Bleeding Bear @,

#® Location:
The aroup is suspected to be basad in Russia =,

i First Seen:

Ember Baar's activities were first identified in March 2021 §&.

93 Observed:

The group has bean cbserved targeting a range of entities in Ukraine &, Georgia =R, Wastem
Europe ®, North America &, and other regions @, with a focus on government [l
pharmaceutical ®, and financial sectors @.

Techniques Used in all tactics

Ember Bear employs various technigues, including:



Technigue Description
Command and Scripting Using PowerShel, Windows Command Shell, and JavaScript
Interpreter for exacution.
:::ck::::‘m forHon: Exploiting Microsoft Office vulnerabilities.
Impair Defenses Disabling Windows Defender and other security toais,
Ingress Teol Transfer Downloading malcious code,
Modify Registry Altering registry keys for persistence and evasion.
Qbfuscated Files or Employing binary padding, software packing, and command
Infermation obfuscation.
Phishing Spearphishing with attachments and links.
Subvert Trust Controls Using stolen certificates for payload signing,
ggzmwilm E¥Xy Leveraging control panel files for execution.
User Execution Luring users to click on malicious links or files.
Web Service Using Discord's CDN for malware delivery,
Software Used by Ember Bear

Ember Bear utilizes various software tools, including:

1. OutSteel (S1017): A document stealer and phishing tool.
2. Saint Bot (S1018): A downloader with capablilities like UAC bypass and process injection,
3. WhisperGate (S0689): A destructive wiper tool used in attacks against Ukraine.

®_Equation - Group Overview @

Ml Description:

Equation ks a highly sophisticated cyber threat group known for its advanced techniques and
capabiliies @ . The group is particularly notable for its use of zero-day exploits W and its unique
ability to overwrite the firmware of hard disk drives , making their attacks extremely stealthy

and persistent .

¥ Motivation:

While the specific motivations of Equation are not explicitly detailed in the available information
@, their advanced capabilities and the nature of their operations suggest a focus on cyber
espionage Ik and intelligence gathering ®.

& Names:

The group is primarily known as Equation @,

# Location:



The specific location of Equation is not publicly disclosed oridentified in the available sources
®.

i First Seen:

Equation's activities were first identified and reported by Kaspersky Lab's Globa Research and
Analysis Team In February 2015 .

93 Observed:

Equation has been npbserved employing sophisticated techniques and tools 7, targeting a range
of systems and devices with advanced malware 8.

Techniques Used in all tactics

Equation employs a variety of advanced techniques, including:

1, Execution Guardrails: Environmental Keying (T1480.001): Utilizing emvironmental keying
in payload defivery to ensure that their malware executes only in specific environments.

2. Hide Artifacts: Hidden Flle System (T1564.005): Using an encrypted virtual file system
stored in the Windows Registry for stealth.

3. Peripheral Device Discovery (T1120): Saarching for specific information about attached
hard drives, potentially to identify and overwrite firmware.

4. Pre-0OS Boot: Component Firmware (T1542.002): Demonstrating the capgability to
overwrite the firmware on hard drives from certain manufacturers.

Software Used by Equation

While specific software tools used by Equation are not detalied in the provided information, their
known capabilities sucgest the use of highly sophisticated mabware, Including:

* Malware capable of firmware manipulation.
+ Tools for environmental keying and hidden file systems
+ Advanced malware leveraging zero-day explolts.

EXOTIC LILY - Group Overview

Description:

EXOTIC LILY &5 a financially motivated cyber threat group, closely associatad with Wizard Spider.
The group is known for depioying ransomware, inciuding Conti and Diavol, EXOTIC LILY is
believed to act as an initial access broker for other malicious actors. Since at least September
2021, they have targeted various industries, including IT, cybersecurity, and healthcars.

Motivation:

Tha arimary mativatina of EYOTIC L ULLY aansare i Ba financi=al aain Thale activitiae 1 imset &



focus on ransomware deployment and possibly selling access to compromised systems to other
threat actors.

The group is primarily known as EXOTIC LILY.

Location:

EXOTIC LILY's specific location is not mentionad, but they have targeted organizations globally.
First Seen:
Their activities were fiest observed in September 2021,

Observed:

EXOTIC LILY has been observed using sophisticated phishing techniques, exploiting
vulnerabilitles, and leveraging various tools for Initial access and payload delivery.

Techniques Used in all tactics

EXOTIC LILY employs a range of tachniques, Including:

1. Acquire Infrastructure; Domains {T1583.001): Registering domains to spoof targeted
organizations.

2. Establish Accounts: Soclal Media and Emall Accounts (T1585.001, .002): Creating seclal
media profiles and email accounts for impersonation,

3. Exploitation for Client Execution (T1203): Using malicious documents with explolts,

4. Gather Victim Identity Information: Email Addresses (T1589.002): Collecting email
addresses through open-source research,

5. Phishing: Spearphishing Attachment and Link (T1566,001, .002); Conducting emall
campaigns with maliclous attachments and links.

5. Search Closed Sources and Open Websites/Domaing (T1597, T15693.001): Utitizing
business databases and social media for information gatbering.

7. Stage Capabilities: Upload Malware {T1608.001): Uploading malicious payloads to file-
sharing sarvices.

8. User Execution: Malicious Link and File (T1204.0019, .002): Luring users o execute
malicious payloads.

9. Web Service (T1102): Using file-sharing services for payload delivery,

Software Used by EXOTIC LILY

EXOTIC LILY s known to use several software tools, including:

1. Bazar (S0534): A backdoor used for various malicious activities, including data exfiltration
and command execution,

2. Bumblebee (S1039): A loader and backdoor capabie of bypassing user account control and
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Ferocious Kitten - Group Overview

Description:

Ferocious Kitten is a cyber threat group known for its covert surveillance activities targeting
Persian-speaking individuals in Iran. The group has been active since at least 2015 and is noted
for its use of sophisticated cyber espionage tactics.

Motivation:

The primary motivation of Ferocicus Kitten appears to be intelligence gathering and surveillance,
pacticutarly focusing on individuals within Fan.

Names:

The group is primarily known as Ferocious Kitten.

Location: |

While the specific location of Ferocious Kitten is not detailed, their primary target region is iran.
l:'iEt Seen:

Their activities were first observed in 2015

Observed:

Ferecious Kitten has been observed employing various cyber espionage techniques, including
spearphishing, domain masquerading, and the use of open-source tools for malicious purposes.

Techniques Used in all tactics

Ferocious Kitten employs a range of technigues, including:

1. Acquire Infrastructure: Domains (T1583.001): Acquiring domains that imitate legitmate
sites.

2. Masquerading: Right-to-Left Override (T1036.002): Using right-to-left override to
disquise executable file names.

3. Masquerading: Match Legitimate Name or Location {T1036.005): Naming malicious files
as updete,exe and plecing them n commeoen folders.

4. Obtain Capabilities: Tool {T1688.002): Utilizing open-source tools fike JsonCPP and
Psiphon,

5. Phishing: Spearphishing Attachment (T1566.001): Conducting spearphishing campaigns
with malicious document attachments,
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content within spearphishing emalls.

Software Used by Ferocious Kitten

Ferocious Kitten is known to use several software tools, inciuding:

1. BITSAdmin (S0190): Utilizing BITS jobs for various purposes, including exfiltration and tool
tfransfer.

2. MarkiRAT (S0652): A RAT with capabilities like capturing clipboard data, keylogging, screen
capture, and more,

FIN10 - Group Overview

Description:

FIN10 is a financially motivated threat group that has been active since at least 2013, primarily
targeting organizations in North America. The group is known for using stolen data exfiltrated
from victims 1o extort organizations.

Motivation:

FIN10's primary motivation appears to be financial gain, achieved through cyber extortion and
other financlally metivated cybercrimes.

Names:
The group is commonly referred to as FIN10.
Location:

While specific details sbout the group's location are not provided, their primary iargets have
been organizations in North America

First Seen:

FIN10's activities were first observed in 2013,

Observed:

FIN10 has been obsarved employing a variaty of techniques for extortion, data theft, and
maintaining access to victim networks.

Technigues Used in all tactics
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FIN10 has used the Registry option in PowerShell Empire 1o add a Run key for persistence.

2. Command and Scripting Interpreter: PowerShell (T1059.001): The group uses PowerShell
for execution and to establish persistence with PowerShell Empire.

3. Command and Scripting Interpreter: Windows Command Shell (T1068.003): Execution of
malicious ,bat files containing PowerShell commands.

4. Indicator Removal: File Deletion (T1070.004): Use of batch scripts and scheduled tasks to
delete critical system files.

5. Lateral Tool Transfer (T1670): Deployment of Meterprater stagers and SplinterRAT after
moving laterally,

5. Obtain Capabilities: Tool (T1588.002): Reliance on publicly-available software for initial
footholds and persistence.

7. Remote Services: Remote Desktop Protocol {T1021.001): Use of RDP for lateral
movemeant,

8. Scheduled Task/Jobh: Scheduled Task (T1053.005): Establishing persistence using S4U
tasks and Scheduled Task option in PowerShell Empire.

3. System Owner/User Discovery (T1033): Enumaration of users on remote systems using
Meterpreter.

0. Valid Accounts (T1078): Use of stolen credentials for remote access and lateral movement.

Software Used by FIN10

+ Empire (S0363): A post-exploitation framework used for various purposes, including
persistence, privilege escalation, and lstaeral movement.

FIN13 - Group Overview

Description:

FIN13 is a financially motivated cyber threat group that has been active since at least 2016, The
group peimarily targets the financial, retail, and hospitality industries in Mexico and Latin
America. FIN13 is known for stealing intellectual property, financial data, mergers and acquisition
information, or personally identifiable information (Pif).

Motivation:

The primary motivation of FIN13 is financial gain, achéeved through intellectual property theft,
financsal data exfiltration, and potentially other forms of cybercrime.,

Names:

FIN13 is also associated with the name Elephant Beetie,

Location:

While specific detalls about the group's location are not provided, thelr primary targets have
been organizations in Mexico and Latin America.



First Seen:

FIN13's activities ware first cbserved In 2016.

Observed:

FIN13 has been observed employing a variety of techniques for data theft, maintaining access to
victim natworks, and conducting financial theft.

Techniques Used in all tactics

1.

9.

10,

1.
12.

13,

14.

15.

16.
7.

18.

19.

20,

21,

22,

Access Token Manipulation: Make and Impersonate Token {T1134.003): Utilizing toois like
Incognito V2 for token manipulation.

. Account Discovery (T1087): Enumerating users and roles from victim systems.
. Account Manipulation (T1098): Assigning sysadmin roles to new accounts for persistence.
. Application Layer Protocol; Web Protocols (T1071.001); Using HTTP requests for web

shell chaining and C2 communication.

. Archive Collected Data: Archive via Utility (T15660.001): Compressing stolen credentials

using 72ip,

. Boot or Logon Autostart Execution: Registry Run Keys [ Startup Folder (T1547,001):

Using Windows Registry run keys for persisience,

. Command and Scripting Interpreter: PowerShell (T1062.001): Executing PowerShell

commands for DNS data extraction.

. Command and Scripting Interpreter: Windows Command Shell (T10592.003): Leveraalng

cmd.exe and Windows Script Host for command execution.

Create Account: Local Account (T1136.001): Creating local MS-SQL accounts in
compromised networks.

Data from Local System (T1005); Gathering stolen credentials and sensitive data for
axfiltraticn.

Data Manipulation (T1565): Injecting fraudulent transactions to siphon off money.

Data Staged: Local Data Staging (T1074.001): Using temporary folders on compromised
systems for staging data.

Deobfuscate/Decode Files or Information (T1140): Using certutil to decode basa64
encoded malware.

Develop Capabilities: Malware (T1587.001): Utilizing custom malware for persistence,
Exploit Public-Facing Application (T1190): Explolting known vulnerabilities foe initisl
access.

External Remote Services (T1133): Gaining access via corporate VPNs,

File and Directory Discovery (T1083): Enumerating files and directories using Windows dir
command.

Financial Theft (T1657): Observing victim's software and infrastructure for fraudulent
fransactions.

Gather Victim identity Information (T1589): Researching employees for social engineering
attacks.

Gather Victim Network Information: Network Topolegy (T1580.0048): Searching for
remote access infrastructure,

Hide Artifacts: Hidden Files and Directories (T1564.001): Creating hidden files and folders
for stealth,

Hijack Execution Flow: DLL Side-Loading {T1574.002): Using side-lpading techniques for
malicious DLL execution.



£33, ingress 100l franster {11105} Downicading acaitional teols and matware.

24, Input Capture: Keylogaing (T1056.001): Logging keystrokes for privilege escalation.

25. Masquerading (T1036): Using various masquerading technigues for stealth.

26. Modify Authentication Process (T1556): Repfacing legitimate binaries with trojanized
versions.

27. Network Service Discovery {T1048): Using tools like nmap for reconnassance.

28, Network Share Discovery (T1135); Executing net view commands for share enumeration,

29, Obtain Capabilities: Tool {T1588,002); Utilizing pubkcly avalable tools ke Mimikatz and
Impacket.

30. OS Credential Dumping (T1003): Dumping credentials from LSASS memory and NTDS,DIT
file,

31, Permission Groups Discovery (T1069): Enumerating users and roles from victim systems,

32. Protocel Tunneling {T1572): Using web shelis and Java tools for tunneling.

33. Proxy! Internal Proxy (T1090.001): Utilizing internal proxy tools for communication.

34. Remote Services: Remote Desktop Protocol (T1021.001): Accassing environments via
RDS for lateral mavement.

35. Scheduled Task/Job: Scheduled Task (T1063.005): Creating scheduled tasks for
persistence.

36. Server Software Component: Web Shell (T1505.003): Utilizing web shells for remota code
execution,

37. System Information Discovery (T1082): Collecting host and network information.

38, System Network Configuration Discovery (T1016): Using nslookup and ipconfig for
natwork reconnaissance.

39, Unsecured Credentials: Credentials In Files (T1552.001): Obtaining credentials from local
files,

40, Use Alternate Authentication Material: Pass the Hash (T1550.002): Executing pass the
hash for lateral movement.

417. Valid Accounts: Default Accounts (T1078.001): Leveraging default credentials for initial
ACCess,

42, Windows Management Instrumentation (T1047): Using WMI for command execution and
lateral movement.

Software Used by FIN13

+ certutil {S0160): Usad for various purposes including data archiving and decoding.

+ Empire {S0363): A post-exploitation framework vsed for various purposes, including
persistence, privilege escalation, and lateral movement.

+ Impacket (S0357): A collection of Python classes for working with network protocois.

+ Mimikatz (S0002): A tool to extract plaintexts passwords, hash, PIN code, and kerberos
tickets from memory.

FIN4 - Group Overview

Description:

FIN4 is a financially-motivated threat group known for targeting confidential information related
to the public financial market. Active since at least 2013, their primary focus has been on
healthcare and pharmaceutical companies. Unlike many cyber threat groups, FIN4 does not
typically use persistent malware; instead, they concentrate on capturing credentials authorized
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Motivation:

FIN4's primary motivation appears to be financial gain, achisved through the acquisition of
sansitive information refated to the stock marke!, particularly in the healthcare and
pharmaceutical sectors.

FiIN4 is the primary name associated with this threat group.

Location:

The specific location of FIN4 is not detailed in the available information.

First Seen:

FIN4's activities have been observed since at least 2013,

Observed:

FIN4 has been observed employing vanous techniques to capture sensitive information and
credentials, often focusing on email hijacking and credential theft rather than deploying
traditional malware.

Techniques Used in all tactics

1. Application Layer Protocol: Web Protocols (T1071.001); FINA has used HTTP POST
reguests Lo transmit data.

2. Command and Scripting Interpreter: Visual Baslc (T1059.005): Utlization of VBA macros
to dispiay dialog boxes and collect credentials,

3. Email Collection: Remote Email Collection (T1114.002): Accessing and hijacking online
email communications using stolen credentials.

4. Hide Artifacts: Email Hiding Rules (T1564.008): Creating rules in Cutlook accounts to
automatically delete emails containing certain keywords.

3. Input Capture: Keylogging (T1056.001): Capturing credentials via take login pages arnd a
NET-based keylogger,

B. Input Capture: GUI Input Capture (T1056.002): Presenting spoofed Windows
Authentication prompts to collect credentials.

7. Phishing: Spearphishing Attachment (T1566.,001): Using spearphishing emails with
attachments contzining malicious macros.

8. Phishing: Spearphishing Link (T1566.002): Sending spearphishing emails containing
malicious links

9. Proxy: Multi-hop Proxy (T1080.003): Using Tor to log into victims' emal accounts.

10. User Execution: Malicious Link (T1204.001): Luring victims to click malicious links in
spearphishing emaits.
11. User Execution: Malicious File (T1204.002): Encouraging victims to launch malicious
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12. Valid Accounts (T1078): Using legitimate credentials to hjack email communications.

Software Used by FIN4

FIN4 primarily uses custom tools and techniques tailored to their specific method of cperation,
focusing on credential theft and email Rijacking. Specific software names are not mentiened in
the provided information, but their tactics involve the use of VBA macros, NET-based
keyloggers, and possibly other custom-developad tools for credential capture and email
manipulation.

FINS - Group Overview

Description:

FINS is a financially motivated threat group known for targeting personzlly identifiable
information (PIl) and payment card information. Active since atieast 2008, FINS has primariy
targoted Industnes such as restaurants, gaming, and hotels. The group consists of actors who
likety speak Russian.

Motivation:

FINS's primary motivation is financial gain, achieved through the theft of sensitive personal and
financial data.

Names:
FINS is the primary name associated with this threat group.

Location:

The specific location of FINS is not detailed in the avalable information, but the group is befieved
to comprise Russian-speaking aclors.

First Seen:
FINS's activitias have been ocbserved since at least 2008
Observed:

FING has been observed employing various techniques to capture sensitive information, focusing
on automated collection, brute force attacks, and the use of external remote services,

Technigues Used in all tactics
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environment and automate data collection.
2, Brute Force (T1110): Utilization of tocis like GET2 Penetrator to search for remote login and
hard-coded credentials.
3. Command and Scripting Interpreter (T1089): Execution of automated scripts for scanning
Processes.
4. Data Staged: Local Data Staging (T1074.001): Scripts save memory dump data in specific
directories on hosts,
. External Remote Services (T1133): Use of legitimate VPN, Citrix, or VNC credentials for
acCcess,
B. Indicator Removal: Clear Windows Event Logs (T1070.001) and File Deletion
{T1070.004): Clearing event logs and using SDelete for cleanup.
7. Obtain Capabilities: Tool {T1588.002): Acquisition and use of tools like a customized
PsExec, pwdump, SDelete; and Windows Credential Editor.
8. Proxy: External Proxy (T1090.002): Maintaining access via FLIPSIDE to create a proxy for
backup RDP tunnel,
4. Remote System Discovery (T1018): Using tools like Essential NetTools for network
mapping.
10. Valid Accounts (T1078): Using legitimate credentials for maintained access.

o

Software Used by FINS

1. FLIPSIDE: Used for protocol tunneling.

2. PsExec: A customized version for creating accounts, modifying system processes, and
lateral movement.

3. pwdump: For dumping OS credentials,

4. RawPOS; Employed for data collection, staging, and masquerading tasks,

5. SDelete: Used for data destruction and indicator remaval.

5. Windows Credential Editor: For dumping credentials from LSASS memeary.

FING - Group Overview

Description:

FING is a cybercrime aroup known for stealing payment card data and selling it on underground
marketplaces. They have aggressively targeted and compromised Point of Sale (PuS) systems,
predominantly in the hospitality and retail sectors.

Motivation:
FING is financially motivated, focusing on the theft and sale of payment card data for profit.

Names:

* FINS
+ Ascociated Groups: Magecart Group 6, ITG08, Skeleton Spidar
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The specific location of FING is not detailed in the available information.

First Seen:

FIN&’s activities have been observed since at least 2016.

Observed:

FING has been noted for its aggressive tactics in compromising PoS systems and its
sophisticated methods of data exfiltration and sale.

Techniques Used in all tactics

1.

10.
11

12.

13.

14.

15.
16.

17,

8.

19.

~™m

Access Tokan Manipulation (T1134): Usad Metasploit's named-pipe impersonation for
privilege escalation.

. Account Discovery: Domain Account (T1087.002): Employed Metasploit's PsExec

NTDSGRAB module for Active Directory database access.

. Archive Cobected Data (T1560): Compressed log files into ZIP archives before staging and

exfitration,

. Automated Collection [T1119): Scripted iteration through compromised PoS systems for

data collection.

. Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder (T1547.001):

Estabished persistence for downloader tools.

. Brute Force: Password Cracking (T1110.002): Extracted password hashes for offline

cracking.

. Command and Scripting Interpreter (T1059): Used for executing scripts on compromised

systems,

. Credentials from Password Stores (T1555): Employed Stealer One credential stealer for

targeting amail and FTP utilities.

. Data from Information Repositories (T1213): Collected schemas and user accounts from

SQL Sarver systems.

Data from Local System (T1005): Gathered and axfiltrated payment card data.

Data Staged: Remote Data Staging (T1074,002): Compressed data from remote systems
for staging.

Encrypted Channel: Asymmetric Cryptography (T1573.002): Used Plink for SSH tunnel
creation.

Exploitation for Privilege Escalation (T1068): Exploited Windows vulnerabilities for
privilege escalation.

Impair Defenses: Disable or Modify Tools {T1562.001): Daployed scripts to disable anti-
virus,

Indicator Removal: File Deletion (T1070.004): Removed files from victim machines.
Masquerading: Masquerade Task or Service (T1036,004); Renamed services to
masquerade as legitimate.

Network Service Discovery (T1048): Used tools for internal network mapping and
reconnaissancs,

Obfuscated Flles or Information: Command Obfuscation (T1027.010): Encoded
PowerShell commands.

Obtain Capabllities: Tool (T1588.002): Acquired tools like Mimkatz and Cobalt Strike,
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27,

22,
23,
24.
25.

26.

27.
28,

29
30

dumping

Phishing: Spearphishing Attachment (T1566.001): Targeted victims with malicious emad
attachments.

Protocol Tunneling (T1572): Created SSH tunnels using Plink,

Remote Services: Remote Desktop Protocol (T1021.001): Used RDP for lateral movement.
Scheduled Task/Job: Scheduled Task (T1053.005): Established persistence for malware.
Subvert Trust Controls: Code Signing (T1653.002): Used Comodo code-signing
certificates.

System Services: Service Execution (T1568.002): Created services for executing encoded
COMMAands.

User Execution: Malicious File (T1204.002): Lured victims to execute malicious files.

Valid Accounts (T1078): Used stolen cradentials for Iateral movement.

. Web Service (T1102): Utilized Pastebin and Google Storege for hosting operations.

. Windows Management Instrumentation (T1047): Automated remote execution of scripts,

Software Used by FING
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. AdFind

. Cobalt Strike

. FlawedAmmyy
, FrameworkPOS
. GrimAgent

. LockerGoga
Maze

. Mimikatz

. More_eggs

. PsExec

. Ryuk

. Windows Credential Editor

FIN7 - Group Overview

Description:

FIN

7 is a financlally-motivated threat group that has been active since 2013, Known for targeting

a wide range of industries including ratail, restaurant, hospitality, and mare, FIN7 is notorious for
its use of point-of-sale malware and sophisticated cyber attacks. They have been inked to the
use of REvIl ransomware and thelr own Ransomware as a Service (Raas), Darkside,

Motivation:

FIN?'s primary motivation is financial gain, achieved through cyber attacks targeting sensitive
financial data.

Names:

FIN7



» Associated Groups: GOLD NIAGARA, ITG14, Carbon Spider

Location:

The specific location of FINT is not detailed in the available information.

First Seen:

FIN7's activities have been obsarved since at least 2013

Observed:

FIN7 has baen noted for its diversa targating across various industries and its shift to big game
hunting (BGH) tactics, including the use of ransomware.

Techniques Used in all tactics

1. Acquire Infrastructure: Domains (T1583.001): Registered look-alike domains for phishing.
2. Application Layer Protocol: DNS (T1071.004): Parformed C2 using DNS.
3. Boot or Logon Autostart Execution: Registry Run Keys [ Startup Folder (T1547.001):
Created Registry Run and RunOnce keys for persistence.
4. Command and Scripting Interpreter (T1069): Used varicus scripting languages for tasks
execution.
5. Create or Modify System Process: Windows Service (T1543.003): Created new Windows
services for persistence.
. Data Encrypted for Impact (T1486): Employed Darkside ransomware for data encryption.
7. Develop Capabilities: Mahvare (T1587.001): Developed malware, including infected
removable media.
&, Event Triggered Execution: Application Shimming (T1546.011): Used application shim
databases for persistence.
9. Exfiltration Over Web Service: Exfiltration to Cloud Storage (T1567.002): Exfiltrated data
to MEGA file sharing sits.
10. Exploitation of Remote Services (T1210): Exploited ZeroLogon vulnesability.
11. Ingress Tool Transfer (T1105): Downloaded addiional malware for execution.
12. Inter-Process Communication: Dynamic Data Exchange (T15669.002): Used DDE in spear
phishing campalgns.
13. Masquerading: Masquerade Task or Service (T1036.004): Created tasks |ike
"AdobeFlashSync" for persistence,
14. Non-Standard Port (T1571): Used port-protocel mismatches far C2.
15. Obfuscated Files or Information: Command Obfuscation (T1027.010): Employed various
obfuscation techniques.
16. Obtain Capabilities: Tool (T1588.002): Utilized tools like Cobalt Strike and PowerSploit.
17. Phishing: Spearphishing Attachment {T1566.001): Sent spearphishing emails with
malicious attachments.
18. Remote Access Software (T1219): Used remote management tools ke Atera.

19. Remote Services: RDP, SSH, VNC (T1021): Used varlous remote services for lateral
movement.

20. Replication Through Removable Media (T1091): Mailed USS drives containing malware.,
21, Scheduled Task/Job: Scheduled Task (T1063.005): Created tasks for malware



22.
23.

24,

25.
26,

27.

28,
29.

30.

31

33,

34,

persisience.
Screen Capture (T1113): Captured screenshots and desktop recordings,

Stage Capabilities: Upload Malware {T1608.001): Staged trojanized software on Amazon
S3,

Steal or Forge Kerberos Tickets: Kerberoasting (T1558.003): Used Kerberoasting for
credential access,

Subvert Trust Controls: Code Signing (T1553.002): Digitally signed payloads and tools.
Supply Chain Compromise: Compromise Software Supply Chain (T1185.002): Gained
access via software supply chain compromise.

System Binary Proxy Execution: Mshta, Rundli32 (T1218.005, .011): Used system binaries
for axecution.

System Owner/User Discovery (T1033): Collected user session information,

User Execution: Malicious Link/File (T1204.001, .002): Lured victims to execute makcious
content.

Valid Accounts (T1078): Harvested valid credentiale for Isteral movement.

. Video Capture (T1125): Created custom video recording capabilities.
32.

Virtualization/Sandbox Evasion: User Activity Based Checks (T1497.002): Used
embedded images in documents for evasion.

Web Service: Bidirectional Communication (T1102,002): Used services like Google Docs
for C2.

Windows Management instrumentation (T1047): Installed malware using WML

Software Used by FIN7
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. AdFind
.BOOSTWRITE
. Carbanak

. Cobalt Strike

. CrackMapExec

GRIFFON

. HALFBAKED
. JSS Loader

. Lizar

. Mimikatz

. Pillowmint

. POWERSOURCE
. PowerSploit
. RDFSNIFFER
. REvil

. SQLRat

. TEXTMATE

FIN8 - Group Overview

Description:

FIN8 is a financially motivated threal group, active since al leasl January 2016, They are known
for targeting various sectors including hospitality, retail, entectainment, insurance, technology,
chemical, and financial. Notably, in June 2021, FIN& shifted focus from targeting point-of-sale



(FUS) GQevices 10 QISrouling ransornmware vanants.
Motivation:

FIN8's primary motivation is financial gain, achieved through sophisticated cyber attacks
targeting sensitive financial data and systems.

Names:

+ FINB
* Associated Groups: Syssphinx

Location:

The specific location of FINS is not detalied in the gvallable information.

First Seen:

FINS's activities have been observed since at least January 2016,

Observed:

FIN8 has been noted for its divarse targeting across varkous industries and its shift from POS
device targeting to ransomware distribution,

Techniques Used in all tactics

1. Access Token Manipulation: Token Impersonation/Theft (T1134.001): Used a malicious
framework for Impersonation,

2. Application Layer Protocol: Web Protocols (T1071.001): Used HTTPS for command and
control.

3. Archive Collected Data: Archive via Utility (T1560.001): Used RAR for data compression
before exfiltraton

4. Command and Scripting Interpreter: PowerShell (T1062.001): Executed payloads and
used for lateral movement and credential access.

5, Command and Scripting Interpreter: Windows Command Shell (T1052.003): Automated
post-compromsse activities and executed remote commands.

5. Data Encrypted for Impact (T1486): Deployed ransomware like Ragnar Locker and White
Rabbit,

7. Data Staged: Remote Data Staging (T1074.002): Aggregated stagad data from 3 network,

&, Domain Trust Discovery (T1482): Retrieved a list of trusted domains,

9. Encrypted Channel: Asymmetric Cryptography (T1673.002): Used Plink utifty for
wnneling RDP,

10. Event Triggered Execution: Windows Management Instrumentation Event Subscription
{T1546.003): Used for persistence.
11, Exfiltration Over Alternative Protocol: Exfiitration Over Unencrypted Non-C2 Protocol

{T1048.003): Used FTP for data exflltration.
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13. Indicator Removal: Clear Windows Event Logs (T1070.001): Cleared lngs during post-
compromise activities,

14. Indicator Removal: File Deletion (T1070.004): Dzleted temporary and prefetch files.

15. Ingress Tool Transfer {(T1105): Downloaded subsequent payloads.

16. Modify Registry (T1112): Deleted registry keys during cleanup.

1/. Obfuscated Files or Information: Command Obfuscation (T1027.010): Used various
methods for command-line cbfuscation.

18. Obtain Capabilities: Tool (T1588.002): Utlized tools like Impacket,

19. 0S Cradential Dumping: LSASS Memory (T1003.001): Harvested credentials using tools
like Invoke-Mimikatz,

20, Phishing: Spearphishing Attachment (T1566.001): Distriuted targeted emails with
maliclous documents.

21. Process Injection: Asynchronous Procedure Call (T1066.004): Injected code into
processes,

22. Remote Services: Remote Dasktop Protocol {T1021.001): Used RDP for lateral movement.

23. Remote Services: SMB{Windows Admin Shares (T1021.002): Used for lateral movement
and mapping.

24. Remote System Discovery (T1018): Used Active Directory utifities for host enumeration.

25. Scheduled Task/Job: Scheduled Task {T1063.005): Maintained RDP backdoors.

26, Software Discovery: Security Software Discovery (T1518.001): Datacted and avoided
potential sandboxes.

27. System Information Discovery (T1082): Checked architecture betore selecting mahvare
versions.

28, System Network Configuration Discovery: Internet Connection Discovery (T1016.001):
Checked connectivity to C2 servers.

29. System OwnerjUser Discovery (T1033): Displayed session datails of compromised
machines.

30. User Execution: Malicious Link/File (T1204.001, .002): Lured victims to install malware.

31. Valid Accounts (T1078): Used for persistence and lateral movement.

32. Web Service (T1102): Used services like sdip.o for traffic encryption.

33. Windows Management instrumentation (T1047): Launched mahvare and executed
commands.

Software Used by FINS

. BADHATCH

. dsquery
Impacket

Net

. Nitest

Ping

PsExec

. PUNCHBUGGY
. PUNCHTRACK
10. Ragnar Locker

11. Sardonic
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Description:

Fox Kitten is a threat actor with suspected ties to the Iranian government, active since at least
2017, They have targeted a wide range of entities across the Middle East, North Africa, Europe,
Australia, and North America, Fox Kitten's operations span multiple Industrial verticals, including
oil and gas, technology, government, defense, healthcare, manufacturing, and engineering.

Motivation:

Fox Kitten's primary motivation appears to be espionage and intefligence gathering, fikely in
support of national interests alignad with the Iranian government.

Names:
+ Fox Kitten
+ Associated Groups: UNC757, Parisite, Pioneer Kitten

Location:

While specific operations| locations are not datailed, Fox Kitten is believed to have a nexus to the
Iranian governmeant.

First Seen:

Fox Kitten's activities have been obsarved since at least 2017

Observed:

Fox Kitten has been noted for Its broad targeting scope and sophisticated cyber operations
across vanous Industries and geographical reglons.

Techniques Used in all tactics

. Account Discovery {T1087): Accessed local and domain accounts.
. Archive Colected Data: Archive via Utility (T1560.001): Used 7-Zip for data archiving.
. Browser Information Discovery (T1217): Utilized Goegle Chrome bookmarks.
. Brute Force (T1110): Brute-forced RDP credentials,
. Command and Scripting Interpreter (T1089): Used Perl reverse shell, PowerShell scripts,
and cmd.exe.
B. Create Account: Local Account (T1136.001): Created local user accounts with
administrative privileges.
7. Credentials from Password Stores: Password Managers (T1555.005): Accessed KeePass
database,
8. Data from Cloud Storage (T1630): Obtained files from cloud storage,
3. Data from Information Repositories (T1213): Accassad sacurity and IT environments,
Microsoft Teams.
10, Data from Local System (T'1005): Searched local system resources,
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12. Establish Accounts (T1585): Created KeyBase and soclal media accounts,

13, Event Triggered Execution: Accessibility Features (T1546.008): Usad sticky keys.
14. Exploit Public-Facing Application (T1180): Exploited vulnerabifties in VPN appliances,
15. Exploitation of Remote Services (T1210): Exploited vulnerabilities in remote services.
16, File and Directory Discovery (T1083): Used WizTree for file and directory fistings.

17. Ingress Tool Transfer (T1105): Downloaded tools like PsExec.

18. Masquerading (T1036): Named tasks and binaries to appear legitimate.

19, Network Service Discovery {T1048): Used toolks like NMAP for scanning.

20. Obfuscated Files or Information (T1027): Base84 encoded payloads ard scripts.

21. OS Credential Dumping (T1003): Used produmgp and Yolume Shadow Copy.

22. Protocol Tunneling (T1572): Used tunneling for communication and RDP.

23, Proxy (T1090): Utilized reverse proxy tools.

24, Query Registry (T1012): Accessed Registry hives,

25. Remote Services (T1021): Used RDP, SMB, SSH, and VNC for lateral movemeant.

26. Remote System Discovery (T1018): Used Angry IP Scanner.

27. Scheduled Task/Job: Scheduled Task (T1063,005): Used for persistence and execution,
28, Server Software Component: Web Shell (T15605.003): Installed web shells,

29, Unsecured Credentials: Credentials In Files (T1552.001): Accessed files for credentials.
30. Valid Accounts (T1078): Used valid credentials for lateral movement.

31. Web Service (T1102): Used AWS for hosting C2.

Software Used by Fox Kitten

1. China Chopper (S0020): Web shell used for various malicious activities.
2. ngrok (S0608): Used for dynamic resolution, exfiltration, and proxy.

3. Pay2Key (S0556): Ransomware used for data encryplion and impaclL

4. PsExec {S0029): Tool for system process creation and lateral movement.

GALLIUM - Group Overview

Description:

GALLIUM is a cyberespicnage group active since at least 2012, primarily targeting
telecommunications companies, financial institutions, and government entities. Thelr activities
have been observed in various countries including Afghanistan, Australia, Belgium, Cambaodia,
Malaysia, Mozambigque, the Philippines, Russia, and Vietnam. GALLIUM is identified as a likely
Chinese state-sponsored group, based on their tocls and tactics, techriques, and proceduras
(TTPs) commonly associatad with Chinaese threat aclors,

Motivation:

GALLIUM's primary motivation appears to be espionage, likely driven by state-sponsored
objectives 1o gather intelligence from targeted countries and industries.

Names:
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* Associated Groups: Operation Soft Cell

Location:
While specific operational locations are not detailed, GALLIUM is believed to be based in China,

First Seen:

GALLIUM's activities have been observed since at least 2012.

Observed:

GALLIUM has been noted for its sophisticated cyber operations targating a range of sactors and
geographical regions, indicative of a broad intelfgence-gathering mission.

Techniques Used in all tactics

1. Acquire Infrastructure: Server [T1583.004): Usad Taiwan-basaed servers exclusive to
GALLIUM,
2. Archive Collected Data: Archive via Utility (T1560.001): Employed WIinRAR for data
compression and encryption,
3. Command and Scripting Interpreter: PowerShell (T1059.001): Utilized PowerShell for
execution, lateral movement, and credential dumping.
4., Create Account: Domain Account (T1136,002): Created high-privileged domaln user
accounts,
5. Data from Local System (T1005): Colected data including password hashes,
. Data Staged: Local Data Staging (T1074.001): Compressed and staged files in the Recycle
Bin,
7. Exfiltration Over C2 Channel (T1041): Used Web shells and HTRAN for data exfitration.
8. Exploit Public-Facing Application (T1190): Exploited vulnerabiities in servers and VPN
apphances.
9. External Remote Services (T1133): Utilized VPN services for access and persistence.
10. Hijack Execution Flow: DLL Side-Loading {T1574.002): Employed DLL side-loading
techniques.
11. Ingress Tool Transfer (T1105): Dropped additonal tools Including PsExec.
12, Lateral Tool Transfer (T1570): Used PsExat for lateral movement,
13. Masquerading: Rename System Utilities (T1036.003): Renamed cmd.exe for evasion.
14, Obfuscated Files or Information {T1027): Obfuscatad payloads and scripts.
15. Obtain Capabilities: Tool {T1588.002): Used a variety of toals, some modified.
16, OS Credential Dumping: LSASS Memory (T1003.001): Employed Mimikatz for credential
dumping.
17. Proxy: External Proxy (T1090.002): Used HTRAN for connection redirection,
18, Remote System Discovery (T1018): Utilzed NBTscan and ping for system discovery.
19. Scheduled Task/Job: Scheduled Task (T1053.005): Established persistence via scheduled
1asks,
20. Server Software Componant: Web Shell (T1505.003): Instalied web shells for persistence.,
21. Subvert Trust Controls: Code Signing (T1553.002): Usad stolen certificatas for tool
signing.
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23. System Network Connections Discovery (T1049): Used netstat for petwork connections
Information.

24. System Ownerj/User Discovery (T1033): Empioyed whoami and guery user.

25, Use Alternate Authentication Material: Pass the Hash (T1550.002): Authenticated via
pass the hash.

26, Valid Accounts (T1078): Leveraged valid accounts for network access.

27. Windows Management Instrumentation (T1047): Usad WM for axecution and tool
installation,

Software Used by GALLIUM

. at (S0110): Scheduled 1asks.

. BlackMould (S0564): Various malicious activities.

. China Chopper {S0020): Web shell for command execution and data collection.
. emd (50106): Command execution and system Informaticn gathering.

. HTRAN {S0040): Connection redirection and proxy,

. ipconfig (S0100): Network configuration discovery.

. Mimikatz (S0002): Credential dumping,

. NBTscan (S0590): Network service and system discovery.

. Net (S0039): Account discovery and network share access.

. Ping (S0097): Remote system discovery.

. PingPull {S1031): Various malicious activities including data exfiltration.

. PlugX (S0013): Command execution, data collection, and persistence.

. Poisonlvy (50012): Command execution, data collection, and persistence.
. PsExec (S0028): Lateral movement and system process craation.

. Reg (S0075): Registry query and modification,

. Windows Credential Editor (S0005): Cradantial dumping
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Gallmaker - Group Overview

Description:

Galimaker is a cyberespionage group known for targeting entities in the Middle East, particularly
in the defense, military, and government sectors, Active since at least December 2017, Gallmaker
is noted for its use of "living off the land” tactics, relying on tools that are already prasent on the
victim's system rather than deploying their own malware.

Motivation:

The primary motivation of Gallmaker appears to be espicnage, with a focus on gathering
inteligence from defense, military, and govarnment sectors.

Names:

+ Gallmaker



LOCauUOn.

While specific operational lccations are not detailed, Galimaker's activities have predomnantly
targeted entites in the Middle East.

First Seen:

Galimaker's activities have been obsarved since at least December 2017,

Observed:

Gallmaker has been noted for its sophisticated cyber operations targeting specific sectors,
indicative of g targeted intelligence-gathering mission,

Technigues Used in all tactics

1. Archive Collected Data: Archive via Utility (T1560.001): Gallmaker has utiized WinZip,
likety for archiving data prior to exfitration,

2. Command and Scripting Interpreter: PowerShell (T1059.001): Used PowerShell to
download additional payloads and for execution.

3. Inter-Process Communication: Dynamic Data Exchange (T1558.002): Attemptad to
expicit Microsoft's DDE protocol for access and execution.

4. Obfuscated Files or Information (T1027): Employed obfuscation techniques for shellcode
used during execution.

5. Phishing: Spearphishing Attachment {T1566.001): Sent emalls with maliclous Microsoft
Office documents attached.

6, User Execution: Malicious File {T1204.002): Distributed |lure documents prompting victims
10 "enable content” for execution.

Software Used by Gallmaker

Gallmaker's approach of 'living off the land' suggests a reliance on pre-axisting software and
system tools rather than deploying custom malware. This strategy involves the use of legitimate
system toois for malicious purposes, making detection more chalienging, Specific software or
tools used by Gallmaker, as per the provided Information, include;

1. WinZip: For archiving collectad data.
2. PowerShell: For downloading payloads and execution,
3. Microsoft Office: Utilized for crafting maliclous documents used in spearphishing aitacks,

Gamaredon Group - Group Overview

Description:

Gamaredon Group is @ cyber espionage threat group suspected to be linked to Russia’s Federal
Security Service (FSB), Active since at least 2013, the group primarily targets military, NGO,
judiciary, law enforcement, and non-profit organizations in Ukraine. The group's name,



Motivation:

The group's activities suggest a focus on intelligence gathering, fkely for geopolitical purposes,
given its targeting of Ukrainian entities and attribution to Russian state interests,

Names:

« Gamaredon Group
+ IRCN TILDEN

+  Primitive Bear

+ ACTINIUM

+ Armageddon

+ Shuckworm

+ DEV-0157

Location:

While the group's exact location s not specified, Itis attributed 10 Russia's FSB, Indicating a
potential base of operations in Russia.

First Seen:

Gamaredon Group's activities have been documented since at least 2013,

Observed:

The group has been observed conducting sophisticated cyber espionage operations, primarily
targeting Ukralnian entitias across varlous sectors,

Techniques Used in all tactics

1. Acquire Infrastructure: Domains (T1583.001): Used multiple domains for payloed staging
and C2.

2. Application Layer Protocol: Web Protocols (T1071.001): Employed HTTP anc HTTPS for
C2 communications.

3. Automated Collection {T1119): Deployed scripts for automatic scanning of documents.

4. Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder (T1547.001):
Registered Run keys for persistence.

5. Command and Scripting Interpreter: PowerShell, Windows Command Shell, Visual Basic
{T1059): Utilized various scripting methods for execution and C2.

5. Data Destruction (T1485): Used tcols to delete files and folders.

7. Exfiltration Over C2 Channel (T1041): Transferred collected files to C2 servers.

8. File and Directory Discovery (T1083): Scanned for Microsoft Office files to inject with
malicious macros.

9, Hide Artifacts: Hidden Window (T1564.003): Used hidcon for hidden batch file execution.
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security settings,

11. Indicator Removal: File Deletion (T1070.004): Daleted files used during operations.

12. Inter-Process Communication: Component Object Model (T1559.001): Inserted malicious
macros using Microsoft.Office.interop obgect.

13. Internal Spearphishing (T1534]: Sent phishing emails with malicious attachments
internally.

14, Masquerading: Match Legitimate Name or Location (T1036.005): Used legitimate
process names to hide malware.

15. Modify Registry (T1112): Altered registry values for VBA macro execution.

16. Obfuscated Files or Information (T1027): Delivered obfuscated scripts and payloads,

17. Office Appiication Startup (T1137): Inserted malicious macros for persistence.

18. Phishing: Spearphishing Attachment (T1566.001): Delivered spearphishing emails with
malicious attachments.

19. Process Discovery (T1057): Usad tools to enumerate processes.

20. Remote Services: VNC (T1021.005): Employed VNC tools for remote interaction.

21. Scheduled Task/Job: Scheduled Task (T10563.005): Created scheduled tasks for
axaecuhion,

22. Screen Capture (T1113): Captured screenshots of compromised computers,

23, Stage Capabilities: Upload Malware {T1608.001): Registered domains for payload staging.

24, System Binary Proxy Execution: Mshta, Rundli32 (T1218): Used system binaries for
axecution,

25, System Information Discovery (T1082): Gathered information about compromisad

systems,
26. User Execution: Malicious File (T1204,002): Encouraged users 10 execute malicious files,
27. Web Service (T1102): Used web services like GitHub for downloader retrieval.

Software Used by Gamaredon Group

1. Ping (S0097): For remote system discovery.

2. PowerPunch (S0685): A PowerShell-based tool.

3. Pteranodon (S0147): A backdoor malware.

4. QuietSieve (S0686): Usad for data collection and scresn capture.

GCMAN - Group Overview

Description:

GCMAN Is a cyber threat group known for targeting banks with the primary goal of transferring
money to e-currency services. The group's activities involve sophisticated cyber attacks against
financial institutions.

Motivation:

GCMAN's primary motivation appears to be financial gain, achieved through unauthorized bank
transfers to e-currency services.

Names:



+ GCMAN

Location:

The specific location af GCMAN is not detailed in the available information.

First Seen:

The group's activities were first reported in 2016.

Observed:

GCMAN has been observed conducting targeted attacks against banks, focusing on the illicit
transfer of funds,

Techniques Used in all tactics

1. Remote Services: SSH (T1021.004): GCMAN has utilized SSH (Secure Sheil) for lateral
movement within a network. This technique involves using SSH to access and control
systems remotely, often as parct of an effort to move laterally to different areas of a network.

2. Remote Services: VNC {T1021.005): The group has employed VNC (Virtual Network
Computing) for lateral movement, VNC is a graphical desktop-sharing systom that allows
remote control of another computer, which can be used for malicious purposes in a cyber
attack.

Software Used by GCMAN

« Putty: A free and open-scurce terminal emulator, serial console, and network file trensfer
apphication. GCMAN usas Putty for lateral movement, leveraging ite capabilities to remotely
access and control systoms within the target network,

* VNC: A graphical desktop-sharing system that uses the Remote Frame Buffer protocol to
remotely control ancther computer. GCMAN employs VNC for [ateral movement, utilizing it
10 gain control over systems within the target's network.

GOLD SOUTHFIELD - Group Overview

Description:

GOLD SOUTHFIELD is a financially motivated threat group knawn for operating the REvil
Ransomware-as-a-Service {RaaS|. Active since at least 2018, the group provides backend
infrastructure for affiliates recruited on underground forums to carry out high-value ransomware
deployments. In early 2020, GOLD SOUTHFIELD began stealing cata and extorting victims to
pay for their data to prevent public leaks,

Motivation:



The primary motivation of GOLD SOUTHFIELD is financial gain, achieved through ransomware
attacks and data extortion.

Names:

+ GOLD SCUTHFIELD
+  Associated with Pinchy Spider

Location:

The specific location of GOLD SOUTHRELD is not detaied in the available information,

First Seen:

The group's activities were first reported in 2018.

Observed:

GOLD SOUTHFIELD has been observed targeting a wide range of sectors, including exploiting
public-facing applications and conducting phishing campaigns.

Techniques Used in all tactics

1. Command and Scripting Interpreter: PowerShell (T1059.001): GOLD SOUTHFIELD has
executed PowerShell scripts on compromised hosts for staging and executlon,

2. Exploit Public-Facing Application (T1190): The group has exploited vulnerablilities in
Oracle WebLogic for initial cempromise.

3. External Remote Services (T1133): Utiized publicly-accessible RDP and remote
management and monitoring (RMM) servers for access.

4, Obfuscated Files or Information: Command Obfuscation (T1027.010): Executed base64
encoded PowerShell scripts on compromised hosts.

5. Phishing (T1666): Conducted malicious spam campaigns for access.

B, Remote Access Software (T1219): Used "ConnectWise Control* for deploving REw
ransomware,

7. Sereen Capture {T1113): Employed ConnectWise to obtain screen captures from victim
machines.

8. Supply Chain Compromise: Compromise Software Supply Chain (T1195.002): Distributed
ransomware by backdooring software installers.

9. Trusted Relationship (T1199): Breached Managed Service Providers (MSPs) 1o defiver
mabware.

Software Used by GOLD SOUTHFIELD

« ConnectWise (S0591): Used for PowerShell command exacution, screen capture, and
video capture.
» REvil Ransomware (S0496): Employed for vanous malclous activities including data
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Gorgon Group - Group Overview

Description:

Gorgon Group is a threat actor suspected to have connections 1o Pakistan, The group has
engaged in a mix of criminal and targeted attacks, Including campalgns acainst government
organizations in the United Kingdom, Spain, Russia, and the Unlited States.

Motivation:

The Gorgon Group's activities suggest a combination of ctiminal financial motives and targeted
attacks, possibly for espionage.

Names:

+ Gorgon Group

Location:
The group is suspected to be Pakistan-based or have connections to Pakistan.

First Seen:

The specific date of the group's first activities is nol provided in the avaitable information.
Observed:

Gorgon Group has been observed targeting a variety of sectors, Including government
organizations in several countries.

Techniques Used in all tactics

1. Boot or Logon Autostart Execution (T1547.001 & .009): Creating _Ink files and addng
Registry Run keys for persistence.

2. Command and Scripting Interpreter (T1059.001, .003, .005): Using PowerShell, cmd.exe,
and VBScripts for execution and payload downlozd.

. Deobfuscate/Decode Files or Information {T1140): Decoding BaseB4 encoded payloads.

. Hide Artifacts: Hidden Window (T1564.003): Concealing PowerShell windows,

. impair Defenses: Disable or Modify Tools {T1562.001): Disabling security features in
Micrasoft Office and Windows Defender,

. Ingress Tool Transter (T1105): Downleading additional tiles from C2 servers.

. Modify Registry (T1112): Deactivating security mechanisms in Microsoft Office.

. Native API (T1108): Leveraging Windows AP1 for execution.

Obtain Canabllitiee: Tool ITISRR 0072): Lieina taoale like OuacarRAT and Ramenes
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10. Phishing; Spearphishing Attachment (T1566.001): Sending emails with malicious
Microsoft Offica documents.

11. Process Injection (T1055.002 & .012): Using portable executable injection and process
holiowing.

12. User Execution: Malicious File (T1204.002): Encouraging users to launch malicious
attachments.

Software Used by Gorgon Group

+ NanoCore (S0336): A remote access tool with various capabliities inciuding audio and
video capture.

* njRAT (S0385): A remaote access trojan used for command axecution, data theft, and
surveillance.

* QuasarRAT (S0262): A remote access tool used for systemn information discovery,
keylegging, and remote control.

* Remcos (S0332): A comprehansive remote control toal with capabilities like keyiogging,
screen capture, and proceas injection.

Group5 - Group Overview

Description:
Group$s Is a threat group with suspected tles 10 Iran, although this attrlbution is not definitive.
The group has primarily targeted individuals connected to the Syran opposition, empioying

spearphishing and watering hole attacks. Their campaigns often revelve around Syrian and
lrankan themes.

Motivation:

The group's activities suggest a focus on esplonage, particularly targeting opposition groups
and individuals, iikely for political Intelligence gathering.

Names:

* Group5s

Location:

The group is suspected to have an iranian nexus.

First Seen:

The specific date of the group’s first activities is not detailed in the provided information.

Observed:



Group5 has been observed targeting individuals connecled Lo the Syrian opposition, using
thames relevant to Syrian and Iranian interests.

Techniques Used in all tactics

1. Indicator Removal: File Deletion (T1070.004): The malware used by Groupb can remotely
delete files from victims' systems.

2. Input Capture: Keylogging (T1056.001): Group%’'s malware has keylogging capabiities to
capture keystrokes.

3. Obfuscated Files or Information (T1027): The group disquises its malicious binaries with
multiple layers of obfuscation, including encryption.

4, Screen Capture (T1113): Groups's malware can capiure screenshots, allowing the aroup o
monitor victims' screens.

Software Used by Group5

+ NanoCore (S03386): A remote access tool with capabilities Bke audio capture, keviogging,
and system network configuration discovery.

* NjRAT (S0385): A remote access trojan used for a varlety of purposes, Including command
axecution, data theft, and surveillance.

HAFNIUM - Group Overview

Description:

HAFNIUM is a cyber esplonage group belleved to be state-sponsored and operating out of
China, Active since at least January 2021, HAFNIUM primarily targets » wide range of entities in
the United States, including infectious disease researchers, law firms, higher education
institutions, defense contractors, policy think tanks, and NGOs,

Motivation:

The group's activities suggest a focus on intelligence gathering, fikely for strategic national
Interests.

Names:

« HAFNIUM
« QOperation Exchange Marauder (Associated Group)

Location:
HAFNIUM is beliaved to operate out of China.

Firet Seen:



The group has bean active since at least January 2021,
Observed:

HAFNIUM has been observed targeting a diverse set of sectors in the United States, Indicating a
broad intelligence collection mandate,

Techniques Used in all tactics

1. Account Manipulation (T1098): HAFNIUM has been known to grant privileges 1o domain
accounts.
2. Acquire Infrastructure (T1583.003 & .006): The group operates from leased virtual private
servers in the Uniteg States and acquires web services for C2 and exfiltration.
3. Application Layer Protocol (T1071.001); Utilization of open-source C2 frameworks like
Covenant.
4. Archive Collected Data (T1560.001): Use of 7-Zip and WinRAR to compress stolen files for
exfitration,
5. Command and Scripting Interpreter (T1059.001 & .003): Execution of PowerShall scripts
and commands via cmd.exe.
6. Create Account: Domain Account (T1136.002): Creation of domalin accounts for
operations.
7. Data Encoding (T1132.001): ASCI! encoding used for C2 traffic.
8. Email Collection: Remote Email Collection {T1114.002): Use of web shells to export
malbox data.
9. Exfiltration Over Web Service (T1567.002): Data exfiltration to cloud storage services fika
MEGA,
10. Exploit Public-Facing Application (T1190): Exploitation of vulnarabilities in Microsoft
Exchange Server.
11. File and Directory Discovery (T1083): Searching file contents on compromised hosts.
12. Gather Victim Network Information (T1590): Gathering FQDNs and IP addresses of
Exchange servers.
13. Hide Artifacts: Hidden Files and Directories (T1564.001): Concealing files on
compromised hosts.,
14. Ingress Tool Transfer (T1105): Downloading tools like Nishang and PowerCat onto
compromised hosts.
15. OS Credential Dumping (T1003.001 & .003): Dumgping LSASS process memory and
stealing Active Diectory databases.
16. Process Discovery (T1057): Using taskiist 1o enumerate processes.
17. Remote System Discovery (T1018): Enumerating domain controdlers.
18. Server Software Component: Web Shell (T1505.003): Deployment of multiple web shells,
19, System Binary Proxy Execution: Rundli32 (T1218.011): Using rundi32 to load malicious
DLLs.
20. System Network Configuration Discovery (T1016): Collecting IP information and checking
network connectivity.
21. System Owner/User Discovery (T1033): Gathering user infarmation with whoami.
22. Valid Accounts: Local Accounts (T1078.003): Using the NT AUTHORITY\SYSTEM account
for operations,

Software Used by HAFNIUM



« ASPXSpy (S0073): A web shell used for server software component manipulation.

* China Chopper (S0020): A web shell known for its small size and powerful capabilities.

+ Impacket (S0357): A coliection of Pythen classes for working with network protocols,

v PsExec (S0029): A 100l for executing processes on other systems.

+ Tarrask {S1011): Malware used for token impersonation, command execution, and
scheduled tasks.

HEXANE - Group Overview

Description:

HEXANE is a cyber espionage threat group that has been active since at least 2017. The group
primarily targets organizations in the cil & gas, telecommunications, aviation, and internet
service provider sectors. Their activities have predominantly focused on entities located In the
Middie East and Africa, including Israel, Saudi Arabia, Kuwait, Morocco, and Tunisia. HEXANE's

tactics, techniques, and procedures {TTPs) bear similarities to APT33 and OilRig, but due to
differences in victims and tools, it is tracked as a separate entity.

Moativation:

The group's activities suggest a focus on espionage, likely aimed at gathering strategic
inteligence in the energy and telecommunications sectors.

Names:

+ HEXANE
+ Associated Groups: Lyceum, Siamesekitten, Spirlin

Location:
HEXANE's operations have primarily targeted the Middle East and Africa,
First Seen:

The group has been active since at least 2017

Observed:

HEXANE has been observed targeting 3 variety of sectors, with a focus on ol & gas,
telecommunications, aviation, and intermet service providers.

Techniques Used in all tactics

1. Acquire Infrastructure (T1583.001 & .002): Registering domains and setting up custom
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. Application Window Discovery (T1010): Using a PowerShell-based keylogging tool to
capture window titles.

. Brute Force (T1110 & .003): Employing brute force and password spraying attacks 1o
compromise credentialy,

. Command and Scripting Interpreter (T1059.001 & .005): Utilizing PowerShell-based tools
and scripts, and a VisualBaslc script for execution.

. Compromise Accounts (T1686.002): Compromising emaill accounts for spearphishing.

. Credentials from Password Stores (11555 & .003): Using tools to idantify and steal storad
credentials and passwords from web browsers.

. Establish Accounts (T1585.001 & .002): Creating fraudulent social media and email
accounts for targeting.

. Exfiltration Over Web Service (T1567.002): Using cloud services like OneDrive for data
exfitration,

. Gather Victim Identity Information (T1589 & .002): Identifying specific potential victims
and collecting email addresses.

. Ingress Tool Transfer (T1105): Downloading addtional payloads and scripts onto

compromised hosts,

Input Capture: Keylogaing (T1056.001): Employing a PowerShell-based keylogaer.

Internal Spearphishing (T1634): Conducting spearphishing attacks against internal targets.

Obtuscated Files or Information (T1027.010): Using Basetd-encoded scripts.

Obtain Capabllities: Tool {T1588.002): Acquiring and customizing tools like Mimikatz and

Empire.

Permission Groups Discovery: Local Groups [T1069.001): Enumerating local groups on

compromised systems.

Process Discovery (T1057): Enumerating procasses on targeted systems.

Remote Services: Remote Desktop Protocol {T1021.001): Using RDP for lateral mevemant,

Remote System Discovery (T1018): Enumerating domaln machines,

Scheduled Task/Job: Scheduled Task (T1053.008): Establishing persistence for

keyloggers.

Software Discovery (T1518): Enumerating installed programs.

Stage Capabilities: Upload Malware {T1608.001): Staging malware on fraudulent websites,

System Information Discovery (T1082): Collecting hostname information.

System Netwark Configuration Discovery (T1016 & .001): Using tools for netwark

discovery and internet connestivity checks.

System Network Connections Discovery (T1049): Maonitoring connections using netsiat,

System Owner/User Discovery (T1033): identifying the current user with whoami.

User Execution: Malicious File {T1204.002): Relying an victims executing malicious file

attachments.

Web Service: Bidirectional Communication {T1102.002): Using cloud services for

command and control.

Software Used by HEXANE

BITSAdmin (S0190): Used for BITS jobs and exfiltration,

DanBot (51014), DnsSystem (S1021), Kevin (S1020), Mitan (S1015), Shark {(S1019):
Various custom tools for command execution, data exfiltration, and C2 communication.
Empire {S0363): A post-exploitation framework.

Mimikatz (S0002): A tool for credential dumping and manipulation.

PoshC2 (S0378): A remate administration and post-exploitation framework.,



rmigaisa - Group uverview

Description:

Higaisa is a cyber threat group suspectad to have origins in Scuth Korea, The group has been
active in targeting government, public, and trade organizations primarily in North Korea, but their
activities have also extended to China, Japan, Russia, Poland, and other nations. Higaisa's
operations include a mix of cyber espionage and targeted attacks, and the group has been
active since at least 2008, with its activities first disclosed in early 2018,

Motivation:

Higaisa's activities suggest a focus on espionage and intelligence gathering, particularty
targeting entities related to government and trade.

Names:

+ Higaisa

Location:

The group has targated entities primarily in North Karea, with additional activities in China,
Japan, Russia, Poland, and othar countries,

First Seen:

Higaisa has been operational since at least 2009, with public disclosure of its activities occurring
inearly 2019,

Observed:

Higaisa has been observed targeting a variety of sectors, with a particular focus on government,
public, and trade organizations.

Techniques Used in all tactics

1. Application Layer Protocol (T1071.001): Higaisa used HTTE and HTTPS for data exfiltration
16 C2 servers,

2. Boot or Logon Autostart Execution (T15647.001): Added spoofed binaries to the startup
folder for persistence.

3. Command and Scripting Interpreter (T1059,003, .005, .007): Utilized emd.exe, VBScript,
and JavaScript for execution,

4. Data Obtuscation (T1001.003): Employed FakeTLS sessions for C2 communications.

. Deobfuscate/Decode Files or Information {T1140): Used certutil for decoding Base64

binaries and XOR for data decryption,
6. Encrypted Channel (T1573.001): Utilized AES-128 encryption for C2 wrattic.

wn
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2. Exploitation for Client Execution (T1203): Exploted CVE-2018-0728 for execution.
9. Hide Artifacts (T1564.003): Created payloads that cperate In hidden windows,

10. Mijack Execution Flow (T1674.002): Used DLL side-loading techniques.

11. Masquerading (T1036.004): Named a shellcode loader binary to mimic legitimate system
processes.

12. Native API (T1106): Callad various OS native APls.

13. Obfuscated Files or Information (T1027 & .001): Employed Base64 encoding and binary
padding.

14, Phishing: Spearphishing Attachment (T15666.001): Sent spearphishing emails with
malicious attachments.

15. Precess Discovery (T1067): Attempted to find the process 1D of the current process.

16. Proxy: Internal Proxy (T1090.001): Utllized system proxy settings for C2 communication.

17. Scheduled Task/Job: Scheduled Task (T1053.005): Dropped and added executables to
scheduled tasks for persistence.

18. Scheduled Transfer (T1029): Sent system identiflers to CZ server at regular intervals,

19. System Information Discovery (T1082): Collected system volume serial number, GUID, and
computer name.

20, System Network Configuration Discovery (T1016): Used ipconfia for network
configuration information,

21. System Time Discovery (T1124): Gathered current system time,

22. User Execution: Malicious File (T1204.002): Relied on users executing malicious email
attachments.

23, XSL Script Processing (T1220): Wtilized XSL files to run VBEScript code,

Software Used by Higaisa

+ certutil {S0160): Us=d for decoding fies and nformation, and transferring ingress tools.

+ ghOst RAT (S0032): A remote sccess tool with varicus capabilities including keylogging,
process injection, and screen capture.

+ PlugX (S0013): A malware family known for its extensive capabdities, inciuding command
execution, data exfiltration, and system information discovery.

Inception - Group Overview

Description:

Inception is a sophisticated cyber esplonage group that has been active since at least 2014, This
group is known for its complex and muitifaceted atlacks, targeting multiple industries and
governmental entities primarily in Russia. However, their activities have also spanned the United
States, Europe, Asia, Africa, and the Middle East.

Motivation:

The primary mativation of Inception appears to be espionage, with a focus on gathering
inteligence from a wide range of global targets,

Names:



* Inception
+ Inception Framework
+ Cloud Atlas

Location:

Inception has targeted entities primarily in Russia but has also been active in the United States,
Europe, Asia, Africa, and the Middle East,

First Seen:

The group has bean operational since at least 2014,

Observed:

Inception has been observed targeting a variaty of sectors, including government organizations,
across multiple regions.

Techniques Used in all tactics

1. Application Layer Protocol (T1071.001): Utilized HTTP, HTTPS, and WebDav for network
communications.

2. Boot or Logon Autostart Execution (T1547.001): Maintained persistence by modifying
Registry run key values.
3. Command and Scripting Interpreter (T1059.001, .00%5): Executed malicious commands
and payloads using PowerShell and VBScript.
4. Credentials from Password Stores (T1655,003): Employed 3 browser plugin to steal
passwords and sessions from various web browsers.
5. Data from Local System (T1005): Used a file hunting plugin to colect sensitive files from
infected hosts.
5. Encrypted Channel (T1573.001): Encrypted network communications using AES.
7. Exploitation for Client Execution (T1203): Exploited varicus vulnerabilities for execution,
Including CVE-2012-0158 and CVE-2017-11882.
8. File and Directory Discovery {T1083): Collected information about files and directories on
local and remote drives.
9. Obfuscated Files or information (T1027): Encrypted malware payloads with AES and RC4
encryption,
10. Obtain Capabilities: Tool {T1588.002): Acquired and used open-source tools Eke LaZagne.
11. Permission Groups Discovery: Domain Groups (T1069.002): Gathered domain
membership information using malware modules,
12. Phishing: Spearphishing Attachment (T1566.001): Used weaponized documents in
spearphishing emails for initial compromise,
13. Process Discovery (T1057): Identified active processes and associated loaded modules.
14. Proxy: Multi-hop Proxy (T1080.003): Utilized compromised routers to proxy C2
communications.
15. Software Discovery (T1518): Enumerated installed software on compromised systems,
16. System Binary Proxy Execution: Mshta (T1218.008): Executed malicious HTA files.
17. System Binary Proxy Execution: Regsvr32 (T1218.010): Ensured pessistence using
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18. System Information Discovery (T1082): Gathered information about the operating system
and hardware.

19. Template Injection (T1221): Used decoy documents to load malicious remote payloads.
20, User Execution: Malicious File (T1204.002): Lured victims into exacuting makcious files.
21. Web Service (T1102): Incorporated cloud service providers inta their C2 infrastructure.

Software Used by Inception

+ LaZagne (S0349): Used for extracting credentials from various sources on the infected
host.

+ PowerShower (S0441): A PowerShell-based tool for various malicious activities including
data encoding and system information discovery.

+ VBShower (S0442): A Visual Basic script used for execution and indicator removal.

IndigoZebra - Group Overview

Description:

IndigoZebra is a cyber esplonage group suspected to have Chinese origins. Active since at least
2014, the group primarily targets Central Asian governments, employing sophisticated cyber
espionage tactics.

Motivation:

The primary motivation of IndigoZebra appears to be espionags, focusing on gathering sensitive
information from governmant entities in Central Asia.

Names:

+ IncigoZebra
Location:
The group primarily targets Central Asian governments.
First Seen:
IndigoZebra has been active since at least 2014,
Observed:

The group has been observed conducting cyber espionage activities against Central Asian
governments,



lecnniques used in all tactics

1. Acquire Infrastructure: Domains (T1583.001): Established domains for operations, some
mimicking official government domains.

2. Acquire Infrastructure; Web Services (T1583.006): Crestad Dropbex accounts for
operations.

3. Compromise Accounts: Email Accounts (T1586.002): Compromised legitimate amail
accounts for spearphishing operations,

4. Ingress Tool Transfer (T1108): Downloaded additional files and tools from its C2 server.

5. Obtain Capabilities: Tool (T1588.002): Acquired open-source 1005 like NBTscan and
Meterpreter.

5. Phishing: Spearphishing Attachment (T1566.001): Sent spearphishing emails with
malicious password-protectad RAR attachments.

7. User Execution: Malicious File (T1204.002): Urged recipients to review modifications in
files attached to spearphishing emails, tnggering the attack.

Software Used by IndigoZebra

+ BoxCaon (S0651): Used for vanous purposes including data exfiltration, file discovery, and
command execution

* Poisonivy (50012): Employed for keylogging, process injection, and data exfiltration.
+ xCaon (SD653): Utilized for web protocel communication, data encoding, and software
discovery.

Indrik Spider - Group Overview

Description:

Indrik Splder is & Russia-based cybercriminal group, active since at least 2014, initially known for
deploying the Dridex banking Trojan, the group shifted to ransomware operations around 2017,
using BitPaymer, WastedlL.ocker, and Hades ransormware. Following U.S, senctions and an
indictment in 2019, Indrik Spider diversified their tactics and toolsel.

The primary maotivation of Indrik Spider appears to be financial gain, primarily through banking
Trojans and ransonmware operations,

Names:

* Indrik Spider
» Associated with Evil Corp

Location:

Based in Russia, with global targets.



First Seen:

Active since at least 2014,

Observed:

Observed conducting banking fraud and ransomware cperations globally.

Techniques Used in all tactics

 f

Command and Scripting Interpreter: PowerShell (T1059.001): Used PowerShell Empire
for malware execution,

. Command and Scripting Interpreter: Windows Command Shell (T1052.003): Employed

batch scripts for execution.

. Compromise Infrastructure: Server (T1584.004): Served fake updates via compromised

legitimate webgites.

. Create Account (T1136): Utilized wmic.exe 10 add naw users to systems.
. Data Encrypted for Impact (T1486): Encrypted domain-controlled systems using

BitPaymer.

6. Data Staged: Local Data Staging (T1074.001): Stored collected data in tmp files.

10.

1

12.

13.

14.

15.

16.
17.

18.

19.

20.

. Develop Capabilities: Mahvare (T1587.001): Developed malware, Including BaPaymer and

WastedLocker.

., Domain Policy Modification: Group Policy Maodification (T1484,001): Usad Group Policy

Objects to deploy scripts

. Establish Accounts: Emall Accounts (T1585.002): Created email accounts for ransomware

communications.

Impair Defenses: Disable or Modity Tools {T1562.001): Leveraged Windows Defender to
disable scanning and real-time monitoring.

Indicator Removal: Clear Windows Event Logs (T1070.001): Used Cobalt Strike to clear
log files.

Ingress Tool Transfer (T1105): Downloaded scripts, malware, and tools onto compromised
hosts.

Masquerading: Match Legitimate Name or Location {T1036.005): Used lake updates for
FlashPlayer and Google Chrome.

OS Credential Dumping: LSASS Memory (T1003.001): Employed Cobalt Strike for
credential dumping.

Remote System Discovery (T1018): Used PowerView for Active Directory database
epumeration.

Service Stop (T1489): Stopped services pnor to ransomware execution,

System Service Discovery (T1007): Retrieved a list of services using the win32_service
WMI class.

User Execution: Malicious File (T1204.002): Attempted to get users to click on malicious
zipped fiss,

Valid Accounts: Domain Accounts (T1078.002): Collected credentials, including domain
accounts.

Windows Management Instrumentation (T1047): Executed commands on remote
computers using WMIC.

Software Used by Indrik Spider



+ BitPaymer {S0570): Used for impact encryption and varicus other malicious activities.

+ Cobalt Strike {S0154): A versatile tocl used for a wide range of maticious activities,
including credential dumping and remote execution.

+ Donut {(S0695): Employed for command execution and obluscation.

+ Dridex (S0384): A banking Trojan used for financial fraud,

+ Empire (S0363): Utlized for command execution, credential dumping, and other malicious
activities,

* Mimikatz (S0002): Used for credential dumping and manipuation.

+ PsExec {S0028): Employed for lateral movement and service execution,

* WastedLocker (S0612): Another ransomware tool used for encrypting victim data.

Ke3chang - Group Overview

Description:

Ke3chang, attributed to actors operating out of Ching, is a threat group known for targeting a
variety of sectors ncluding oil, government, diplomatic, miitary, and NGOs, Ther activities have
been cbserved in Caniral and South America, the Caribbesan, Europe, and North America since at
least 2010.

Motivation:

Ke3chang's primary motivation appears to be cyber asplonage, targating a wide range of
international governmental and diplomatic entities,

Names:

» Ke3chang
+ APT1S

+ Mirage

+ Vixen Panda
+ GREF

« Playlul Dragon
+ RoyalAPT

* NICKEL

Location:

Based in China, with global targetng scope.
First Seen;

Active since at least 2010.

Observed:



Observed conducting espionage activities against a varlety of nternational targets.

Techniques Used in all tactics

1.

10.
1.

12.
13.

14.
16.
1B.
17.
18.
19,
20.
21.
22.

23.
24.

26.
28,

27,

28.

29.

-n

Account Discovery {T1087): Used commands like net localgroup adninlstrators for
account discovery.

. Application Layer Protocol (T1071): Communicated over HTTP/HTTPS/DNS with C2

servers,

. Archive CoFected Data (T1560): Known to compress data bafore exfiltration.
. Boot or Logon Autostart Execution (T1547.001): Achieved persistence by adding Run keys,
. Command and Scripting Interpreter (T1069): Utilized batch scripts and command-line

interface for execution.

, Create or Modify System Process (T1543.003): Established persistence through services

like RoyalDNS,

. Data from Information Repositories {T1213.002): Used tools like spwebmember for

SharePont data dumping.

. Data from Local System (T1008): Gathered information and files from local directories.
. Deobfuscate/Decode Files or Information (T1140): Deobfuscated BaseS4-encoded

sheflcode strings.

Develop Capabllities: Malware (T1587.0017): Developed custom malware for operations,
Email Collection: Remote Email Collection (T1114.002): Dumped data from Microsoft
Exchange mallboxes,

Exfiltration Over C2 Channe! (T1041): Transferred data through backdoor C2 channels.
Exploit Public-Facing Application (T1190): Exploited wiinerable Microsoft Exchange and
SharePoint servers.

External Remote Services (T1133): Accessed networks through VPNs using compromisad
accounts,

File and Directory Discovery (T1083): Searched files and directories via command-lina.
Ingress Tool Transfer (T1105): Downloaded fites to compromised machines.

Input Capture: Keylogging (71056.001): Employed keyloggers in their cperations.
Masquerading {(T1038): Used right-to-left override and legitmate software paths for
masquerading.

Obfuscated Flles or Information (T1027): Utlized Baset4-encoded shellcode strings.
Obtain Capabilities: Tool {T1588.,002): Acquired tools like Mimkatz for operations.

OS Credential Dumping (T1003): Dumped credentials using tools like Mimikatz and
gsecdump,

Permission Groups Discovery: Domain Groups (T1069.002): Performed discovery of
permission groups.

Process Discovery (T1067): Conducted process discovery using taskEst commands,
Remote Services: SMB{Windows Admin Shares (T1021.002): Copied files to network
shares for lateral movement.

Remote System Discovery (T1018): Used tools like Ping for network scanning,

Steal or Forge Kerberos Tickets: Golden Ticket (T1568.001): Generated Kerberns golden
tickets.

System Information Discovery (T1082): Collected operating system and hardware
information.

System Location Discovery: System Language Discovery (T1614.001); Identified system
language 1D,

System Network Configuration Discovery (T1016): Performed network configuration

discovery.
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discovery.
31. System Owner/User Discovery (T1033}): Collected signed-in usemame information,
37, System Service Discovery (T1007): Discovered services using net start commands.

33. System Services: Service Execution (T1669.002): Used tools like RemoteExec for remote
execution,

34, Valid Accounts (T1078): Utilized legitimate credentlals for access.

Software Used by Ke3chang

+ ipconfig (S0100): Used for system network configuration discovery.

* Mimikatz (S0002): Employed for credential dumping and manipulation.

* MirageFox (S0280); Utilized for command execution and system information discovery,

* Neolchor (S0691): Used for various malicious activities Including data collection and
system discovery.

+ Net (S0039): Applied for account discovery, remote services, and system discovery.

« petstat (S0104): Used for system network connections discovery.

+ Okrum {S0439): Employed for command execution, data exfitration, and system discovery.

+ Ping (S0097): Utlized for remote system discovery.

« spwebmember (S0227): Used for SharePoint data collection,

+ Systeminfo {S0057): Applied for system information discovery.

+ Tasklist (SO057): Used for procass and software discovery.

Kimsuky - Group Overview

Description:

Kimsuky Is @ North Kerea-based cyber esplonage group, active since at least 2012, The group
has primarily targeted South Korean government entities, think tanks, and individuals identified
as experts in vanious fields. Over time, Kimsuky expanded its operations to include the United
States, Russia, Europe, and the UN, focusing on foreign policy and national security issues
related to the Koraan peninsula, nuciear policy, and sanctions

Motivation:

Kimsuky's primary motivation sppears 1o be gathering intelligence on foreign policy and national
secwrily issues, particularly those refated 10 North Korea's geopaolitical interests.

v Kimsuky

+ STOLEN PENCIL
* Thallium

+ Black Banshee
+ Velvet Chollima

Location:



Based in North Korea, with global targeting scope,

First Seen:

Active since st least 2012,

Observed:

Notable campaigns include the 2014 Korea Hydro & Nuclear Power Co, compromise, Opearation
STOLEN PENCIL (2018), Operation Kabar Cobra {2019), and Operation Smoke Screen {2019).

Techniques Used in all tactics

1

. Account Manipulation (T1098): Added accounts to specific groups using net

Localgroup .

. Acquire Infrastructure (T1583): Registered domains, purchased hosting servers, and

hosted content via web services.

. Adversary-in-the-Middle (T1657): Used modified versions of PHProxy for web tratfic

examination.

. Application Layer Protocol (T1071): Utilized HTTP, HTTPS, FTP, and mail protocols for C2

communications.

- Archive Collected Data (T1660): Employed QuickZip and RC4 encryption for data

archiving.

. Boot or Logon Autostart Execution (T1547.001): Placed scripts in the startup folder and

modified Registry keys for persistence.

. Browser Extensions {T1176): Used Google Chrome extensicns for infection and data theft.

8. Command and Scripting Interpreter (T1059): Executed PowerShell, Windows Command

13.
14.
15.

18.
17.
18.
19.

20.
21,
22,
23,
24,
25.

Shell, Visual Baesic, Python, and JavaScript scripts.

. Compromise Accounts (T1586): Compromised emall accounts for spearphishing.
10.
1.
12.

Create Account (T1136.001): Created local accounts using net user .
Create or Modify System Process (T1643.003): Created new services for persistence.

Credentials from Password Stores (T1555.003): Stole passwords and cookies using
browser extansions and tools.

Data from Local System (T1005): Cofected documants from victims.
Data Staged (T1074.001): Staged data under specific directories.

Deobfuscate/Decode Files or Information {T1140): Decoded malicious VBScripls using
Base64,

Develop Capabllities (T1587): Created mailing toolkits and deveicped unique malware.
Email Collection {T1114): Used tocls fike MallFetch to collect emails.

Establish Accounts (T1585): Created social media and emall accounts for operations.
Event Triggered Execution (T1546.001): Altered default program associations in the
Registry.

Exfiltration Over C2 Channel (T1041): Exfitrated data via C2 channels.

Exfiltration Over Web Service (T1567.002): Exfiltrated data ta Blogspot accounts,
Exploit Public-Facing Application (T1190): Expioited vuinerabiities ke CVE-2020-0688,
External Remote Services (T1133): Used RDP for persistence.

File and Directory Discovery (T1083): Enumeratad files and directories.

Gather Victim identity Information (T1589): Collected emall addresses and employee
names.



£0
27
28
29
30

3.
32.
33.
34.
35.
36.
37.
38,

39.
40,

a

4z,
43,
44,
as.
46.
a7,
43,

49,
80.
51.
82,
53.

54.

55
56

57
58
59
60
61
62
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. Hide Artifacts (T1564): Used techniques to hide usars and windows,

. Impair Defenses (T1662): Disabled security tools and system firewal.

. Indicator Removal (T1070): Deleted exfiltrated data and used timestomp.

. Ingress Tool Transfer (T1105): Downloaded additional tocts and malware,

Input Capture (T1066.001): Employed keyloggers.

Internal Spearphishing (T1534): Sent internal spearphishing emails for lateral movement.

Masquerading (T1036): Disguised C2 addresses and services,

Modify Registry (T1112): Altered Registry settings for macros and persistence,

Multi-Factor Authentication Interception (T1111): Intercepted one-time passwords.

Network Sniffing (T1040): Used tools like SniffPass for password capture.

Obfuscated Files or Information (T1027): Employed XOR encryption and Basa64 encoding.

Obtain Capabilities (T15888): Acquired tools like Nirsoft WebBrowserPassView and

Mimikatz,

0OS Credential Dumping (71003.001): Dumped credentials using Mimikatz and ProcDump.

Phishing (T1566): Used spearphishing with attachments and links.

. Phishing for Information (T1598.003): Employed finks in emails for information theft.

Process Discovery (T1057): Gathered a list of running processes.

Process Injection (T1055): Used technigues like process holowing.

Query Registry (T1012): Obtained Registry keys and values.

Remote Access Software (T1219): Utilized modified TeamViawer for C2.

Remote Services (T1021.001): Used RDP for remote access.

Scheduled Task/Job (T1053.005): Downlcaded malware via scheduled tasks.

Search Open Websites/Domains (T15693): Used social media and search engnes for

reconnalssance.,

Search Victim-Owned Websites (T15694): Searched target company websites,

Server Software Component (T1606.003): Used PHP web shells for access.

Software Discovery (T1518.001): Checked for antivirus software.

Stage Capabilities (T1608,001): Used Blogspot 10 host makcious content.

Subvert Trust Controls {T156563.002): Signed fileg with fake names.

System Binary Proxy Execution (T1218): Used mshta.exe, regsvr32s, and rundll32.exe for

execution,

. System Information Discovery (T1082): Enumerated system information,

. System Network Configuration Discovery (T1016): Used ipconfig/all for network
Infarmation.

. System Service Discovery (T1007): Gathered service names.

. Unsecured Credentials (T1552.001): Obtained cradentials from saved mai.

. Use Alternate Authentication Material (T1550.002): Employed pass the hash technigue.

. User Execution (T1204): Lured victims to click mabcious inks and files.

. Valid Accounts (T1078,003): Added Windows admin accounts for RDP access.

. Wab Service (T1102.002): Used Blogspot pages for C2,

Software Used by Kimsuky

AppleSeed (S0622): A multifunctional tool used for various malicious activitles,
BabyShark (S0414): Employed for data collection and system information discovery.
Brave Prince (S0262): Usad for exfiltration and system discovery.

CSPY Downloader (S0527): A downloader used lor various purposes including software
packing.

Gold Dragon (S0249): Utilized for data collection and systam information discovery.
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Mimikatz (S0002): Employed for cradential dumping and manipulation.
NOKKI (S0353): Usad for data collection and system information discovery.
PsExec (S0028): Utilized for remate execution and lateral movement.
schtasks (S0111): Used for scheduling tasks and jobs.

LAPSUSS - Group Overview

Description:

LAPSUSS is a cyber criminal threat group that has been active since at least mid-2021. The
aroup is known for its large-scale secial engineering and extortion operations, including
destructive attacks without the use of ransomware. LAPSUSS has targeted a wide range of
sectors globally, ncluding government, manufacturing, higher education, energy, heaithcare,
technology, telecommunications, and media.

Motivation:

The primary motivation of LAPSUSS appears to be financial gain through extortion and possibly
disruption,

Names:

* LAPSUSS
+ DEV-0537

Location:

Not specified, but the group has targeted organizations globally.

First Seen:

Active since at least mid-2021,

Observed:

LAPSUSS has been involved in various high-profile attacks and extortion campaigns against
major organizations across different sectors.

Techniques Used in all tactics

1. Account Access Removal (T1531): Removed global admin accounts to lock organizations
out of access.

2. Account Discavery {T1087.002): Used AD Explorer to enumerate users on networks.
3. Account Manipulation (T1098.003): Added global admin roles in cloud Instances.
4 Acauire Infrastructure (T1582 003): Ltlizad VES hnastinag for Infrastnicture



5. Compromise Accounts (T1586.002): Psid for credentials from employees and partners.
5. Compromise Infrastructure (T1584.002): Reconfigured DNS records to control domains,
7. Create Account (T1136,003): Created cloud accounts for perssience.
8. Credentials from Password Stores (T1665): Accessed web browsers and password
managers for credentials.
9. Data Destruction (T1485): Deleted systems and resources in cloud and on-premises.
10. Data from Information Repositories (T1213): Searched for coliaboration channels for
credentials,
11. Data from Local System (T1005): Uploaded sansitive files for extortion.
12. Email Collection (T1114.003): Set mail transport rules in Office 365.
13. Exploitation for Privilege Escalation (T1068): Exploited vulnerabilties in servers for
escalation.
14, External Remote Services (T1133): Accessed VPN, RDP, and VDI systems.
15. Gather Victim Identity Information (T1588): Collected detailed employee information.
16. Gather Victim Org Information (T1591): Acquired knowledge of organizational structures.
17. Impersonation (T1656): Impersonated legitimate users for access.
18. Madify Cloud Compute Infrastructure (T1578); Created and deleted cloud instances,
19. Multi-Factor Authentication Interception (T1111): Replayed stolen session tokens.
20. Multi-Factor Authentication Request Generation (T1621): Spammed users with MFA
prompts.
21. Obtain Capabilities (T1688): Acquired malware and tools like Radline and AD Explorer.
22. OS Credential Dumping (T1003): Used tools to extract Active Directory database.
23. Permission Groups Discovery (T1069.002): Enumsrated groups using AD Explorer.
24, Phishing for Information (T1598.004): Spearphishing via velce calls 1o help desks,
25, Proxy (T1090): Used NordVPN for egress points,
26, Search Closed Sources (T1597.002): Purchased technical data and credentials.
27. Search Open Websites/Domains (T1593.003): Searched code repositories for credentials,
28, Service Stop (T1489): Shut down virtual machines in VMware ESXIi Infrastructure.
29, Trusted Relationship (T1198): Accessed identity providers like Azure AD and Okta.
30. Unsecured Credentials (T1552.008): Taergeted collaboration tools for credential hunting.
31. User Executlon (T1204): Recrulted organization employees for system access,

32, Valid Accounts (T1078): Used compromised credentials for access to VPN, VDI, ROP, and
IAMS.

Software Used by LAPSUS$

* Mimikatz (S0002): Used for various credential dumping and manipulation technigues.

Lazarus Group - Group Overview

Description:

Lazarus Group is a North Korean state-sponsored cyber threat group, attributed to the
Reconnaissance General Bureau. Active since at least 2009, it has been involved in high-profile
cyber attacks, including the 2014 destructive wiper attack against Sony Pictures Entertainment
as part of Operation Blockbuster, The group's malware has been inked to various campaigns like
Operation Flame, Operation IMission, Operation Troy, DarkSeoul, and Ten Days of Rain.



The primary motivations of the Lazarus Group include espicnage, dsta theft, financial gain, and
disruption of targeted organizations,

Names:

*+ Lazarus Group

+ Labyrnth Chollima
+ HIDDEN COBRA

* Guardians of Peace
+ ZINC

* NICKEL ACADEMY

First Seen:

Active since at least 2009,

Observed:

Lazarus Group has been involved In numerous cyber esplonage and sabotage operations,
targeting a wide range of industries and organizations woridwide.

Techniques Used in all tactics

1. Access Token Manipulation (T1134.002): Lazarus Group's keylogger KiloAlfa obtains user
tokens for execution under user context.
2. Account Discavery {T10872.002): Used in Operation Dream Job for querying sctive
directory servers.
3. Account Manipulation (T1098): Malware attempts ta rename administrator accounts.
4, Acquire Infrastructure (T1583): Acquired domains, servers, and web services for
campaigns.
5. Adversary-in-the-Middle (T1557.001): Executed Responder for credential harvesting.
5. Application Layer Protocol (T1071.001): Conducted C2 over HTTRHTTPS
7. Application Window Discovery (T1010): Malware reported window titles of running
processes.
8. Archive Colfected Data (T1560): Used RAR for data compression and encryption.
9. Boot or Logon Autostart Execution (T1547): Mantained persistence via startup folder and
Reglstry Run keys,
10. Brute Force {T1110.003): Usad password spraying techniques.
11. Command and Scripting Interpreter (T1059): Employed PowerShall, Windows Command
Shell, and Visual Bagic for execution.
12. Compromise Infrastructure (T1584): Compromisad domains and servers for C2
infrastructure,
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14. Data Destruction (T1485): Used custom secure delete functions.

15, Data Enceding (T1132.001): Encoded data with baseG4.

16. Data from Local System (T1005): Cofected data and files from networks,

17. Data Obfuscation (T1001.003): Used FakeTLS for communication encryption.

18. Data Staged (T1074.001): Staged data in %TEMP% directory.

19. Debugger Evasion (T1622): Employed tools to detect debuggers,

20. Defacement (T1491.001): Replaced system wallpaper with threatening images.

21. Deobfuscate/Decode Files or Information [T1140): Used shellcode within macros for
decryption.

22. Develop Capabilities (T1587): Developed custom malware and tools.

23. Disk Wipe (T1561): Employed various methods for disk wiping.

24, Drive-by Compromise (T1189); Dellvered malware via compromised websites,

25. Encrypted Channel (T1573.001): Used symmetric cryptography for C2 traffic encryption.

26. Establish Accounts (T1585): Created social media and emall acceunts for spearphishing.

27. Exfiltration Over Alternative Protocol (T1048.003): Used SMTP for data exfiltration.

28. Exfiltration Over C2 Channel (T1041): Exfitrated data over C2 channels.

29. Exfiltration Over Web Service (T1667.002): Used cloud storage for data exfiltration.

30. Exploitation for Client Execution (T1203): Exploitad Adobe Flash vulnerability.

31, Faliback Channels (T1008): Used multiple C2 servers for data transmission.

32, File and Directory Discovery (T1083): Identified target files by extension.

33. Gather Victim Identity Information (T15898.002): Collected email addresses for phishing
campaians.

34. Gather Victim Org Information {T1581): Studied public information for spearphishing.

35, Hide Artifacts (T1564.001): Used hidden files and directories.

36. Hijack Execution Flow [T1574): Replaced DLLs for payload execution.

37. impair Defenses (T1662): Disabled or modified system defenses.

38, Impersonation (T1656): Imparsonated HR personnel for social engineering.

39. Indicator Removal (T1070): Employed various methods for indicator removal.

40, Indirect Command Execution (T1202): Usad forfilas.exe for execution,

41, Ingress Tool Transfer (T1105): Downloaded tools and malwsare onto hosts,

42, Input Capture (T1056.001): Used keylogging functionality.

43, Internal Spearphishing (T1634): Conducted spearphishing within organizations,

44, Masquerading (T1036): Disguised malicious code and utiities.

45, Multi-Stage Channels {T1104): Used multi-stage malware components.

45, Native API (T1106): Employed various Windows API functions.

47. Network Service Discovery {T1046): Usad nmap for port scanning,

48, Non-Standard Port (T1571): Created port-protocol mismatches,

49, Obfuscated Files or Information (T1027); Used multiple encryption and encoding methods,

50. Obtain Capabilities {T1588): Acqguired various tools and digital certificates,

51. Phishing (T1566): Used spearphishing with altachments and links,

52. Pre-0S Boot (T1542.003): Moditied the Master Boot Record.

53, Precess Discovery (T1057): Gathered a list of running processes

54. Precess Injection (T1055.001): Performed DLL injection.

55. Proxy (T1090): Used intemal and external proxies.

56. Query Registry (T1012): Checked Registry keys for specific applications.

57. Reflective Code Loading (T1620): Used shellcode for pracess execution flow hijacking,

58. Remote Services (T1021): Accessed RDP, SMB, and SSH for Iateral movement.

59. Scheduled Task/Job (T1053.006): Used scheduled tasks for persistence.

60. Search Open Websites/Domains (T1593,001): Used social media for targat identification,

61, Server Software Componant (T1505,004): Targeted IIS servers for C2 nstallation,
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53, Stage Capabllities (T1608): Hosted malware and tools on compromised servers,

64. Subvert Trust Controls (T1553.002): Digltally signed malware for evasion.

G5. System Binary Proxy Execution (T1218); Used system binaries for malicious execution.

66, System Information Discovery (T1082): Collected OS type, version, and system
Information,

67. System Location Discovery (T1614.001): Deployed malware with language-based
execution quardrails.

68, System Network Configuration Discovery (1T1016): Obtained network configuration
information.

59, System Network Connections Discovery (T1049): Identified network connections with net
use.

70, System Owner/User Discovery (T1033): Enumerated logged-on users.

71. System Shutdown/Reboot (T1529): Rebocted systems after destructive activities.

72. System Time Discovery (T1124): Obtained current system time,

73. Template Iinjection (T1221): Used DOCX files for malicious template retrieval,

74, User Execution (T1204): Lured users into executing malicious links and files.

75. Valid Accounts (T1078): Used administrator credantials for network access:

76. Virtualization/Sandbox Evasion (T1497): Employed system checks and time-based
evasion.

77. Web Service (T1102.002): Used GitHub for bidirectional commumication.

78. Windows Management Instrumentation (T1047): Used WMIC for discovery and payload
execution.

79. XSL Script Processing (T1220): Used remote XSL scripts for downloading encoded DLLs,

80. Spearphishing Attachment (ICS TO865): Targeted organizations with spearphishing
documents,

Software Used by Lazarus Group

+ AppleJeus (S0584): Used for varlous cyber attack technigues.

* AuditCred (S0347): Employed for command execution and data collection.

+ BADCALL (S0245): Used for data obfuscation and system firewall impairment.
* Bankshot (S0239): Utiized for token manipulation and data collection.

+ BLINDINGCAN (S0520): Employed for data encryption and exfiltration.

+ Cryptoistic (S0498): Used for data collection and network protocol manipulation.
+ Dacls (S0497): Utilized for data collection and masquerading.

* DRATzarus (S0694): Usad for monitaring drives and remote desktop connactions.
+ Dtrack (S0567): Employed for data collection and keyiogging.

+ ECCENTRICBANDWAGON (S0893): Used for keylogging &nd screen capture.
* FALLCHILL (S0181): Utilized for data colaction and encryption.

+ HARDRAIN (S0246): Employed for command execution and proxy usage,

+ HOPLIGHT {S0378): Used for dats collection and firewall impament.

+ HotCroissant ($S0431): Utllized for data collection and artifact hiding.

+ KEYMARBLE (S0271): Employed for data collection ard command execution.

» netsh (S0108): Used for firewall impairment and praxy configuration.

» Proxysve (S0238): Utilized for data destruction and collection,

* RATANKBA (S0241): Employed for account discovery and data collection,

* RawDisk {S0364): Usead for disk wiping and data destruction,

* Responder {S0174): Utilized for cradential harvesting and network sniffing.

+ route (S0103): Employed for network configuration discovery,

+ TAINTEDSCRIBE (S0586): Usad for data collection and obfuscation.



* ThreatNeedle (S0865): Utilized for data collection and registry modification.

+ Torisma [S0678): Employad for system monitoring and data encoding.

* TYPEFRAME (S0263): Used for command execution and firewall impairment

+ Volgmer {(S0180): Utilized for command execution and data collection.

+ WannaCry (S0366): Employed for data encryption and exploitation of remote services.

APT - Group Overview

Description:

LazyScripter Is & threat group that has been actively targating the akline Industry since gt least
2018. This group primarily utilizes open-source loolsels i ils cperations,

Motivation:

The specific motivations of LazyScripter are not detailed in the provided text. However, given
thair targetad attacks on the airline industry, it can be inferred that their motivations could ba
related to espionage, data theft, or disruption of industry operstions.

Names:

LazyScrptar

Location:

The locstion of LazyScripter is not explicitly mentioned in the provided text

First Seen:

LazyScripter has been active since at least 2018,

Observed:

LazyScripter has been observed using a variety of techniques and software, mainly focusing on
open-source tools for executing their attacks.

Techniques Used in all Tactics

1. Acquire Infrastructure: L azyScripter has used dynamic DNS providers to create legitimate-
leoking subdomains for command and control {C2) and has established GitHub accounts to
host its toolsets,

2. Application Layer Protocol: The group has leveraged dynamic DNS providers for C2
communications.

3. Boot or Logon Autostart Execution: Persistence is achieved via writing a PowarShell script
10 the autorun registry key.
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VBScript, and JavaScript to execute maliclous code.
5. Ingress Tool Transfer: LazyScripter downloaded additional tools to compromised hosts.
B. Masquerading: They have disguised executables using different security software icons.
7. Obfuscated Files or Information: The group has used advanced batch script obfuscation
and encoding technigues,
8. Obtain Capabilities: A variety of open-scurce remote access Trojans have been used,
5. Phishing: Spearphishing technigues involving attachment and links have been employed as
indtial infection vectors.
10. Stage Capabilities: Open-source remote access Trojans used in operations were hosted on
GitHub.
11. System Binary Proxy Execution: They have used mshta.exe and rundl 132 exe to
execute Koadic stagers
12, User Execution: Refiance on users clicking on makicicus links or opening emall attachments,
13. Web Service: GitHub was used to host payloads and operate spam campaians,

Software Used by LazyScripter

1. Empire: A post-exploitation framework used for various malicious activities,

2. Koadic: Utikzed for command and control capabilities.

3, KOCTOPUS: A tool used for various malicious purpeses Including obfuscation and phishing,
4. ngrok: Employad for tunnefing and proxy services.

5. njRAT: A remote access Trojan used lor command and control,

5. QuasarRAT: Another remote access Trojan with various capabilities.

7. Remcos: Used for command and control, along with data exfiltration,

APT - Group Overview

Description:

Leatminer is an Iranian threat group known for targeting government organizations and business
entities in the Middle East. The group has been active since at least early 2077 and is known for
its sophisticated cyber espionage campaigns.

Motivation:

While the specific motivations of Leafminer are not detailed In the provided text, their targeting
of gavernment and business entities suggests motivations likely include espionage, intelligence
gathering, and possibly disruption of governmental and business operations,

Names:

+ Leafminer
+ Associated Groups: Raspite

Location:



First Seen:

Leafminer has been active since at leass early 2017,

Observed:

Leafminer has been observed using a variety of cyber attack technigues and tools, focusing on
esplonage and data exfiltration.

Techniques Used in all Tactics
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14.

1.

. Brute Force: Usad tcols like Total SMB BruteFForcer for internal password spraying.

. Command and Scripting Interpreter: Infected victims using JavaScript code.

. Create Account: Set up persistent remote access accounts using tools like Imecab.

. Credentials from Password Stores: Employed tools like LaZagne for retrieving login and

password information.

. Drive-by Compromise: Infected victims through watering hole attacks,
. Email Collection: Utlized MaidSniper for searching thraough Exchange server mailboxes
. File and Directory Discovery: Used tools like MailSniper and Scbolsoft for searching files

and extracting attachments,

. Network Service Discovery: Scanned network services to find vulnerabilities.
. Obfuscated Files or Information: Obfuscated scripts used on victim machines.

Obtain Capabllities: Obtained and used lools such as LaZagne, Mimikatz, PsExec, and
MaiSniper.

. 0S Credential Dumping: Employed teols for dumping credentials from various sources,

Process Injection: Used Process Doppelgénging for evading security software.

Remote System Discovery: Gathered information about remote systems using Microsoft's
Sysinternals tools.

Unsecured Credentials: Retrieved login and password information from unsecured files.

LaZagne: Used for extracting credentials from various sources including web browsers,
Windows Cradential Manager, and system files.

. MailSniper: Employed for email account discovery, password spraying, and remote email

collection.

. Mimikatz: Utilized for various credential theft tachnigues, including dumping LSASS

memeory and manipuiating authentication certificates.

. PsExec: Used for creating accounts, modifying system processes, and executing services

remotely,

APT - Group Overview



Leviathan is a Chinese state-sponsored cyber espionage group. It has been sttributed to the
Ministry of State Security's (MSS) Hainan State Security Department and an affillated front
company, Active since at least 2009, Leviathan has targeted a wide range of sectors ncluding
acadamia, serospace/aviation, biomedical, defense industrial base, government, heaithcare,
manufacturing, mantime, and transportation across various regions inciuding the US, Canada,
Europe, the Middle East, and Southeast Asa,

Motivation:

The primary motivation of Leviathan appears to be espionage, given its state-sponsored nature
and the wide range of high-value sectors it targets,

Names:

+ Leviathan

+ Assoclated Groups: MUDCARP, Kryptenite Panda, Gadolinium, BRONZE MOHAWK,
TEMP. Jumper, APT4D, TEMP.Periscope

Location:
China

First Seen:

The group has been active since at least 2009.

Observed:

Leviathan has been cbserved employing a variety of sophisticated cyber espionage techniques
and tools,

Techniques Used in all Tactics

1. Acquire Infrastructure; Established domains impersonating legitimate entities for targeting
efforts.

2. Archive Collected Data: Archived victim's data prior to exfiltration,

3. BITS Jobs: Used BITSAdmin to download additional tools.

4. Boot or Logon Autostart Execution: Created shortcut files in the Startup folder pointing to
its main backdoor

5. Command and Scripting Interpreter: Used PowerShell and VBScript for exacution.

B. Compromise Accounts: Compromised social media and emall accounts for social
engineering attacks.

7. Data Staging: Used local and remote data staging techniques.

8. Deobluscate/Decode Flles or Information: Employed a DLL known as SeDil for decryplting
and executing JavaScript backdoors.

9. Drive-by Compromise: Infacted victims using watering holes,

10. Establish Accounts: Created new social media and email accounts for targeting efforts.
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15.
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19,
20,
21.

22.
23.
24,
25.
26.
27,
28.

29
30
31
32
33

Exfiltration Over C2 Channel: Exfiltrated data over its C2 channel,

Exfiltration Over Web Service: Used LUNCHMONEY uploader for exfiltrating files to
Dropbox.

Exploitation for Client Execution: Exploited multiple Microsoft Office and \NET
vulnerabilities,

External Remote Services: Used external remote services like VPNs for Initial access.
Gather Victim identity Information: Collected compromised credentials,

Ingress Too| Transfer: Downoaded additional scripts and files from adversary-controfied
servers,

Inter-Process Communication: Utilized OLE for inserting malicious contant in phishing
documents.

Internal Spearphishing: Conducted Intermal spearphishing within victim environments,
Obfuscated Files or Information: Emploved base64 and gzip compression for obfuscation,

0S Cradential Dumping: Used tools like HOMEFRY and ProcDump for dumping password
hashes.

Phishing: Sent spearphishing emaiis with malicious attachments and links.

Process Injection: Utilized techniques like reflective DLL loading for backdoor access.
Protocol Tunneling: Used protacol tunneling for concealing C2 communications,
Proxy: Employed multi-hop proxies to disguise malicious traffic.

Remote Services; Targeted RDP credantials and used SSH for internal reconnaissance.
Server Software Component: Relied on web sheds for initial foothold and persistence.
Subvert Trust Controla: Used stolen code signing certificates to sign malware.

. System Binary Proxy Execution: Used regsvr3Z for execution.

. User Execution: Sent spearphishing email links and attachments.

. Valid Accounts: Obtained valid accounts for inltial access,

. Web Service: Received C2 Instructions from profiles on legitimate websites.

. Windows Management Instrumentation: Used WMI for execution.

Software Used by Leviathan
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. at: Schaduled taskfiob tool.

. BADFLICK: A tool with varlous capabiities including data collection and exfiltration.
. BITSAdmin: Used for BITS jobs and data transfer.

. BLACKCOFFEE: A command and scripting mterpreter with multiple functionalities.
. China Chopper: A web shell with varicus capabilities.

. Cobalt Strike: A comprehensive tool for exploitation and post-exploitation.

. Derusbi: A RAT with capabilities like audio capture and keylogging.

. Empire: A post-exploitation framework.

. ghOst RAT: A remote access tool with various capabilities.

. HOMEFRY: Used for OS credential dumping.

- MURKYTOP: A tocl for account discovery and network reconnaissance.

. NanHaiShu: A ool for application layer protocol manipulation and data exfiltration,
. Net: Used for account and system discovery.

, Orz; A command and scripting interproter with varicus capabilites,

. PowerSploit: A PowerShell-based exploitation framework.

. Tor: Used for encrypted communication and proxying.

. Windows Craedential Editor: Employed for OS credential dumping.

APT - Group Overview



Description:

Lotus Blossom is a threat group known for targeting government and military organizations in
Southéast Asia, The group s noted for its focused attacks on high-value targets within this
region.

Motivation:

While the specific motivations of Lotus Bicssom are not detalled in the provided text, the
targeting of government and military organizations suggests motivations likely include
espionage, inteligence gathering, and possibly influencing political or military decisions.

Names:

+ Lotus Blossom
* Associated Groups. DRAGONFISH, Spring Dragon

Location:

The group primarily targets entities In Southeast Asia,

First Seen:

The first recorded activities of Lotus Blossom date back 1o at least 2015.

Observed:

Lotus Blossom has been observed employing a variety of cyber attack techniques and tools,
focusing on esplonage and data exflitration.

Techniques Used in all Tactics

The specific techniques used by Lotus Blossom are not detailed in the provided text. However,
given thelr targeting of government and military organizations, It can be inferred that they likely
employ advanced persistent threat tactics including spearphishing, exploitation of
vulnerabilities, and use of custom malware.

Software Used by Lotus Blossom

1. Elise: This software has bean used by Lotus Blossom for various purposes including
account discovery, application layer protocol manipuation, beot or logon autostart
execution, tata encoding and staging, encrypied communication, file and directory
discovery, indicator removal, ingress tool transfer, masquerading, process discovery and
infection, and system information discovery.
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execution, command and scripting interpreter usage, creation or modification of system
processes, encrypted communication, group policy discovery, ingress tool transfer,
obfuscation, permission groups discovery, process injection, and systam information
discovery.

APT - Group Overview

Description:

Macheta |s a cyber espionage group suspected to be Spanish-speaking, active since at least
2010. The group has primarily focused its operations within Latin America, particularly in
Venezuels, but also has @ presence In the US, Europe, Russia, and parts of Asia. Machete
typically targels high-profile organizations such as govesnment institutions, intelligence
services, military units, telecommunications, and power companies.

Motivation:

While the specific motivations of Machete are not detailed in the provided text, ther targeting of
government, miltary, and critical infrastructure suggests motivations likely include espionage,
intaligence gathering, political influence, and possibly disruption of critical services.

Names:

* Machete
+ Associated Groups: APT-C-43, £l Machete

Location:

Machete primasily operates in Latin America, with significant activities in Venezuela and
additional operations in the US, Eurcpe, Russia, and parts of Asia,

First Seen:

The group has been active since at least 2010.

Observed:
Machate has been observed employing a variety of sophisticated cyber espionage technigues
and tools, focusing on espionage and data exfiltration.

Techniques Used in all Tactics

1. Command and Scripting Interpreter: Used batch files, Visual Basic, and Python scripts for
initiating downloads and executing malicious files.
2. Drive-by Compromise: Distributed malware through a fake blog website.
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Reader installer.

4. Phishing: Delivered spearphishing emails containing zipped files with malicious conternts
and sent phishing emails with links te external servers,

5. Scheduled Task/Job: Created schedulad tasks for maintaining persistence.

5. System Binary Proxy Execution: Used msiexec for installing malware,

7. User Execution: Relled on users opening malicious Iinks and attachments deliverad through
spearphishing.

Software Used by Machete

1. Machete: This software has been used for a wide range of activities Including application
layer protocol manipulation, data collection and exfiltration, audio capture, browser
information discavery, clipboard data collection, command and scripting interpretation,
credentials theft, file and directory discovery, indicator removal, ingress tool transfer,
keylogaing, masquerading, obfuscation, process discovery, scheduled tasks, screen
capture, system information discovery, and network configuration discovery.

APT - Group Overview

Description:

Magic Hound Is an iranian-sponsored threat group known for conducting long-term, rescurce-
intansive cyber espionage operations. This group is likely operating on behalf of the Islamic
Reveolutionary Guard Corps. Since at least 2014, Maagic Hound has targeted European, U.S,, and
Middie Eastern gavernment and military personnel, academics, jeurnalists, and organizations
such as the World Health Organization [WHO), using complex social engineenng campaigns.

Motivation:

The primary motivation of Magic Hound appears to be espionage, likely driven by geopolitical
interests, given its focus on government, military, and international arganizations.

* Magic Hound
+ Associated Groups: TA453 COBALT ILLUSION, Charming Kitten, ITG18, Phosphorus,
Newscaster, APT36

Location:

Magic Hound primarily targets entities in Eurcpe, the United States, and the Middle East.
First Seen:

The group has been active since at least 2014,



Observed:

Magic Hound has been observed empleying a variety of sophisticated cyber espionage
techniques and toals, focusing on espionage and data exfiltzation

Techniques Used in all Tactics

1. Account Discovery: Used PowerShell to discover emall accounts.
2. Account Manipulation: Added users 1o administrative groups.
3. Acquire Infrastructure: Registered fraudulent domains for phishing attacks.
4. Active Scanning: Conducted scanning for vulnerabilities in public-facing systems.
5. Application Layer Protocol: Used IRC and HTTP for cormmand and control (C2),
6. Archive CoBected Data: Employed gzip and RAR for data archiving.
/. Boot or Logon Autostart Execution: Established persistence using Registry Run keys,
8. Command and Scripting Interpreter: Utilized PowerShell, Windows Command Shell, and
Visual Basic for execution,
5. Compromise Accounts: Compromised email accounts using legitimate credentials,
10. Create Account: Created local accounts on compromised machines.
11. Data Encrypted for Impact: Used BitLocker and DiskCryptor for encrypting workstations.
12. Drive-by Compromise: Conducted watering-hole attacks.
13. Email Coilection: Compromised email credentials to steal sensitive data.
14. Encrypted Channel: Used encrypted http proxy in C2Z communications.
15, Establish Accounts: Created fake social media accounts for spearphishing.
16. Exfiltration Over Web Service: Utilized Telegram AP for data exfiltration.
17. Exploit Public-Facing Application: Exploited various vulnerabdities in public-facing
apphcations.
18. File and Directory Discovery: Listed logical drives and directory contants.
12. Gather Victim Host Information: Captured user-agent strings from phishing site visitors.
20. Gather Victim identity information; Acquired mebile phone numbers and email addresses
for targeting.
21, Hide Artifacts; Used techniques to hide windows and remove indicators,
22. Impair Defenses: Disabled secunty tools and modified firewall settings.
23. Ingress Tool Transfer: Downioaded additional malicious code and files.
24, Input Capture: Employed keylogging capabiities,
25, Lateral Tool Transfer: Copled tools within compromised networks.
26, Masquerading: Named malicious scripts to mimic legitimate tasks.
27. Modify Registry: Altered Registry settings for sacurity tools.
28, Network Service Discovery: Performed network scanning.
29, Non-Standard Port: Communicated over non-standard TCP ports.
30. Obfuscated Files or Information: Used base64 encoding and AES encryption.
31. Obtain Capabilities: Acquired and used various tools fike Mimikatz and Metasploi.
32. 0S Credential Dumping: Stole domain credentials by dumping LSASS memaory.
33. Phishing: Sent malicious links and attachments via emazil and social media.
34. Proceas Discovery: Listed running processes on victim machines.
35. Protocol Tunneling: Usad Plink for tunneling RDP over SSH.
36. Proxy: Employed Fast Reverse Proxy for RDP traffic.
37. Remote Services: Used Remote Desktop Services for access and tool transfer,
38. Remote System Discovery: Used Ping for network discovery.
39. Scheduled Task/Job: Established persistence and execution via schedulad tasks,
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41, Server Software Component: Utilized web shelis for execution.

A2. System Binary Proxy Execution: Executad MiniDump using rundii32.exe.

43. System Information Discovery: Gathered system architecture, OS version, and host names,
44. System Network Configuration Discovery: Collected IP and MAC addresses.

45, System Network Connections Discovery: identified existing RDP connections.

46. System Owner/User Discovery: Obtained victim usernamas.

47. User Execution: Lured victims to cpen malicious links and attachments.

A48 Valid Accounts: Enabled and used default system accounts for RDP connections,

49, Web Service: Used SOAP Web service for C2 communication.

50, Windows Management Instrumentation: Ran WMI commands for discovery.

Software Used by Magic Hound

1. CharmPower: Used for various activities including data encoding, fie discovery, and screen
capture.

. DownPaper: Employed for command execution and system information discovery.

. Impacket: Usad for network sniffing and credential dumping.

. ipcontig: Utilized for system network configuration discovery,

. Mimikatz: Employed for credantial dumping and token manipulation.

. Net: Used for account discovery and remote system discovery,

. netsh: Employed for event triggered execution and firewall maniputation.

, Ping. Used lor remote system discovery.

. PowerlLess: Utilized for data archiving and keylooging.

. PsExec: Employed for system process craation and Iateral tool transfer.

. Pupy: Used for a wide range of activities including audio capture, file discovery, and screen
capture.

12. Systeminfo: Utilized for system information discovery.
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APT - Group Overview

Description:

menuPsass, also known as APT10, is a threat group that has been active since at least 2006, This
group Is known for its asseciation with the Chinese Ministry of State Securnity’s (MSS) Tianjin
State Security Bureau and has worked for the Huaying Haital Science and Technolegy
Development Company. menuPass has targeted a wide range of sectors globally, including
healthcare, defense, aerospace, finance, maritime, biotechnology, energy, and government, with
a particular emphasis on Japaness organizations. The group has also targeted managed IT
service providers (MSPs), manufacturing and mining companies, and a university.

Motivation:

The primary motivation of menuPass appears to be espionage, likely driven by geopoiitical and
economic nterests, given its focus on a wide range of critical sectors and global targets.

Names:
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+ Associated Groups: Cicada, POTASSIUM, Stone Panda, Red Apollo, CVNX, HOGFISH

Location:

menuPass primarily targets global entities, with a sigreficant focus on Japanese organizations.

First Seen:

The group has been active since at least 2006.

Observed:

meanuPass has been observed amploying a variety of sophisticated cyber espionage techniques
and tools, focusing on espionage and data exfiltration

Techniques Used in all Tactics

. Account Discovery; Usad csvde.exe 10 export Active Directory data.,

. Acquire Infrastructure: Registered malicious domains for intrusion campaigns.

. Archive CoBected Data: Encrypted and compressed files before exfiltration.

. Automated Collection: Used Csvde tool for collecting Active Directory filas and data.

. Command and Scripting Interpreter: Utilized PowerShell, Windows Command Shell, and
malicious macros for exacution.

. Data from Local System: Colected various files from compromised computers,

. Data from Network Shared Drive; Collected data from remote systems by mounting
network shares,
8. Data Staged: Staged data in multi-part archives, often saved in the Recycle Bin.
9. Deobfuscate/Decode Files or Information: Used certutil for decoding baseG4-encoded

content,
10. Dynamic Resolution: Employed dynamic DNS service providers for hesting malicious
domains,

11. Exploit Public-Facing Application: Leveraged vulnerabilities in Pulse Secure VPNs,

12. Exploitation of Remote Services: Used tools to exploit the ZeroLogon vulnerability.

13. File and Directory Discovery: Searched compromised systems for foiders of interast.

14, Hijack Execution Flow: Used DLL search order hijacking and DLL side-loading.

15. Indicator Removal: Removed PowerShell execution logs and deleted files after use,

16. Ingress Tool Transfer: Installed updates and new malware on victims.

17, Input Capture: Employad keyloggers for stealing usernames and passwords.

18, Masquerading: Used esentutl for changing file extensions,

19. Network Service Discovery: Usad tcping.exe for probing port status.

20. Obfuscated Files or Information: Encoded strings with bas=84 and XOR obfuscation.

27. Obtain Capabilities; Used and modified open-source tools like impacket and Mimikatz,

22, 08 Credential Dumping: Dumped credentials using medified pentesting tools.

23. Phishing; Sent malicious Office documents and executables via email.

24. Process Injection: Utilized process hollowing in iexpiore.exe.

25. Proxy: Used external |P as a proxy for C2 traffic.

26. Remote Services: Empioyed RDP and SSH for network movement.
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28. Scheduled Task/Job: Executed commands via Task Scheduler.

29, Subvert Trust Controls: Resized and added data to certificate tables.

30. System Binary Proxy Execution: Used InstallUtil.exe for execution.

31. System Network Configuration Discovery: Scanned for open NetBIOS nameservars.

32. Trusted Relationship:. Exploited access to MSPs to reach victims.

33. User Execution: Attempted to get victims 1o open malicious flles.

34, Valid Accounts: Used valid accounts for movement between environments.

35. Windows Management Instrumentation: Used modified pentesting script for WMI access.

Software Used by menuPass

. AdFind: Used for acceunt and domain trust discovery.

. certutil: Employed for file decoding and information deobfuscation,

. ChChes: Utilized for various activities including data encoding and file discovery.

. emd; Used for command execution and file manipulaticn,

. Cobalt Strike: Employed for a wide range of activities including exploitation and credential
dumping.

. Ecipekac: Used for file deobfuscation and code signing subversion.

. esentutl: Employed for data extraction and file manipulaton,

. EvilGrab: Used for audio capture and keylogaing.

. EYAnti: Employed for data obfuscation and evasion.

10. impacket: Used for network sniffing and credential dumping.

11. Mimikatz: Employed for credential dumping and token manipulation.

12. Net: Used for account discovery and remote system discavery,

13. PBRAT: Employed for data obfuscation and evasion.

14. Ping: Used for remaote system discovery.

15. PlugX: Employed for command execution and flle discovery.

16. Poisonivy; Used for application window discovery and data extraction.

17. PowerSploit: Employed for token manipulation and keyiegging.

18. PsExec: Used for system process creation and laterzl tool transfer,

19, pwdump: Employed for credential dumping,

20. QuasarRAT: Used for remote actess and data exiraction,

21, RedlLeaves: Employed for file discavery and screen capture.

22. SNUGRIDE: Usad for command execution and encrypted communication,

23. SodaMaster: Employed for data encryption and system information discovery.

24, UPPERCUT: Used for command exacution and screen capture.
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APT - Group Overview

Matador is a suspected cyber espionage group that emerged in September 2022. The group has
prirmarily targeted telecommunications companies, intermet service praviders, and unlversities in
the Middle East and Africa. The namea "Metador* Is derived from the string "l am meta® found in
one of the group's malware samples and the anticipatad Spanish-language responses from their
command and control (C2) servers.

B A vl S e a



While the specific motivations of Metador are not axplicitly stated, the nature of their targets
suggests interests in intelligence gathering and espionage, particularly in the
telecommunications and academic sactors.

Location:

Metador's activities heve been focused on entities In the Middie East and Africa.

First Seen:

The group was first reported in September 2022.

Observed:

Metador has been observed using sophisticated techmigues and unique malware in their
cperations, indicating a high level of skill and specific targeting objectives.

Techniques Used in all Tactics

1. Application Layer Protocol: Used HTTP for C2 communications.

2. Command and Scripting Interpreter: Employed the Windows command line for executing
commands.

3. Event Triggered Execution: Established persistence using WM event subscription and
living-off-the-land binaras like cdb.exe.

4. Indicator Removal: Quickly deleted cdb.exe following successful makware deployment.

5. Ingress Tool Transfer: Dawnloaded tools and malware onto compromisad systems,

5. Non-Application Layer Protocol: Utilized TCP for C2 communications.

7. Obfuscated Files or Information: Encrypted their payloads 10 evade detection,

8. Obtain Capabilities: Used unique malware, including metaMain and Mafalda, and tools liks
Microsoft's Console Debugger.

Software Used by Metador

1. Mafalda:

+ Techniques: Token manipulation, web protocol usage, browser information discovery,
PoveerShed execution, data encoding, local data staging, debugger evasion, symmetric
encryption, external remote services, file and directory discovery, registry modification,
screen capture, and more.

* Capabilties: Mafalda is a multifaceted tool capable of performing a wide range of
esplonage activities, including credential dumping, data exfiltration, and internal
network exploration,

72 metaMain:



+ Techniques: Web protocol usage, data staging, file and directory discovery, DLL side-
loading, keylegaing, reflective code loading, internal proxy usage, and more.

« Capabilities: metaMain is designed for extensive data collection, exfiltration, and system
manlipulation, demonstrating advanced capabilities In malntaining persistence and
evading detection.

APT - Group Overview

Description:

Moafes is 3 cyber thraat group believed to be operating out of the Guangdong Province n China.
This group is known for its sophisticated cyber attacks and is thought to have connections with
another threat group, DragonOK, due to similarities In tactics, techniques, and procedures
(TTPs), Including the use of custom tools.

Motivation:
While specific motivations for Moafee's activities are not detalled, the group's sophisticated

nature and the overlap with other known threat groups suggest a focus on cyber espionage and
intaligence gathering.

Names:

* Moalee
Location:
Moafee is believed to be operating from the Guangdong Province of China.

First Seen:

The group was first identifled and reported in cybersacurity literature In 2014,

Observed:

Moatee has been observed employing advanced cyber technigues and using custom tools in its
operations, indicating a high level of technical proficiency and strategic planning in its cyber
espionage activities.

Techniques Used in all Tactics

1. Obfuscated Files or Information: Moafee has used binary padding as a methed to
obfuscate fles and information, making It more chalenging for security systems 10 detect
their malicicus activities.



Sottware Used by Mioatee

1. Poisonlvy:

» Techniques: Includes application window discovery, boot or logon autostart execution,
command and scripting interpreter usage, data extraction from local systems,
encrypted communication channels, keylogging, registry modification, and process
injection,

* Capabilities: Poisonivy is a versatile remote access tool (RAT) used by Moafes for &
wide range of esplonage activities, including data theft, systam surwveillance, and
maintaining persistent access to compromised systems,

APT - Group Overview

Description:

Mofang is a cyber espionage group, likely based in China, known for its sophisticated cyber
operations, The arcup has been active since at least May 2012 and is characterized by its
strateqy of imitating the infrastructure of its victims. Mofang primarily targets govaernment
entities and critical infrastructure sectors in Myanmar and other countries, including military,
automobite, and weapons Industries,

Motivation:

Molang's activities suggest a focus on espionags, ikely driven by political and strategic
interests. The group's targeting of government and critical infrastructure sectors indicates an
intant to gather sensitive information and possibly disrupt operations in these areas.

Names:

Mofang is believed to be based in China.

First Seen:

The group was first identified and reported in cybersecurity literature in May 2012.

Observed:

Mofang has been observed conducting focused attacks against a variety of targets, employing
sophisticated techniques to evade detection and successfully nfitrate target networks.

Techniques Used in all Tactics



1. Obfuscated Files or information: Mofang has used compression and encryption techniques
1o obfuscate executable files within emad attachments and payloads before downloading
them to victims' systems.

2. Phishing: Spearphishing Attachment: The group has delivered spearphishing emails
containing malicious documents, POFs, or Excel files,

3. Phishing: Spearphishing Link: Mofang has also used spearphishing emails with embedded
malicious links,

4. User Execution: Malicious Link: The group's spearphishing campaigns often require the
user to click a ink that kzads to & compromised website,

5. User Execution: Malicious File: Mofang's attacks often rely on users opening maicious file
attachments receved via email,

Software Used by Mofang

1. ShimRat:

* Techniques: Includes bypassing User Account Cantrol, using web protocals, creating
Windows services, data extraction, application shimming, fie and directory discovery,
registry modification, and more.

« Capabilities: ShimRat s a scphisticated tool used by Mofang for various esplonage
activities, incuding dats theft and maintaining access Lo compromised systems.

2. ShimRatReporter;

* Techniques: Account discovery, web protocols, data archiving, automated collection
and exfiltration, masquerading, process discovery, and system information discovery.

« Capabilties: ShimRatReporter is used for gathering and transmitting sensitive
Information from compromised systems, enhancing Mofang's intelligence-gathering
capabilties.

APT - Group Overview

Description:

Molerats, an Arabic-speaking, politically-motivated threat group, has been active since 2012,
The group primarily targets entities in the Middle East, Europe, and the United States, Their
operations are characterized by sophisticated cyber espionage tactics,

Motivation:

Molerats' activities suggest a focus on gathering intelsgence and possibly influencing paolitical
scenarios in the targeted regions. Their consistent targeting of specific geographic areas
indicates a strategic intent behind their operations.

Names:

* Molerats

* Operation Molerats
* (aza Cybergang



Location:

The group is believed Lo operate from an undisclosed location, with a fecus on the Middle East,
Europe, and the United States.

First Seen:

Molerats was first identified in 2012,

Observed:

The group has been observed conducting cyber esplonage campaigns, employing a range of
sophisticated techniques to infiltrate and extract information from target networks.

Techniques Used in all Tactics

1. Boot or Logon Autostart Execution: Molerats used the Startup tolder and Registry Run keys
for persistence,
7. Command and Scripting Interpreter: They employed PowerShell, VBScript, and JavaScript
in their implants.
3. Credentials from Password Stores: The group used tools like BrowserPasswordDump10 to
extract saved browser passwords.
4. Deobfuscate/Decode Files or Information: They decomprassad ZIP files on vietim
machines.
5. Ingress Tool Transfer: Executables were used to downioad malicious files.
8. Obfuscated Files or Information: Molerats delivered compressed executables within ZIP
files,
7. Phishing: Spearphishing with attachments and links was a primary vector for initial
compromise.
8. Process Discovery: They abtained lists of active processes for reconnaissance.
9. Scheduled Task/Job: Scheduled tasks were created for persistance.
10. Subvert Trust Controls: Forged Micresoft code-signing certlificates were used on malware,
11. System Binary Proxy Execution: Msiexec,exe was utilized to execute MS! payloads.
12. User Execution: Mabcious links and files were sent via emzil to trick users into exscuting
them.

Software Used by Molerats

1. DropBook: Used for Python and Windows Command Shell scripting, infarmation discovery,
and data exfiltration.

2. DustySky: Employed for data collection, keylogging, screen capture, and system
Information discovery.

3. MoleNet: Utilized for system information discovery and exacution via Windows Management
Instrumentation.

4. Poisonlvy: A tool for keylogging, data extraction, and process injection.

5. SharpStage: Used for data staging, screen capture, and system information discovery.

6. Spark: Employed for data encoding, system discovery, and evasion techniques.



ArFl - Group vverview

Description:

Moses Staff is a suspected Iranian threat group that has been active since at least September
2021, The group is known for its targeted cyber attacks against Israeli companies, aiming to
cause damage by leaking sensitive data and encrypting networks without demanding a ransom,

Motivation:

Moses Staff's operations are poiitically motivated, with a clear focus on causing disruption and
extracting sensitive infermation from israell entities, Their activities alsc extend to government,
finance, travel, energy, manufacturing, and utllity sectors in various countries, including Italy,
India, Germany, Chde, Turkey, the UAE, and the US,

Names:

+ Moses Staff

Location:

While the exact location is undisclosed, the group is suspected to be operating from iran.

First Seen:

Moses Staff was first reported in September 2021.

Observed:

The group has been cbserved targeting a range of sectors with sophisticated cyber espionage
tactics, primarily focusing on Israeli companies but also extending thelr operations globally.

Techniques Used in all Tactics

.

. Account Discovery: Collected administrator usemames from compromised hosts.

. Develop Capabilities: Bullt malware such as DCSrv and PyDCrypt for targeting victims'
machines.

. Explolt Public-Facing Application: Exploited vulnerabilities in Microsoft Exchange Servers.

. Impair Defenses: Disabled Windows firewalls using batch scripts,

. Ingress Tool Transfer: Downloaded and installed web shells.

. Obfuscated Files or Information: Employed obfuscated web shalis.

. Obtain Capabilities: Utilized tools like DiskCryptor.

. Remote Services: Enabled SME on compromised hosts,

. Server Software Component: Dropped web shells onto systems.

10. Subvert Trust Controls: Used signed drivers from DiskCryptor for evasion.
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12, System Network Configuration Discovery: Gathered domain names of compromised
networks

Software Used by Moses Staff

1. DCSrv: Used for creating/modifying system processes, encrypting data, masquerading
tasks, maedilying ragistry, and system shutdown/rebeot.

2. PsExec: Employed for creating accounts, modifying system processes, lateral tool transfer,
and system service execution.

3. PyDCrypt: Utikzed for command execution, iImpairing defenses, indicator removal,
masquerading, and system discovery.

4. StrifeWater: Used for command execution, data exfiitration, file and directory discovery,
indicator removal, masquerading, scheduled tasks, screen capture, and system information
discovery.

APT - Group Overview: MuddyWater

Description:

MuddyWater Is a cyber esplonage group, belleved to be a subordinate element within Iran's
Ministry of Intefligence and Security (MOIS). Active since at least 2017, MuddyWater has been
Involved in numerous cyber operations targeting a wide range of sectors, including
telecommunications, local government, defense, and oil and natural gas organizations, Their
activities span across the Middle East, Asla, Africa, Europe, and North America.

Motivation:

MuddyWater's operations are primarily driven by espionage motives, focusing on gatherng
sensitive information from government and privete organizations. Their activities suggest a
state-sponsored agenda, likely aimed at advancing lran's national interests.

Names:

The group is also known by various allases, including Earth Vetala, MERCURY, Static Kitten,
Seedworm, and TEMP.Zagros,

Location:

MuddyWater s assessed to operate from Iran,

First Seen:

The group's activitias were first identified in 2017

Observed:



MuddyWater has been observed employing a range of sophisticated cyber tactics and
technigues, They have targeted various entities across multiple regions, indicating a broad and
persistent threat landscape.

Techniques Used in all tactics:

Abuse Elevation Control Mechanism: Bypassing User Account Control to executs
privileged operations,

Account Discovery; Enumersting domain accounts using command-line tools.

Acquire Infrastructure: Utilizing web services for distributing tools.

Application Layer Protocol: Employing HTTP for command and control {C2)
communicatons.

Archive Collected Data: Using native Lools fike makecab,exe for compeessing stolen data,
Boot or Logon Autostart Execution: Estabishing persistence via Registry Run keys.
Command and Scripting Interpreter: Utlizing PowerShell, Windows Command Shell,
VBScript, Python, and JavaScript for execution and control.

Credentlals from Password Stores: Dumping credentials using tools like LaZagne.

Data Encoding and Obfuscation: Encoding C2Z communications and obfuscating files and
information.

Exploitation of Public-Facing Applications and Remote Services: Leveraging known
vulnerabilities for initial access and execution,

File and Directory Discovery: Identifying folders and files of interest on compromised
sysiems,

Hijack Execution Flow: Employing DLL side-loading for persistence,

Impair Defenses: Disabling sacurity tools and modifying system firawall settings.
Ingress Tool Transfer: Uploading additicnal malicious fies to victims' machines.
Inter-Process Communication: Executing malicious cede via COM, DCOM, and Outlook.
Masquerading: Disguising malkicious executables and using filenames associated with
legitimate Windows processes.

Multi-Stage Channels and Proxy: Using various C2 channels and proxy networks to
obfuscate activities.

Phishing: Spearghishing with attachmenis and finks for initial compromise,

Process Discovery: Enumerating running precesses on the victim's system,

Remote Access Software: Utilizing legitimate applications for remote management and
lateral movement.

Scheduled Task/Job: Using schaduled tasks for persistence.

Screen Capture: Capturing screenshots of victims' machines.

Software Discovery: Idantifying sacurity software and other applications on compromised
systems.

System Binary Proxy Execution: Leveraging legitimate system binaries llke CMSTP.exe ,
Mshta.exe , and Rund1132.exe for execution.

System Information Discovery: Collecting Information about the infected host,
Unsecured Credentlals: Accessing credentials stored In flles,

Software Used by MuddyWater:

ConnectWise
CrackMapExec
Empire

Koadic



¢ Lacagne

+ Mimikatz

* Mori

+ Oun

+ PowerSploit
+ POWERSTATS
+ PowGoop

+ RemoteUtilities
+ SHARPSTATS
+ Small Sieve

* STARWHALE

APT - Group Overview: Mustang Panda

Description:

Mustang Panda is a China-based cyber espionage threat actor, first observed in 2017, but
potentially active since 2014, The group has targeted a diverse set of entities including
government organizations, nonprofits, refigicus groups, and other non-governmental
organizations across various countries such as the U.S., Europe, Mongolia, Myanmar, Pakistan,
and Yietnam

Motivation:

The primary mativation of Mustang Panda appears to be espionage, with a focus on gathering
sensitive information from a wide range of international targets.

Names:

Mustang Panda ig also known by other names including TA416, RedDelta, and BRONZE
PRESIDENT,

Location:

The group is believed to be operating cut of China.

First Seen:

Mustang Panda's activities were first identified in 2017.

Observed:

The group has been cbserved conducting cyber espionage operations against a variety of
targets worldwide, Indicating a broad and persistent campaign.
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* Acquire Infrastructure; Acquiring C2 domains prior to operations.

+ Application Layer Protocol; Communicating with C2 via HTTP POST requests.

« Archive CoBected Data; Using RAR for creating password-protected archives and
encrypling documents with RC4,

+ Automated Collection: Utilizing custom batch scripts for automatic data collection.

+ Boot or Logon Autostart Execution: Creating registry keys for persistence,

+ Command and Scripting Interpreter: Empioying PowarShell, Windows Command Shell, and
VBScript for execution,

+ Data Staged: Storing collected data locally before exfiltration.

+ Encrypted Channel: Encrypting C2 communications,

+ Establish Accounts: Leveraging legitimate emall services for phishing campalgns.

* Event Triggered Execution; Using WM| event subscription for persistence,

+ Exfiltration Over Physical Medium: Employing customized PlugX variant for data
exfitration.

+ Exploitation for Client Execution: Exploiting vulnarabilities like CVE-2017-0195.

+ File and Diractory Discovery: Searching for specific file typas on targated systems.

* Hide Artifacts: Creating hidden folders and using DLL side-loading.

* Indicator Removal: Deleting tools and files post-operation,

* Ingress Tool Transfer: Downinading additional executables post-infection.

* Masquerading: Using decaptive file names and double file extensionsa.

+ Obfuscated Flles or Information: Delivering paylcads hidden using archives and encoding,

+ OS Credential Dumping: Utilizing vssadmin and reg save for credential access,

+ Phishing: Spearphishing with attachments and finks.

+ Process Discovery: Using tasklist to gather active process information.

* Remote Access Software: Installing TeamViewer for remote access.

+ Replication Through Removable Media: Spreading through USB connections.

+ Scheduled TaskfJob: Creating tasks for execution and persistence.

+ Software Discovery. Searching for specific programs and versions.

+ Stage Capabilities: Using servers 1o validate tracking pixels.

+ System Binary Proxy Execution: Utilizing InstallUtil.exe and Mshta exe,

+ System Information Discovery: Gathering system information.

+ System Network Configuration Discovery: Using ipconfig and arp for network information.

+ System Network Connections Discovery: Employing netstat for network connection
details,

+ User Execution: Serding malicious links and files requiring user interaction,

+ Web Service: Using services like DropBax for payload delivery,

« Windows Management Instrumentation: Executing scripts via WML

Software Used by Mustang Panda:

+ Cobalt Strike
* NBTscan

+ PlugX

+ Poisonivy

+ RCSession

APT - Group Overview: Naikon



Description:

Naikon is a state-sponsored cyber espionage group attributed to the Chinese People’s
Liberation Army's Chengadu Milltary Regionr Second Technical Reconnaissance Buread (Military
Unit Cover Designator 78020). Active since at least 2010, Naikon has primarily targeted
government, military, and civil organizations in Southeast Asia, as well as international bodies
such as the United Nations Development Frogramme [UNDP) and the Association of Southeast
Asian Nations (ASEAN).

Motivation:

Naikon's primary motivation appears 1o be gathering intelligance and conducting espionage
activities in line with state-sponsared objectives.

Names:

Naikon is also known by other identifiers, including its Military Unit Cover Designator 78020,

Location:

The group is believed to be operating out of China, specifically linked to the Chinese PLA'sS
Chengdu Miltary Region.

First Seen:

Nalkon's activities date back to at least 2010.

Observed:

The group has been cbserved conducting espiocnage operations agsinst a range of targets in
Southeast As@a and international organizations.

Techniques Used in all tactics:

« Boot or Logon Autostart Execution: Modifying Windows Run registry for persistence,

* Hijack Execution Flow: Using DLL side-loading techniques.

* Masquerading: Renaming malicious services and disguising programs as legitimate
software,

+ Network Service Discovery: Employing tools lIke LadonGo scanner.

+ Office Application Startup: Utilizing RoyalRoad exploit builder for dropping loaders.

+ Phishing: Spearphishing with emall attachments.

* Remote System Discovery: Using netbios scanner,

+ Scheduled Task/Job: Employing schtasks.exe for lateral movement.

+ Software Discovery: Discovering local firewall and network interface settings.

+ System Network Configuration Discovery: Using commands for network discovery.

* User Execution: Convincing victims to open malicious attachments,
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* Windows Management Instrumentation: Utilizing WMIC exe for lateral mavement.

Software Used by Naikon:

+ Aria-body: Various techniques including data encrypticn, file discovery, and screen capture,
« ftp: Used for exfiltration and tool transfer,

+ HDoor: Disabling or modifying tools, network service discovery,

+ Nebulse: Employing DLL side-loading, data encryption, and file deletion.

= Net: Various network-rolated activities and system discovery.

+ netsh: Discovering security software and modifying system firewall,

* Ping: Remote system discovery,

+ PsExec: Lateral movemneant and system sarvice execution.

* RainyDay: Various techniques including web protocols, file discovery, and screen caplure.

* RARSTONE: File discovery and tool transfer.

+ SsiMM: Various technigues including token manipulation and system information discovery.
+ Sys10: Web protocols and system information discovery.

+ Systeminfo: System information discovery.

+ Tasklist: Process and software discovery.

+ WinMM: Web protocols, file discovery, and system information discovery.

APT - Group Overview: NEODYMIUM

Description:

NEQDYMIUM is an activity aroup known for its cyber campaign In May 2016, primarily targeting
Turkish victims. The group displays similarities to another activity group, PROMETHIUM, due to
overlapping victim profiles and campaign characteristics. NEODYMIUM is also reportedly
assoclated with BlackQasis operations, although there i no conciusive evidence to suggest that
these group names are aliases.

Motivation:

NEQDYMIUM's specific motvations are not detailed in the provided information, but ther
targetad attacks suggest a focus on intalligence gathering, possibly for paolitical or strategic
purposes,

Names:

NEODYMIUM is the primary name used to identify this group. There are indications of a possible
association with BlackQasis, but this remains unconfirmed.

Location:

The exact location of NEODYMIUM is not specified, but their targeting of Turkish victims
suggests a possible interast in the region or connections to it.



First Seen:

NEODYMIUM's activities were first observed in May 2016,

Observed:

The group has been notably active in targeting individuals and entities in Europe, with a heavy
focus on Turkish victims. Their operations are characterized by the use of specific matware and
tactics.

Techniques Used in all tactics:

+ Boot or Logon Autostart Execution: Utilizing LSASS Driver for persistence.

+ Create or Modify System Process: Creating or modifying Windows services.

+ Exploitation for Privilege Escalation: Exploiting vulnerabilities to escalata privileges.
« Hijack Execution Flow: Employing DLL side-loading techniques

» Indicator Removal; Deleting files to remove traces of their presence,

* Process Injection: Injecting makcious code into processes.

+ Software Discovery: Discovering security softwara on the victim's system.

+ System Information Discovery: Gathering information about the victim's system

« System Services. Executing services as part of thelr operation,

Software Used by NEODYMIUM:

+ Wingbird: This malware has been used by NEODYMIUM and is associated with various
techmiques such as boot or logon autestart execution, creating or modifying system
processas, exploitation for privilege escalation, DLL side-loading, file delstion for indicator
removal, process injection, security software discovery, system information discovery, and
sysiem service execution,

APT - Group Overview: Nomadic Octopus

Description:

Nomadic Octopus is a8 Russian-speaking cyber espionage threat group. Active since at least
2014, they have primarily targeted Central Asia, focusing on local governments, diplomatic
misskons, and individuals. The group is known for its campalans involving both Android and
Windows malware, predominantly developed using the Delphl programming language, They have
been observed creating custom variants for ther operations.

Motivation:

While specific motivations are not detaiad, the targeting of government and diplomatic entities
suggests a focus on inteligence gathering, possibly for pofitical or strategic purposes.
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* Primary: Nomadic Octopus
v Associated: DustSquad

Location:

The group primarily targets Central Asia, indicating a regional focus in their operations,
Fiﬁt Seen:

Nomadic Octopus has been aclive since at least 2014,

Observed:

The group has been observed conducting espionage campaigns invelving sophisticatad malware
targeting various entities in Central Asfa.

Techniques Used in all tactics:

+ Command and Scripting Interpreter: PowerShell: Utikzing PowerShell for execution,

+ Command and Scripting Interpreter: Windows Command Shell: Employing ecmd.exe within
malicious macros.

+ Hide Artifacts: Hidden Window: Executing PowerShell in a hidden window 1o avoid
detection.

* Ingress Tool Transter: Using makicious macros to download additional files to victims’
machines.

+ Masquerading: Attempiing to disguise Octopus maiware as a Telegram Messenger with a
Russian interface.

« Phishing: Spearphishing Attachment: Targeting vietims with spearphishing emalls
containing malicious attachments.

+ User Execution: Malicious File: Luring victims to click on malicious attachments within
spearphishing emails.

Software Used by Nomadic Octopus:

« Octopus: A multifunctional malware tool used by Nomadic Qctepus, featuring capabliities
such as:
+ Web protocol communication
* Data archiving and staging
= Exfiltration over C2 channels and cloud storage
* Fie and directory discovery
+ Screen caplure
+ System information discovery
* Masguerading as legltimate applications
* User execution through malicious files
+ Windows Management Instrumentation utdization



APT - Group Overview: OilRig

Description:

OllRig Is & suspected Iranian threat group that has been active since at least 2014. The group
has targeted a diverse range of sectors, including finandial, government, enerdy, chemical, and
telecommunications. Notably, OilRIg is known for carrying out supply chain attacks, exploiting
the trust relationship between organizations to reach their primary targets. The group's activities
are balieved 1o be conducted on hehall of the lranian government, as suggested by
infrastructure detaidls referencing Iran, the use of Iranian infrastructure, and targeting that aligns
with nation-state interasts.

Motivation:

QilRig's operaticns are primarlly driven by espionage, with a focus on collecting sensitive
information from targeted sectors. Ther activities align with the strategic interests of the Iranian
state, indicating a nation-state backed cyber espionage motive,

Names:
« Pnmary: OilRig
« Associated: COBALT GYPSY, IRN2Z, APT24, Helix Kitten, Evasive Serpens

Location:

QilRig primarily targets entites in the Middle East and has international reach.
First Seen:
The group has been active since at least 2014,

Observed:

OilRig has been observed targeting a variety of sectors with sophisticated cyber espionage
tactics.

Techniques Used in all tactics:

+ Account Discovery: Using commands fike net user for account listings.

« Application Layer Protocol: Utiizing HTTP and DNS for ©2 communications.
+ Automated Collection: Employing automated methods for data collection,

* Brute Force: Using brute force taechniques for credential access.

+ Command and Scripting Interpreter: Leveraging PowerShell, Windows Command Shell,
and VBScript for execution.

+ Credentials from Password Stores: Using t00ls like LaZagne for cradential dumping.
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files,

+ Encrypted Channel: Using asymmetric cryptography for secure communication.

« Extlitration Over Aiternative Protocol: Exfiltrating data over FTP.

« External Remote Services: Utilizing remote services like VPN for persistence,

« Fallback Channels: Using DNS tunneiing as a faliback communication method.

* Indicator Removal: Deleling files associated with payloads post-gxecution.

+ Ingress Tool Transfer: Downloading remote files onto victims.,

* Input Capture: Employing keylogging tools.

* Masquerading: Disguising malicious programs with legitimate file extensions,

+ Network Service Discovery: Using network scanning tools for discovery.

+ Obfuscated Files or Information: Encrypting and encoding data in malware,

+ Office Application Startup: Abusing Outlook Home Page feature for persistence.

+ 0S Cradential Dumping: Utilizing tools like Mimikatz for credential dumping.

+ Password Policy Discovery: Discovering domain password policies.

+ Peripheral Device Discovery: identifying connected davices like mice.

+ Permission Groups Discovery: Discovering local and domain group permissions,

+ Phishing: Spearphishing with attachments and finks.

+ Process Discovery: Running tasklist for active process information,

+ Pretocol Tunneling: Creating tunnels 10 C2 servers,

* Query Registry: Accessing the Registry for information gathering.

+ Remote Services: Using RDP and SSH for lateral movement.

+ Scheduled Task/Job: Creating tasks for execution and persistence.

+ Screen Capture: Capturing screenshots of the user's desktop.

+ Server Software Component: Using web shells for persistent access,

+ System Binary Proxy Execution: Utilizing CHM payloads for execution.

* System Information Discovery: Gathering system information using commands ke

hostname -

+ System Network Configuration Discovery: Running ipconfig /all for network
configuration.

+ System Network Connections Discovery: Using netstat -an 101 network connections.

+  System Owner/User Discovery: Running whoami for user information,

+ System Service Discovery: Using sc gquery for service Informatiaon.

* Unsecured Credentials: Stealing credentiais from files.

+ User Execution: Delivering malicious links and files for execution.

» Valid Accounts: Using compromised credentials for network access.

+ Virtualization/Sandbox Evasion: Checking for connectad peripherals.

* Windows Management Instrumentation: Using WMI for execution.

Software Used by OilRig:

+ BONDUPDATER
« certutil

« ftp

* Helminth

* Ipconfig

* ISMInjector

+ LaZagne

+ Mimikatz

* Net

* netstat



+ Uopsic

+ POWRUNER
* PsExec

* QUADAGENT
' Reg

+ RGDoor

* SEASHARPEE
+ SideTwist

+ Systeminfo
+ Tasklist

QilRig's sophisticated and diverse set of tactics, techniques, and procedures (TTPs) highliant its
capability as a significant player In the realm of state-spansored cyber aspionage. The group's
focus on Middle Eastern and international targets, along with its advanced methods of attack,
demonstrate a high level of expertise and rescurces likely backed by a nation-state.

APT - Group Overview: Orangeworm

Description:

Orangeworm is a cyber threat group that has been actively targeting organizations in the
healthcare sector across the United States, Europe, and Asia since at least 2015, The group’s
primary focus appears o be corporate espionage, gathering sensitive information from
healthcare-related oroanizations,

Motivation:

The main mative of Orangewnrm s2ems to be corporate espionage. Their consistent targeting of
healthcare organizations indicates a specific Intereat in acquiring confidential and proprietary
infarmation related to this sector.

Names:
* Primary: Orangeworm
Location:

Orangeworm has targeted organizations in the United States, Europe, and Asia, indicating a
broad geographical focus.

First Seen:

The group has been active since at least 2015,

Observed:
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likety for espionage purposes.

Techniques Used in all tactics:

« Application Layer Protocol: Orangeworm has utiized HTTP tor Command and Contrel {(C2)
comImunications.

* Remote Services: The group has exploited SMB/Windows Admin Shares for lateral
movement, copying its backdoor across open network shares.

Software Used by Orangeworm:

+ Arp: Used for remote system discovery and system netwerk configuration discovery,

+ cmd:; Employed for various purposes including command execution, fie and directory
discovery, indicator removal, ngress tool transfer, lateral tool transter, and system
infarmation discovery.

+ ipconfig: Utilized for system network configuration discovery,

+ Kwampirs: A backdoor used by Orangeworm for a range of activities Including account
discovery, systam process creation, deobfuscation of information, netwark share discovery,
and system information gathering.

+ Net: Used for eccount discovery, network share discovery, remote services access, and
system service discovery.

* netstat: Employed for system network connections discovery.

+ route: Utikzed for system network configuration discovery.

+ Systeminfo: Used for system information discovery,

Orangeworm's targeted approach, focusing on the healthcare sector, demonstrates a clear
Intent and capability to infiltrate and extract valuable information from this Industry. The use of
specific tools like Kwampirs further indicates a sophisticated level of technical expertise and a
focused operational objactive,

APT - Group Overview: Patchwork

Description:

Patchwork, also known as Hangover Group, Dropping Elephant, Chinastrats, MONSOON, and
Operation Hangover, is a cyber aspionage group first observad in December 2015, While
definitive attribution is unciear, circumstantial evidence suggests it may be a pro-Indian or Indian
entity, The group has targeted diplomatic and government agencies, and has been known for its
spearphishing campaigns targeting U.S. think tanks.

Motivation:

Patchwork's activites sugaest a focus on espionage, likely driven by political and strateaic
interests, particularly n gatherng intelfigence from government and diplomatic entities.

Names:



+ Alisses: Hangover Group, Dropping Elephant, Chinastrats, MONSOON, Operation Hangover

Location:

Patchwork has targeted entities giobally, with @ focus on the indlan subcontinent and U.S. think
tanks.

First Seen:

The group was first cbserved in December 2015,

Observed:

Patchwork has been active in conducting cyber esplonage campaigns, primarily targeting
diplomatic and government sectors, The group is known for its use of copled and pasted code
from onfine forums and spearphishing technigues.

Techniques Used in all tactics:

* Abuse Elevation Control Mechanism: Bypassed User Access Control (UAC).
» Archive Collected Data: Encrypted and baseS4-encoded collected files' paths,

+ Automated Collection; Developed a fie stealer for specific fie extensions and executed
scripts for data enumeration and upload.

+ BITS Jobs: Used for downlcading malicious payloads,

« Boot or Logon Autostart Execution: Added malware to startup foiders and Registry Run
keys for persistence.

+ Command and Scripting Interpreter: Used PowerShell, Windows Command Shell, and
Visual Basic Scripts for execution.

+ Credentials from Password Stores: Dumped credentials from web browsers,

* Data Encoding: Employed Base64 encoding for C2 traffic,

+ Data from Local System: Colectad and exfiltrated files from infected systems.

» Data Staged: Local Data Staging in a directory called 'index’ for C&C upload.

+ Develop Capabilities: Created self-signed certificates for malware slaning.

* Drive-by Compromise: Utilized watering holes for initial victim exploitation.

» Exploitation for Client Execution: Used various exploits in malicious documents.

+ File and Diractory Discovery: Searched drives for files with specific extensions.

* Hijack Execution Flow: Employed DLL side-loading technigues.

* Indicator Removal: Deleted and replaced certain files.

+ Ingress Tool Transfer: Downloaded additional fides from C2 servers.

* Inter-Process Communication: Leveraged the DDE protocol for malware delivery.

+ Masquerading: Disguisad payloads with legitimate-sounding names,

+ Modify Registry: Altered Registry kevs for operational purposes,

+ Obfuscated Files or Information: Used binary padding, software packing, and command
obfuscation.

+ Obtain Capabilities: Acquired and utifzed open-source tools fike QuasarRAT.

+ Phishing: Spearphishing with attachmeants and links for initia! access.

+ Phishing for Information: Used web bugs for recipient tracking.

+ Process Injection: Utilized process hollowing techniques,
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+ Scheduled Task/Job: Used TaskScheduler for persistence.,

+ Software Discovery: Scamned for specitic security soltware installations,

* Subvert Trust Controls: Signed malware with fabricated cartificates.

+ System Information Discovery: Collected detailed system infarmation.

+ System Owner/User Discovery: Gathered user and admin status information.
* User Execution: Encouraged users to execute malicious links and files,

* Web Service: Used dead drop resolvers for CZ communication,

Software Used by Patchwork:

* Autolt backdoor
+ BackConfig

+ BADNEWS

* NDiskMonitor

+ PowerSploit

* QuasarRAT

* TINYTYPHON

+ Unknown Logger

Patchwork's operations demonstrate a significant focus on espionage through 3 variety of
sophisticated techniques and tools, indicating a well-resourced and technically capable actor
with specific Intelligence-gathering ctjectives.

APT - Group Overview: PittyTiger

Description:

PittyTiger is a cyber threat oroup believed to be operating out of China. This group is known for
using a variety of malware types to establish and maintain command and control aver
compromised systems.

Motivation:

while specific motivations are not detaded, the typical behavior of PittyTiger suggests objectives
aligned with espionage, Iikely driven by political, economic, or strategic interests.

Names:

The primary name for this group is PittyTiger,
Location:
PittyTiger is believed to operate out of China, based on the nature of its attacks and tools used.

First Seen:



The exact date of PittyTiger's first observed activities is not specilied in the provided
information.

Observed:

PittyTiger has been observed engaging in cyber espionage activities, utilizing various types of
malware for command and contral operations.

Techniques Used in all tactics:

* Obtain Capabilities: Tool: PittyTiger has been known to obtain and use tools such as
Mimikatz and gsecdump for its operations.

+ Valid Accounts: The group attempts to obtain legitimate credentials during its operations,
likety to facilitate lateral movement and maintain access,

Software Used by PittyTiger:

+ ghOst RAT: A remote access tool with capabilities like keylogaing, screen capture, and
process manipulation,

+ gsecdump: A tool used for dumping system credentials,

+ Lurid: A makware varlant used for data encryption and collection.

+ Mimikatz: A well-known tcol used for credential dumping and manipulation.

* Poisonlvy: A remote access tool with capabilites for keylogging, data collection, and

process injection.

PittyTiger's use of a diverse set of tools and techniques indicates a focus on gaining access to
systems and exfiltrating sensitive information, consistent with the objectives of a sophisticated
cyber esplonage group.

APT - Group Overview: PLATINUM

Description:

PLATINUM is a sophisticated cyber espionage group known for its advanced techniques and
focus on targets in South and Southeast Asia. Active since at least 2009, the group has primarily
targetad gavernment entities and rafated organizations.

Motivation:

While specific motivations are not detaled, the group's activities suggest a focus on intelfigence
gathering and surveillance, likely driven by geopolitical interests,

The group is predominantly known as PLATINUM,



Location:

PLATINUM's operations primarily target regions in South and Southeast Asia.

First Seen:

The group has been active since at least 2008,

Observed:

PLATINUM has been cbserved conducting cyber espionage campaigns against government and
refated organizations in South and Southeast Asia.

Techniques Used in all tactics:

+ Drive-by Compromise: PLATINUM has used drive-by attacks to exploit vulnerabiities in
browser plugins.

+ Exploitation for Privilege Escalation: The group has leveraged zero-day vulnerabilities for
privilege escalation,

* Ingress Tool Transfer; PLATINUM has transferred files using Intel® Active Management
Technology (AMT) Serial-over-LAN {(SOL) channel,

* Input Capture: The group has employed various keyloggers and credential AP hooking for
Information gathering,

+ Masquerading: PLATINUM has renamed tools like rar.exe 1o avoid detection,

* Non-Application Layer Protocol: The group has used the Intal® AMT SOL channel for
command and control.

+ 0S Credential Dumping: PLATINUM has used keyloggers capable of dumping credentials
from LSASS memory.

» Phishing: Spearphishing emaile with malicious attachments have been a peimary vector for
initial access.

* Process Injection: Various methods of process injection, including hot patching, have been
used.

+ User Execution: The group has attempted 1o get users to execute malicious files through
spearphishing.

Software Used by PLATINUM:

« adbupd: A tool used for command execution, encrypted communication, and event-
triggered execution.

+ Dipsind: A malwvare known for web protocol communication, symmetric encryption, and
scheduled data transfer.

+ JPIN: A muttifaceted tool capable of mail protecol communication, file transfer, keylogging,
process injection, and more.

PLATINUM's sophisticated use of a varety of techniques and custom software indicates a high
leve! of expertise in conducting cyber espionage operations, with a clear focus on maintaining
stealth and gathering intelligence from high-value targets in specific geographic regions.

B A - - - e s A B A8 AR &



vy e PN W WWe WIW VAR NWARN.INIWRNe

Description:

POLONIUM Is a Lebanon-based cyber esplonage group known for targeting Israsil organizations,
including those in critical manufacturing, information technology, and defense industries. Active
since at least February 2022, the group is noted for its sophisticated operations and
coordination with entities affiliated with ran's Ministry of Intelligence and Security (MOIS).

Motivation:

POLONIUM's activities sugoest a focus on gathering intelligence and possibly disrupting
operations In Israell organizations. The group’s alignment with Iranian interests indicates a
geopolitical motivation, likely driven by regional tensions and strategic objectives.

Names:

The group is primarily krown as POLONIUM,

Location:

POLONIUM is based In Lebanon and has prmarily targeted Israeli entities.

First Seen:

POLONIUM's activities were first observed in February 2022.

Observed:

The group has been cbserved conducting espicnage campaigns against Israell organizations,
leveraging sophisticated techniques and tools,

Techniques Used in all tactics:

+ Acquire Infrastructure: Web Services: POLONIUM created and used legitimate Microsoft
OneDrive accounts for operations.,

+ Exfiltration Over Web Service: The group exfiltratad stolen data to their own OneDrive and
Drepbox accounts.

+ Obtain Capabllities: Tool: POLONIUM obtaned and utilized tools ke Alr'VPN and plink,

* Proxy: The group used the AirVPN service for operational activities.

» Trusted Relationship: POLONIUM explofted compromised cradentials from an IT company
1o target downstream customers, including a law firm and aviation company.

+ Valid Accounts: They used valid compromised credentials for accessing victim
environments,

» Web Service: Bidirectional Communication: The group used OneDrive and Dropbox for
command and control {C2} communications,



Software Used by POLONIUM:

+ CreepyDrive: A tool used for web protocol communication, PowerShell scripting, data
axfitration to doud storage, fite discovery, and bidirectional communication via web
sarvices.

* CreepySnail: This softwars empioys web protecols, PowerShell, standard data encoding,
exfitration over C2 channels, and discovery of network configuration and system ownership
information.

POLONIUM's operations reflect a high level of sophistication and strategic focus, aligning with
broader geopolitical abjectives and showcasing advanced capabilities in cyber espionage. The
group's uss of legitimate web sarvices for exfiltration and C2, along with its ability to exploit
trusted relationships, indicates a nuanced understanding of digital environments and cperational
security.

APT - Group Overview: Poseidon Group

Description:

Poseiden Group is a Portuguese-speaking threat group known for its unique approach to eyber-
espionage. Active since at least 2005, this group is distinctive for using information exfiltratad
from victims to blackmall them into contracting the Poseidon Group as a sscurlty firm.

Motivation:

The primary mativation of the Poseidon Group appears to be financial gain through a
combination of cyber-espionage and blackmail. By exfiltrating sensitive information, they coerce
victim companies inte hiring them under the guise of a security firm, thus monetizing their
cyber-esplonage activities.

Names:

The group is predominantly known as the Poseidon Group,

Location:

The Poseidon Group is @ Portuguese-speaking entity, but specific geographic location details
are not provided,

First Seen:
The group's activities date back to at least 2005.
Observed:

Poseidon Group has been observed engaging in targeted cyber-espionage campaians, prmarty



TS O ITIOITERELLE U 10 SULSEQUETIL et iall,

Techniques Used in all tactics:

+ Account Discovery; Poseidon Group searches for administrator accounts on local machines
and across networks.

= Command and Scripting Interpreter: PowerShell: The group’s Information Gathering Tool
{}GT) includes PowerShall components for executing commands and scripts.

+ Masquerading: Poseidon Group tools attempt to spoof anti-virus processes as a means of
self-defense, hiding their malicious activities.

* OS Credential Dumping: They focus on obtaining credentials, particularly those belonging
1o domain and database servers.

* Process Discovery: After compromising a system, the group lists all running processes to
understand the environment and identify targets for further exploitation.

+ System Network Connections Discovery: They obtain and save information about victim
network interfaces and addresses,

+ System Service Discovery: Poseidon Group discovers sll running services post-
compromise to further their access and control over the victim's system.

Poseiden Group's cperations are marked by a blend of technical sophistication and
unconventional tactics, including leveraging the stolen data for biackmail. Their focus on
cradential and service discavery, slong with masquerading techniques, indicates a methodicai
approach 1o maintaining persistence and avoiding detection in targeted environments.

APT - Group Overview: PROMETHIUM

Description:

PROMETHIUM ks an espionage-focused activity group that has been active since at least 2012,
The group is known for its global operations, with a significant emphasis on targeting Turkish
entities. PROMETHIUM is characterized by its use of sophisticated techniques and overlaps in
victim and campaign characieristics with another activity group, NEODYMIUM,

Motivation:

The primary maotivation of PROMETHIUM appears to be espionage. Their activities suggest a
focus on gathering intelligence and compromising Information from targeted entities, particutarly
in Turkey.

Names:

PROMETHIUM is also associated with the name StrongPity.

Location:

While specific geographic orlging are not detailed, PROMETHIUM's targeted campaigns have a
global reach, with a notable focus on Turkish targets.



First Seen:

The group's activitias date back to at least 2012

Observed:

PROMETHIUM has been observed conducting global espionage campaigns, with a particular
focus on Turkish targets. Their operations are marked by the use of sophisticated technigues
and tools,

Techniques Used in all tactics:

+ Boot or Logon Autostart Execution: PROMETHIUM has used Registry run keys and created
new services for persistence,

* Develop Capabilities: The group has created seif-signed certificates for signing malicious
installers and for HTTPS C2 traffic.

+ Drive-by Compromise: They have amployed watering hole attacks to deliver malicicus
varsions of legitimate installers,

* Masquerading: PROMETHIUM has named services and disguised installer files to appear
legitimate,

+ Subvert Trust Controls; The group has signed code with self-signed centificates,

+ Traffic Signaling: They used a script configuring the knockd service and firewall for
accepting C2 connections only from systems using e specific sequance of knock ports,

* User Execution: PROMETHIUM attampted to get users to axecute compromisad installation
files for legitimate software.

+ Valid Accounts: The group has created admin accounts on compromised hosts.

Software Used by PROMETHIUM:

* StrongPity: A malware used by PROMETHIUM for various purposes including web
protacols, data callection, encryption, exfiltration, and masquerading.

+ Truvasys: Another tool used for autostart execution and masguerading as legitimate
services.

PROMETHIUM's operations demaonstrate a high leval of tachnical sophistication and strategic
planning. Their focus on creating and using self-signed certificates, masquerading technigues,
and leveraging legitimate software Instaliers for mallcious purposes indicates a methedical
approach 1o infiltrating and maintaining persistence In targeted environments.

APT - Group Overview: Putter Panda

Description:

Putter Panda is a Chinese threat group known for its cyber espiorage activities. It has been
attributed to Unit 61486 of the 12th Bureau of the PLA'S 2rd General Staff Department (GSD),
indicating state-sponsored operations.
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The primary motivation of Putter Panda is fkely espionage, gathering Inteligencs, and possibly
conducting cyber warfare activities, consistent with the objectives of a state-sponsored group.

Names:

Putter Panda is also known as APT2 and MSUpdater,

Location:

The group is belleved o be based In Ching, given its attribution to 3 unit of the People's
Liberation Army.

First Seen:

The specific date of the group's first observed activity Is not mentioned, but it has been active
for saveral years, at least since the early 2010s.

Observed:

Putter Panda has been observed conducting cyber espionage campaians, primarily targeting
information related to satellite and aerospace sectors,

Techniques Used in all tactics:

+ Boot or Logon Autostart Execution: Putter Panda installs itself Into the ASEP Registry key
for persistence,

+ Impair Defenses: Tha group attempts to disable or modify defense tools, specifically
targeting components of Sophos Anti-Virus.

+ Obfuscated Files or Information: Droppers usad by Putter Panda obfuscate payloads using
RC4 or a 16-byte XOR key.

+ Process Injection: The group injects DLLs into processes that normally access the network,
such as Outiock Express, Outlook, Internet Explorer, and Firefox.

Software Used by Putter Panda:

+ 3PARA RAT: A remote access tool with capabilities Ske web protocol communication,
symmetric encryption, and file discovery.

+ 4H RAT: Another RAT used for command execution, encrypted communication, and system
Information discavery,

* httpclient: A tool for web protocol communication, command execution, and encrypted
communication.

+ pngdowner: Used far weh protocol communication, file deletion, and extracting unsecured
credentials from files.

Putter Panda's activities demonstrate a focus on staalth and persistence, employing technigues
to maintain long-term access to compromised systems and networks, The use of RATS and other
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targets or objectives,

APT - Group Overview: Rancor

Description:

Rancor is a2 cyber threat group known for its targeted campaigns primarily against the Scuth East
Asia region. The group Is notable for using politically-motivated lures to entice victims into
opening malicious decuments.

Motivation:

The primary maotivation of Rancor appears to be espilonage, likely driven by political interests, as
Indicated by meir use of politically-themed luras,

Names:

The group is pnimarly known as Kancor.

Location:

While the specific location of Rancor is not detailed, their primary target region is South East
Asla.

First Seen:

The exact date of Rancor’s first observed activity is not provided, but they have been active at
least since the report's creation date in 2018,

Observed:

Rancor has been observed conducting targeted cyber espionage campaigns, using
spearphishing and other tactics 1o compromise victims in the South East Asla region.

Techniques Used in all tactics:

+ Application Layer Protocol (Web Protocols): Rancer uses HTTP for command and control
{C2) communications.

* Command and Scripting Interpreter (Windows Command Shell and Visual Basic): The
group utilizes emd.exe and VES scripts, ncluding embeddad macros, for execution.

+ Ingress Tool Transter: Rancor downloads additional malware, including using teols like
certutil.

* Phishing (Spearphishing Attachment): They attach malicious documents to emails for
initial access.

+ Scheduled Task/Job: Rancor establishes persistence by creating scheduled tasks using the
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+ System Binary Proxy Execution (Msiexec): The group uses msiexec to download and
execute malicious installer files over HTTP.

* User Execution (Malicious File): Rancor attempts to trick users into clicking on embedded
macros within Microsoft Office documeants to Bunch malware.

Software Used by Rancor:

+ certutil: Used for tasks like data archiving, file deobluscation, and ingress tool transfer.

* DDKONG: A malware that involves file and directory discovery, decbluscation, and use of
rundli32 for execution.

* PLAINTEE: This malware abuses elevation control mechanisms, creates registry run keys for
persistence, and uses symmetric cryptography for encrypted communication.

+ Reg: Utilized for modifying and querying the registry, and potantially accessing unsecured
credentials stored within the registry.

Rancor's activities demonstrate a focus on targeted espionage using socially engineered lures
and a variety of custom tools and techniques to infiltrate and maintain presence within victim
networks, The group’s use of scheduled tasks for persistence and system binary proxy
execution methods indicates a sophisticated understanding of Windows environments and
avasion techrigues,

APT - Group Overview: Rocke

Description:

Rocke Is an aleged Chinese-speaking cyber threat group primarity engaged In cryptojacking,
which involvas the unauthorized use of victim system resources for mining cryplocurrency. The

aroup's name, "Rocke," originates from the email address "rocke@ive.cn,” associated with the
cryptocurrency wallet they use.

Motivation:
Rocke's primary objective appears to be financial gain through cryptojacking, exploiting system

resources of compromised networks to mine cryptocurrency.

Names:

The group is known as Rocke, denved from thelr assoclated emall address, There are also
detected overlaps with the Iron Cybercrime Group, though this attribution is not definitively
confirmed.

Location:

The specific location of Rocke Is not detalled, but thay ara described as a Chinese-~speaking
group.



The exact date of Rocke's inception is not provided, but they have been active at least since the
report's creation date in 2020.

Observed:

Rocke has been observed conducting crypto@cking operations, exploiting vulnerabilities in
public-facing applications, and using various techniques for persistence, defense evasion, and
command and control

Techniques Used in all tactics:

« Application Layer Protocol: Utikzing web protocols for command and control, including
HTTP.

+ Boot or Logon Autostart Execution: Creating UPX-packed flies in the Windows Start Menu
Folder for persistence.

+ Command and Scripting Interpreter: Using Unix shell scripts and Python-based malware.

+ Craate or Modify System Process: Installing systemd service scripts for persistence,

+ Exploit Public-Facing Application: Exploiting vulnerabilities in Apache Struts, Oracle
Webloglc, and Adobe ColdFusion,

* File and Directory Permissions Modification: Changing file permissions to prevent
modifications.

+ Hide Artifacts. Downloading files to hide artifacts on the target system.

+ Impair Defenses: Disabling or modifying tools and system firewalls,

* Ingress Tool Transfer: Downloading additional maiicious files to the target system.

* Masquerading: Matching legtimate names or locations to disguise makicious activites,

* Network Service Discavery: Scanning for exposed TCP ports and SSH servers,

+ Obfuscated Files or Information: Modifying UPX headers and using software packing.

* Process Injection: Injecting into Windows processes for evasion,

* Remote Services: Spreading coinminer via SSH.

+ Resource Hijacking: Distributing cfyptomining malware,

+ Scheduled Task/Job: Installing cron jobs for persistence.

+ Software Discovery. Detecting and uninstalling antivirus software.

+ System Information Discovery: Collecting information about the infected system's kernel

+ Unsecured Credentials: Using SSH private keys 1o spread the coinminer,

+ Web Service: Using services like Pastabin, Gitee, and GitLab for C2.

Software Used by Rocke:

+ 3PARA RAT: A remote access tool with vanious capabilities.

4H RAT: Another RAT used by Rocke.

httpelient: Used for encrypted communication and command execution,
+ pngdowner: A tool for downloading and executing files.

Reg: Utilized for registry modifications.

Rocke's operations demoenstrale a focus on financial gain through the exploitation of network
resources for cryptocurrancy mining. Thair use of various evasion technigues, exploitation of
public-facing applications, and persistence mechanisms indicate a sophisticated understanding
of network environments and securnty evasion,



APT - Group Overview: RTM

Description:

RTM Is a cybercriminal group active since at least 2015, primarily targeting users of remote
banking systems in Russia and neighboring countries. The group is known for its use of & Trojan,
also named RTM, to conduct its operations.

Motivation:

RTM's primary motivation appears to be financial, focusing on the theft of funds and financial
Information from users of romaote banking systems.

Names:

The group is known as RTM, which Is also the name of the Trojan they use for their cybercriminal
activities,

Location:

RTM primarily targets Russia and nelghboring countries, suggesting a focus on this geographical
region.

First Seen:
The group has been active since at least 2015,

Observed:

RTM has been observed using various techniques for initial access, execution, persistence, and
command and centrol. Their operations are characterized by the use of spearphishing, exploit
kits, and remote access tools.

Techniques Used in all tactics:

« Boot or Logon Autostart Execution: RTM uses Registry run keys for persistence of the RTM
Trojan and modified TeamViewer software,

+ Drive-by Compromise: Distribution of malware via exploit kits like RIG and SUNDDWN, and
through online advertising networks.

* Hijack Execution Flow: Employing DLL search order hijacking with TeamViewer.

* Phishing: Spearphishing attachments are used to distribute malware.

* Remote Access Software: Utilizing modified versions of TeamViewer and Remote Utilites,
*  User Execution: Luring victims to opan email sttachments to exscuta malicious cods.

+ Web Service: Using an RSS feed on Livejournal for updating encrypted C2 server names.



Software Used by RTM:

* RTM Trojan: A multfunctional Trojan used for various malicious activities, Including:
+ Bypassing User Account Control
= Collecting clipboard data and keyloeging
* Command execution via Windows Command Shell
* Dynamic resolution and symmetric encryption for secure communication
* Fie and directory discovery
* Indicator removal and reglstry modifications
* Masguerading tasks or services
* Peripheral device discovery
* Process discovery and screen capture
» Scheduled task creation for persistence
« Subverting trust controls
* System information discovery
* User execution through malicious files
* Virtualization and sandbox evasion
+ Dead drop resolver via web services

RTM's activities demonstrate a sophisticated understanding of banking systems and the
financial sector, employing a range of techniques to evade detection, maintain persistence, and
achieve their financial objectives. Their focus on remote banking systems in Russia and
neighboring countries highlights a regional specialization in their operations,

APT - Group Overview: Sandworm Team

Description:

Sandwerm Team is a destructive cyber threat group attributed to Russia’s General Staff Main
Inteligence Directorate (GRU) Main Center for Special Technologies (GTsST), military unit
74455. Active since at least 2008, Sandworm Team is Known for its high-profile cyber operations
against various internaticnal targets.

Motivation:
The primary motivation of Sandworm Team appears to be geopolitical, conducting cyber

operations that align with Rugsian state interests. Their activities often target governmental,
energy, and Infrastructural sectors in various countries,

Names:

Sandworm Team Is associatad with several afases, inciuding ELECTRUM, Telebots, IRON
VIKING, BlackEnergy Group, Quedagh, Voodeo Bear, and IRIDIUM.

Location:

While the group is attributed to Russia, their operations have a global impact, targeting entities



First Seen:

The group has been active since at least 2009,

Observed:

Sendworm Team has been implicated in numerous high-profile cyber operations, including
attacks on Ukrainian electrical companies, the worldwide NotPetya attack, targeting the 2017
Franch presidential campaign, the 2018 Olympic Destroyer attack, operations against the
Organisation for the Prohibition of Chemical Weapons, and attacks in Gaorgia.

Techniques Used in all tactics:

+ Account Discovery: Querying Active Directory and email settings for user information.
+ Acquire Infrastructure: Registerning domain names and leasing servers for operations.

+ Active Scanning: Scanning natwork infrastructure for vulnerabilities.

+ Application Layer Protocol: Using HTTP for command and control (C2) communication.
+ Brute Force: Attempting RPC authentication against multiple hosts.

+ Command and Scripting Interpreter: Utilizing PowarShell, Windows Command Shell, and
Visual Basic for execution.

+ Compromise Client Software Binary: Using trojanized versions of soltware for persistence.

+ Create Account: Creating privileged domaln accounts for exploitation and lateral
movemant.

* Data Destruction: Employing destructive components ke BlackEnergy KillDisk,

+ Exploitation for Client Execution: Exploiting vulnerabilities in software Iike Microsoft
PowerPoint and Word.

+ External Remote Services: Using remote services fike SSH for persistence and access.

*+ File and Directory Discovery: Enumerating files and directories on compromised hosts.

+ Impair Defenses: Disabling event logging and modifying internet settings.

+ Indicator Removal: Delating files and modifying registry sattings.

* Ingress Tool Transfer: Pushing additional malicious teols onto infected systems.

+ Input Capture: Employing keyloggers to capture keystrokes.

+ Lateral Tool Transfer: Transferring tools for lateral movement within networks.

+ Masquerading: Naming maliclous binaries to appaar legitimate.

+ Obfuscated Files or Information: Using encoding and packing techniques for evasion,

* Phishing: Delivering malicious attachments and links via spearphishing.

* Process Injection: Loading malwars into processes like svchostexe,

* Remote Access Software; Using remote administration tools for execution and control,

* Remote Services: Utilizing SMB/Windows Admin Shares for lateral movement,

+ Remote System Discovery: Discovering systems over LAN and quenying Active Directory.

* System Information Discovery: Erumerating information about infected systems.

* User Execution: Tricking users into executing malicious files and links,

+ Valid Accounts: Using Jecitimate credentials for access and iateral movement,

+ Web Service: Employing web services for bidirectional communication and C2.

Software Used by Sandworm Team:



* Bad Rabbit: Ransomware used in various attacks.

* BiackEnergy: A toolkit with various capabllities, Inciuding data cestruction,

+ CHEMISTGAMES: Malicious mabile applications.

+ Cyclops Blink: Targeting network dewvices,

+ Exaramel for Linux and Windows: Backdoaors for respective operating systems.

+ GreyEnergy: Advanced persistent threat malware.

+ Impacket: A collaction of Python classes for working with network protocols.

* Industroyer; Targeting industrial control systams.

* Invoke-PSimage: Employing steganography in PowerShell scripts,

» KillDisk: Usead for data destruction

* Mimikatz: Credential harvesting tool,

* NotPetya: Destructive malware disguised as ransomware.

+ Olympic Destroyer: Targeting the 2018 Winter Olympics.

+ Prestige: Ransomware impacting eraganizations in Ukralne and Poland.

* Pskxec; Tool for remote execution,

+ P.AS. Webshell: Webshell for maintaining accass to networks,

+ Rundli32: Used for executing DiLs.

* Windows Management instrumentation {(WMI): Used for remote code execution and
system surveys,

Sandwerm Team's operations demonstrate a sophisticated and broad range of capabilities, from
destructive attacks to espionage, impacting critical mfrastructure and geopolitical landscapss.
Their activities are characterized by a2 combination of technical sophistication and strategic
targeting, aligning with Russian state interests.

APT - Group Overview: Scarlet Mimic

Description:

Scariet Mimic is a cyber threat group known for targeting minonty rights activists. The group's
activities have not been conclusively linked 1o @ gavemment scurce, but their motivations appear
to everlap with those of the Chinese govemment. The group employs sophisticated cyber
espionage tactics and has been active in its campaigns for seversl years.

Motivation:

While direct government affiliation is not established, Scarlet Mimic’s operations align closely
with the interests of the Chinese government, particutarly In monitonng and potentially
disrupting minonty rights movements,

Names:

The group is primarily known as Scarlet Mimic, There is some overlap in IP addresses used by
this group and Putter Panda, another known threat group, but It Is unclear if they are the same
entity.



The specific location of Scariet Mimic is not disclosed, but their activities suggest an alignment
with Chinese government interests,

First Seen:

Scarket Mimic has bean active since at least the early 2010s, with documented activitios dating
back several years.

Observed:

The group has bean cbserved conducting cyber espionage campaigns targeling minority rights
activists. Thewr oparations are characterized by the usa of sophisticated malware and
spearphishing techniques.

Techniques Used in all tactics:

« Masquerading (T1036.002): Scariet Mimic has utilized the right-to-left override character
In file names of self-extracting RAR archive spearphishing sttachments to disguise malicious
files.

Software Used by Scarlet Mimic:

1. CaliMe (S0077):
* Techniques: Command and Scripting Interpreter: Linix Shell, Encrypted Channel:
Symmaetric Cryptography, Exfiltration Over C2 Channel, Ingress Tool Transfer,
2. FakeM (S00786).
» Techniques: Data Cbfuscation: Protecel Impersonation, Encrypted Channel: Symmetric
Cryptography, Input Capture: Keylogging, Non-Application Layer Protacol,
3. MobileOrder (S0079):
« Techniques: Browser Information Discovery, Data from Local System, Exfitration Over
C2 Channel, File and Directory Discovery, Ingress Teol Transter, Process Discovery,
Systemn Information Discovery.
4, Psylo (S0078):
« Techniques: Application Layer Protocol: Web Protocols, Exfiltration Over C2 Channel,
F#e and Directory Discovery, Indicater Removal: Timestomp, Ingress Tool Transfer.

APT - Group Overview: Scattered Spider

Description:

Scattered Spider is a cybercriminal group that has been active since at least 2022, They
primarily target customer relationship manzagement {CRM) and business-process outsourcing
(BPO) firms, 3s wel as telecommunications and technology companies. The group is known for
leveraging targeated social-engineering techniques and attempting to bypass popular endpaoint
security tools.
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The primary motivation of Scattered Spider appears to be gaining unauthorized access to
sensitive information and systems within targsted organizations. Their focus on CRM and BPO
firms, as well as telecommunications and technology companies, suggests a motive aligned with
economic or industrial espionage,

Names:

Scatlered Spider is the primary name of the group. They are aiso associated with the name
Roasted Oktapus.

Location:

The specific location of Scattered Spider s not disclosed in the provided mnformation.

First Seen:

The group has been active since at least June 2022,

Observed:

Scattered Spider has been cbserved conducting campaigns targeting specific industries with
saphisticated soclal engineering and technical intrusion techniques,

Techniques Used in all tactics:

+ Account Discovery: Utilizing Azure AD for identifying emall and cleud accounts,

+ Account Manipulation: Creating additional cloud credentials and roles, and registering
devices for MFA.

« Data from Cloud Storage: Accessing victim OneDrive environments for sensitive
Information.

+ Exploit Public-Facing Application: Expleiting vulnerabilities like CVE-2021-35464 in
ForgeRock OpeniM,

+ External Remote Services: Leveraging legitimate remote management tools for persistent
ACCESS.

+ Gather Victim Identity Information: Using phishing messages to steal credentials.

« Impersonation: Impersonating legitimate IT personnal.

* Ingress Tool Transfer: Downloading tools using victim organzation systema.

* Modify Cioud Compute Infrastructure: Creating Azure VMs.

+ Multi-Factor Authentication Request Generation; Employing MFA fatigue tactics.

« Network Service Discovery: Scanning for open ports on targeted appliances.

* Obtain Capabilities: Acquiring tools like LINpeas, aws_consoler, and RustScan.

+ OS Credential Dumping: Performing domain replication.

+ Permission Groups Discovery: Accessing Azure AD for group member information.

* Phishing: Spearphishing via voice and service Impersonation.

+ Pretocol Tunneling: Using SSH tunneling.

+ Proxy: Installing reverse proxy toals.
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+ Remote Services: Using compromised Azure credentials for lateral movement.
* Subvert Trust Controls: Utiflizing self-signed and stolen certificates,

+ Valid Accounts: Leveraging compromisad cloud account credentials.

+ Web Service: Downloading tocls from various online sources,

* Windows Management instrumentation: Using WMI for lateral movement,

Software Used by Scattered Spider:

+ Impacket: Used for lateral movement and various credential dumping techniques.

APT - Group Overview: SideCopy

Description:

SideCopy Is & Pakistani threat group that has been active since at least 2019. The group
primarily targets South Asian countries, focusing on Indian and Afghani government personnel,
SidaCopy is known for its infection chain that mimics the tactics of Sidewinder, a suspected
Indian threat group.

Motivation:

The primary mativation of SideCopy appears to be espionage, particularly targeting government
entities In South Asia. This aligns with geopaolitical interests in the region, suggesting a facus on
agathering Intelligence and possibly influencing regional affairs,

Names:

The group is primarily known as SideCopy.
Location:

SideCopy s pelieved to be based in Pakistan,
First Seen:

The group has been active since at jeast 2019,

Observed:

SideCopy has been observed engaging In sophisticated cyber espionage activities targeting
government personnel in Scuth Asia, particularly In India and Alghanistan.

Techniques Used in all tactics:



Command and Scripting Interpreter: Visual Basic: Using makcious macros in Microsoft
Office Publisher documents to execute HTA files,

Compromise Infrastructure: Domains: Compromising domains for C2 and staging mahwvare.
Hijack Execution Flow: DLL Side-Loading: Utilizing a malicious loader DLL fiée 10 execute

processes and side-load payloads.

+ Ingress Tool Transfer: Dalivering trojanized executables via spearphishing emsils.

* Masquerading: Match Legitimate Name or Lecation: Using legitimate DLL file names 1o
disgulse malicious tools.

+ Native API; Executing malware by calling APl functions.

« Phishing: Spearphishing Attachment: Sending spearphighing emails with malcious HTA
file attachmenis,

* Phishing for Information: Spearphishing Attachment: Crafting generic lures for spam
campaigns to coilect emails and credentials.

+ Software Discovery: Collacting browser information and AV preduct names from infected

hosts,
+ Stage Capabliities: Upload Malware: Using compromised domains to host malicious
payloads.

« System Binary Proxy Execution: Mshta: Utiizing mshta.oxe ta execute malicious HTA flles.

« System Information Discovery; identifying the OS version of compromised hosts,

+ System Location Discovery: ldentifying the country location of compromised hosts.

+ System Network Configuration Discovery: Identifying the IP addrass of compromised
hosts.

* User Execution: Malicious File: Luring victims to click on malicious embedded archive files,

Software Used by SideCopy:

+ Action RAT: A remote access tool with varicus capabilities including data exfiltration and
system information discovery.

* AuTo Stealer;: A malware capable of stealing data, executing commands, and persisting on

infected systems.
APT - Group Overview: Sidewinder
Description:

Sidewinder is a suspected Indian threat actor group that has been active since at least 2012, The

group is known for targeting government, miitary, and business entities across Asia, with a
primary foous on Pakistan, China, Nepal, and Afghanistan,

Motivation:

Sidewinder's activities suggast a motivation centerad arcund espionage and intelligence
gathering, particularly in regions and countries of strategic interest to India,

Names:

+ Sldewinder
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Location:
The group is suspected to be basad in India.

First Seen:

Sidewinder has bean active since at least 2012,
Observed:

The group has been observed conducting sophisticated cyber esplonage campaigns targeting a
range of entities in Asia, including government and military organizations.

Techniques Used in all tactics:

+ Application Layer Protocol: Web Protocols: Using HT TP for C2 communications.

* Automated Collection: Collecting system and network configuration information
automatically,

«  Automated Exfiltration: Configuring tools to send collected files to attacker-controbed
servers,

+ Boot or Logon Autostart Execution: Adding executable paths in the Registry for
parsistence

+ Command and Scripting Interpreter: Using PowerShell, VBScript, and JavaSchpt for
mabware axecution.

+ Data Staged: Collecting stolen files in a temporary folder for exfiltration.

+ Exploitation for Client Execution: Exploiting vulnerabilities like CVE-2017-11882 and CVE-
2020-0G674,

* File and Directory Discovery: Collecting information on files and directories,

* Hijack Execution Flow: Using DLL side-foading technigues.

+ Ingress Tool Transfer; Using LNK files to download remote fies,

* Inter-Process Communication; Using Dynamic Data Exchange for execution,

* Masquerading: Naming malicious files to resemble legitimate Windows executables.

+ Obfuscated Files or Information: Using base64 encoding and ECDH-P256 encryption.

* Phishing: Spearphishing with attachments and links.

* Process Discovery: identifying running processes on the victim's machine.

+ Software Discovery: Enumerating Installed software and antwirus products.

+ System Binary Proxy Execution: Using mshta.exe for execution.

+ System Information Discovery: Collecting detailed system information.

+ System Network Configuration Discovery: Gathering network interface information.

+  Sysatem Owner/User Discovery: ldentifying the user of a compromised host.

+ System Time Discovery: Obtaining tha current system time.

+ User Execution: Luring targets to click on malicious finks or files.

Software Used by Sidewinder:

« Koadic; A remote sccess ool with capabilities like UAC bypass, data exfiltration, and



APT - Group Overview: Silence

Description:

Sllence is a financially motivated threat actor pnmarily targeting financial institutions in various
countries. The group has been active since June 2016, with their main targets lecated in Russia,
Ukraine, Belarus, Azerbaijan, Poland, and Kazakhstan. They are known for compromising
banking systems, inciuding the Russian Central Bank's Automated Workstation Client, ATMs, and
card processing systems.

Motivation:

Silence's primary motivation appears to be financial gain through the compromise of banking
systems and financial institutions.

Names:

+ Silence
+ Associated Groups: Whisper Spider

Location:

The specific location of Silence Is not clearly identified, but their targets are primarily in Eastern
Europe and Central Asls,

First Seen:

The group was first observed in June 2016.

Observed:

Silence has been noted for its sophisticated attacks on financial insttutions, compromssing
various banking systems and conducting operations that lead to financial theft,

Techniques Used in all tactics:

+ Boot or Logon Autostart Execution: Using Registry Run Keys and Startup foider for
persistence

* Command and Scripting Interpreter: Empiaying PowerShell, Windows Command Shell,
Visual Basic, and JavaScript for executing payloads.

» Indicator Removal: Deleting artifacts, including scheduled tasks and logs.

+ Ingress Tool Transfer; Downloading additional modules and mahware,

* Masquerading: Naming its backdoor *WINWORD.exa",

+ Modify Reaistry: Creatina deleting. aor modifving Reaistrv kevs or values.



* Native APL: Leveraging Windows AP| for various tasks,

+ Non-Standard Port: Using port 444 for data transmission.

* Obfuscated Files or Information: Employing environment variable string substitution for
obfuscation.

+ Obtain Capabilities: Acquiring and modifying tools like Empire and PsExec.

* 0S Cradential Dumping: Extracting credentials using tools like Mimikatz.

* Phishing: Spearphishing with various types of attachments,

+ Process Injection: Injecting into processes like fwmain32.exe.

* Proxy: Using ProxyBot for traffic redirection,

* Remote Services; Utilizing Remote Desktop Protocod for lateral movement.

* Remote System Discovery: Scanning networks with tools like Nmap.

+ Scheduled Task/Job: Using scheduled tasks for operations.

+ Screen Capture: Capturing wvictim screen activity.

+ Software Deployment Tools: Using tools like RAdmin for remote control.

+ Subvert Trust Controls: Using valid certificates for lnader sioning.

» System Binary Proxy Execution: Weaponizing CHM files in phishing campaigns.

+ System Services: Using Winexe for remote service installation,

* User Execution: Encouraging users to launch malcious attachmants.

+ Valid Accounts: Using compromised credentials for access and privilege escalation.

+ Video Capture: Recording victim activities.

Software Used by Silence:

+ Empire: A comprehensive framework used for various attack techniques.
+ SDelete: A too! used for data destruction and file deletion,
+ Winexe: A utility for remote service execution.

APT - Group Overview: Silent Librarian

Description:

Silent Librarian is a cyber threat group known for targeting ressarch and proprietary data at
universities, governmant agencies, and private sector companies worldwide. Active since at
least 2013, the group is affiliated with the lran-based Mabna Institute, which conducts cyber
intrusions on behall of the Iranian government, specifically the Islamic Revolutionary Guard
Corps (IRGC),

Motivation:

The primary motivation of Sient Librarian appears to be ntelligance gathering and accessing
sensitive research and data, alioning with the strategic interasts of the Iranian government.

Names:

+ Silent Librarian
+ Associated Groups: TA407, COBALT DICKENS



Location:

While the exact location of Silent Librarian is not specifiad, their affiliation with the Iran-based
Mabna Institute suggests an Iranian origin.

First Seen:

The group has been active since at least 2013,

Observed:

Silent Librarian has been observed conducting extensve cyber espionage campaigns, primarily
targeting academic institutions and rasearch organizations globaly.

Techniques Used in all tactics:

Acquire Infrastructure: Establishing credential harvesting pages using spoofed domains.
Brute Force: Employing password spraying attacks against private sector largets.
Email Collection: Extiltrating mailboxes and setting up auto-forwarding rules cn
compromised accounts.

Establish Accounts: Craating email accounts for phishing oparations,

Gather Victim Identity Information: Collecting emak addresses and employee names
through open Internet searches.

Obtain Capabilities; Using publicly available tools for cloning login pages and obtaining
digital certificates,

Phishing for Information: Spearphishing with links 10 credential harvesting websites.
Search Victim-Owned Websites: identifying interests and academic areas of iargeted
Individuals for phishing campalans.

Stage Capablilities: Cloning victim orgamzation login pages for credential harvesting.
Valid Accounts: Utilizing compromised credentials for unauthorized access.

Software Used by Silent Librarian:

SingleFile and HTTrack: Tools used to copy login pages of targeted organizations.
Let's Encrypt SSL certificates: Usad for phishing pages,

APT - Group Overview: SilverTerrier

Description:

SilverTerrier is a Nigarian threat group, active since 2014, known for its cybercriminal activities.
The group primarily targets organizations in high technology, higher education, and
manutacturing sactors.

Motivation:



SiiverTerrier's primary motivation appears to be financial gain, primarily through business email
compromise {BEC) campaigns.

Names:

+ SilverTerrier
Location:
Based in Nigeria.

First Seen:

The group has been active since at least 2014,

Observed:

SliverTerrier has been observed engaging in sophisticated cybercriminal activities, targeting
various organizations for financial theft,

Techniques Used in all tactics:

+ Application Layer Protocol: Utikzing HTTPR, FTP, and SMTP for Command and Control (C2)
communications.

« Financial Theft: Engaging in BEC campalans targsting high technaolegy, higher education,
and manufacturing sectors for Hinancial gain,

Software Used by SilverTerrier:

1. Agent Tesla: A sophisticated mahware used for account discovery, data exfitration, and
cradential theft,

2. DarkComet. A remole access trojan used for data collection, command execution, and
syslem monitoning,

3. Lokibot: A malware known for its capabilities in bypassing user account control, data
exfiltration, and credential theft,

4, NanoCore: A remote access (ool used far audio capture, system monltoring, and data
exfitration.

5. NETWIRE: A multi-platform remote access trojan used for data coflection, system
monitoring, and credential theft.

APT - Group Overview: Sowbug

Description:
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South America and Southeast Asm with a particular focus on government entities. The group
has been active since at least 2015,

Motivation:

Sowbug's motivations appear 1o be centered around cyber espionage, with a focus on collecting
sensitive mformation from government organizations.

Names:

+ Sowbug

Location:

Sowbug primarily targsats organizaticns in South America and Southeast Asia.

First Seen:

Sowbug's actvities have baen observed sinces at least 2016,

Sowbug has been observed conducting cyber espionage operations, extracting sensitive
documents, and engaging in various tactics 1o achiave its objectives,

Techniques Used in all tactics:

+ Archive Collected Data: Sowbug extracts and archives collected documents using RAR
archives.

+ Command and Scripting Interpreter: The group uses the Windows Command Shell during
its intrusions.

+ Data from Network Shared Drive: Sowbug extracts Word documents from network shared
drives.

* File and Directory Discovery: Identifying and extracting Word documents, searching for
documents based on date ranges, and identifying nstalled software on victims® systems.

* Input Capture: Keylogging: Sowbug utilizes keylegging tcols,

+ Masquerading: Match Legitimate Name or Location: The group disguises its tools 1o
appear as legitimate Windows or Adebe Reader software,

* Network Share Discovery: Sowbug lists remote shared drives accessible from victim
sysiems.

+ OS Credential Dumping: The group employs credential dumping tools to acquire login
credentials,

+ System Information Discovery: Gathering information about the wictim’s OS version and
hardware configuration.

Software Used by Sowbug:



1. Felismus: A tool used for vanous purposes, including web protocol communication,
command execution, data encoding, encrypted channel usage, tcal transfer, masquerading,
software discovery, and system information gathering.

2. Starloader; Utilized for deobluscating/decoding files or information and masquerading as
legitimate software.

APT - Group Overview: Stealth Falcon

Description:

Stealth Falcon is a threat group known for conducting targeted spyware attacks against Emwrati
Journalists, activists, and dissidents since at lsast 2012, While thera is circumstantial evidence
suggesting a link between the group and the United Arab Emirates (UAE) government, this
connection has not been officially confirmed.

Motivation:
Stealth Falcon's primary motivation is to conduct cyber espionage activities against individuals

and entities it targets, including Emirati journalists, activists, and dissidents.

Names:

+ Stesith Falcon

Location:

Stealth Falcon's operations are primarily targeted against individuals and organizations within
the United Arab Emirates (UAE),

First Seen:
Stealth Falcon's activities have been observed sincs at least 2012,

Observed:

Steaith Falcon has been observed employing various technigues and tactics to conduct cyber
espionage, gather sensitive information, and maintain persistence within victim systems.

Techniques Used in all tactics:

+ Application Layer Protocol: Web Protocols: Stealth Falcon's malware communicates with
its command and control (C2) servar via HTTPS.
+ Command and Scripting Interpreter: The group uses Windows Management
Instrumentation (WMI) to script data collection and command execution on victim systems.
» PowerShell: Staalth Falenn's malwara lavaraaees PawerShall commande for tacke cuech



as gathering system information via WMI and exacuting commands from its C2 server.
+ Credontials from Password Stores: The group gathers passwords from various sources,
including Windows Credential Vault, Cutiook, internet Explorer, Firefox, and Chrome.
*+ Data from Local System: Stealth Falcon's malware collects data from the local victim
system.

+ Encrypted Channel: Symmetric Cryptography: C2 traftic is encryptod using RC4A with a
hard-coded key.

+ Exfiltration Over C2 Channe!l: Data collected by Stealth Falcon's malware is exfiltrated over

the existing C2Z channel,

+ Process Discovery: The group gathers a kst of running processes on victim systems.

* Query Reglistry: Stealth Faicon’s malware attempts to determine the Installed version of
NET by querying the Registry.

+ Scheduled Task/Job: Scheduled Task: The group creates a scheduled task named *|E Web

Cache” to execute a malicous file hourly.
* System Information Discovery: Stealth Falcon's malware collects system information via

WMI, Including system directory, build number, serial number, version, manufacturer, modeal,

and total physical memory.

+ System Network Configuration Discovery: The group gathers the Address Resolution
Protocol (ARP) table from victim asystems.

+ System Ownec/User Discovery: Stealth Falcon's malware coflects information about the
registered user and primary owner name via WM,

+ Windows Management Instrumentation: The group leverages Windows Management
Instrumentation (WMI}) to gather system Information.

Software Used by Stealth Falcon:

+ Stealth Falcon's malware is involved in various aspacts of thair operations, including data
communication via web protocols, data collection and execution via scripting, password
theft from various sources, data collection from the local system, and encryption for C2
communication.

APT - Group Overview: Strider (Associated with
ProjectSauron)
Description:

Strider iz a threat group that has been active since st least 2011 and has targeted victims in
Russia, China, Sweden, Belgium, Iran, and Rwanda, It Is associated with ProjectSawron, which
refers both to the threat group (GO04T) and the malware platform (S0125) used by Strider.

Motivation:

The primary motivation of Strider is cyber espionage, and It targets victims in multiple countries,

particularly those of strategic interest.

Names:

« Strider



+ Associated Group: ProjectSauron

Location:

Strider's activities have bean observed in various countrias, including Russia, China, Sweden,
Belgium, Iran, and Rwanda.

First Seen:

Strider's activities have been observed since at least 2011,

Observed:

Striger has been involved in various cyber esplonage activities, targeting victims In different
geographic regions and employing sophisticated techniques and tools.

Techniques Used in all tactics:

+ Hide Artifacts; Hidden File System: Strider has used a hidden file system that is stored as a
file on disk.

* Modify Authentication Process: Password Filter DLL: Strider has registered its persistence
module on domam controdlers as a Windows LSA (Local System Authority) password filter to
acquire cradentials anytime a domain, local user, or administrator fogs In or changes a
password.

= Proxy: Internal Proxy; The group has used local servers with both local network and
Internet access to act as internal proxy nodes 1o exfitrate data from other parts of the
network without direct Internet access,

Software Used by Strider (Associated with ProjectSauron):

+ Remsec (S0125): Strider employs the Remsec malware platform for various cyber
aspionage activities, This malware Is involved in account discovery, application layer
protocol communication {including mail end web protocols), DNS communication, data
extiltration via alternative protocols, exploitation for privilege escalation, keyloggng,
masquerading as legitimate software, modifying the authentication process, and more.

APT - Group Overview: Suckfly

Description:

Suckily is a China-based threat group that has been active since at least 2014, This grouwp Is
known for its cyber espicnage aclivities and has been observed conducting targeted attacks,

Motivation:



gather imelligence and steal sensitive information,

Names:

¢ Suckfly

Location:
Suckily is believed to operate from China.

First Seen:

Suckily's activities have been observed since at least 2014,
Observed:

Suckfly has been involved in various cyber espionage campaigns, targeting orgenizations and
individuals to gather valuable information.

Techniques Used in all tactics:

+ Command and Scripting Interpreter: Windows Command Shell; Several tools used by
Sucklly have been command-ling driven, indicating their usage of Windows Command Shell
for execution.

+ Network Service Discavery: Suckily actively scans the victim's intarnal netwark for hosts
with specific ports open, including ports 8080, 5800, and 40.

+ 0S Credential Dumping: Suckfly used a signed credential-dumping tool to obtain victim
account credentials, potentially for further exploitation.

* Subvert Trust Controls: Code Signing: Suckfly has used stolen certificates to sign its
malware, enabling the malicicus software to appear more legitimate.

+ Valid Accounts: Suck(ly used legitimate account credentials that they dumped to navigate
the internal victim network as though they were the legitimate account owner.

Software Used by Suckfly:

+ Nidiran (S0118): Suckfly has employed the Nidiran makware platform. This software is
associated with various techniques, including creating or modifying system processes
{Windows Service), ngress tool transfer, and masaquerading as legitimate tasks or services.

APT - Group Overview: TA2541

Description:

TA2541 is a cybercriminal group that has been targeting the aviation, aerospace, transportation,
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campaigns, TA2541 emplays various techniques and tools in their cybercrminal activities.

Motivation:

TA2641's primary motivation is financial gain through cybercriminal activities. They target
indusiries where valuable intelleciual property and sensitive information can be maonetized.

Names:

+ TAZ54

Location:

The exact location of TA2541 is not disclosed, but their cybercriminal activities are known to
target organizations globalty.

First Seen:
TA2541's activities have been observed since at least 2017,

Observed:

TA2641 is known for conducting cybercriminal campaligns, particularly in the aviation, aerospace,
transportation, manufacturing, and defense seclors. Their campaigns often involve the use of
commodity remote access tools and various evasion techniques.

Techniques Used in all tactics:

» Acquire Infrastructure: Domains: TA2541 registers domains, often containing keywords like
"kimjoy," "hOpe,” and "gracs,” using various domain registrars and hosting providers to
establish their Infrastructure.

* Acquire Infrastructure: Web Services: 1A2541 hosts malicious fites on various onling
platforms, including Google Drive, OneDrive, Discord, PasteText, ShareText, and GitHub.

+ Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder: TA2541
establishes persistence by placing VBS files in the Startup folder and using Registry run
kays.

+ Command and Scripting Interpreter: PowerShell: TA2541 leverages PowerShell to
download files and inject into various Windows procasses.

+ Command and Scripting Interpreter: Visual Basic: TAZ541 uses VBS files for exacuting or
establishing persistence for additional payloads, often mimicking system functionality.

+ Dynamic Resolution: TA2547 employs dynamic DNS services for thelr command and
control (C2) mfrastructure.

+ Encrypted Channel: Asymmetric Cryptography: TA2541 uses TLS encrypted C2
communications, including in campaigns using AsyncRAT.

* Impair Defenses: Disable or Modity Tools: TA2541 attempts to disabde bullt-in security
protections, such as Windows AMSI.

* Ingress Tool Transfer: TA2541 utilizes malicious scripts and macroe with the sbility to
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Masquerading: Match Legitimate Name or Location: TA2541 uses file namas to mimic
legitimate Windows files or system functionality.

Obfuscated Files or Information: TAZ541 employs obfuscation technigues, including
compressed and char-encoded scripts.

Software Packing: TA2541 usec a NET packer to obfuscate malicious files.

Obtain Capabilities: Malware: TA2541 uses mulliple strains of malware available for
purchase on criminal forums or in open-source repositories.

Obtain Capabilities: Tool: TA2541 employs commadity remote access tools.

Phishing: Spearphishing Attachment: TA2541 sends phishing emailzs with malicious
attachments for initial access.

Phishing: Spearphishing Link: TA2541 uses spearphishing emails with malicious links to
deliver malware,

Process Injection: TA2541 injects malicious code into legitimate .NET related processes,
Process Injection: Process Hollowing: TAZ541 uses process hollowing to executs
CyberGate malware.

Scheduled Task/Job: Scheduled Task: TA2541 usas scheduled tasks to establish
persistence for installed tools.

Software Discovery: Security Software Discovery: TA2Z547 employs tocts Lo search victim
systems for security products.

Stage Capabilities: Upload Malware: TA2541 uploads malware to various platforms.
System Binary Proxy Execution: Mshta: TAZ541 uses mshta to execute scripts, including
VBS.

System Information Discovery; TA2541 collects system information before downloading
malware on the targeted host,

System Network Configuration Discovery: Intermnet Connection Discovery: TA2547 runs
SCripts to check internet connactivity from compromised hosts.

User Execution: Malicious Link: TA2541 uses malicious links to cloud and web services to
gain execution on victim machines,

User Execution: Malicious File: TA2541 uses macro-enabled MS Word documents to lure
victims mnto executing malicious paylozds.

Windows Management Instrumentation: TA2541 uses WMI 1o query targeted systems for
security products,

Software Used by TA2541:

Agent Tesla (S0331): Employed by TA2541 for various purpeses, including account
discovery; appication layer protocol usage, archive coliaction, and meore,

AsyncRAT (S1087): Used by TA2541 for evasion, dynamic resolution, keylogging, and other
activities,

Imminent Monitor (S0434): Utilized for audio capture, command execution, and other
malicious actions,

JRAT (S0283): Employed by TAZE41 for multiple purposes, including keylogging, remote
desktop protocol usage, and screen capture.

NETWIRE (S0198): Used for various activities, including web protocol usage, boot or logon
autostart execution, and system information discovery.

njRAT (S0385): Utilized for web protocol activities, boot or logon autostart execution, and
process discovery.

Revenge RAT (S0379): Employed for activities such as audio caplure, system informaton
discovery, and remaoie desklop prolocol usage.

Snip3 (S1086): Used for autostart execution, obfuscation, and spearphishing activities.
WarzoneRAT (S0670): Employed for multiple purposes, including evasion, command
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APT - Group Overview: TA459

Description:

TAASY is a threat group believed to operate out of China, and it has been associated with cyber-
espionage activities targeting countries such as Russia, Belarus, Mongolia, and others. Their
operations have involved various techniques and tools to achieve their objectives,

Motivation:

TA458's primary motivation appears 1o be conducting cyber-espionage activities for poltical,
economic, or strategic gains. They focus on infiltrating and gathering sensitive infcrmation from
their targeted regions.

Names:

« TA4B9

Location:

TAA459 is believed to operate from China, although their activities extend beyond their home
country to various interpational targets.

First Seen:

The activities of TA459 have been observed since at least Apri 18, 2018.

Observed:

TA459 is known for conducting cyber-espionage operations, primarily through spearphishing
campaigns and exploiting vulnerabilities in Microsoft Word. They have also employed various
techniques and tools to gain access to and gather information from their targets.

Techniques Used in all tactics:

+ Command and Scripting Interpreter: PowerShell: 14459 has used Powershell for
executing payloads.

+ Command and Scripting Interpreter: Visual Basic: TA459 utllizes VBScript for execution,

+ Exploitation for Client Execution: TA458 has exploited Microsaft Word vulnerability CVE-
2017-0199 for execution,

* Phishing: Spearphishing Attachment: TA459 has targeted victims using spearphishing
emails with malicious Microsoft Word attachments,

+ User Execution: Malicious File: TA45S attempts to persuade victims to open malicious
Microseft Word attachments sent via spearphishing.



Software Used by TA459:

+ ghOst RAT (S0032): TA4S59 has used a Ghist variant known as PCrat/GhOst for various
purposes, including keyloaging, oot or logon autastan execution, and process discovery.

+ NetTraveler (S0033): Employed for activities such as spplication window discovery and
keylogging.

+ PlugX (S0013): Used for & wide range of purposes, including web protocol usage, DNS
activity, boot or logen autostart execution, and process discovery,

+ ZeroT (S0230}: Employed for activities like bypassing User Account Control, web protocol
usage, and system natwork configuration discovery.

TAGO0S - Group Overview

Description: TABOS is a cyber criminal group that has been active since at least 2014. TAS0G is
Known for frequently changing malwace, driving global trends in criminal malware distribution,
and ransomware campaigns invalving Clop.

Motivation: TAS0S5 primarily engages in cybercriminal activities for financial gain. They have
been associated with & wide range of cyberattacks, including phishing campgigns, ransomwars
attacks, and the distribution of various malware families,

Names: TAS05, also associated with Hive0065.

Location: The exact location of TAS05's operations is unclear, but they are known to operate on
a glabal scale, targeting victims worldwide,

First Seen: TAB05 was first observed in cyber threat landscapes in 20174,

Observed: TAS05 has been actively observed and analyzed by cybersecurity researchers and
organizations, with various campaigns and attacks attributed to the group,

Techniques Used in all Tactics

+ Account Discovery: Email Account (T1087.003): TAS05 has used the tool EmailStealer to
steal and send lists of email addresses to a remote server.

+ Acquire Infrastructure: Domains (T1583.001): TASDS has registered domains 1o
impersonate services such as Dropbox to distribute malware,

* Application Layer Protocol: Web Protocols (T1071.001): TAS05 has used HTTP o
communicate with command and control (C2) nodes,

+ Command and Scripting Interpreter: PowerShell (T1059.001): TAS0S has used
PowerShell to download and execute malware and reconnaissance scripts.

+ Command and Scripting Interpreter: Windows Command Shell (T1059.003): TAS0S has
executed commands using cmd exz,

+ Command and Scripting Interpreter: Visual Basic (T1059.008): TAS05 has used Visual
Basic Scripting (VBS) for code execution.

+ Command and Scripting Interpreter: JavaScript (11059.007): TAS0S has usad JavaScript
for code execution,

* Credentials from Password Stores: Credentials from Web Browsers (T15655.003): TAB05
has used malware to gather credentials from Internet Explorer.

+ Data Encrypted for Impact (T1486): TAS0S5 has used & wide vaniety of ransomware, such
as Clop, Locky, Jaff, Bart, Phiadeiphia, and Glebeimposter, to encrypt victim files and
damand a ransom payrmeant,
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with an XOR key.

+ Dynamic Resolution: Fast Flux DNS (T1568.001): TAS05 has used fast flux to mask
botnets by distributing payloads across multiple IPs.

* Impair Defenses: Disable or Modify Tools {T1562.001): TAS05 has used malware
disable Windows Defender.

* Ingress Tool Transfer (T1108): TAS0S has downloaded additional mahware to axecute on
vlctim systems.

+ Inter-Process Communication: Dynamic Data Exchange (T1559.002): TAS0S has
leveraged malicious Word documents that abused DOE.

* Modify Registry (T1112): TAS0E has used malware to disable Windows Defender through
modification of the Regstry.

* Native API (T1106): TASOS has deployed payloads thal use Windows APl calls on a
compromised host,

+ Obfuscated Files or Information: Password-protected malicious Word documents
{T1065.001): TAGOS has password-protected malicicus Word documents,

* Obfuscated Files or Information: Software Packing (T10556.002): TAS0S has used UPX to
cbscure malicious code.

+ Obfuscated Files or Information: Command Obfuscation (T1055.010): TAE05 has used
base64 encoded PowerShell commands,

+ Obtain Capabilities: Malware (T1688.001): TAS06 has used malware such as Azorult and
Cobalt Strike in their operations.

+ Obtain Capabilities: Tool [T1588.002): TAS05 has used a variety of 1ools in their
operations, including AdFind, BloodHound, Mimikatz, and PowerSploit,

+ Permission Groups Discovery (T1069): TABO5 has used TinyMet to enumerate members of
privileged groups. TAS05 has also run net group /domain .

+ Phishing: Spearphishing Attachment (T1586,0017): TAS05 has usad spearphishing emalls
with malicious attachments to initially compromise victims.

+ Phishing: Spearphishing Link (T1566.002): TAS05 has sent spearphishing emass
containing malicious links.

+ Process Injection: Dynamic-link Library Injection (T1055.001): TAS05 has been seen
injecting a DLL into winword.exe.

+ Stage Capabliities: Upload Malware {T1608.001): TAS05 has staged malware on actor-
controlled domains.

« Subvert Trust Controls: Code Signing (T1552.001): TAS05 has slgned pavloads with code
signing certificates from Thawte and Sectigo.

* Subvert Trust Controls: Mark-of-the-Web Bypass (T1552.005): TA505 has used .Iso fies
1o deploy malicious JInk files,

+ System Binary Proxy Execution: Msiexec (T1218.007): TAS0E has used msiexec to
downlpad and execute malicious Windows Installer fles,

+ System Binary Proxy Execution: Rundli32 (T1218.011): TAS0S has leveragad rundii32.exs
to execute malicious DLLs.

+ Unsecured Credentials: Credentials In Files (T15562.001): TAS0E has used malwars to
gather credentials from FTP clients and Qutlook.

+ User Execution: Malicious Link (T1204.001): TAS0S has used lures to get users to click
links in emais and attachments.

+ User Execution: Malicious File (T1204.002): TABOS has used lures to get users to enable
content in malicious attachments and execute malicious flles contained in archives.

* Valid Accounts: Domain Accounts (T1078.002): TAS0S has usad stolen domain admin
accounts 1o compromise additional hosts,

Software Used by TAG05



* AQrFing (S050X): Usea for aCccount aiscavery, coman trust ciSCOVery, PErmission groups
discovery, remote system discovery, and system network configuration ciscovery.

+ Amadey ($1025): Used for various purposes, including application layer protocol, autostart
execution, data collection, deobfuscation, exfiltration over C2 channel, and more.

+  Azorult (S0344): Utilized for access token manipulation, credentisis from password stores,
deabfuscation, encrypted channel, file and directory discovery, indicator removal, ingress
ool transfer, procass discovery, and mora.

= BloodHound (S0521): Employed for account discavery, group policy discovery, native AP,
password policy discovery, and varous other reconnaissance activities,

+ Clop (S0611): Used for command and scripting execution, data encryption, deobfuscation,
impairing defenses, modifying registry, native API, obfuscating files, system binary proxy
execution, and mare,

+ Cobalt Strike (S0154): Utilized for various purposes, including privilege escalation, access
token manipulation, command and scrapting execution, daia exfiltration, and more.

+ Dridex (S0384): Used for application layer protocol, browser session hijacking, encrypted
channel, hijacking axecution flow, native AP, abfuscation, proxy, remocte access, scheduled
tasks, and more,

» FlawedAmmyy (S0381): Employed for application layer protecol, autostart execution,
clipboard data, command and scripting execution, and more.

* FlawedGrace (S0283): Used for obfuscation.

« Get2 (S0460); Wiikzed for application layer protecol, commeand and scripting execution,
process discovery, process injection, and more.

+ Mimikatz (S0002): Employed for various credential manipulation activities, including access
token manipulation, account manipulation, OS cradential dumping, rogue domain controlier,
and more.

* Net (S0039): Used for account discovery, create account, indicator removal, network share
discovery, and various network-related activities.

+ PowerSploit (S0194): Utilized for access token manipulation, account discovery, boot or
logon autostart execution, and various scripting activities.

+ SDBbot {S0461): Employed for autostart execution, command and scripting execution,
decbfuscation, event-triggered execution, file and directory discovery, and more,

+ ServHelper (S0382): Used for account manipulation, application layer protocol, autostart
execulion, command and scripting execution, and more,

+ TrickBot (S0266): Utilized for a wide range of activities, incleding account discovery,
application layer protocol, boot or logon autostart execution, brute force, credential theft,
data exfitration, and more.

Matrices Group Overview

Description: Matnices is a financially-motivatad threst group that has been active since at least
2018. The group primarily targets English, German, Italian, and Japanese speakers through
email-based maware distribution campaigns.

Motivation: Matrices is primariy motivated by financial gain and conducts cyberattacks to
achieve their menetary objectives.

Names: Matrices is also associated with the aliases “GOLD CABIN® and "Shathak.”

Location: The exact location of Matrices' operations is not specified. but they target victims
globally, with a focus on specific language groups.

First Seen: Matrices has been observed in the threat landscape since at least 2018,

Observed: Matrices' activities have been obsarved and analyzed by cybersecurity researchers
andd araanizatione Thay are krenwn for their tea of variode teehninuee and eoftware i thalr



campaigns.

Techniques Used in all Tactics

Application Layer Protocol: Web Protocols {T1071.001): Matrices has used HTTP for
command and control (C2] communications.

Command and Scripting Interpreter: Windows Command Shell (T1059.003): Matrices
has employed cmd.exe to execute commands.,

Data Encoding: Standard Encoding (T1132.001): Matrices has usad encoded ASCII text for
Initial C2 communications.

Dynamic Resolution: Domain Generation Algorithms (T1568.002): Matrices has used a
Domain Generation Algorithm (DGA) to generate URLs from executed macros.

Gather Victim Identity Information: Email Addresses {T1589.002): Matrices has used
spoofed company emails acquired from emall clients on previousty Infected hosts to target
other individuals.

Ingress Tool Transfer (T1105): Matrices has retrieved DLLS and Installer binaries for
malware execution from C2.

Masquerading (T1038): Matrices has masked malware DLLS as dat and jpe files.
Obfuscated Files or Information: Steganography (T1027.003): Matrices has hidden
encoded data for maéware DLLs in a PNG.

Obfuscated Files or Information: Command Obfuscation (T1055.010): Matrices has used
obfuscatad varlable names In a JavaSeript configuration fila.

Phishing: Spearphishing Attachment (T1566.001): Matrices has sent spearphishing
attachments with password-protected ZIP files.

System Binary Proxy Execution: Mshta (T1218.005): Matrices has used mshta.exe to
execute malicious payloads.

System Binary Proxy Execution: Regsvr32 (T1218.010): Matrices has used regsvr3Z.exe (0
load malkicious DLLs.

System Binary Proxy Execution: Rundil32 (T1218.011): Matrices has used rund!i32.ex2 1o
load malicious DLLs.

User Execution: Malicious File (T1204.002): Matrices has prompted usess to enable
macros within spearphishing attachments to install malware.

Software Used by Matrices

IlcediD (S0483): Matrices has utilizad IcedID for various purposes, including account
diccovery, appication layer protocod, boot or logon autostart execution, browser session
hiacking, command and scripting execution, encrypted channel, Ingress tool transfer, native
AP| obfuscated files, permissions groups discovery, phishing, process irjection, scheduled
tasks, system binary proxy exacution, system information discovery, user execution, and
Windows Management Instrumentation (WMI).

QakBot (S0660): Matrices has employed QakBot for multiple activities, including
application layer protocol, application window discovery, boot or logon autastart execution,
browser session hijacking, brute force, command and scripting execution, credentials theft,
data encoding, data from local system, data staging, deobfuscation, domain trust discovery,
dynamic resolution, email collection, exfiltration over C2 channel, exploitation of remote
sernces, file and directory discovery, hiding artifacts, hijack exacution flow, impairing
defenses, indicator ramaval, iIngress tool transfer, input capture, masquerading, modifying
the registry, network share discovery, non-appiication layer protocol, obfuscated flles,
peripberat device discovery, phishing, process discovery, protocol wunneling, proxy, remote

system discovery, replication through removable media, screen capture, system service
dicrowary taint charaed contant virtialization/eandbhny evazion and more



+ Ursnif (S0386): Matrices has utilized Ursnif for various purposes, including application
layer protocol, boot or logon autostart exacution, browser session hijacking, command and
scripting execution, creating or modifying system processes, data encoding, data from local
system, data staging, decbfuscaticn, dynamic resoluticn, exfiltration over C2 channel,
hiding artifacts, indicator remaoval, ingress tool transfer, input capture, inter-process
communication, masquerading, modifying the registry, native AP, obluscated files, process
discovery, procass injection, proxy, query registry, replication through removable media,
screen capture, system information discovery, system service discovery, taint shared
content, virualizaticn/sandbox evasion, and Windows Management Instrumentation (W),

+ Valak (S0476): Matrices has employed Valak for vanous purposes, including sccount
discovery, appication layer protocol, automated collection, command and scripting
axecution, credentials theft, data encoding, deobfuscation, email collection, exfiltration aver
C2 channel, fallback channels, hiding artifacts, ingress tool transfer, inter-process
communication, masquerading, modifying the registry, obfuscated files, phishing, process
discovery, query registry, scheduled tasks, screen capture, software discovery, system
binary proxy execution, system information discavery, system network configuration
discovery, system ownerfuser discovery, unsecured credentials, user execution, and
Windows Management Instrumentation (WMI).

TeamTNT - Group Overview

Description: TeamTNT is a threat group that has been active since at least October 2019,
primarily targeting cloud and containerized environments, Their main objective is to leverage
cloud and container resources 1o deploy cryptocurrency miners in victim envircnments.

Motivation: The group's motivation appears to be financial gain through cryptocurrency mining
activities.

Names: TeamTNT
Location: Global
First Seen: October 2019

Observed: Ongoing

Techniques Used in All Tactics

+ Account Manipulation: SSH Authorized Keys (T1098.004): TeamTNT has added RSA keys
In authorized_keys, potentially granting unauthorized access 1o victim systems.

+ Acquire Infrastructure: Domains {T1583.001): The group has obtained domains to host
their malicious payloads.

+ Active Scanning: Scanning IP Blocks (T1595.001): TeamTNT has actively scanned spacific
lists of target IP addresses,

* Active Scanning: Vulnerability Scanning (T1595.002): Vulnerability scanning has been
conducted on ol devices and resources such as the Docker AP

« Application Layer Pratocol (T1071): TeamTNT has utilized IRC bots for Command and
Controf (C2) communications.

* Web Protocols (T1071.001): They have used HTTP-based commands (curl) to send
credentials and download software, along with custom user agent HTTP headers in shell
scripts.

* Boot or Logon Autostart Execution: Registry Run Keys [ Startup Folder (T1547.001):
Batch scripts have been added to the startup folder for automatic execution.

+ Command and Scripting Interpreter: PowerShell (T1059.001): PowerShel commands



nave peen executad In Datch scnpts,

Command and Scripting Interpreter: Windows Command Shell (T1058.003): Batch
scripts have been used to download tools and execute cryptocurrency miners.

Command and Scripting Interpreter: Unix Shell (T1059.004): Shell scripts have been used
for execution.

Command and Scripting Interpreter: Cloud API (T1059.009): TeamTNT has leveraged the
AWS CLI to enumerate cloud environments with compromised credentials.

Container Administration Command (T1608): Execution of commands on running
containers, nciuding the use of kubelet API run commands.

Container and Resource Discovery (T1613): Checking for running containers, mspecting
container names, and searching for Kubernetes pads within local networks.

Create Account: Local Account (T1136.001): Creation of local privileged users on victim
machines.

Create or Modify System Process: Systemd Service (T15643.002): Establishment of
parsistence through the creation of a cryptocurrency mining system service,

Create or Modify System Process: Windows Service (T1543.003): Usage of malwere to
add cryptocurrency miners as services.

Data Staged: Local Data Staging (T1074.001): Aggregation of collected credentials in text
files hefare exfiltration.

* Deobluscate/Decode Files or Information {T1140); Usage of scripts to decode Base64-

encoded information.

Deploy Container (T1610): Deployment of various container types into wetim envirenments
1o faciitate execution, including transferring cryptocurrency mining software to Kubernetes
clusters.

Develop Capabilities: Mahwvare (T1587.001): Developmeant of custom malware, such as
Hildegard,

Escape to Host (T1611): Deployment of privilegad containers that mount the victim
machine's filesystem,

Exfiltration Over Alternative Protocol (T1048.001): Sending locally staged fikes with
collected credentials to C2 servers using cURL.

External Remote Services (T1133): Utilization of open-source tools Ike Weave Scope to
target exposed Docker AP ports for initial access. Also, targeting exposed kubelets in
Kubernetes environments.

File and Directory Discovery (T1083): Searching for environment variables related 1o AWS
in /proc/*/erviron.

File and Directory Parmissions Modification: Linux and Mac File and Directory
Permissions Maodification (T1222.002): Modifying permissions on binaries with chattr.
Impair Defenses: Disable or Modify Tools {T1562.001): Disabling and uninstalling security
toois, including Afbsba, Tencent, and BMC cloud monitoring 2gents on cloud-based
infrastructure,

Impair Defenses: Disable or Modify System Firewall (T1562.004): Disabling iptables.
Indicator Removal: Clear Linux or Mac System Logs (T1070.002): Removing system logs
from jvarjlog/sysiog.

Indicator Removal: Clear Command History (T1070.003): Clearing command history with
history -¢.

Indicator Removal: File Deletion (T1070.004): Using payloads that remove themselves
after running and deleting locally staged files.

Ingress Tool Transfer {T1105): Utikzing commands (curd, wget) and batch scripts to
download new tools.

Masquerading (T1036): Disguising scripts with docker-relatad file names.

Match Legitimate Name or Location (T1038.005): Replacing .dockerd and .dockerenv with
their own scripts and cryplocurrancy mining software.

Network Service Discovery {T1048): Using masscan to search for open Docker AP ports
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search for vulnerable services in cloud environments,

+ Obfuscated Files or Information {(T1027): Encrypting binaries via AES and encoding files
using Basegd,

+ Software Packing (T1027.002): Using LPX and Ezuri packer to pack binaries,

+ Peripheral Device Discovery (T1120): Searching for attached VGA devices using Ispel.

» Process Discovery (T1057): Searching for rival malware and removing it if found. Also,
searching for running processes containing strings like aliyun or lkyun to identify machines
running Alibaba Cloud Sacurity tools.

* Remote Access Software (T1219).: Establishing tmate sessions for €2 communications.

* Remote Services: SSH (T1021.004): Using SSH to connect back to victim machines, Also,
employing SSH for transferring tools and paylcads onto victim hosts and executing them.

+ Resource Hijacking (T1406): Deploying XMRig Docker images to mine cryptocurrency.
Also, Infecting Docker comainers and Kubernetes clusters with XMRig, RainbowMiner, and
loiMiner for cryptocurrency mining.

* Rootkit {T1014): Utikzing rootkits such as the open-source Diamorphine rootkit and customn
bots to hide cryptocurrency mining activities on the machine.

+ Software Discovery: Security Software Discovery (T1518.001); Searching for security
products on infected machines.

+ Stage Capabilities: Upload Malware {T1608.001): Uploading backdcored Docker images
to Docker Hub.

+ System Information Discovery (T1082): Searching for system version, architecture, disk
partition, logical volume, and hostname Iinformation.

+ System Network Configuration Discovery (T1016): Enumerating the host machine's IP
address.

+ System Network Connections Discovery (T1049); Running netstat -anp to search for rival
malware connections. Also, using libprocesshider o modify fetc/ld.so.prelcad.

+ System Service Discovery (T1007): Searching for sarvices such as Alibaba Cloud
Securnty's aliyun service and BMC Helx Cloud Security's bmc-agent service to disable
them.

+ System Services (T18669): Creating system services to execute cryptocurrency mining
software,

* Unsecured Credentials: Credentials In Files (T1552.001); Searching for unsecured AWS
croedentials and Docker API credentials.

* Unsecured Credentials: Private Keys (T15662.004): Searching for unsecured SSH keys.

* Unsecured Credentials: Cloud Instance Metadata API (T1552.005): Querying the AWS
instance metadata service for credentials.

* User Execution: Malicious Image (T1204.003): Relying on users to download and execute
maliclous Docker images.,

* Web Service (T1102): Leveraging iplogger.org to send collected data back to C2,

Software Used by TeamTNT

+ Hildegard (S0801): Usad for various purposes, including Application Layer Protocol,
Command and Scripting Interpreter: Unix Shell, Container Administration Command,
Container and Resource Discovery, Create Account: Local Account, Create or Modify
System Process: Systemd Service, Deobfuscate/Daecode Files or Information, Escape to
Host, Exploitation for Privilege Escalation, External Remote Services, Hijack Exacution Flow:
Dynamic Linker Hijacking, Impair Defensas: Disable or Modify Tools, Indicator Removal: Hie
Delation, Indicator Ramoval: Clear Command History, Ingress Tool Transfer, Mesquerading:
Masquerade Task or Service, Network Service Discovery, Obfuscated Files or Information:
Software Packing, Obfuscated Files or Information, Remote Access Software, Resource
Hijacking, Rootkit, System Information Discovery, Unsecured Credentials: Private Keys,



unsecured Liedaliiass: Liedentdls in ries, unsecured Lredaeniiaens: LIoUua nsiance
Metadata AP, Web Service

+ LaZagne (S0349): Used for credential theft from various sources, including Windows
Crodential Manager, Credentials from Web Browsers, Keychain, LSA Secrets, fete/passwd
and fetcfshadow, LSASS Memory, Cached Domain Credentials, Proc Filesystem, Credentials
In Files.

+ MimiPenguin {S0179): Utilized for OS credential dumping via the Proc Filesystem.

* Peirates (S0683): Employed for various cloud-related activities, inciuding Cloud Sterage
Object Discovery, Container Administration Command, Container and Rescurce Discovery,
Data from Cloud Storage, Deploy Container, Escape to Host, Network Service Discovery,
Steal Application Access Token, Unsecured Credentials: Container API, Unsecured
Credentials: Cloud Instanca Matadata AP|, Use ARlernate Authentication Material:
Application Access Token, Valid Accounts: Cloud Accounts.

Thess tools and technigues provide TeamTNT with the msans to infiltrate, maintain persistance,
and execute cryptocurrency mining operations in cloud and containerized environments.

TEMP.Veles - Group Overview

Description: TEMPVeles is a Russia-based threat group known for targeting critical
Infrastructure. They have been observed utilizing TRITON, a sophisticated malware framework
designed to manipulate industnal safety systems.

Motivation: TEMPVeles' primary motivation appears to be conducting cyber-espionage and
potentially disrupting critical infrastructure operations.

Names: TEMPVeles
Location: Russia
First Sean: Aprll 16, 2018

Observed: Ongoing

Techniques Used in All Tactics

* Acquire Infrastructure: Virtual Private Server (T1583.003): TEMPVeles has utilized Virtual
Private Server (VPS) infrastructure for their operations.

* Command and Scripting Interpreter: PowerShell (T1059.001): The group has used
publicly-available PowerShell-based tools fike WMImplant and PowerShell for
Timestomping.

+ Data Staged: Local Data Staging (T1074.001): TEMP.Veles creates staging folders in
directories infrequently used by legitimate users or processes.

+ Event Triggered Execution: Image File Execution Options Injection (T1546.012):
Modifications and additions within HKEY_LOCAL _MACHINE\SOF TWARE\Micresoft\Windows
NTCurrentVersion\Image File Execution Options are made to maintain persistence.

+ External Remote Services (11133): TEMP.Veles has employed VPNs to persist in victim
emvirecnments,

+ Indicator Removal: File Deletion (T1070,004): Routine deletion of tools, logs, and ather
files after usage.

+ Indicator Removal: Timestomp (T1070.0086): Timestomping is used to modify the
$STANDARD_INFORMATION attribute on tools.

+ Masquerading: Match Legitimate Name or Location (T1036.005): Fles ara renamed 1o
resemble legitimate files, such as Windows update files or Schneider Electric application



* Non-Standard Port {T1571): TEMPVeles has used port-protocol mismatches on ports such
as 443, 4444 8531, and 50501 during Command and Contral (C2).

+ Obfuscated Files or Information: Indicator Removal from Tools (T1027.006): Medification
of fles based on the open-source project crypicat to decrease antivirus detection rates,

* Obtain Capabllities: Tool {T1588.002): TEMPVeles obtains and uses tools such as
Mimikatz and PsExec,

+ 0S Credential Dumping: LSASS Memory (T1003.001): The group utilizes tocls ke
Mimikatz and 3 custom tool, SecHack, to harvest credentials,

+ Remote Services: Remote Desktop Protocol (T1021.001): TEMPVeles utilizes Remote
Desktop Protocol (RDP) throughout their operations.

* Remote Services: SSH (T1021.004): Encrypted SSH-based tunneis are relied upon for tool
transfer and remote command/program execution.

» Scheduled Task/Job: Scheduled Task (T1063.005): TEMPVeles has used scheduled task
XML triggers.

« Server Software Component: Web Shell (T1505.003): Web shells have been planted on
Outlook Exchange servers.

+ Valid Accounts (T1078): TEMP.Veles has used compromised VPN accounts,

Software Used by TEMP.Veles

* Mimikatz (S0002): Used for various purposes, including Access Token Manipulation, SID-
History Injection, Account Manipulation, Boot or Logon Autostart Execution, Credentials
theft fram Password Stores (Windows Cradential Manager, Web Browsers, etc.), 0S
Credential Dumping (DCSync, Security Account Manager, LSASS Memory, LSA Sacrets),
Rogue Domain Controlier, Steal or Forge Authentication Certificates, Steal or Forge Kerberos
Tickets (Golden Ticket, Silver Ticket), Unsecured Cradentials (Private Keys), Use Alternate
Authentication Material {Pass the Hash, Pass the Ticket).

+ PsExec {S0028): Utiized for various activities, including creating Domain Accounts,
creating or modifying System Procasses (Windows Service), lateral tool transfer, Remote
Services (SMB/Windows Admin Shares), and System Services {Service Execution),

* TRITON (S1009): TRITON is a malware framework associated with TEMPVeles, designed
for various purposes; including changing Operating Mode, using commonly used ports,
detecting Operating Mode, exacuting through APls, exploiting for evasion and privilege
escalstion, hooking, Indicator removal on the host, causing loss of safety, masquerading,
modifying Controller Tasking, native AP usage, program download and upload, remote
systemn discovery, scripting, standard application layar protocol, and manipuiating system
firmware,

These techniques and tools enable TEMPVeles 1o conduct cyber-aspionage and potentially
disrupt critical infrastructure by manipulating industnal safety systems, making them &
significant threat to national security.

The White Company - Group Overview

Description: The White Company is a likely state-sponscred threat actor known for its advanced
capabilities. From 2017 through 2018, the group conducted an espionage campaign called
Operation Shaheen, primarily targeting government and milkary organizations in Pakistan,

Motivation: The White Company's primary motivation appears to be conducting state-
sponsored cyber-asplonage.

Names: The Whita Company



LoCation; Uunsknown

First Seen: May 2, 2019

Observed: Activities are known to have occurred until at least March 30, 2020.

Exploitation for Client Execution (T1203): The While Company exploited a known
vuinerability in Microsoft Word (CVE 2012-0168) to execute code.

Indicator Removal: File Deletion (T1070.004): The group possesses the capability to
entirely delete its malware from the target system.

Obfuscated Files or Information: Software Packing (T1027.002): The White Company
obfuscates their payloads through packing.

Phishing: Spearphishing Attachment (T1666.001): Phishing emails with malicious
Microsoft Word attachments are used 10 lure victims,

Software Discovery: Security Software Discovery (T1518.001): The White Company
checks for specific antivirus products on the target's computer, including Kaspersky, Quick
Heal, AVG, BitDefender, Avira, Sophos, Avast] and ESET.

System Time Discovery (T1124): Checking the current date on the victim system.

User Execution: Malicious File (T1204.002): The Whitz Company employs phishing lure
documants that trick users into opening them, resulting in computer infactions.

Software Used by The White Company

NETWIRE (S0198): This software i5 asscciated with various techniques, inchuding
Application Layer Protocol, Application Window Discovery, Archive Caollected Data,
Automated Collection, Boot or Logon Autostart Execution, Command and Scripting
Interpreter (Visual Basic, PowerShell, Unix Shell, Windows Command Shell), Create or
Modify Systam Process, Credentials theft from Password Stores, Data Staging, Encrypted
Channel, File and Directory Discovery, Hide Artifacts, Ingress Tool Transfer, input Capture
(Keylogaing), Masquerading, Medify Registry, Native API usage, Non-Application Layer
Protocol, Cbluscated Files or Information (Software Packing, Fileless Storage), Phishing
{Spearphishing Link, Spearphishing Attachment), Process Discovery, Procass Injection
{Process Hollowing), Proxy, Scheduled Task/Job, Screen Capture, System Information
Discovery, System Network Configuration Discovery, System Netwerk Connections
Discovery, User Execution (Malicious File, Malicious Link), and Web Service.

Revenge RAT (S0379): This software is associated with various techniques, including Audio
Capture, Boot or Logon Autostart Execution, Command and Scnpting Interpreter (Windows
Command Shell, PowarShell), Data Encoding, Indiract Command Execution, Ingrass Tool
Transfer, Input Capture (Keyloaging), OS Credential Dumping, Remote Services (Remote
Desktop Protocol), Scheduled TaskfJob, Screen Capture, System Binary Proxy Execution
{Mshta), System Information Discovery, System Network Configuration Discovery, System
Owner/User Discovery, Video Capture, and Web Service (Bidirectional Communication).

The White Company's use of advanced techniques and software indicates their invoivement in
state-sponsored cyber-espionage, and their campaigns have primarnly targeted government and
military organizations in Pakistan

Threat Group-1314 - Group Overview

Description: Threat Group~1314 is an unattributed threat group known for using compromised
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Mativation: The specific motivations and objectives of Threat Group-1214 are not detailed in the
provided information,

Names: Threat Group-1314 {also associated with the abbreviation TG-1314)
Location: Unknown
First Seen: May 31, 2017

Observed: Activities are known to have occurred until at least March 18, 2020.

Techniques Used in All Tactics

+ Command and Scripting Interpreter: Windows Command Shell (T1059.003): Threat
Group-1314 actors spawned shells on remote systems within a victim network to execute
commands.

+ Remote Services: SMB/Windows Admin Shares (T1021.002): Threat Greup-1314 actors
mapped network drives using the “net use" command.

+ Software Deployment Tools (T1072): Threat Group-1314 actors utilized a victim's endpoint
management platform, Altiris, for lateral movement.

+ Valid Accounts: Domain Accounts (T1078.002): Threat Group-1314 actors used
compromised domain credentials for the victim's endpoint management platfoerm, Altiris, to
move |aterally.

Software Used by Threat Group-1314

» Net (S0039): This software is asscciated with various techniques, including Account
Discovery {Domain Account, Local Account], Create Account (Local Account, Domain
Account), Indicator Removal {Network Share Connecticn Removal), Network Share
Discovery, Password Policy Discovery, Permission Groups Discovery (Domain Groups, Local
Groups), Remote Services [SMB/Windows Admin Shares), Remote System Discovery,
System Network Connections Discovery, System Service Discovery, and System Services
{Service Execution).

« PsExeo (S0020): This software is associsted with various techniques, Including Create
Account [Domain Account), Create or Modify System Process (Windows Service), Lateral
Tool Transfer, Remote Services (SMB/Windows Admin Shares), and System Services
{Service Execution),

Threat Group-1314's tactics primarily involve using compromised credentials and vanous
techniques 1o gain unauthorized access 10 remote systems and network shares, facilitating
lateral movement within a victim's network. Their motivations and specific targeting information
are not provided in the available data,

Thrip - Group Overview

Description: Thrip is an espionage group known for its activities targeting sateliite
communications, telecoms, and defense contractor companies In the United States and
Southeast Asia, The group employs custom makaare and “living off the land” techniques for its
operations.

Motivation: Thrip's specific motivatione and objectives are not provided in the available
Information.



Names: Thrip

Location: Not specified, but the group has targeted organizations in the U,S. and Southeast
Asia.

First Seen: October 17, 2018

Observed: Thrip's activities have been observed until at least October 12, 2021,

Techniques Used in All Tactics

+ Command and Scripting Interpreter: PowerShell (T1059.001): Thrip leveraged PowerShell
10 execute commands, downioad payloads, traverse compromised networks, and carry out
reconnaissance,

+ Exflitration Over Alternative Protocol: Exfiltration Over Unencrypted Non-C2 Protocol
{T1048.003): Thrip used WinSCP to exfitrate data from targeted organizations over FTP.

* Obtain Capabllities: Tool (T1588.002): Thrip obtalned and used tocls such as Mimikatz
and PsExec.

+ Remote Access Software (T1219): Thrip used a cloud-based remote access software
called LogMeln for their attacks.

Software Used by Thrip

+ Catchamas {S0261): This soltware |s associated with various technigues, Including
Application Window Discovery, Clipboard Data, Create or Modify System Process (Windows
Service), Data Staged (Local Data Staging), Input Capture (Keylogaing}, Masquerading
{Masquerade Task or Service}, Modify Registry, and System Network Configuration
Discovery.

* Mimikatz (S0002): This software is associated with various technigues, Including Access
Token Manipulation (SID-History Injection), Account Manipulation, Boot or Logon Autostart
Execution (Security Support Provider), Cradentials from Password Stores (Credentisis from
Wab Browsers, Windows Cradential Manager), OS Credential Dumping (DCSync, Security
Account Manager, LSASS Memary, LSA Secrets), Rogue Domain Controller, Steal or Forge
Authentication Certificates, Steal or Forge Kerberos Tickets (Geolden Ticket, Silver Tickes),
Unsecured Credentials |Private Keys), and Use Altermate Authentication Material (Pass the
Hash, Pass the Ticket).

+ PsExec (S0029): Thrip used PsExec to move latarally betwean computers on the victim's
network. This software is associated with various techniques, including Create Account
{Domain Account), Creste or Modify System Process {(Windows Service), Lateral Tool
Transfer, Remote Services (SMB/Windows Admin Shares), and System Services {Service
Execution),

Thrip's tactics involve using a combination of custom malware, PowerShel, legitimate tools, and
cloud-based remots access software to carry out espionage activities. Their motivations and
specific targeting informaticn remain undisclosed in the provided data,

Tonto Team - Group Overview

Description: Tonto Team is 2 suspected Chingse state-sponscred cyber espionage threat group
known for conducting cyberattacks primanily targeting South Korea, Japan, Taiwan, and the
United States since at least 2009. By 2020, the group expanded its operations to include other
Asian and Eastern European countries. Tonto Team has a wide range of targets, including
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organizations. Notable campaigns associated with Tonto Team include the Heartbeat Campaign
(2009-2012) and Operation Bitter Biscuit (2017).

Motivation: Tonto Team's specific motivations and ohiectives are not provided in the available
information,

Names: Tonto Team

Location: Suspected 1o be associated with Ching

First Seen: 2009

Observed: Tonto Team's activities have been observed until at least January 27, 2022,

Techniques Used in All Tactics

Command and Scripting Interpreter: PowerShell (T1069.001): Tonto Team has used
PowearShell 1o download additional pavioads.

Command and Scripting Interpreter: Python (T1059.006): Tonto Team has used Python-
based tools for exacution.

Exploitation for Client Execution (T1203): Tonto Team has exploited Microsoft
vulnerabilities, including CVE-2018-0798, CVE-2018-8174, CVE-2018-0802, CVE-2017-
11882, CVE-2019-9489, CVE-2020-8468, and CVE-2018-0798, to enable the exacution of
their deliverad malicious payloads.

Exploitation for Privilege Escalation (T1068): Tonto Team has exploited CVE-2019-0803
and MS16-032 to escalate privileges.

Exploitation of Remote Services (T1210): Tonto Team has used EternalBlue expiits for
lateral movement.

Hijack Execution Flow: DLL Search Order Hijacking (T1574.001): Tonto Team abuses a
legtimate and signed Microsoft executable to launch a malicious DLL.

Ingress Tool Transfer {T1105): Tonto Team has downloaded malicious DLLs that served as
ShadowPad loaders,

Input Capture: Keylogging (T1056.001): Tonto Team has used keylogging tools in their
operations.

Network Share Discovery (T1135): Tonto Team has usad tools such as NBTscan to
enumerate network shares,

0S Cradential Dumping (T1003): Tonto Team has used a variety of credential dumping
1o0is

Permission Groups Discovery: Local Groups [T1069.001): Tonto Team has used the
ShowlLocaiGroupDetails command to identity administrator, user, and guest accounts on a
compromised host,

Phishing: Spearphishing Attachment (T1586.001): Tento Team has delivered payloads via
spearphishing attachments.

Proxy: External Proxy (T1090.002): Tonto Team has routed their traffic through an axtarnal
server to obfuscate their location.

Server Software Component: Web Shell (T1505.003): Tonto Team has used a first-stage
web shell after compromising a vulnerable Exchange server.

User Execution: Malicious File (T1204.002): Tonto Team has relied on user interaction to
open their malicious RTF documents.

Software Used by Tonto Team

Bisonal (S0268): Bisonal is associated with various techniques, including Application Layer
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Folder), Command and Scripting Interpreter {Visual Basic, Windows Command Shell),
Create or Modify System Process (Windows Service], Data Encoding {Standard Encoding),
Data from Local System, Deobfuscate/Decode Files or Information, Dynamic Resolution,
Encrypted Channel {Symmetric Cryptegraphy), Extfiltration Over C2 Channel, File and
Directory Discovery, Indicator Removal (File Deletion), Ingress Tool Transfer, Masquerading
{Match Legitimate Name or Location), Modify Registry, Native AP, Non-Application Layer
Protocol, Obfuscated Files or Information (Binary Padding, Software Packing), Office
Application Startup (Add-ins), Phishing (Spearphishing Attachment), Process Discovery,
Proxy, Query Registry, System Binary Proxy Execution (Rundi32), System Information
Discovery, System Network Configuration Discovery, System Time Discavery, User
Execution (Malicious File), Virtualization/Sandbox Evasion, Virtualization/Sandbox Evasion
{Time-Based Evasion).

+ gsecdump {S0008): Associated with OS Credential Dumping (Security Account Manager,
LSA Secrats).

* LaZagne (50349): Linked to Credentials from Password Stores {Windows Credental
Manager, Credentials from Web Browsers, Keychain, OS Credential Dumping: LSA Sscrats,
jetc/passwd and [etc/shadow, LSASS Memory, Cached Domain Credentials, Proc
Filesystem), OS Credential Dumping, Unsecured Credantials {Credantials in Files).

+ Mimikatz {S0002): Mimikatz is asscciated with various techniques, Including Access Token
Manipulation {SID-Histary Injection, Account Manipulation), Boot of Logon Autostart
Execution (Security Support Provider), Credentials from Password Stores {Credentials from
‘Web Browsers, Windows Credential Manager), OS Credential Dumping (DCSync, Security
Account Manager, LSASS Memory, LSA Secrets), Rogue Domain Controller, Steal or Forge
Authentication Certificates, Steal or Forge Kerberos Tickets (Golden Ticket, Silver Ticket),
Unsecured Credentials {Private Keys), Use Alternate Authentication Material {Pass the Hash,
Pass the Ticket).

* NBTscan (S0590): Linked to Network Service Discovery, Network Sniffing, Remote System
Discovery, System Network Configuration Discovery, System Owner/User Discovery.

« ShadowPad (S0596): ShedowPad Is associated with various techniques, including
Application Layer Protocol (DNS, File Transfer Protocols, Web Protocols), Data Encoding
{Non-Standard Encoding), Deobfuscate/Decode Files or Informaticn, Dynamic Resclution
{Domain Generation Algorithms), Indicator Removal, Ingress Teol Transfer, Modify Registry,
Non-Application Layer Protocol, Obfuscated Files or Information (Fileless Storage), Process
Discovery, Process Injecticn, Process Injection (Dynamic-link Library Injection), Scheduled
Transter, System Information Discovery, System Network Configuration Discovery, System
Owner/User Discovery, System Time Discovery.

Tento Team employs & diverse set of techniques and software tools to conduct cyber espionage
activities, with a particular focus on exploiting vuinerabilities and conducting spearphishing
campaigns. Theair motivations and specific targeting information remain undisclesed in the

provided data.

Transparent Tribe - Group Overview

Description: Transparent Tribe Is a suspected Pakistan-based threat group known for Its
activities since at least 2013, The group prmarily targets diplomatic, defense, and ressarch
crganizations in India and Afghanistan. Transparent Tribe has been associated with various
campaigns and has a history of using phishing attacks, malicious links, and weaponized
documents to compromise its targets.

Motivation: Transparent Tribe's specific motivations and objectives are not provided in the
avallable Infarmation.

Names: Transparent Tribe



Location: Suspected to be based In Pakistan

First Seen: Since at least 2013

Observed: Transparent Tribe's activities have been observed unti al least July 2022,

Techniques Used in All Tactics

Acquire Infrastructure; Domains (T1583.001): Transparant Tribe has registerad domains te
mimic file sharing, government, defense, and research websites for use in targeted
campaigns. In one campaign (CO0M), they registered domains designed to appesr relevant
10 student targets in India,

Command and Scripting Interpreter: Visual Basic (T1069.005): Transparent Trioe has
crafted VES-based malkicus decuments, In the CO011 campalan, they used malicious VBA
macros within a lure document as part of the Crimson malware instaliation process onto a
compromised host.

Compromise Infrastructure: Domains (T1584.001): Transparent Tribe has compromised
domaing for use in targeted malicious campaigns.

Develop Capabilities: Digital Certificates (T1587.003): In one campaign (C0011),
Transparent Tribe established SSL certificates on typo-squatted domains registered by the
group.

Drive-by Compromise (T1189): Transparent Tribe has used waebsites with malicious
hyparlinks and iframes to infect targetad victims with Crimson, njRAT, and other malicious
1ools,

Dynamic Resolution {T1568): Transparent Tribe has used dynamic DNS services to sat up
Command and Control {C2) infrastructure.

Exploitation for Client Execution (T1203): Transparent Tribe has crafted malicious files to
exploil vulnerabilities such as CVE-2012-0158 and CVE-2010-3333 for execution.

Hide Artifacts: Hidden Files and Directories (T1564.001): Transparent Tribe can hide
legitimate directories and replace them with malicious coples of the same name.
Masquerading: Match Legitimate Name or Location (T1036.005): Transparent Tribe can
mimic legitimate Windows directories by using the same Icons and names.

Obfuscated Files or Information (T1027): Transparent Tribe has dropped encoded
executables on compromised hosts,

Phishing: Spearphicshing Attachment (T1566,001): Transparent Tribe has sent
spearphishing emalls with attachments to deliver malicious payloads.

Phishing: Spearphishing Link (T1566.002): Transparent Tribe has embedded links to
malicious dawntoads in emal's.

Stage Capabilities: Upload Malware {T1608.001): In cne campaign (C0011), Transparent
Tribe hosted malicious documents on domains registered by the aroup.

Stage Capabilities: Drive-by Target (T1608.004): Transparent Tribe has set up websites
with malicious hyperlinks and lframes to infect targeted victims with Crimsen, njRAT, and
other malicious tools.

User Execution: Malicious Link (T1204.001): Transparent Tribe has directed users o open
URLS hosting maficious content.

User Execution: Malicious File {T1204.002): Transparent Tribe has used weaponized
documents in emails to compromisa targated systems.

Software Used by Transparent Tribe

Crimson (S0115): Cramson is associated with various techniques, including Application
Layer Protocol (Wab Protocols), Audio Capture, Boot or Logon Autostart Execution (Registry
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Credentials from Password Stores (Credentiats from Web Browsers), Data from Local
System, Datfa from Removable Media, Deobfuscate/Decode Files or Information, Email
Colection (Local Email Colection), Exfiltration Over C2 Channel, File and Directory
Discovery, Indicator Removal (File Deletion), Ingress Toal Transfer, Input Capture
{Keylogging), Modify Registry, Non-Application Layer Protocol, Peripheral Device Discovery,
Process Discovery, Query Reglistry, Replication Through Removeble Medla, Screen Capture,
Software Discovery (Security Scftware Discovery), System Infoemation Discovery, System
Location Discavery, System Network Configuration Discovery, System Owner/User
Discovery, System Time Discavery, Video Capture, Virtualization/Sandbeox Evasion (Time-
Based Evasion).

DarkComet (S0334): DarkComet is associated with various technigues, including
Application Layer Protocol (Web Protocels), Audie Capture, Boot or Logon Autostart
Execution (Registry Run Keys [ Startup Folder), Clipboard Data, Command and Scripting
Interpreter, Command and Scripting Interpreter (Windows Command Shell), Impair Defenses
{Disable or Modify System Firewall, Disable or Medify Toals), Ingress Tocl Transfer, Input
Capture (Keyloggng), Masquerading (Match Legitimate Name or Location), Modify Registry,
Obluscated Files or Information (Softwars Packing), Process Discovery, Remaole Services
|Remote Desktop Protocol), System Information Discovery, System Owner/User Discovery,
Video Capture.

njRAT (S0386): nfRAT is associated with various techniques, including Apphcation Layer
Protocol (Web Protocols), Application Window Discovery, Boot or Logon Autostart Execution
|Registry Run Keys / Startup Folder), Command and Scripting Interpreter {PowesrShell,
Windows Command Shell), Credentials from Password Stores (Credentials from Web
Browsers), Data Encoding (Standard Encoding), Data from Local Systermn, Dynamic
Resolution (Fast Flux DNS), Exfiltration Over C2 Channel, File and Directory Discovery,
Impair Defenses (Disable or Medify System Firewall), Indicator Removal (File Deletion, Clear
Persistence), Ingress Tool Transler, Input Capture (Keylogging), Madity Registry, Native AP|,
Non-Standard Port, Obfuscated Files or Information (Comipile After Delivery), Peripheral
Device Discovery, Process Discovery, Query Registry, Remote Services (Remote Desktop
Protocol), Remote Systom Discovery, Replication Through Removable Medlia, Screen
Capture, System Information Discovery, System Qwner/User Discovery, Video Capture.
ObliqueRAT (S0644): ObliqueRAT Is associated with various techniques, Inchuding Boot or
Logon Autostart Execution (Registry Run Keys [ Startup Faolder), Data frem Removable
Media, Data Staged (Local Data Staging), Data Transfer Size Limits, Fie and Directory
Discovery, Obfuscated Files or Information {Steganography), Peripharal Davice Discovery,
Process Discovery, Screen Capture, System Information Discovery, System Owner/User
Discovery, User Execution (Maliclous Link), Video Capture, Virtualization/Sandbox Evasion
{System Checks).

Peppy (S0643): Peppy Is assocatad with various techniques, including Application Laver
Protocol (Web Protocols), Automated Exfiitration, Command and Scripting Interpreter
{Windows Command Shell), File and Directory Discovery, Ingress Tool Transfer, Input
Capture (Keyloggng), Screen Capture,

Transparent Tribe employs a wide range of technigues and uses multiple software tools to
conduct its cyber espionage activities, with a focus on compromising targets in india and
Alghanistan. Their motivations and specific targeting information remain undisclosed in the
provided data.

Tropic Trooper - Group Overview

Description: Treple Trooper Is an unafflliated threat group known for conducting targeted

campaigns against entities in Taiwan, the Philippines, and Hong Kong. The group has a history of

focusing on government, hesalthcare, transportation, and high-tech industries as its primary
taraets Trooie Trocoer's activities have been onaoing since 2011



Motivation: The specific motivations and objectives of Tropic Trooper are nat provided in the
available information,

Names: Tropic Trooper
Location: Unknown
First Seen: Since 2011

Observed: Tropic Trooper's activities have been observed as of the last available data.

Techniques Used in All Tactics

+ Application Layer Protocol: Web Protocols {T1071.001): Tropic Trooper has used HTTP in
communication with the Command and Contral (C2) servers.

* Application Layer Protocol: DNS (T1071.004): Tropic Trooper's backdoor has
communicated with the CZ over the DNS protecol.

+ Automated Collection {T1118): Tropic Trooper has coliected information automatically
using the adversary's USBfarry attack

+ Automated Exfiltration (T1020): Tropic Trooper has used a copy function to autormatically
exfiitrate sensitive data from alr-gapped systems using USB storage.,

* Boot or Logon Autostart Execution: Registry Run Keys [ Startup Folder (T1547.001):
Tropic Trooper has created shortculs n the Startup folder to establish persistence,

+ Boot or Logon Autostart Execution: Winlogon Helper DLL (T1547.004): Tropic Trooper
has created the Registry key HKCU\Scftware\Microsoftiwindows
NT'CurrentVersion\Winlogon\Shell and sets the value to establish persistence.

+ Command and Scripting Interpreter: Windows Command Shell (T1059.003): Tropic
Trooper has uszed Windows command scripts.

* Create or Modify System Process: Windows Service (T1543.003): Tropic Trooper has
installed a service pointing to a maficious DLL dropped to disk.

+ Data Encoding: Standard Encoding (T1132.001): Tropic Trooper has usaed baseéd
encoding to hide command strings delivered from the C2.

* Deobfuscate/Decode Files or Information (T1140): Tropic Trocper used shellcode with an
XOR algorithm to decrypt a payload, Tropic Trooper also decrypted image files which
contaned a paylcad.

+ Encrypted Channel (T1673): Tropic Trooper has encrypted traffic with the C2 to prevent
network detection.

+ Asymmetric Cryptography (T1573.002): Tropic Trooper has used SSL to connect to C2
servers,

» Exfiltration Over Physical Medium: Exfiltration over USB (T1052.001): Tropic Trooper has
exfiltrated data using USB storage devices,

+ Exploitation for Client Execution (T1203): Tropic Trooper has executed commands through
Micresoft security vulnerabllities, including CVE-2017-11882, CYE-2018-0802, and CVE-
2012-0158.

+ File and Directory Discovery (T1083): Tropic Trooper has monitored files' medified time.

+ Hide Artifacts: Hidden Files and Directories (T1564.001): Tropic Trooper has created a
hidden directory under C:\ProgramData\AppielUpdates! and
CA\Users\Public\Documents\Flash.

* Hijack Execution Flow: DLL Side-Loading {T1574.002): Tropic Trooper has been known 1o
side-load DLLs using 3 valid version of a Windows Address Book and Windows Defender
executable with one of their tools.

* Indicator Removal: File Deletion (T1070.004): Tropic Trooper has deleted dropper files on
an Infected system using command scripts.



additional Mes,

* Masquerading: Match Legitimate Name or Location (T1036.005); Tropic frocoper has
hidden payloads in Hash directories and fake installer fles,

* Native API (T1106): Trapic Trooper has used multiple Windows APt including Httpinitialize,
HttpCreateHttpHandle, and HitpAddUrl,

« Network Service Discovery (T1046): Tropic Trooper used prand an openty available tooito
scan for open ports on target systems.

* Network Share Discovery (T1135): Tropic Trooper used netview to scan target systems for
shared resources.

* Obfuscated Flles or Information (T1027): Tropéc Trooper has encrypied configuration flles,

+ Steganography (T1027.003): Tropic Trooper has used JPG files with encrypted payloads to
mask their backdoor routines and evade detection.

* Phishing: Spearphishing Attachment (T1666,001): Tropic Trooper sent spearphishing
ernalls that conlained malicious Microsoft Office and fake installer file attachments,

+ Precess Discovery (T1057): Tropic Trooper is capable of enumerating the running
processes on the system using pslist.

* Process Injection: Dynamic-link Library Injection (T1066.001): Tropic Trooper has
injected a DLL backdoor into diihostexe and svchost.exe,

* Replication Through Removable Media (T1091): Tropic Trooper has attempted to transfer
USBferry from an infectad USB device by copying an Autorun function to the target
machine,

* Server Software Component: Web Shell (T1505.003): Tropic Trooper has started a web
service in the target host and wait for the adversary to connect, acting as a web shell,

+ Software Discovery (T1518): Tropic Trooper's backdoor could list the infected system's
installed software

+ Security Software Discovery (T1518.001): Tropic Trooper can search for anti-virus
software running on the system.

+ System Information Discovery (T1082): Tropic Trooper has detected a target system’s OS
version and system volume information,

+ System Network Configuration Discovery (T1016): Tropic Trooper has used scripts 1o
collect the host's network topology.

+ System Network Connections Discovery {(T1049): Tropic Trooper has tested if the
localhost network is avaikable and other connection capability on an infected system using
command scripts,

+ System OwnerjUser Discovery (T1033): Tropic Trooper used letmein to scan for saved
usernames on the target system.

+ Template Injection (T1221): Trapic Trooper delivered malicious documants with the XLSX
extension, typically used by CpenXML documents, but the file itself was actually an OLE
{XLS) document,

+ User Execution: Malicious File {T1204.002): Tropic Trooper has lured victims into
executing malware via maliclous email attachments.

+ Valid Accounts: Local Accounts (T1078.003): Tropic Trooper has usad known
adminstrator account credentials to execute the backdoor directly.

Software Used by Tropic Trooper

+ BITSAdmin (S0190): BITSAdmin is associated with various techniques, including BITS Jobs,
Exfiltration Over Alternative Protocol (Exfiltration Over Unencrypted Non-C2 Protocel),
Ingrass Tool Transfer, and Lateral Tool Transfer

+ KeyBoy (S0387): KeyBoy is associated with various technigues, including 8oot or Logon
Autostart Execution (Winkogon Helper DLL), Command and Scripting Interpeeter (Python,
Visual Basic, PowerShell, Windows Command Shell), Create or Modify System Process
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Data Obfuscation (Protocol Impersonation), File and Directory Discovery, Hide Artifacts
{Hidden Window), Indicator Removal (Timestomp), Ingress Tool Transfer, Input Capture
{Keylogaing), Inter-Process Communication {Bynamic Data Exchange), Obfuscated Hles or
Information, Screen Capture, System Information Discovery, and System Network
Configuration Discovery.

+ Poisonivy (S0012): Poisonlvy is associated with various techniques, including Applicaton
Window Discovery, Boot or Logan Autostart Execution (Registry Run Keys [ Startup Folder,
Active Setup), Command and Scripting Interpreter (Windows Command Shell), Create or
Modify System Process (Windows Service), Data from Local Systemn, Data Staged (Local
Data Staging), Encrypted Channel |Symmetric Cryptography), Ingress Too! Transfer, Input
Capture (Keylcgging), Modify Registry, Cbfuscated Files or Information, Process Injection
{Dynamic-link Library Injection), and Rootkit,

+ ShadowPad (S0596): ShadowPad is associated with various techniques, including
Application Layer Protocol (DNS, File Transler Protocols, Web Protocols), Data Encoding
{Naon-Standard Encoding), Deobfuscate/Decode Files ar Information, Dynamic Resolution
{Domain Generation Algorithms), Indicator Removal, Ingress Tool Transfer, Modify Registry,
Non-Application Layer Protocol, Obfuscated Files or Information (Fileless Storage), Process
Discovery, Process Injection, Process Injection (Dynamic-link Library Injection), Scheduled
Transfer, System Information Discovery, System Network Configuration Discovery, System
Owner/User Discavery, and System Time Discovery.

+ USBferry (S0452): USBferry is assoclated with various technigues, including Account
Discovery (Local Account), Command and Scripting interpreter (Windows Command Shell),
Data from Local Systemn, File and Directory Discavery, Peripheral Device Discovery, Process
Discovery, Remote System Discovery, Replication Through Removable Media, System Binary
Proxy Execution (Rundll32), System Network Configuration Discovery, and System Network
Connections Discovery.

+ YAHOYAH (S0388): YAHOYAH is associated with various techniques, including Application
Layer Protocol (Web Protocols), Deobfuscate/Dacode Files or Information, Ingress Tool
Transfer, Obfuscated Flles or Information, Software Discovery (Security Software
Discovery), and System Information Discovery,

Tropic Trooper utilizes a wide array of techniques and software tools for its targeted campaians,
with a focus on various industries and ragions. However, the group's spacific motivations and
goals are not provided in the available data.

Turla - Group Overview

Description: Turla is a sophisticated cyber esplonage threat group associated with Russia’s
Federal Securily Service (FSB}. This group has been active since al least 2004 and is known for
targeting various industries, including government, embassies, mlilitary, education, research, and
pharmaceutical companies. Turla conducts watering hole and spearphishing campaigns and
utilizes n-house tools and malware, such as Uroburas.

Motivation: Turla peimarily focuses on conducting cyber esplonage activities, collecting
sensitive information, and advancing Russian interests on the global stage,

Names: Turla is also associated with the following groups; IRON HUNTER, Group 88,
Belugasturgeon, Waterbug, WhiteBear, Snake, Krypton, Venomous Bear.

Location: Turla's operations have been detected in over 50 countries workiwide.
First Seen: Turla was first identified and documented in 2004,

Observed: Turla's activities have been observed and documented up to August 2023,



Techniques Used in all tactics

Access Token Manipulation: Create Process with Token: Turla leverages RPC backdoors to
Impersonate or steal process tokens before executing commands,

Account Discovery: Local Account: Turla uses "net user” to enumerate local accounts on
the system.

Account Discovery: Domain Account: Turla employs "net user [domain® to erumerate
domain accounts.

Acquire Iinfrastructure: Web Services; Turla creates web accounts, including Dropbox and
GitHub, for C2 (Command and Control) and document exfiltration.

Application Layer Protocol; Web Protocols: Turla uses HTTP and HTTPS for C2
communications.

Application Layer Protocol: Mail Protocols: Turia communicates with C2 servers via email
attechments.

Archive Collected Data: Archive via Utility: Turla encrypts stolen files into RAR archives
before exfiltration.

Boot or Logon Autostart Execution: Registry Run Keys J Startup Folder: Turla establishes
persistence by adding registry keys.

Boot or Logon Autostart Execution: Winlogon Helper DLL: Turia establishes persisterce
by modifying Winlogon.

Brute Force: Turla attempts 1o connect to systems within 3 victim's network using
predefined fists of passwords.

Command and Scripting Interpreter: PowerShell: Turia uses PowerShell tc execute
commands/scripts,

Command and Scripting Interpreter: Windows Command Shell: Turla uses cmd.exe to
execute commands.

Command and Scripting Interpreter: Visual Basic: Turla employs VBS scripts,

Command and Scripting Interpreter: Python: Turla uses IronPython scripts.

Command and Scripting Interpreter: JavaScript: Turla employs various JavaScript-based
backdoors.

Compromise Infrastructure: Virtual Private Server: Turla leverages compromised VPS
infrastructure.

Compromise Infrastructure: Server: Turla uses compromised servers as infrastructure.
Compromise Infrastructure: Web Services: Turla fraquently uses compromised WeordPrass
sites for C2 infrastructure.

Credentials from Password Stores: Windows Credential Manager: Turla gathers
cradentials from tha Windows Credential Manager tool.

Data from Information Repositories: Turla collects documents from an organization's
internal central database.

Data from Local System: Tusla uploads fies from victim machines.

Data from Removable Media: Turla coflects files from USB thumb drives.
Deobfuscate/Decode Files or Information: Turla uses custom decryption routines 1o
daccde payloads,

Develop Capabllities: Malware: Turla develops Its own unigue malware,

Drive-by Compromise: Turla infects victims using watering holes.

Event Triggered Execution: Windows Management Instrumentation Event Subscription:
Turla uses WMI event filters and consumers to establish persistence.

Event Triggered Execution: PowerShell Profile: Turla uses PowerShell profiles for
persistence,

Exfiltration Over Web Service: Exfiltration to Cloud Storage: Turia uses WebDAV to upload
stolen USB files to a cloud drive.

Exploitation for Privilege Escalation: Turla exploits vulnerabiities 10 escalate privileges.



TP Gl VRO Y WAoLUVET Y. 1 Id SUlT VDY O < o olTH T LU WIoLUYET THCS 1IH o ULEFG WWlduuiio.

» Group Policy Discovery: Turla surveys a system o discover Greup Policy details,

+ Impair Defenses: Disable or Madify Tools: Turla uses various methods to bypass Windows
antimalware products.

* Ingress Tool Transfer: Turla uses shelicode to downioad Meterpreter after compromising a
victim.

+ Lateral Tool Transfer: Turla's backdoors transfer files toffrom victim machines on the local
network,

* Modify Registry: Turia modifles Registry values 10 store payloads.

+ Native API: Turla and its backdoors use APis calls for various tasks.

+ Obfuscated Files or Information: Indicator Removal from Tools: Turia cbfuscates strings
that could be used as 1oCs,

+ Obfuscated Files or Information: Command Obfuscation: Turla obfuscates PowarShel!
commands and payloads,

+ Obfuscated Files or Information: Fileless Storage: Turla uses the Registry to store
encrypted and encoded payloads.

* Obtain Capabilities: Malware: Turis obtains malware from other threat actors.

+ Obtain Capabilities: Tool: Turla obtains and customizes publicly-available tools.

+ Password Policy Discovery: Turla acquires password palicy information.,

+ Peripheral Device Discovery: Turla lists connected drives using “fsutil fsinfo drives.”

+ Permission Groups Discovery: Local Groups: Turla enumerates local group information.

+ Permission Groups Discovery: Domain Groups: Turla identifies domain groups on a victim
system.

* Privilege Escalation: Turla escalates privileges by injecting code into the Winlogon process.

+ Process Discovery: Turla uses "tasklist” to identify running processes.

* Precess Injection: Turla injects malicious code into legtimate processes.

* Registry Run Keys [ Startup Folder: Turla adds Registry keys for persistence.

+ Scheduled Task: Turla adds tasks for persistence.

+ Scripting: Scheduled Task/Job: Turla schedules scripts to execute on a victim's system,

+ Service Execution: Turla registers malicious services,

+ Software Deployment Tools: Turla leverages the Group Policy Object for software
deployment.

» Sysatem Network Configuration Discovery: Turla identifies network configuration detals.

+  System Owner/User Discovery: Turla lists users via "net user” and identifies the system
owner using "whoami,"

+ System Service Discovery: Turla identifies service details,

+ System Time Discovery: Turla surveys system time.

+ Tasking Data: Turia uses specific tasking instructions in C2 communications.

+ Traffic Signaling: Turla uses stegancgraphy to hide C2 traffic.

+ Valid Accounts: Turla gains access with legitimate accounts.

+ Vulnerability Scanning: Turla uses vunerability scanners to identify potential targets.

+ Windows Management Instrumentation Event Subscription: Turla uses WM subscriptions
to execute arbitrary code,

+ Windows Management Instrumentation Event Trigger: Turla triggers WMI| events,

+ Windows Management instrumentation: Windows Management Instrumentation
Execution: Turla leverages WMI to run scripts.

+  Write Registry: Turla writes 1o the Registry lor persistence.

Software and Tools Used

* Compromise Infrastructure: LAMP: Turla uses LAMP (Linux, Apache, MySQL, PHE)}
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Credential Dumping: ProcDump: Turia uses ProcDump to dump LSASS memory.
Deobfuscate/Decode Files or Information: File Deletion: Turla deletes files after use.
Deobfuscate/Decode Files or Information: NTFS File Attributes: Turla axtracts files from
NTFS file attributes.

Development Tools: Turla uses various develocpment tools Lo create custom malware.
Execution: CMSTP: Turia uses CMSTP for DLL side-loading.

Execution: PowerShell: Turla uses PowerShell for axecution.

Exfiltration: Exfiltration Over C2 Channel: Turla exfiltrates data over C2 channels.
Exploitation for Privilege Escalation: CVE-2021-3156: Turla exploits the sudo vulnerability.

Input Capture: Event Triggered Screen Capture: Turla captures screens based on system
avents,

Input Capture: Screen Capture; Turla captures screenshots of victim systems.
Persistence: DLL Side-Loading: Turla side-loads malicious DLLs,

Persistence: Port Monitors: Turla uses port monitors for persistence.

Privilege Escalation: Bypass User Account Control: Turla bypasses UAC using various
methods.

Scheduled Task: Turla schedules tasks.

Service Execution; BITS Jobs: Turla uses BITS jobs (o execule files,

Service Execution: Named Pipes: Turia uses named pipes ta execute malicious code,

System Information Discovery: Bypass User Account Control: Turla usss UAC bypass
methods.

System Information Discovery: Software Discovery: Turla survays installed software.
System Network Configuration Discovery: Netstat: Turlz uses "netstat” to discover
network information.

Tasking Data: Turla uses specific tasking instructions.

User Execution: Command and Scripting Interpreter: Turla uses command and scripting
interpreters to execute commands.

Vulnerability Scanning: BlueKeap: Turia exploits the BlueKeep vuinerablity.

Vulnerability Scanning: CVE-2019-1040: Turfa exploits the CVE-2019-1040 vulnerability.
Vuinerability Scanning: CVE-2019-9670: Turla exploits the CVE-2018-2670 vulnerabiity,
Vuinerability Scanning: CVE-2019-9710: Turla exploits the CVE-2019-9710 wulnerability.
Vulnerability Scanning: CVE-2019-9832: Turla exploits the CVE-2019-8832 vuinerabiity,
Vulnerabllity Scanning: CVE-2020-0688: Turta exploits the CVE-2020-0688 vulnerabliity,
Vulnerability Scanning: CVE-2020-10189: Turla exploits the CVE-2020-10189
vulnerabiiity.

Vulnerability Scanning: CVE-2020-1350: Turla exploits the CVE-2020-1350 vulnerability,
Vulnerability Scanning: CVE-2020-1472: Turla exploits the CVE-2020-1472 vulnerability,
Vulnerability Scanning: CVE-2020-17144: Turla exploits the CVE-2020-17144
vulnerability.

Vulnerability Scanning: CVE-2020-2021: Turla exploits the CVE-2020-2021 vulnerability.
Vulnerability Scanning: CVE-2020~3163: Turla exploits the CVE-2020-3153 vulnerability,
Vulnerability Scanning: CVE-2020-3396: Turla exploits the CVE-2020-3396 vulnerability,
Vulnersbility Scanning: CVE-2020-3433: Turla exploits the CVE-2020-3433 vulnerability.
Vulnerability Scanning: CVE-2020-8616: Turla exploits the CVE-2020-8616 vulnerability.
Vulnerability Scanning: CVE-2020-9054: Turla exploits tha CVE-2020-9054 vulnerability.
Vulnerability Scanning: CVE-2021-1527: Turls exploits the CVE-2021-1527 vulnerability,
Vulnerability Scanning: CVE-2021-1732: Turla exploits the CVE-2021-1732 vulnerability.
Vulnerability Scanning: CVE-2021-26411: Turla exploits the CVE-2021-26411 vulnerability.
Vulnerability Scanning: CVE-2021-31166: Turla exploits the CVE-2021-31166 vulnarability.
Vuinerability Scanning: CVE-2021-34473: Turla exploits the CVE-2021-34473
vulnerabiiity,
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vulnerability,

» Vulnerability Scanning: CVE-2021-40444: Turla explolts the CVE-2021-40444
vulnaerability.

Volatile Cedar - Group Overview

Description: Volatie Cedar Is a Lebanese threat group that has been active since 2012,
targeting individuals, companies, and institutions worldwide. This group is primarily motivated by
political and ideological interests.

Motivation: Volatile Cedar is motivated by political and ideological objectives, which drive its
cyber activities.

Namaes; Volatile Cedar s also associated with the group "Lebanese Cedar"

Location: Volatile Cedar's exact location is not publicly disclosad, but it Is known to operate
globally,

First Seen: Volatile Cedar was first detected in cyber activities in 2012,

Observed: Velatile Cedar's activities have been observed up to April 20, 2022,

Techniques Used in all tactics

+ Active Scanning: Vulnerability Scanning (T1595.002); Volatile Cedar performs
vulnerabliity scans of target servers.

+ Active Scanning: Wordlist Scanning [T1595.003): Volatila Cedar employs tools |ike
DirBuster and GoBuster to brute force web directories and DNS subdomains.

+ Exploit Public-Facing Application (T1190): Velatile Cedar targets publicly facng web
sarvers, utilizing both automatic and manual vulnerability discovery.

+ Ingress Tool Transfer {T1105): Volatile Cedar can deploy additional tools.

+ Server Software Component: Web Shell (T1606.003): Volatile Cedar injects web shell
code into servers,

Software Used by Volatile Cedar

+ Caterpillar WebShell (S0572): This tool is associated with Volatile Cedar and is used for
vanous purposes, including brute force attacks, data coliection, exfiltration, and system
discovery.

« Techniques: Brute Force, Command and Scripting Interpreter; Windows Command
Shell, Data from Lecal System, Exfiltration Over C2Z Channel, File and Directory
Discovery, Ingress Tool Transfer, Modify Ragistry, Network Service Discovery,
Permission Groups Discovery: Local Groups, Precess Discovery, Rootkit, System
Infermation Discovery, System Network Configuration Discovery, System OwnerfUser
Discovery, Systern Service Discovery.

+ Explosive (S0569): Another tool employed by Volatile Cedar, Explosive, is used for
activities such as web protocol exploitation, data collection, and system discovery.

* Techniques: Application Layer Protocol: Weh Protocals, Clipboard Data, Data from
Removable Media, Encrypted Channel: Symmetric Cryptography, Hide Artifacts: Hidden
Fies and Directories, ingress Tool Transfer, Input Capture: Keylogging, Modify Registry,
Native AP System Information Discovery, System Network Configuration Discovery,
System Owner/lUser Discovery,



Volt Typhoon - Group Overview

Description: Volt Typhoon is a state-sponsored threat actor based in the People’s Republic of
China {PRC), known to have been active since at least 2021, This group ptimarily engages in
espionage and information gathering activities, with a particutar focus on critical infrastructure
organizations in the United States, including Guam. Voit Typhoon is characterized by its
emphasis on steaith In operations, employing web shelig, living-off-the-land (LOTL) binaries,
hands-on-kayboard activities, and stolen credentials in its cyber operations.

Mativation: Voit Typhoon's primary motivation Is to engage in espionage and gather sensitive
information. The group's activities align with state-sponsored interests,

Names: Volt Typhoon Is also associated with the group "BRONZE SILHOUETTE"
Location: Volt Typhoon is belleved to operate from the Paople's Republic of China (PRC).
First Seen: The activities of Volt Typhoon were first detected in at least 2021,

Observed: Voit Typhoon's activities have been cbserved as of October 3, 2023,

Techniques Used in all tactics

+  Account Discavery: Domain Account (T1087.002): Vait Typhoon parforms account
discovery in compromised environments using commands like net group /dom and net
group "Domain Admins® /dom,

*+ Archive Collected Data: Archive via Utility (T1560.001): Voit Typhoon archives sensitive
data, such as the ntds,dit database, as @ multi-volume password-protected archive using
100ls like 7-Zip,

+ Command and Scripting Interpreter: PowerShell (T1059.001): Volt Typhoon utilizes
PowerShell for varlous purposes, Including remote system discovery.

+ Command and Scripting Interpreter: Windows Command Shell (T1059.003): Volt
Typhoon employs the Windows command shell for hands-on-keyheard activitias and
discovery in targeted environments.

+ Compromise Infrastructure: Server (T1584.004): Volt Typhoon utilizes compromised
PRTG servers from cther organizations for Command and Control (C2) purposas,

+ Compromise Infrastructure: Botnet (T1684.006): Voit Typhoon routes traffic through
compromised small office and home office [SOHO) network equipment, many of which are
located in the same geographic area as the victim,

* Credentials from Password Stores (T1655): Voit Typhoon attempts to obtain credentials
from various sources, Including OpenSSH, realvne, and Pul TY.

« Data from Local System (T1008): Volt Typhoon steals the Active Directory databass from
targetaed envircaments and extracis event log Information using Weviutll,

+ Data Staged (T1074); Volt Typhoon stages collected data in password-protected archives
and saves stolen files locally in the CAWindows\Temp), directory.

+ Encrypted Channel: Symmetric Cryptography (T1573.001): Volt Typhcon uses an AES-
encrypted version of the Awen web shell for C2 communications,

+ Exploit Public-Facing Application (T1190): Velt Typhoon gains initial access by exploiting
vulnerabilities such as CVE-2021-40539 in internat-facing ManageEngine ADSelfService
Plus servers.

* Indicator Removal: File Deletion (T1070.004): Voit Typhoon uses the rd /S command to
delete their working directories and files.

+ Indicator Removal: Clear Network Connection History and Configurations (T1070.007):
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+ Lateral Tool Transfer {(T1570.001): Volt Typhoon copies web shells between servers in
targetad environments.

* Log Enumeration (T16854): Volt Typhoon uses tools like weviutilL.exe and PowerShell's Get-
Eventlog security to enumerate Windows legs for successful logon events.

+ Masquerading: Match Legitimate Name or Location (T1036.005); Veit Typhoon uses
legitimate-looking tilenames for varous activities and employs names such as cisco_up.exe,
cl64.exe, vm3dservice.exe, watchdogd.exe, Win.exe, WmiPreSV.exe, and WmiPrvSE exe for
certain tools.

* Masquerading: Masquerade File Type (T1036.008): Volt Typhoon appends copies of the
ntds.dit database with a .gif file extansion.

* Obtain Capabilities: Tool {T1588.002): Volt Typhoon uses customized versions of open-
source tools for C2.

+ 0S Credential Dumping: LSASS Memory (T1003.001): Volt Typhoon attempts to access
hashed credentials from the LSASS process memory,

» OS Cradential Dumping: NTDS (T1003.003): Vaolt Typhoon uses ntds.util to create doman
controller instaiation media contalning usernames and password hashes.

* Permission Groups Discovery: Local Groups [T1074.001): Volt Typhoon enumerates local
groups in compromised environments using commands like net localgroup administrators.

* Permission Groups Discovery: Domain Groups (T1074.002}: Volt Typhaon runs net group
In compromised environments to discover domain groups.

* Process Discovery (T1057): Voit Typhoon enumerates running processes on targeted
systems,

» Proxy (T1090): Volt Typhoon uses compromisad devices and customized versions of open-
source tools for proxying network traffic, including tools Fke Fast Reverse Proxy (FRP),
Earthworm, and Impacket.

+ Proxy: Internal Proxy (T1090.001): Volt Typhoon employs the built-in netsh port proxy
command to create praxies on compromised systems for facilitating access.

* Query Registry (T1012): Voit Typhoon queries the Registry on compromised systems for
infarmation on installed software.

* Remote System Discovery (T1018): Volt Typhoon uses various methods, including Ping, to
enumerate systems on compromised natworks.

* Server Software Component: Web Shell (T1505.003): Volt Typhoon uses web shells,
including those named AuditReport.jspx and iisstart.aspx, in compromised environments.

+ Software Discovery (T1518): Volt Typhoon queries the Registry on compromisad systems
for Information on installed software,

+ System Information Discovery (T1082): Voit Typhoon discovers file system types, drive
names, sizes, and free space on compromised systems.

+ System Network Configuration Discovery (T1016): Volit Typhoon executes multiple
commands 10 enumerate natwork topology and settings, Including ipcontig, netsh interface
firowsll show all, and netsh interface portproxy show all.

+ System Network Connections Discovery (T1049): Volt Typhoon uses neistat -ano on
compromised hosts to enumerate network connections.

+ System Owner/User Discovery (T1033): Veoit Typhoon exacutes PowerShell commands like
Get-EventlLog security -instanceid 4624 to identify associated user and computer account
names,

+ Valid Accounts: Domain Accounts (T1078.002): Voit Typhoon uses compromised domain
accounts to authenticate to devices on compromised networks.

+ Virtualization/Sandbox Evasion: System Checks (T1497.001): Voit Typhoon runs system
checks to determine if they are operating In a virtuakzed environment,

+ Windows Management Instrumentation (T1047): Volt Typhoon leverages WMIC for
vanous purposes, including execution and remote system discovery,

Balbezsans | lacasd as 2220 N5 s le & nem



certutil (SO160): Usad for tasks such as archiving data, deobfuscating/decoding files or
information, ingress tool transfer, and subverting trust controls by installing root certificates
Impacket {S0367): Utilized for activities such as Adversary-in-the-Middle attacks, networ
sniffing, OS credential cumping (including NTDS and LSASS memaory), steaing or forgng
Kerbesos tickets, and Windows Management Instrumentation.

ipcontig (S0100): Employed for system network configuration discovery.

Mimikatz (S0002): Used for various purposes, including ace

credentials theft, OS credentlal dumping, and more

manipulation,

Net (S0039); Utilzed for account discovery, creating and managing accounts, indicator
removal, network share cperations, password policy discovery, permission groups discovery
remote serwvices, remote systemn discovery, system network connections discovery, system
service discovery, and system time discovery.

netsh (S0108): Usad for event-triggered execution, impalring defenses, proxying, and
software discovery,

netstat (S0104): Employed for system network connections discovery.

Nitest (S0359): UliEzed for domssin trust discovery, remole system discovery, and systen
network configuration discovery

Ping (S0097): Employed for remota system discovery

Systeminfo (S0006): Used for system Information discovery

Tasklist (SO087): Employed for precess discovery, software discovery {including security

, and system service giscovery

fevtutil (S0645): Utilized for data extracton from lncal systems

disabling Windows Event Logaing, and indicator remaval by dearing Windk

software)
impainng defensas by

s Event Logs

Resources
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