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Abstract

Port forwarding can be defined as implementation of the Network Address Translation to send
requests to communicate from one IP address and port number to other when you are located outside
the network. It basically transmits the traffic from the outside network to the local network.

Tunnelling can be defined as a protocol that lets secure passage of data from one network to another
by allowing the communication of private network to be sent across a public network, by making use
of encapsulation. Tunnelling has proven to be highly beneficial as it lets an organization create their
Virtual Private Network with the help of the public network and provide huge cost benefits for users
on both the end.
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Apache Virtual Host

Virtual Web hosting is a concept which you may have come across in various Capture-the-Flags
challenges and lately it is also being used by the professionals in the corporate environment to host
their common services under a lesser number of IP address.

Virtual web hosting can be defined as a method of running several web servers on a single host. By
using this method, one computer can host thousands of websites. The Apache web servers have
become one of the most popular web-serving methods as they are extremely prevailing and supple.

The Apache has the potential to customise itself into a virtual host which allows hosting an individual
website. This essentially lets the network administrators make use of a single server to host various
websites or domains. This functions extremely smooth till one’s server can bear the load of the
multiple servers being hosted
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LLab Configuration

I The lab requirements comprise of:

e VMware Workstation
e Ubuntu
e Kali Linux

Let us start with configuring Apache2 services. To do this you will need to have Apache installed in
your Linux systems. You can install it using.

apt install apache2

root@ubuntu:~# apt install apache2
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following package was automatically installed and is no longe
1ibllvm9
Use 'sudo apt autoremove' to remove it.
The following additiconal packages will be installed:
apache2-bin apache2-data apache2-utils
Suggested packages:
apache2-doc apache2-suexec-pristine | apache2-suexec-custom
The following packages will be upgraded:
apache2 apache2-bin apache2-data apachez-utils
4 upgraded, © newly installed, ©® to remove and 359 not upgraded.
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I Then we need to create a directory for the websites we have to host.

mkdir /sbin/test

Then go to the /etc/apache2 directory and edit the file ports.conf and add ‘Listen 127.0.0.1:8080°
before ‘Listen 80’ as in the image below.

cd /etc/apache2
nano ports.conf

cat ports.conf

root@ubuntu:~# mkdir /sbin/test

root@ubuntu:~# cd /etc/apache2/

root@ubuntu: /jetc/apache2# nano ports.conf

root@ubuntu: fetc/apache2# cat ports.conf

# If you just change the port or add more ports here, you will 11
# have to change the VirtualHost statement in

# [etcfapache2fsites-enabled/008-default.conf

Listen 127.0.0.1:8080
Listen 80

<IfModule ssl_module=
Listen 443
</IfModule=

<IfModule mod gnutls.c=
Listen 443
</IfModule=

# vim: syntax=apache ts=4 sw=4 sts=4 sr noet

Now let us create the test.conf file and add the following code in /etc/apache2/sites-
available/nano /etc/apache2/sites-available/test.conf

"GNITE
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nano /etc/apache2/sites-available/test.conf

<VirtualHost 127.0.0.1:8080>
DocumentRoot /sbin/test/
ServerName localhost
AllowEncodedSlashes NoDecode
<Directory "/sbin/test/">
Require all granted
AllowOverride All
Options FollowSymLinks MultiViews
</Directory>
</VirtualHost>

root@ubuntu: fetc/apache2# nano fetc/apache2/sites-available/test.conf
root@ubuntu: /etc/apache2# cat /etc/apache2/sites-available/test.conf
<VirtualHost 127.0.0.1:8080=>

DocumentRoot fsbin/test/

ServerName localhost

AllowEncodedSlashes NoDecode
<Directory "/sbin/test/"=
Require all granted
AllowOverride All
Options FollowSymLinks Multiviews
</Directory=
z/VirtualHost=>
root@ubuntu: fetc/apachez2#
root@ubuntu: fetcfapache2#
root@ubuntu: fetcfapache2#
root@ubuntu: fetc/apache2# azensite test.conf
Enabling site test.
To activate the new configuration, you need to run:
systemctl reload apache2

Now let us make use the tool a2ensite to enable our website and the let us restart our apache2.

a2ensite test.conf
systemctl restart apache2

| Therefore, here we finish the setup of our lab by creating a virtual host.
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Port Forwarding

Port forwarding is establishing a secure connection between a remote user and local machines. In
organisations on can give their source and destination port numbers to make use of tunnelling with
the help of Linux. Along with this, they should also mention the destination which can be the IP address
or name of the host.

Let’s switch on the Kali Linux machine and check if the webpage is being hosted. But here it shows
that it is unavailable. So, to let us see how the local address and port can be forwarded to the remote
host. This can be achieved using various methods, so let’s see them one-by-one.

A Problem loading page

< c!

¢ The site could be temporarily unavailable or too
busy. Try again in a few moments.

* |f you are unable to load any pages, check your
computer’s network connection.

« |f your computer or network is protected by a
firewall or proxy, make sure that Firefox is
permitted to access the Web.

Try Again
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Port Forwarding using Metasploit

Now we take SSH session using Metasploit. Here we get the meterpreter session and then on
using netstat command, we observe that port 8080 is running on the local host.

use auxiliary/scanner/ssh/ssh_login
set rhosts 192.168.1.108

set username raj

set password 123

exploit

sessions -u 1

sessions 2

netstat -antp

t rhosts 192.168.1.108

essions -u 1
terpreter” on

User Inode PID/Pr

LISTEN 5} 4]
LISTEN 1ol 4]
LISTEN 5} 5]
LISTEN 5} 4]
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Here we make use of portfwd to forward all the traffic to the Kali machine, where you mention the
local and the remote port and the local address.

‘ portfwd add -1 8081 -p 8080 -r 127.0.0.1 \

When we load this page on the web browser using 127.0.0.1:8081 in the Kali machine, we see that
the contents of the web page are displayed.

Problem loading page X -+

& o © © 127.0.0.1

Welcome to Hacking Articles
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SSH Local Port Forwarding

It is the method used in SSH to forward the ports of application from a client machine to the server
machine. By making use of this, the SSH client listens for connections on a port which has been
configured, and tunnels to an SSH server when a connection is received. This is how the server
connects to a destination port which is configured and is present on a machine other than the SSH
server.

This opens a connection to the machine with IP 192.168.1.108 and forwards any connection of port
8080 on the local machine to port 8081. To know more about SSH tunnelling, visit here.

ssh -L 8081:localhost:8080 -N -f -1 raj 192.168.1.108

Shome/kali
ocalhost:8080 -N -f -1 raj 192.168.1.108

Here we can see that the contents of the web page are displayed when we load this page on the web
browser using 127.0.0.1:8081 in the Kali machine.

+

&« (& © @ 127.0.01

Welcome to Hacking Articles
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Port Forwarding using Socat

Socat is generally a command-line utility in the Linux which is used to transfer data between two
hosts. Here we use it for port forwarding where all the TCP connections to 127.0.0.1:8080 will be

redirected to port 1234.

socat TCP-LISTEN:1234,fork,reuseaddr tcp:127.0.0.1:8080 &

[1] 4296

:~$ [

When we load this page on the web browser using 192.168.1.108:1234 in the Kali machine, we see
that the contents of the web page are displayed.

Problem loading page x -+

<« ¢ © ) 192.168.1.108

Welcome to Hacking Articles
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Tunnelling

Tunnelling is the process of accessing resources remotely using the public network. The tunnels which
are established are point-to-point and remote users can be linked at the other end of the tunnels. The
job of the tunnelling protocols is to encapsulate the traffic from a user situated remotely and it is sent
to the other end of the public network which is then decapsulated and sent to its destined user. The
tunnel by default is not encrypted and its level of security is determined with the help of TCP/IP
protocol that has selected.

Let us look at how we can perform Tunneling using various methods and tools.

Lab Requirements

e Kali Linux with IP address 192.168.1.2
e Ubuntu with 2 NIC, consisting of two IP addresses —192.68.1.108, 192.168.226.128
e Metasploitable 2 with IP address 192.168.226.129

Tunnelling
!

Ubuntu
2 NIC

1921681108 192168226128

GNITE
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Sshuttle

Sshuttle facilitates to generate a VPN connection from a local machine to a remote Kali Linux with the
help of SSH. For the proper functioning, one must have root access on the local machine but the
remote Kali Linux can have any type of account. Sshuttle can run more than once concurrently on a
particular client machine.

Let’s see how we can use Sshuttle to get the access of a Metasploitable 2 machine which has a
different subnet using Ubuntu machine which has two internet addresses with different subnets but
also has the subnet in which the Kali Linux is present.

Now let’s check the IP addresses of the Kali Linux machine.

@ /home/kali
ifconfig
ethd: flags=4163<UP,BROADCAST,RUNNING,MULTICAST) mtu 1500
inet 192.168.1.2 netmask 255.255.255.0 broadcast 192.168.1.255
inetb te80::20c:29ff:fe49:b05d prefixlen 64 scopeid @x20<link>

On checking the IP address of the Ubuntu machine, we see that it has two IP addresses with different
subnets.

$ ifconfig
ens33: flags=4163<UP,BROADCAST,RUNMING,MULTICAST> mtu 15080
inet| 192.168.1.108 | netmask 255.255.255.0 broadcast 192.168.1.255
inet6 feB80@::c418:3516:3073:cf62 prefixlen 64 scopeid 0x20<link=>
ether 00:0c:29:c8:9c:5080 txqueuelen 1088 (Ethernet)
RX packets 48 bytes 5319 (5.3 KB)
RX errors © dropped @ overruns @ frame @
TX packets 86 bytes 8894 (8.8 KB)
TX errors @ dropped @ overruns @ carrier @ collisions @

ens38: flags=4163<UP,BROADCAST,RUNMING,MULTICAST> mtu 1500
inet 192.168.226.128 | netmask 255.255.255.8 broadcast 192.168.226.255
ineto TeBU::4436:8a8:230e:ec96 prefixlen 64 scopeid 0x20<link=>
ether 00:8c:29:cB:9c:5a txqueuelen 1000 (Ethernet)
RX packets 4 bytes 944 (944.0 B)
RX errors © dropped @ overruns @ frame @
TX packets 65 bytes 6801 (6.8 KB)
TX errors @ dropped @ overruns @ carrier @ collisions @
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Let’s install the tool Sshuttle in the Kali Linux machine.

apt install sshuttle

2 /home/kali
apt install
Reading pa : .. Done
Building dependency tree

Reading state information... Done
est version (1.0.4-1).
The following pa were automatically installe
libexo-1-@ libg L5 python3 nt python3-4
Use 'sudo apt autoremove' to remo

A connection is created remotely with the Ubuntu (raj@192.168.1.108) and then the address of
Metasploitable 2(192.168.226.129) using sshuttle. Mention the password of Ubuntu and hence you

are connected.

sshuttle -r raj@192.168.1.108 192.168.226.129

- /home/kali
sshuttle -r rajmlo2. .1.108 192.168.226.129
rajmloz
client: Connected.

GNITE www.hackingarticles.in
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Subsequently, when you put the Metasploitable 2 IP address in your Kali Linux’s browser, you will
able to access the Metasploitable 2 on port 80.

Metasploitable2 - Linux

Warning: MNever expose this VM to an untrusted network!
Contact: msfdev[atlmetasploit.com

Login with msfadmin/msfadmin to get started

o TWiki

» phpMyAdmin
e Mutillidae

« DVWA

» WebDAV

Hence, here we saw that using Sshuttle, we first connected the Kali Linux with Ubuntu. Once the
connection with Ubuntu was made, using that, a connection between Kali Linux and Metasploitable 2

was created.
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Chisel

It is a TCP/UDP tunnel, which helps in transporting over and is secured using SSH. It includes both, the
client and the Kali Linux. It is generally used in passing through firewalls but can also be used to provide
a secure connection to one’s network. Let us see how this works.

First, let us install Chisel and golang in our Kali Linux machines.

Note:
Golang is the programming language in which Chisel has been written,
so for proper functioning we also install golang.

git clone https://github.com/jpillora/chisel.git
apt install golang

® fhome
git clone https:
into i
Enume
pack-reused
MiB/ dr

cd chisel/
® fhome/chisel

Dockerfile go.mod go.sum LICENSE mainm.go README.md

2 /home/chisel
apt install golang
lists ... Done

Done
tically ins : nd are no longer required:
g nt pyth enlet
t autoremove' to remo them.
The following additional packages will be installed:
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Now as we now have a copy of the chisel source, we can now proceed to build our binaries for Linux
land hence compile the packages of the chisel using go build to begin.

go build -ldflags="-s -w

® /home/chisel
go build -ldflags="-s -w"
] golang. :
Fithub.
github.
g github.
lang
fithub.
g github.
d cading github.
downloading golan
lang. ol
thub.
thub.
github.
downloading golang.t

To listen on port 8000 on the Kali Linux and allow clients to specify reverse port forwarding. Here the
reverse tunnelling has been activated.

./chisel server -p 8000 -reverse

p11vfpfa=

session#4: tun: p y I - ): Listening

Install Chisel on Ubuntu

I Now let us install chisel and golang on the Ubuntu, and compile all the packages.

git clone https://github.com/jpillora/chisel.git
apt install golang

cd chisel/

go build -ldflags="-s -w

GNITE www.hackingarticles.in
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root@ubuntu:~# git clone https://github.com/jpillora/chisel.git

Cloning into 'chisel'...

remote: Enumerating objects: 1840, done.

remote: Total 1840 (delta 0), reused @ (delta @), pack-reused 1840

Receiving objects: 100% (1846/1840), 3.38 MiB | 2.57 MiB/s, done.

Resolving deltas: 100% (844/844), done.

root@ubuntu:~# apt install golang

Reading package lists... Done

Building dependency tree

Reading state information... Done

golang is already the newest version (2:1.13~1ubuntu2).

The following packages were automatically installed and are no longer required:
libfprint-2-tod1l libllvm9

Use 'sudo apt autoremove' to remove them.

0 upgraded, 0 newly installed, O to remove and 6 not upgraded.

root@ubuntu:~# cd chisel/

root@ubuntu:~/chisel# go build -ldflags="-s

After this is done, let’s run chisel on Ubuntu to connect Kali Linux and Metasploitable 2.

./chisel client 192.168.1.2:8000 R:5000:192.168.226.129:80

root@ubuntu:~/chisel# . /chisel client 192.168.1.2:8000 R:5000:192.168.226.129:80
2020/11/30 10:30:26 client: Connecting to ws://192.168.1.2:8000

2020/11/30 10:30:26 client: Connected (Latency 556.855Ws)

Open the web browser in the Kali Linux machine to check the connection between the Kali Linux and
Metasploitable 2 which is created on the local address and port 5000.

http://127.0.0.1:5000

Metasploitable2 - Linux x +

© @ 127.0.0.1:5000

Warning: Newver expose this VM to an untrusted network!
Contact: msfdev[atImetasploit.com

Login with msfadmin/msfadmin to get started
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Chisel Using Socks5 proxy

We can follow the initial set up steps in Ubuntu and Kali Linux as seen in the chisel above proceed
ahead.

To listen on port 8000 on the Kali Linux and allow clients to specify reverse port forwarding. Here the
reverse tunnelling has been activated.

./chisel Kali Linux -p 8000 -reverse

/home/chisel
Bl —reverse

Reverse tunnelling
Fingerprint ia43t
Listening on http://¢

In ubuntu machine, the next step is to connect to our client using the new reverse socks option.

./chisel client 192.168.1.2:8000 R:socks

root@ubuntu:~/chisel# . /chisel client 192.168.1.2:8000 R:socks
2020/11/30 11:04:18 client: Connecting to ws://192.168.1.2:8000

2020/11/30 11:04:18 client: Connected|(Latency 773.7us)

Now we connect the Ubuntu to Metasploitable 2.

./chisel client 192.168.1.2:8000 R:8001:192.168.226.129:9001

rn:)-:)t@ubuntu:--fchisel# ,f'chi.sel client 192.168.1.2:8000 R:8001:192.168.226.129:9001
2020/11/30 11:05:02 client: Connecting to ws://192.168.1.2:8000

aﬂzr}fllﬁﬂ 11:85:02 client: Connected|(Latency 763.978ps)
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Here we point our Socks5 client which is Metasploitable 2 to the Kali Linux using Ubuntu.

./chisel server -p 9001 --socks5

roet@ubuntu:~fchisel# .fﬁhisel server -p 9001 --sockss

er
2020/11/30 10:53:24 server: Fingerprint L6ZAAUJ96HCNQXrMo40LliY5C1ytzks74M3TX

39203’11,539 10:53:24 server: Listening on http://0.0.0.08:9001

Now let’s open the web browser in the Kali Linux and go to configure the proxy settings. Here we are
manually configuring the proxy, therefore, mention the SOCKS host address as the local address i.e.,
127.0.0.1 and choose socks5 proxy on port 1080. Also, mention the local address in the ‘no proxy for’
box.

Configure Proxy Access to the Internet
No proxy

Auto-detect proxy settings for this network

HTTP Proxy
Also use this proxy for FTP and HTTPS
HTTPS Proxy

ETP Proxy

st 127.0.0.1 108
SOCKS v4

Automatic proxy configuration URL

No proxy for

127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24

Connections to localhost, 127.0.0.1, and ::1 are never proxied.
Do not prompt for authentication if password is saved
Pr NS when using SC 5

Enable DNS over HTTPS

Cancel

GQNITE www.hackingarticles.in
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When you open the web browser in the Kali Linux machine and add the Metasploitable 2 IP, you see
that the Kali Linux is connected to the Metasploitable 2.

Metasploitable2 - Linux

Warning: Never expose this VM to an untrusted network!
Contact: msfdev[atlmetasploit.com

Login with msfadmin/msfadmin to get started

o TWild
 phpMyAdmin
« Mutillidae

« DVWA

* WebDAV
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Rpivot using Socks4 proxy

Rpivot generally provides tunnel traffic into the internal network using socks 4 proxy. Its working is
like SSH dynamic port forwarding but is in the opposite direction. It also has a client-server
architecture. When a run client on the machine it will tunnel the traffic through and for that the Kali
Linux should be enabled so that it can listen to the connections from the client.

Let’s install Rpivot in the Kali Linux machine. Then go to its directory and start the listener on port
9999, which creates socks version 4 proxy on 127.0.0.1 on a port while connecting with the client.

git clone https://github.com/klsecservices/rpivot.git

python server.py --server-port 9999 --server-ip 192.168.1.2 --proxy-ip
127.0.0.1 --proxy-port 1080

/home/kali
thub.com/klsecservices/rpivot.git

/home/kali/rpivot
python server.py -——server-port 9999 —server-i 2.168.1.2 —proxy-ip 127.9.0.1 --proxy-port 108@

Now install rpivot in the Ubuntu machine and connect it with the Kali Linux.

git clone https://github.com/klsecservices/rpivot.git
python client.py --server-ip 192.168.1.2 --server-port 9999

root@ubuntu:~# git clone https://github.com/klsecservices/rpivot.git
Cloning into 'rpivot'...

remote: Enumerating objects: 37, done.

remote: Total 37 (delta @), reused ® (delta @), pack-reused 37

Unpacking objects: 10e% (37/37), 51.18 KiB | 211.00 KiB/s, done.

root@ubuntu:~# cd rpivot/

root@ubuntu:~/rpivot# python client.py --server-ip 192.168.1.2 --server-port 9999
Backconnecting to server 192.168.1.2 port 9999

GNITE
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Now go to the web browser in your Kali Linux machine, and manually configure the proxy. Set the
Socks host address as local address and port as 1080. Select the Socks version 4 and mention the local
address for ‘no proxy for’.

Connection Settings

Configure Proxy Access to the Internet

Mo proxy
Auto-detect proxy settings for this network

m proxy settings

v | Also use this proxy for FTP and HTTPS

Portt 108

Automatic proxy configuration URL

No proxy for

127.0.0.1
Example: .mozilla.org, .net.nz, 192.168.1.0/24
Connections to localhost, 127.0.0.1, and ::1 are never prox

Do not prompt for authentication if password is saved

Enable DNS over HTTPS

Cancel

GQNITE www.hackingarticles.in
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Now when you open the web browser in your Kali Linux machine, but the IP address of the
Metasploitable 2 and hence you will be able to see the connection.

192.168.226.129

Warning: Never expose this VM to an untrusted network!
Contact: msfdev[at]metasploit.com

Login with msfadmin/msfadmin to get started

e TWiki

» phpMyAdmin
« Mutillidae

e DVWA

e WebDAV
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Dynamic SSH Tunnelling

Dynamic SSH Tunneling provides a connection with the range of ports by making SSH work like a
SOCKS proxy Kali Linux. A SOCKS proxy is an SSH tunnel where applications send their traffic using a
tunnel where the proxy sends it traffic like how it is sent to the internet. In SOCKS proxy, it is
mandatory to configure the individual client. Dynamic Tunneling can receive connections from
numerous ports.

In Kali Linux machine let’s run the command to connect with the Ubuntu using Dynamic SSH tunnelling.

ssh -D 7000 raj@192.168.1.108

ssh -D 7080 rajml9z2.1 1.1088
rajml9?.168.1.108"'s password:
Welcome to Ubuntu 20.84.1 LTS (GNU/Linux 5.4.8-54-generic xé

can be installed immediately.
updates are security updates.
these additionmal updates run: apt list —upgradable

Your Hardware Enablement Stack (HWE) is supported until April 2025.
*¥*% System restart required **=

Last login: Wed Dec 2 @8:54:34 2020 from 192.168.1.2
rajaubuntu:~$ [

Once the connection between the Kali Linux and Ubuntu is made, let’s open the browser in the Kali
Linux machine and configure the proxy in the settings. Choose to manually configure the proxy and
mention the local address as the socks host and the port number as 7000. Now select the socks
version 5 and mention the local address in ‘no proxy for’ section.

GNITE www.hackingarticles.in
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Connection Settings

Configure Proxy Access to the Internet

No p

Auto-detect pr tings for this network

v Also use this proxy for FTP and HTTPS

ost 127.0.0.1 Port. 7000

sSoC 4| @ SOCKSv5

Automatic proxy configuration URL

127.0.0.1

Hence when you put the IP of the Metasploitable 2 in the browser of the Kali Linux, you will have an
accessible connection Metasploitable 2 using dynamic Tunnelling.

I N IR I S 0 N R [ S B IR NN
R N A N A A R Y B PR I A A IR Y B VAN W I
I I VU O S [ U I 0 I I O VY |
[ I I"-L___I"-L__‘x__;_l___ai“ SN I L VO VAP PO A U VO B I

Warning: Mever expose this VM to an untrusted network!

Contact: msfdev[atImetasploit.com

Login with msfadmin/msfadmin to get started
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Local SSH Tunnelling

Here, all the connections which are trying to connect with the Metasploitable 2 using Ubuntu with the
local destination and port. The -L indicates the local port.

In the Kali Linux machine, add the localhost and then the Metasploitable 2 username and password to

create local SSH tunnelling.

ssh -L 7000 192.168.22.129:80 raj@192.168.1.108

ssh
rajmlez.1 ;
Welcome to Ubuntu

" Hardware Enablement
stem restart requi
Last login: Fri Dec ! 4437 from 192.
rajaubuntu:~$ Jj

You can open the Kali Linux’s browser and mention the local address along with the port 7000 on

which the traffic was transferred.

Warning: MNever expose this VM to an untrusted network!

Contact: msfdev[atlmetasploit.com

Login with msfadmin/msfadmin to get started
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Local SSH Tunnelling using Plink.exe

Here we are making use of command-line utility in windows machine for tunnelling, where a
command-line tool for PuUTTY is being used called plink.exe. Here all the connections which are trying
to connect with the Metasploitable 2 using Ubuntu with the local destination and port.

plink.exe -L 7000:192.168.226.129:80 raj@l92.168.1.108

once, without

leturn to abandon the

Now open the web browser in the window’s machine and put the local address and the port 7000 on
which the traffic of Metasploitable 2 was forwarded. You see that there was local SSH Tunnelling

between Metasploitable 2 and the Kali Linux using plink.exe.

< C ® 127.0.0.1:7000

Warning: Mever expose this WM to an untrusted network!
Contact: msfdev[at]metasploit.com

Login with msfadmin/msfadmin to get started

GNITE
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Dynamic SSH Tunnelling using Plink.exe

Plink.exe is the windows command line for putty in the windows machine which we will use for
Dynamic Tunneling can receive connections from numerous ports.

In windows machine let’s run the command to connect with the Ubuntu using Dynamic SSH tunnelling.

plink.exe -D 8000 raj@192.168.1.108

Documentation: https://
https
https://ub

ist --upgradab

Enablement Stack ( ) is suppo until April 2825.
Sun Dec 6 18: 2026 from 192.
Lluruhu ~rajgubuntu:~$

Once the connection between the windows and Ubuntu is established, let us open the browser in the
windows machine and configure the proxy in the settings. Choose to manually configure the proxy
and mention the local address as the socks host and the port number as 8000. Now select the socks
version 5 and mention the local address in ‘no proxy for’ section.
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Connection Settings x

Configure Proxy Access to the Internet
) No proxy
) Auto-detect proxy settings for this network
) Use system proxy settings

l' Manual proxy configuration

HTTP Pro:g‘ ‘Eor‘t| 0 ‘

\:‘ Alzo use this proxy for FTP and HTTPS

HTTPS Prox_\t‘ ‘Pgr‘t| 0 ‘
ETP Proxy‘ ‘P°ﬂ| o ‘
SOCKS Host‘ 127.0.01 ‘POFL| 8000 ‘

) SOCKSv4 (@) SOCKS y5

) Automatic proxy configuration URL

Reload

Mo proxy for

127.0.01

Hence when you put the IP of the Metasploitable 2 in the browser of the Windows, you will have an
accessible connection Metasploitable 2 using dynamic SSH tunnelling with the help of plink.exe.

&« > C @ © & 192.168.226.129

I B (R S AR A N A U T I R

Y AR Y A YR A Y AR Y T N

LU 20 e a2yt ar ey v s

R AU S I N, A |
|

Warning: Hever expose this VM Lo an untrusted network!
Contact: msfdev[at]metasploit.com

Login with msfadmin/msfadmin to get started
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Tunnelling using Revsocks

Revsocks stands for Reverse socks5 tunneler. You can download it from here in the windows operating
system. Here in the windows system, we are trying to connect with Ubuntu using socks5.

revsocks_windows_amd64.exe -listen :8443 -socks 0.0.0.0:1080 -pass test

[

=

for

Now let's open Ubuntu and download revsocks for Linux. Here we connect Ubuntu with
Metasploitable 2 and then we move to proxy settings.

.Jrevsocks_linux_amd64 -connect 192.168.1.3:8443 -pass test

root@ubuntu:~# ./revsocks_linux_amd64 -connect 192.168.1.3:8443

10

10:
10:
10:

10:

10:

2020/12/06 10:
2020/12/06 10:
] 10:

:40:58
40:58
40:58
43:25
43:25
43:25
43:25
43:25
43:25

Connecting to the far end. Try 1 of 3

Connecting to far end

Starting client

Accepting stream

Passing off to sockss

[ERR] socks: Failed to handle request: Connect to 216.58.196.196
Failed to handle request: Connect to 216.58.196.196:443 failed:
Accepting stream

Passing off to sockss

Now in the Windows machine, open the browser and open proxy settings. Here, choose to manually
configure the manual proxy configuration and mention the local address in the socks host and mention
the port number as 1080. Choose the socks version 5 and then mention the local address in the 'no
proxy for’ space.
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Connection Settings x

Configure Proxy Access to the Internet
) No proxy
) Auto-detect proxy settings for this network
) Use system proxy settings

. Manual proxy configuration

HTTP Prm_{_',r| ‘Eort‘ 0 |

Also use this proxy for FTP and HTTPS

HTTPS Proxy Port 0
ETP Proxy Port 0
SOCKS Host | 127.0.0.1 ‘Por‘g‘ 1080 |

) SOCKSv4 (@) SOCKS v5

) Automatic proxy configuration URL

Reload

Mo proxy for

127.0.0.1

When you open the web browser in the windows machine and mention the IP address of the
Metasploitable 2, you will be connected with the Metasploitable 2 using revsocks.

&« > C @ © & 192.168.226.129

I B 1 A P T T T T

I A Y A A LR R VA Y Y A Y N VA S

LU 7T e Nyt rran ey v A

I T A A N F_IN__F1_ 1N, AN |
|

Warning: Newver expose this VM Co an untrusted network!
Contact: msfdev[at]metasploit.com

Login with msfadmin/msfadmin to get started
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Tunneling With Metasploit
Using SOCKS5 Proxy

Here we start Metasploit in the Kali machine. Then a connection is established with Ubuntu using the
auxiliary module with the help of SSH. Once the connection is established, a meterpreter session was
created. Then we make use of post module with autoroute. The autoroute post module will help
create an additional route through the meterpreter which will allow us to dive deeper in the network.
Here we will connect with Metasploitable 2. Next, we will use the auxiliary module for socks5. This is
now a deprecated module. Set the localhost address and exploit. The auxiliary module will then start
running.

use post/multi/manage/autoroute
use auxiliary/server/socks5

set srvhost 127.0.0.1

exploit

auxiliary(

es551aons

Type Information

shell linux
meterpreter

xiliary(
e post/multi/mana
post(

SESSION may not be compatible with
Running module a !
Searching for subnets
to subnet p § +255.2 @ from host's routing table.
; subnet 20 . 3 @ from host's routing table.
Post module ecution c
msfé post(

This module wi e removed on or about
/ / and

Now go to the web browser in the Kali Linux machine, open the browser and open proxy settings.
Here, choose to manually configure the manual proxy configuration and mention the local address in
the socks host and mention the port number as 1080. Choose the socks version 5 and then mention
the local address in the “no proxy for’ space.
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Connection Settings

Configure Proxy Access to the Internet

No proxy

Auto-detect proxy settings for this network

HTTP Proxy

v Also use this proxy for FTP and HTTPS

S Host 127.0.0.1 Port 108

SOCKSv4 @ SOCKSVS

Automatic proxy configuration URL

No proxy for

127.0.0.1

When you open the web browser in the Kali Linux and mention the IP address of the Metasploitable
2, you will be connected with the Metasploitable 2 using Metasploit.

I I R I A e T AR N A N A N
[ N AN S AR AR R Y B AR I D AR IR Y I VAR N B
T 2 W O 1 0 T A Y AN 4
[T 12T T I\.__x__,_l___slf A I A T L W YA T A |

Warning: Never expose this VM to an untrusted network!
Contact: msfdev[at]metasploit.com

Login with msfadmin/msfadmin to get started
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Using SOCKS4a Proxy

Now let’s start Metasploit in the Kali machine where the connection is established with Ubuntu with
the help of auxiliary module using SSH. Then a meterpreter session was created. Then we will use the
post-module where we will use autoroute. The autoroute post module will help to create additional
routes through the meterpreter which will allow us to dive deeper in the network. Here we will
connect with Metasploitable 2. Next, we will use the auxiliary module for socks4a. This is now a
deprecated module. Instead, we can use the new module Set the localhost address and exploit. The
auxiliary module will then start running.

use post/multi/manage/autoroute
use auxiliary/server/socks4a
set srvhost 127.0.0.1

exploit

auxiliary(

esslions

Type Information

shell linux
meterpreter /linux raj @ ubuntu (uid=1000, gi @, euid=100@, egid=1000

=
LA
—+
o

auxiliary( ) > back

=
LA
sl
o

=3
o

(¥}
Lt M |n
= LA |
o 0

=5

post( ) > exploit
SSION may not be compatible with this module.
Running module against 192.16
Searching for subnets
Route added to subnet ~1l- ; @ from host's routing table.
Route added to subnet 2.168.226.0/255.255.255.8 from host's routing table.
Post module execution
msfé post(

—
i

e removed on or about . ) 9
f r and set ION to 4a

rting the socksé4a pr
iary(

Hence, open the web browser in the Kali Linux machine, and open proxy settings. Now, choose to
manually configure the manual proxy configuration and mention the local address in the socks host
and mention the port number as 1080. Choose the socks version 4a and then mention the local
address in the 'no proxy for’ space.
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Connection Settings

Configure Proxy Access to the Internet

No proxy
Auto-detect proxy settings for this network
Use system proxy settings

uratic

v Also use this proxy for FTP and HTTPS

When you open the web browser in the Kali Linux and mention the IP address of the Metasploitable
2, you will be connected with the Metasploitable 2 using Metasploit.

R [ U N KN VN N DR N S N N Y
[ N A U SRR AR SR B AR I R AN LR Y I A SR I
S T A T o 0 I O A VY |
111 I_I‘\___Ix__x__,_l___ai* A D A A T L T T Y A I A I

Warning: Never expose this VM to an untrusted network!
Contact: msfdev[atlmetasploit.com

Login with msfadmin/msfadmin to get started
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Tunnelling with DNScat2

DNScat2 is a tool which can be used to create a tunnel with the help of DNS protocol. A connection
to port 53 should be established to access any data. DNScat2 mainly consists of a client and a server.
In our scenario, we need to establish a connection between Metasploitable 2 and Kali Linux using
Ubuntu as the medium.

Tunnelling on Port 22

Let’s begin with installing DNScat2 in the Kali Linux machine using apt install which will automatically
build dependencies.

apt install dnscat2

apt install
Reading pack
Building d
Reading st
Thn Fg]] - ack wel ically installed and are no longer
t python3-greenlet

UJ ‘Fuda qu auTo:amoua
The +allaw1nc qdlelonal pac s will be installed:

er ruby-ecdsa ruby-salsa2® ruby-sha3 ruby-
ies will be installed:
2-server ruby-ecdsa ruby-salsaZ2@ ruby-sh
@ to remove and @ not upgraded.
g ‘chiuez.
After this upﬂ:quon, kB of additional disk space will be used.
Do you want to continue? [Y/n] vy
kali-rolling/main amd6s
kali-rolli ain amde6d
kali-rollin in amd6id
=T i kali-rolli ain amdes xubw ﬂ:dna
.hqxukqaqn.-" ali kali-rollin 1in amd64 ruby-sha3
.harukasan.org/kali kali-rolli 1in amd6d
.harukasan. 'kali kali-rolli 1in amd6d

o o O GY

I}

Once this is done, the dnscat2 server will start running.

"GNITE
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New window created: @
New window created: crypto-debug
Welcome to dnscat2! Some documentation may be out of date.

auto_attach = false

history_size (for new windows) = 1800

Security policy changed: ALl connections must be encrypted
New window ¢ d: dnsl

Starting Dnscat2 DNS server on 0.0.08.8:53

[domains = n/fa] ...

It looks like you didn't give me any domains to recognize!
That's cool, though, you can still use direct gueries,
although those are less stealthy.

To talk directly to the server without a domain name, run:

JJfdnscat —dns server=x ®,port=53 —secret=8d1a85d94dfida9@lec26efdbeacctds

Of course, you have to figure out <server> yourself! Clients
will connect directly on UDP port 53.

dnscat2> ]

In the Ubuntu machine, we will install dnscat2 using git clone. Here we will have to install the
dependencies manually to get the tool started.

git clone https://github.com/iagox86/dnscat2.git
cd dnscat2/

cd client/

make

root@ubuntu:~# git clone https://github.com/iagox86/dnscat2.git

Cloning into 'dnscat2'.

remote: Enumerating objects: 6607, done.

remote: Total 6607 (delta ©), reused @ (delta @), pack-reused 66087

Receiving objects: 188% (6607/6607), 3.82 MiB | 2.87 MiB/s, done.

Resolving deltas: 100% (4564/4564), done.

root@ubuntu:~# cd dnscat2/

root@ubuntu:~/dnscat2# cd client/

root@ubuntu:~/dnscat2/client# make
--5td=c89 -I. -Wall -D DEFAULT SOQURCE -Wformat -Wformat-security -g
-std=c89 -I. -Wall -D _DEFAULT_SOURCE -Wformat -Wformat-security -g
-std=c89 -I. -Wall -D DEFAULT SOURCE -Wformat -Wformat-security -g
-std=c89 -I. -Wall -D _DEFAULT_SOURCE -Wformat -Wformat-security -g

-std=c89 -I. -Wall -D_DEFAULT_SOURCE -Wformat -Wformat-security -g

n o r
= _ _ 5 { [T

I Now let's establish a connection between the Kali Linux and Ubuntu.
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./dnscat --dns=server=192.168.1.2,port=53

root@ubuntu:~/dnscatz/client# ./dnscat --dns=server=192.168.1.2,port=53
Creating DNS driver:

domain (null)

host 0.0.0.0

port = 53

type = TXT,CNAME,MX
server 192.168.1.2

Encrypted

Once the connection is successfully established, a session will be created on the Kali Linux’s end. Now
let us check the sessions that are available and interact with them and then send in a request to create
a shell. Once the request is accepted a new window will open the session 2.

session
session -i 1
shell

New window created: 1
security: ENCRYPTED BUT *NOT* VALIDATED
security, please ensure the client displays

Peace Duff Tubule Durian Lair Teeth

Debug window for crypto stuff [*]
Dllmer running on 9.9.0.8:53 domains = [*]
(ubuntu) [encrypted, NOT verified] [*]

ion) = 1008
ENCRYPTED BUT *NOT* VALIDATED

Peace Duff Tubule Durian Lair Teeth
is a command session!

That means you can enter a ccmmqnd :uch as
'ping'! For a full list o i

command (ubuntu) 1> shell

Sent reguest to execute a shell

command (ubuntu) New window created:
Shell session created!

command (ubuntu) 1> |

‘GNITE
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Using the second session, you now have access to the Ubuntu machine. So now let's check the IP
address of the client one machine. Here we see that Ubuntu has two NIC cards installed within it.

session -i 2
ifconfig

command (ubuntu) 1> session -i 2

New window created: 2

history_size (session) = 1000

Session 2 security: ENCRYPTED BUT #*NOT+ VALIDATED

For added security, please ensure the client displays the same string:

Flaunt Twos Pigs Facile Libate Otto
This is a console session!

That means that anything you type will be sent as-is to the
i and anything they type will be displayed as-is on the

If the client is executing a command and you dom't
1 pxampt, try typing 'pwd' or something!

To go back, type ctrl-z.

sh (ubuntu) 2: 1+1an+1g
sh (ubuntu) e ags=416 : mtu 1500
i : bxﬂqui t 192.168.1.255
en 64 scopeid @ <link>
(Ethernet)
i 3 bytes 39 )
dxoppnd 1 @ frame
08¢ (2.1 MB)
irrier @ collisions

ST,RUNNING,MULTIC > mtu 1588
netmask 255.: - .@ broadcast 1
64 scopeid @:
(Ethernet)
(3.4 KB)
runs @ frame @
bytes 64 (64.2 KB)
dropped @ overruns @ carrier @ collisions
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Now we will connect the Metasploitable 2 port 22 to the port 8888 to create a DNS tunnel between
them using the shell.

listen 127.0.0.1:8888 192.168.226.129:22

command (ubuntu) 1>

Open a new tab in the Kali Linux machine and login to the Metasploitable 2 machine with its
credentials and now you will be able to communicate with Metasploitable 2 using the Kali Linux.

ssh msfadmin@127.0.0.1 -p 8888

e /home/kali
ssh msfadmin@l27.0.8.1 -p
The authenticity of host "[127.8.8.1]:¢ ([127.@.8. )" can
¢ fingerprint is SHA : GCi 1P +E9d,

oitable

the ict distribution terms for e:
individual files in / /share/doc/

Ubuntu comes with ABSOLUTELY NO WARRANTY,
applicable law.

To a ss official Ubuntu documentation, please visit:
http help.ubuntu.com/
No mail.
Last login: Thu Dec 3
msfadmingmetasploitabl
eth@ Link enca
inet addr:19
ineté addr

¥ packe
collision

GQNITE www.hackingarticles.in
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Tunnelling on Port 80

I We can perform the same using port 80.

listen 127.0.0.1:9999 192.168.226.129:80

When you open the web browser in the Kali Linux machine and mention the URL of the Metasploitable
2 machines, you will see that the connection was successfully established between the Kali Linux and

the Metasploitable 2 using Ubuntu.

Warning: Mever expose this WM to an untrusted network!

Contact: msfdev[atlmetasploit.com

Login with msfadmin/msfadmin to get started

o TWiki

» phpMyAdmin
« Mutillidae

e DVWA

« WebDAV

The same can be done in the windows system Follow this link here to download a suitable dnscat2
client for your system of windows. To get a detailed explanation on DNScat2 you can read here.
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ICMP Tunnelling

The main aim of the ICMP tunnel is to send TCP connection where an SSH session will be used in an
encapsulated form of ICMP packets. Let’s first configure the ICMP tunnel on the Ubuntu machine. You
can read a detailed article from here.

We will first download and install icmptunnel on the server-side and compile the file by unpacking its
components.

git clone https://github.com/jamesbarlow/icmptunnel.git
cd icmptunnel
make

Then we will disable ICMP echo reply on both the Ubuntu and the Kali Linux. This halts the kernel from
responding to any of its packets.

echo 1 > /proc/sys/net/ipv4/icmp_echo_ignore_all
./icmptunnel -s
Ctrl+z

bg

root@ubuntu:~# git clone https://github.com/jamesbarlow/icmptunnel.git
Cloning into 'icmptunnel'...

remote: Enumerating objects: 42, done.

remote: Total 42 (delta @), reused 0 (delta 8), pack-reused 42
Unpacking objects: 100% (42/42), 17.52 KiB | 242.80 KiB/s, done.
root@ubuntu:~# cd icmptunnel/

root@ubuntu:~/icmptunnel# make

[cC] src/checksum.c

[CC] srcfclient-handlers.c

[CC] srcfclient.c

[CC] src/daemon.c

[cC] src/echo-skt.c

[cC] src/forwarder.c

[CC] srcficmptunnel.c

[CC] src/resolve.c

[CC] src/server-handlers.c

[CC] src/server.c

[CC] srcftun-device.cC

[LD] icmptunnel

root@ubuntu:~/icmptunnel# echo 1 = fproc/sys/net/ipv4/icmp_echo_ignore_all
root@ubuntu:~/icmptunnel# ./ /icmptunnel -s

opened tunnel device: tun®

Fal Z

[1]+ Stopped . ficmptunnel -s
root@ubuntu:~/icmptunnel# bg

[1]+ ./icmptunnel -s &

‘GNITE
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Now let’s start the ICMP tunnel on Ubuntu on server mode and assign it a new IP address for
tunnelling.

/sbin/ifconfig tun@ 10.0.0.1 netmask 255.255.255.0
ifconfig

root@ubuntu:~/icmptunnel# /sbin/ifconfig tun® 10.0.0.1 netmask 255.255.255.0
root@ubuntu:~/icmptunnel# ifconfig
ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST= mtu 1500
inet |192.168.1.108 |netmask 255.255.255.0 broadcast 192.168.1.255
inet6 feB80::c418:3516:30T3:cf62 prefixlen 64 scopeid ox2@<link=
ether 00:0c:29:c8:9c:50 txqueuelen 1000 (Ethernet)
RX packets 143887 bytes 206456545 (206.4 MB)
RX errors @ dropped 2 overruns @ frame @
TX packets 60834 bytes 4466394 (4.4 MB)
TX errors @ dropped 0 overruns @ carrier @ collisions @

tun®: flags=4305<UP,POINTOPOINT ,RUNNING,NOARP,MULTICAST> mtu 1500
inet 10.0.0.1 | netmask 255.255.255.0 destination 10.0.0.1
inet6 feB80::a3a@:8ead:5678:5fef prefixlen 64 scopeid oxz2e<link=
unspec 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00 txqueuelen 500 (UNSPEC)
RX packets @ bytes @ (0.0 B)
RX errors @ dropped 8 overruns @ frame @
TX packets 2 bytes 96 (96.0 B)
TX errors @ dropped 0 overruns @ carrier 8 collisions @

Now let’s install and set up ICMP tunnel on the client side i.e Kali Linux like we did in Ubuntu.

git clone https://github.com/jamesbarlow/icmptunnel.git
cd icmptunnel

make

echo 1 > /proc/sys/net/ipv4/icmp_echo_ignore_all
./icmptunnel 192.168.1.108

Ctrl+z

bg

/sbin/ifconfig tun@ 10.0.0.2 netmask 255.255.255.0
Ifconfig
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- /home/kali
git clone https github.com/jamesbarl: mptunnel.git

® - /home/kali
cd icmptunnel/
fhome/kali/icmptunnel

ecksum.c
client-handlers.c
client.c

tun-device.
icmptunnel
] fhome/kali/icmptunnel
echo 1 > /proc/sys/net/ipv4/icmp_echo_ignore_all
2 fhome/kali/icmptunnel
JSicmptunnel 192
opened tunnel devic
connection established.

Stopped JSicmptunnel 192.
e /home/kali/icmptunnel
/sbin/ifconfig tun® 10.0.0.2 netmask 2

fhome/kali/icmptunnel

5T, RUNNING,MULT

dropped
8 W 65066 (

runs @ carrier @ collisions @

tun@: ag mtu 1588
i destination 10.@.0

txgueuelen 500

Once the other IP address for tunnelling is created in the Kali machine, let’s connect over SSH with
the credentials of the server-side with IP address 10.0.0.1.

GQNITE www.hackingarticles.in
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ssh raj@1e.0.0.1

- Jhome/kali/icmptunnel
ssh rajmle.e.e.1
The authenticity of host "10.0.8.1 (10.0.8.1)"
Fi print is SHA: (Gv+pn3
you want to continue conne
r added "1@

rd:
B4 LTS (GNU/Linux 5.4.@8-40-generic _64)

help.ubuntu.com
landscape.canonical.com
ubuntu.com/advantage

updates )
additional ates rum: a i —upgradable

Your Sta (HWE) is suppo d until April 2
Last login: Thu Dec 3 :3@:87 2020 from 192.168.1.2
rajaubuntu:~$ |

When you open Wireshark and capture the packets, you only see that all the packets of SSH which is
a TCP protocol is being transported on the ICMP protocol.

A [ip.addr -~ 1FREEREGT B -
No. Time Source Destination Protocol Lengtt Info
1197.. 355.018066961 192.168.1.2 192.168.1.108 ICMP 183 Echo (ping) reques]
1197.. 355.018530874 192.168.1.108 192.168.1.2 ICMP 99 Echo (ping) reply
1197.. 355.028366165 192.168.1.108 192.168.1.2 ICMP 127 Echo (ping) reply
1197.. 355.028511799 192.168.1.2 192.168.1.108 ICMP 99 Echo (ping) reques|
1197.. 355.028719611 192.168.1.2 192.168.1.108 ICMP 211 Echo (ping) reques]
1197.. 355.671013960 192.168.1.108 192.168.1.2 ICMP 99 Echo (ping) reply
1198.. 355.155812331 192.168.1.108 192.168.1.2 ICMP 727 Echo (ping) reply
1198.. 355.155899606 192.168.1.2 192.168.1.108 ICMP 99 Echo (ping) regues
L] ¥
¢ Frame 4387: 180 bytes on wire (800 bits), 108 bytes captured (880 bits) on interface eth®, id @
» Ethernet II, Src: VMware c8:9c:50 (00:0c:29:c8:9c:50), Dst: TaicangT_69:a5:10 (18:45:93:69:a5:10)
» Internet Protocol Versionm 4, Src: 192.168.1.108, Dst: 192.168.1.1
» User Datagram Protocol, Src Port: 48804, Dst Port: 53
» Domain Name System (query)
18 45 93 69 a5 10 00 Bc 29 cd 9c 50 @3 00 45 OO El }PE
B0 56 Te al 40 00 40 11 38 38 cB a8 @1 6c c ad V~@@ 83 -1
PE20 @1 01 be ad B0 35 c9 d9 2d 21 01 80 08 01 S5 !
PO 00 00 0O OO 01 12 63 6T 6e Ge 65 63 74 69 76 c onnectiv
69 74 79 2d 63 68 65 63 6b B6 75 62 75 6e 74 75  ity-chec k ubuntu
B3 63 6f 6d 0O OO 1c P 01 OO OO 29 B2 0O B0 OO com )
BO 00 00 0O
Conclusion

Therefore, in this article, we have seen the effectiveness of various port forwarding and Tunnelling
methods to provide a secure and encrypted connection.
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