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Introduction

BY: JAMES A. LEWIS

ost networks can be breached, and most software has exploitable flaws. This can give

unparalleled advantage to attackers, but the situation in Ukraine suggests that an energetic

and thorough defense can prove more than adequate in matching this advantage. The Ukraine
experience can guide decisions on cyber defense, and it suggests that adequate cyber defense will require
different approaches, involve new actors, and be complex for nations to construct and coordinate. As part
of the UK National Cyber Security Centre’s efforts to shape debate and discussion around cybersecurity
issues, this collection of essays examines the war in Ukraine, with a view to the wider debate around the
role and value of cyber capabilities.

The “information space” is one of the key spaces in this conflict. Both sides have vied to shape

public narratives and international opinion. Much has been written about the West’s use of the rapid
declassification of strategic intelligence to counter and debunk Russian lies about actions in Ukraine.
Similarly, much debate amongst academics and commentators has sought to understand whether or

not the world is witnessing “cyber war” in Ukraine, or whether and how cyber operations add value

to furthering a state’s strategic objectives. Originally, this discussion had a focus on cyber’s offensive
utility. The following essays shift the focus toward the use of cyber capabilities for defensive or protective
purposes and look at the Ukraine conflict through the lens of cyber defense to identify critical lessons
from Ukraine on the construction of cyber resilience.

Serious thinking about cyber defense has largely transitioned from giving deterrence a central place in
defensive strategies to focusing on the concept of resilience. Democracies cannot expect to deter adversaries
from attempting to use cyber operations to advance their national objectives. This leads to the conclusion,
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discussed in all of the essays, that the goal for national policy must be cyber resilience: the ability to minimize
disruption to critical data and services. Advocating for deterrence still serves a political purpose by signaling a
desire to avoid conflict, but it is no longer the foundation of national cyber defense.

A good example of this is the new national cyber strategy published in March by the United States. The
strategy never uses the word “deterrence” because, in the view of those responsible for its drafting, deterrence
had failed routinely in cyberspace. Deterrence assumes that an adversary can be dissuaded from action;
resilience assumes that adversary cyber action is inevitable. This has led to the conclusion that resilience is a
better approach to cyber defense, particularly against a range of adversaries we confront, which includes not
only states but also criminals and proxy forces. In this sense, cyber resilience protects against a much wider—
and future—set of threats.

These essays explore different aspects of defense and resilience—including the actors that contribute to
it—and identify lessons that Western countries can draw from the Ukrainian experience to build robust,
collective cyber resilience. This includes the power of partnerships, whether in responding to cyberattacks or
ensuring the continuation of vital services amidst conflict, and the unprecedented coalition of government,
multinational, industry, and civil society actors whose efforts have enabled a stronger Ukrainian defense.

It should be noted that the most important aspect of resilience is only discussed indirectly in the essays: the
need for political and social resilience. Lonergan, for example, notes that the political implications of cyber
actions have proven to be more important than their military effect. One of Putin’s many miscalculations
was the belief that Ukrainian defenses would quickly crumble. A Russian analyst (now in exile) suggests the
precedent of Afghanistan as shaping Russian expectations, since in that case a well-equipped and Western-
trained army evaporated in a matter of a few weeks. Putin may have expected Kyiv to react like Kabul.
However, Ukraine’s leaders and people were not ready to concede to Russian suzerainty. The keystone of
resilience is the political will to continue to resist. While it can be an elusive term, this political will forms the
basis for diplomacy and defense.

The essays point out that the Ukraine conflict demonstrates that political resilience must be strengthened

in cyberspace, by attention to both the digital technologies that create the information space messages and
the content itself. This is not only because of the struggles over the narratives that shape opinion (and thus
political will), nor solely because of the possibility of disrupting critical infrastructure, but also because cyber
actions provide the tools and the structure to build a resilient community for defense—a community, as the
authors note, that has transcended the boundaries of Ukraine and Russia.

There is more to cyber resilience than political will, of course (although without political will other actions are
superfluous)—people, technology, organization, planning. Nor can cyber resilience be thought of as solely the
remit of government. Indeed, what the Ukraine conflict has demonstrated is the broad, diverse range of actors
participating in a conflict.

A more diverse set of participants in the conflict raises questions of how it is that the roles and responsibilities
within cyberspace are understood, as well as what the norms and rules are that dictate how actors conduct
themselves. Ukraine has demonstrated the value of coalitions in cyberspace, and of collective defense,
including robust and distributed data and network architectures. Partnerships with civil society, the private
sector, and other governments are crucial. Organizing this multi-party effort requires an ability to connect
and communicate with all actors, and this requires reinforcing established channels for media and official
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communications with the use of distributed and decentralized messaging services, like Signal and Telegram.
All of the essays explore the new digital landscape where cyber conflict will occur and which nations must
defend: a landscape created by fiber optic networks, mobile telephony, the “cloud,” and satellites.

The essays draw several lessons from the Ukrainian experience. The first is that many cyber strategies, in

light of that experience, can now be seen to be incomplete or inadequate in their definitions of what is critical
for defense. A second is the need to establish deep relations with allied and partner nations for sharing
intelligence, technology, and tactics. Ukraine had an advantage in that its cyber conflict with Russia began in
2014, allowing government agencies to develop greater collaboration in responses and Ukraine to build mature
relationships with allies. Similarly, establishing relations with global service providers and civil society on an
ongoing basis is critical. The ability to use resources and support from the private sector and civil society gave
Ukraine an advantage in defense that Russia was unable to match.

The authors recognize the need to exercise a degree of caution in drawing on the Ukrainian experience. Russia’s
military proved to be startlingly incompetent; future opponents may not be similarly afflicted. Russia’s brutal
and unprovoked invasion created a wave of sympathy and support among democracies and civil society. Other
conflicts, where moral and ethical distinctions are not as stark, may not produce the same response. One task
for national cyber agencies is to build now the supportive relationships with nongovernmental actors that are
needed for conflict: both the constant ongoing low-level conflict that defines cyberspace and the eventuality of a
conflict that crosses the threshold of the use of force, something that seems much closer than it did a decade ago.

The essays included in this collection predict that many different categories of actors will be enmeshed in
future cyber conflict. This aspect of the Ukraine conflict provoked a confusing discussion in the broader
cybersecurity literature on the legality of using proxies and the implications for the global norms on
responsible state behavior in cyberspace that were agreed upon at the United Nations. Frankly, this debate
seems to be based on misunderstanding. The UN discussions made it clear that the agreed norms do not
apply during armed conflict—which is the sphere of different norms and laws, in particular the Laws of Armed
Conflict (LOAC). There are ambiguities, of course, created by the nature of cyberspace when nations attempt
to apply LOAC, given that distinctions among participants and targets that can be clear in the physical world
are opaque in cyberspace, but the authors discuss whether the use of proxies and militias has become a
normal and (if done in accordance with LOAC) legal part of warfare and most likely an element of any cyber
conflict in the future.

The essays raise these points in greater detail and clarity. Lonergan’s discussion of proxies makes the
important point that while there is little evidence of effect from “hacktivism” on opponent decisionmaking or
military capabilities, there is strong evidence that the primary effect is political and international—to build a
community of support and to shape the narrative of the conflict for national and international audiences. The
proxy actors’ apparent relationship with the “sponsoring” state is a key determinant of this, combined with a
greater international orientation to shape the narratives of the conflict, and a focus solely on cyber effects may
miss the most important impact created by proxies. Lonergan criticizes the tendency among policymakers and
media to default to hyperbolic language to depict the effect of proxies, regardless of their true impact—noting
that hyperbolic rhetoric about cyber proxies only reinforces their narratives and becomes a tool to rally their
constituencies.

Voo’s essay notes that the internet has become a political battleground and that Ukraine offers important
strategic lessons for the key foundations of successful cyber defense. She asks fundamental questions of
whether the responsibility for defense lies in the voluntary actions of tech companies or whether special rules
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for social media, dual-use technology, and the participation of volunteers are needed in periods of conflict.
She emphasizes the need for organization and the importance of integrating cyber defense strategies into a

country’s wider military and intelligence strategies.

She and Ertan both note that private sector actions are not driven solely by altruism, since Russia’s cyber
actions harm the space in which they do business, and there is only an ad hoc business model for private
sector actions. Voo asks what has become the central question for international cybersecurity: whether
consequences are needed for norms to have any meaning. Ertan suggests that countries may need to develop
(individual or collective) funding mechanisms to remedy this with suggestions for remodeling cyber resilience
from a NATO allies perspective. She also makes the critical point that “cyber war” is a flawed concept, since
most adversary action remains below the use-of-force threshold. The increasing ease with which authoritarian
states use cyberspace to undermine a rules-based order creates an uneasy space that is marked by conflict
rather than peace. Garson also points to early misunderstandings of the complexity and limitations of cyber
operations that confused expectations for the Ukraine war. She explores the sheer depth of the private sector’s
involvement in cyberspace, along with the complexity this creates for companies as they seek to navigate
engagement and risks within complex geopolitical crises—as well as the implications that the private sectors’
actions hold for long-term stability in cyberspace, as the lines between defensive and offensive activity become
increasingly blurred in conflict.

These brief synopses do not do justice to the essays, and indeed barely touch upon many of their most salient
points. There are also the caveats that the conflict has not ended and that the full details have not emerged.
But with these caveats, the essays provide a deeper understanding of the use of cyber operations in the war—
and how democratic countries should, in light of this, prepare their cyber defenses and resilience, whether
within or outside of a conflict.
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The Implications of Cyber
Proxies in the Ukraine
Conflict

BY: ERICA D. LONERGAN

Introduction

In the lead-up to Russia’s invasion in February 2022, much of the expert commentary within the cyber
community about the Ukraine conflict focused on three things: the extent to which Russia would launch

a cyber “shock and awe” campaign to coerce Ukraine into submission; fears of a Russian cyber onslaught
against the United States, the United Kingdom, and Europe to deter Western intervention or retaliate against
economic sanctions; and speculation about the degree to which Russia would effectively integrate cyber and
kinetic operations on the modern battlefield.! Yet, after more than one year of war, none of these issues has
been a defining feature of the cyber dimension of the conflict in the way that most analysts expected.? Instead,
one of the most significant cyber features of the war has been the role of third-party actors as belligerents—
cyber proxies—aligned to Russia or Ukraine. While the concept of cyber proxies is not novel, it has taken new
and evolving characteristics in the context of the Ukraine conflict, offering a potential preview of how cyber
proxies may play a role in future crises and conflicts.

Moreover, an important feature of cyber proxies in the Ukraine conflict is their willingness to conduct
cyberattacks beyond the theater of operations, including against the United States, the United Kingdom, and
Europe. While policymakers issued warnings about potential Russian cyberattacks that might spill over beyond
Ukraine, they did not necessarily anticipate the form in which they would ultimately occur—specifically,
low-impact, disruptive cyber activity carried out by hacktivist groups. For instance, in late January 2022, the
National Cyber Security Center (NCSC) in the United Kingdom cautioned that Russia was likely to target the
private sector via cyber means and advised companies to “bolster their cyber security resilience in response

to the malicious cyber incidents in and around Ukraine.”® And in February 2022, the U.S. Cybersecurity and
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Infrastructure Security Agency (CISA) issued a stark warning to private companies that Russia has “used cyber
as a key component of [its] force projection over the last decade . . . The Russians understand that disabling or
destroying critical infrastructure—including power and communications—can augment pressure on a country’s
government, military, and population and accelerate their acceding to Russian objectives.” However, Russian
advanced persistent threat actors have largely avoided conducting major, significant cyberattacks against
Western targets.’ Instead, there has been a significant volume of disruptive cyber activity carried out by proxy
actors with far more ambiguous relationships to the Russian government.

The prevalence of cyber proxy groups was immediately apparent in the opening days of the Ukraine conflict.
For example, on February 24, 2022, the Anonymous hacker collective declared via its Twitter account that it
was “currently involved in operations against the Russian Federation. Our operations are targeting the Russian
government.”® Shortly after that, Killnet, which was previously a modest hack-for-hire group, morphed into a
politically motivated hacktivist entity and began a sustained effort to conduct low-cost, disruptive cyberattacks
against a range of Western targets.” Around the same time, the newly established IT Army of Ukraine, a
volunteer hacker army that includes individuals from Ukraine and around the world, began to launch attacks
against targets within the Russian Federation.® In other words, the Ukraine conflict is characterized by a
notable resurgence of proxy warfare—but with novel characteristics and permutations. Specifically, many of
these cyber proxy groups are operating more as transnational social and political actors—creating platforms for
political mobilization and influence—than as traditional proxies conducting cyber effects operations on behalf
of a state government for the purposes of coercion or warfighting.’

In light of the reality that cyber proxies are a consistent feature—not an aberration—of this conflict,
governments should anticipate that future wars may give rise to similar patterns. Yet, policymakers seem to
be overlooking this aspect of the war, instead focusing more on dissecting the causes of Russia’s apparent
underperformance in cyberspace or on emphasizing their own roles in contributing to Ukraine’s cyber
defenses.!” However, because a significant portion of the cyber activity occurring in the context of this war

is being perpetrated by different types of cyber proxy actors, it is important for policymakers to assess the
implications of the novel ways in which cyber proxies are influencing the Ukraine conflict to better anticipate
their roles in future contingencies.

Traditional Concepts of Cyber Proxy Warfare

The notion of “proxy war” in cyberspace is not a new phenomenon. Indeed, governments have formed
ambiguous, plausibly deniable relationships with a variety of cyber actors—both witting and unwitting—for as
many decades as cyber conflict has existed. These actors range from criminal organizations at varying levels

of sophistication (such as a ransomware groups); to patriotic hackers or hacktivists; to private firms; and to
advanced persistent threat actors with closer, but still plausibly deniable, relationships with governments." Most
discussions of cyber proxies focus on the different ways in which states direct (with varying degrees of overtness)
or enable non-state actors to conduct cyber operations on behalf of or aligned with the interests of the state.

Russia has been an especially prolific actor in the cyber proxy realm, leveraging these groups not only

for cyber effects operations but also for broader purposes of information and psychological warfare.

This is not surprising given the Russian doctrine, which conceptualizes cyberspace and cyber warfare

as only one element of a broader “information confrontation.”*? For example, Moscow has established
longstanding relationships with cyber criminal organizations: providing them safe haven, protecting them
from prosecution, and turning a blind eye to their criminal activities in exchange for their tacit agreement
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to avoid targeting Russian interests in cyberspace and to be available when called upon to act on behalf of

the government.” More recently, Russia has permitted ransomware groups to operate from its territory and
conduct costly attacks against Western targets (even if it does not direct or order them to do so), including the
spate of ransomware attacks in 2021 against U.S. firms such as Colonial Pipeline and JBS meat processing.* Yet,
Russia’s tolerance of cyber criminal groups is sometimes tested, such as its announcement in January 2022 that
the Federal Security Service (FSB) had dismantled the ransomware group REvil, arresting some of its members
and seizing its assets."

Russia has also leveraged both witting and unwitting cyber proxies to complement its military campaigns.
As part of Russia’s 2008 invasion of Georgia, it is likely that the Russian government facilitated the creation
of online forums to distribute malware and coordinate cyberattacks against Georgian targets.'® Cyber proxy
groups were also prolific in the context of Russia’s 2014 annexation and occupation of Crimea.” For example,
in October 2014 the hacktivist group CyberBerkut, which experts suspect has connections to APT28 (the
Russian advanced persistent threat actor linked to the GRU, Russian military intelligence), compromised
Ukraine’s election systems and posted exfiltrated data online just prior to the parliamentary elections.'®* And
in 2015, APT28 carried out the first-known cyberattack against a state’s power grid, disrupting Ukraine’s grid
for several hours during the winter.” It is likewise notable that Ukrainian patriotic hacker groups were also
active during Russia’s 2014 military campaign—such as the Ukrainian Cyber Army, which conducted website
defacements and similar types of low-impact attacks.?®

Historically, states have found working with cyber proxy groups appealing for a range of reasons. The
ambiguous and secretive nature of these relationships enables governments to plausibly deny their role in
cyber incidents, shielding themselves from potential retaliation by adversaries or from paying political costs in
the context of their own domestic politics. In some cases, a government may see benefits in tacitly permitting
proxy groups to engage in more aggressive, disruptive, or offensive actions than it would otherwise be willing
to conduct directly, or it may permit them to attack certain types of targets that the government might
otherwise see as being off limits for its own cyber forces, such as civilian critical infrastructure. Encouraging
action by cyber proxy groups can also serve as a means of diverting domestic political or nationalist pressure
during international crises, acting as a form of pressure release.? Permitting cyber proxies can also keep
potential threats to a regime busy: rather than applying their cyber skills against the government, would-be
hackers can be directed against both internal rivals and external threats to a regime. Additionally, particularly
for less mature cyber powers, proxy groups can provide a much-needed augmentation of a state’s cyber
capabilities or skilled personnel. In some cases, highly organized cyber criminal enterprises may be more
sophisticated than some nation-state actors. From the perspective of the cyber proxy group, implicit or
explicit state support provides a number of benefits. Most importantly, the legal protections offered by states
can shield proxy groups from prosecution or even extradition by international law enforcement, enabling
groups to carry out their enterprises without scrutiny. Cyber proxies may also perceive gains from resources,
technologies, training, and capabilities to which they might otherwise lack access.

Yet, there are also risks. In particular, with respect to the state, cyber proxy groups could exceed their mandate,
creating risks of blowback or retaliation against the government or increasing the chances of inadvertent
escalation. In a different vein, cyber proxies may simply be ineffective, shirk responsibilities, or divert
government resources toward their own desired objectives. Finally, cyber proxies could turn against their state
sponsor, engaging in cyber activities that directly or indirectly undermine the sponsor’s interests or political
stability. Therefore, a core aspect of cyber proxy warfare hinges on the nature of the relationship between the
proxy group and the state sponsor. The extent to which a state has effective command and control over the
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activates of a proxy group—directing it to conduct cyber operations in its interests—or whether it risks both
under- and over-performance by a proxy shapes the benefits and risks of working with cyber proxies.

Traditional Forms of Cyber Proxy Behavior in Ukraine

The 2022 Ukraine conflict has seen a significant amount of this type of traditional cyber proxy behavior—where
a state implicitly permits or more directly urges affiliated non-state actors to conduct cyberattacks.? In this
sense, the current conflict reflects a level of continuity with Russia’s past approaches. One example of traditional
cyber proxy warfare is the failed attempt by APT28 on April 8, 2022, to replicate its 2015 success in disrupting
Ukraine’s power grid.? While ultimately unsuccessful (Ukraine’s Computer Emergency Response Team and a
Slovakian cybersecurity firm were able to halt the attack)?, it appears to have been an effort by Russia to apply
cyber power as part of a broader warfighting approach via leveraging traditional proxy groups. Indeed, evidence
indicates that the attackers had gained access to the power grid’s system in the first phases of the conflict.?

The Ukraine conflict has also been characterized by the activation of Russian-aligned hacktivist groups
with more ambiguous relationships with Moscow that are likely under much looser command and control
structures—similar to Russia’s mobilization of these groups in 2008 in Georgia and 2014 in Crimea.
Indeed, many of these groups claim to have no formal affiliation with the Russian government, even as
they operate in Russia’s interests. Specifically, these Russian-aligned hacktivist groups have been active

in attacking targets of interest within Ukraine, including critical infrastructure, even if the sophistication
and severity of their attacks has been minimal. For example, on August 15, 2022, the People’s CyberArmy
conducted a distributed denial of service (DDoS) attack against a Ukrainian state-owned nuclear power
company, Energoatom. The hacktivist group unleashed 7.25 million bot accounts, which flooded the
power company’s website with bogus traffic. Nevertheless, Energoatom was able to thwart the DDoS
attack within a few hours, and the People’s CyberArmy quickly moved on to other Ukrainian targets.?

In another illustrative example, on July 1, 2022, XakNet, a Russian-aligned hacktivist group, claimed that
it had conducted a cyberattack against DTEK, Ukraine’s largest energy holding company, posting to its
Telegram channel screenshots that were meant to serve as proof of its successful breach of the company’s
networks.? This cyber incident occurred at the same time as Russian missile attacks against DTEK’s
Kryvorizka thermal power plant in Kryvyi Rih, although the connection between the cyber and kinetic
incidents is likely spurious.?

New Forms of Cyber Proxy Warfare

At the same time, the Ukraine conflict is revealing new permutations of cyber proxy warfare that are more
internationalized, just as the broader conventional conflict itself has drawn in multiple external participants.
Specifically, a significant portion of the cyber activity that is taking place in the political context of the
Ukraine conflict is being carried out by hacktivist groups that are attacking targets beyond the theater of
operations—either within the Russian homeland or against targets in the West, especially the North Atlantic
Treaty Organization’s (NATO) member states. Moreover, these groups are drawing on participants from
around the world who are aligned to their political orientation, even if they may lack the level of skill and
sophistication of other threat actors, such as APT28, that are more directly aligned with governments.
Examining just two different examples of these types of cyber proxy actors—Killnet and the Ukraine

IT Army-reveals some of the similarities as well as the variation across these groups and how they are
changing the nature of cyber proxy warfare.
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In particular, while these two groups express diametrically opposed political orientations and differ in the
extent of their affiliation with a government (the Ukraine IT Army was initially created by a government official,
while Killnet claims to be independent of Moscow), they are primarily focused on conducting disruptive or
nuisance cyber campaigns against targets beyond the battlefield in Ukraine. Additionally, both cyber proxy
groups maintain active social media forums where they provide direction to their members about planning and
executing cyberattacks. But these forums also serve to communicate political messages and act as a form of
virtual political mobilization, rallying cadre around a cause and shaping the narrative of the conflict.

It is this combination of more internationally-oriented membership and targeting, coupled with the use of
cyberattacks as a vehicle for political mobilization, that makes this form of cyber proxy warfare particularly
interesting and novel in a warfighting context. In this sense, these cyber proxies act as both transnational and
local actors—conducting operations beyond the battlefield as a means of cultivating their own internal political
narratives, while at the same time shaping broader narratives about the conflict. In other words, these groups
are playing a role in the Ukraine war not simply by virtue of how their cyber effects operations are impacting
the course of the conflict, or through deterring or coercing external parties. After all, the types of operations
these groups conduct are low-cost, disruptive cyberattacks that do not do much in the way of damage.
Rather, their cyber campaigns are a way for groups to further political narratives about the war and shape the
perceptions of different audiences, and it is through this lens—not that of cyber effects—that their impact can
be best understood

Killnet

Killnet, a Russian-aligned hacktivist group that became active in the initial stages of the conflict, is a formerly
small and obscure botnet for hire organization that has since rebranded as an internationally known
hacktivist group. Politico has described the group as “more like an angry, nationalist online mob armed

with low-grade cyber-offensive tools and tactics,” contrasting it with more sophisticated Russian threat
actors.? Indeed, Killnet’s adherents are not particularly skilled and the group almost exclusively conducts
straightforward DDoS campaigns, publishing simple scripts on its social media channels for followers to
use.?? Yet, Killnet has received a significant amount of attention from analysts and the media due to its near-
routine targeting of Western entities, including critical infrastructure. This distinguishes Killnet from other
pro-Russia hacktivist groups, which have largely focused on targets within Ukraine, perhaps in coordination
or at least alignment with Russian conventional military operations.*

For example, in early February 2023, Killnet launched a wave of DDoS attacks against more than a dozen
hospitals in the United States. But, like many of Killnet’s prior disruptive attacks, the actual impact on U.S.
hospitals was minimal. According to Cloudfare, the largest of these attacks peaked for only ten seconds,
with the total attack lasting for only six minutes.* Similarly, the American Hospital Association stated that
the “impact appears to have been minimal and temporary.”*® This cyber activity is a hallmark of Killnet’s
approach: conducting low-impact disruptive cyber campaigns against Western critical infrastructure and
other targets. In these types of campaigns, Killnet does not appear to be focused on actually having an
impact with its disruptive attacks—or at least does not particularly care if its self-generated bravado matches
reality. Despite the negligible effects of its cyber operations, Killnet appears to relish in hyperbolic and
triumphalist language to rally supporters around its cyber campaigns.

Against smaller countries, particularly the Baltic states, Killnet has been more successful in sustaining disruptive
attacks over longer periods of time. For example, in May 2022 as part of its declaration of “war” against countries
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supporting Ukraine, Killnet launched DDoS attacks against dozens of targets in Latvia, a NATO member state,
ranging from government and transportation to finance. Accompanying these attacks were calls on Killnet’s
Telegram channel and other social media sites for cadre to carry out additional cyberattacks against Latvia.
Killnet targeted Latvia again in July with a large disruptive attack—including a 12-hour disruption of Latvia’s public
broadcasting center—after the government stated it would take down Soviet-era monuments. August saw another
disruptive attack, this time against the website of Latvia’s parliament after the body declared Russia to be a state
sponsor of terrorism. All this followed a 10-day wave of DDoS attacks against Lithuania in June in response to that
government’s decision to block certain Russian exports.>* Moreover, these represent only a handful examples of
the disruptive attacks conducted by Killnet and similar groups against Latvia and Lithuania which, along with
Estonia, are routinely targeted in this manner by cyber proxies.

In some ways, the bluster may be the point. Specifically, an important aspect of Killnet’s success as an
organization derives from its Telegram channel and associated media sites, where members routinely
congratulate one another and even leverage Western media reports about their cyberattacks to bolster their
credibility internally and improve morale within the group.* Killnet’s Telegram channel, which is only in
Russian, has over 90 thousand subscribers.?¢ Indeed, as Dark Reading reported, Killnet has seen a significant
increase in its social media followers stemming from the public nature of its DDoS campaigns (even as they
are not causing any meaningful effects): “Killnet’s’ pro-Russian DDoS crusade has also begun attracting many
more followers and fans.”*” Killnet has even become a feature of Russian war-related pop culture. Last summer,
Russian rapper Kazhe Oboyma published a song glorifying Killnet called “KillnetFlow (Anonymous diss).”

In October 2022, Killnet launched a jewelry collaboration with Russian jeweler HooliganZ, and the group
also sells other Killnet-branded merchandise. This “serves as a form of propaganda, helping to recruit new
members and promote the group’s cause.”**

Like other Russian-aligned hacktivist groups, Killnet’s leader, Killmilk, staunchly disavows any formal
relationship with the Russian government and claims that the group is entirely self-organized and sustaining.>°
Yet, it is clear that Killnet is serving Russia’s broader political purposes in the conflict. The fact that Killnet’s
Telegram channel is only published in Russian, for instance (coupled with its attempts to gain a foothold in
broader Russian culture), provides insights into the audience the group is interested in mobilizing—domestic
Russian or near-abroad Russian speaking audiences. In this sense, Killnet is ostensibly a useful tool of
Moscow’s efforts to maintain domestic support around continuing Russian military involvement in Ukraine—
while at the same time keeping potential spoilers and discontented would-be cyber actors busy. This aligns
with recent research on the use of cyber proxies during international crises, where states have been found

to use these actors as a means of placating certain domestic political audiences.*° While that research was
focused on the role these groups play in facilitating the de-escalation of crises, it reflects an important insight
that there are domestic political considerations in the use of cyber proxy groups that may be as significant to a
government, if not more so, than international ones.

The IT Army of Ukraine

While Killnet and the IT Army of Ukraine are on opposite political sides of the conflict and engage vastly
different audiences, there are several important similarities between the two groups. This is suggestive of
emerging trends in cyber proxy warfare stemming from the Ukraine conflict. Both the IT Army of Ukraine and
Killnet have transnational characteristics in terms of the international representation of their volunteers and
the scope of their targeting. Specifically, both groups focus their efforts on attacking targets—such as civilian
critical infrastructure—outside of the theater of operations in Ukraine. While Killnet largely conducts DDoS
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attacks against the West, the IT Army of Ukraine has directed its efforts almost exclusively against Russian
targets within the Russian Federation (rather than on the battlefield), as well against Belarus. Additionally,
both Killnet and the IT Army prefer low-cost, disruptive cyberattacks, likely because this enables wider
participation by would-be volunteers, making it easier for sympathetic individuals to join the cause. Finally,
both groups leverage social media platforms (albeit in different ways) as part of their efforts to facilitate
political mobilization and shape the information narratives around the war.

Yet, there are also key differences between the groups. One important distinction is the nature of each
group’s relationship with government—a core element of cyber proxy warfare. While it is clear that the
Russian government benefits from Killnet’s activities, there is no evidence of a formal link between the

two. In contrast, while the Ukrainian government has publicly denied any role in the IT Army’s activities,

the group was initially created in February 2022 by Ukraine’s deputy prime minister and minister of

digital transformation, Mykhailo Fedorov, reportedly at the suggestion of Yegor Aushev, a Ukrainian tech
entrepreneur.* Moreover, in March 2023, the Ukrainian government announced that it is in the process of
developing legislation to formalize the IT Army and incorporate it into the country’s regular armed forces.*
Additionally, there is far less plausible deniability in the relationship between Kyiv and the IT Army.* As
Newsweek depicts it, the Ukrainian government “is the first country, certainly the first European democracy,
to openly embrace a hacktivist militia during a shooting war.*** Similarly, Wired describes the IT Army as “a
government-led volunteer unit that’s designed to operate in the middle of a fast-moving war zone.™* That said,
it is important to note that the idea of a decentralized volunteer cyber citizen militia is not an entirely novel
concept in Europe, with the exemplar being the Estonian Defence League’s Cyber Unit.*

In fact, while IT Army maintains that it operates independently of the Ukrainian government (at least until

the new legislation is passed), researchers have suggested that the organization is actually segmented into

two distinct groups. The first is a large, public-facing, globally engaged network of volunteers who conduct
disruptive cyber operations against Russian targets. Notably, however, the size of its membership has been
declining over time, estimated to be nearly 300,000 subscribers in February 2022 to just under 200,000 in
March 2023.#” The second element of the IT Army is an “in-house team likely consisting of Ukrainian defense
and intelligence personnel that have been experimenting with and conducting ever-more complex cyber
operations against specific Russian targets.™® This latter component, therefore, embodies a traditional concept
of cyber proxy warfare (characterized by plausibly deniable connections between military and intelligence
organizations and cyber actors), while the former resembles newer permutations of cyber proxies.

Additionally, the IT Army of Ukraine is far more disciplined than Killnet in terms of its organization and
approach, professing to be deliberate in its targeting decisionmaking. For example, in response to a query from
a Newsweek reporter, an IT Army spokesperson noted that the group is “focused on causing economic damage
to Russia in order to weaken its ability to wage war against Ukraine . . . We do not target ordinary citizens,

and we take great care to adhere to the laws of armed conflict.™® The group has developed mechanisms for
organizing and prioritizing different types of targets, identifying the anticipated level of skill that a given attack
demands, and coordinating and deconflicting among different efforts.* Its Telegram channel also maintains a
routinized tasking process for disruptive attacks, where marching orders are given at the same time each day
(0900 Central European Time) and targets are typically organized by a theme (such as food delivery services on
a weekend to make everyday life slightly more difficult for Russian citizens—suggesting the IT Army may indeed
sometimes target ordinary civilians). Despite this level of organization—ostensibly more so than Killnet—there

is little evidence that the IT Army’s disruptive cyberattacks are having any meaningful impact on the Russian
government’s decisionmaking or on the Russian population’s support for the war.
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This suggests that, like Killnet, the cyberattacks themselves (and, by extension, their effects) do not represent
the primary contribution of the IT Army to the broader conflict. Instead, the IT Army of Ukraine has leveraged
social media to create both a local (Ukrainian) and international (largely Western) community of supporters
aligned with its cause. The act of collectively conducting relatively simple cyberattacks thus builds and
reinforces community, providing something around which to rally and energize supporters. How these

two groups use their social media platforms is also suggestive of the different audiences they are aiming to
mobilize. Killnet’s Telegram page is focused on shaping the perceptions of Russian-speaking audiences. In
contrast, the IT Army’s Telegram page is in both Ukrainian and English, which reflects the Western-oriented
audience the group aims to engage. Indeed, while the group’s first Telegram post on February 26, 2022, was in
Ukrainian, the second was in English and contained the following message: “For all IT specialists from other
countries, we translated tasks in English. Task # 1 We encourage you to use any vectors of cyber and DDoS
attacks on these resources.” What followed was a list of Russian targets organized by sector, from “business
corporations” like Gazprom and Lukoil, to “banks” such as Sberbank, and to “the state” including the Office
of the President, the Ministry of Defense, and others. In this sense, the IT Army of Ukraine is a microcosm

of Ukraine’s broader effort to shape the information environment within Ukraine and—importantly—among
Western audiences, whose political support is essential for enabling military support to the country.

Policy Implications

Several policy implications follow from this analysis. One clear finding is that future crises and conflict

are almost certain to involve a range of cyber proxy actors that are diverse in terms of their level of skill,
connection to a central government, and willingness to engage different types of targets. Some of the cyber
proxies aligned to the Russian government have conducted (or attempted to conduct) more sophisticated
attacks against key targets in Ukraine; others have engaged in low-cost attacks within Ukraine; and still others
have conducted disruptive attacks beyond the theater against Western targets.

Some have argued that the proliferation of cyber proxy behavior in the context of the Ukraine conflict has
negative implications for international norms about state sponsorship of cyber proxy groups.> Western states
have sought to promote a norm that states should be held accountable for any cyberattacks that they enable
or permit by failing to restrain or turning a blind eye toward proxy groups that emanate from their sovereign
borders.* Moreover, in the March 2021 final report of the United Nations Open Ended Working Group, nearly
all states have agreed to uphold norms of responsible behavior, including norms around preventing the
misuse of information and communications technologies.>* As a result, some have argued that Ukraine’s public
support for cyber proxy groups conducting attacks against Russia (such as the IT Army of Ukraine) “stands

in stark violation of recently agreed-to norms on state behavior in cyberspace, as well as the foreign policy
positions of NATO members and the European Union.” Yet a key challenge with this line of reasoning, as
others have pointed out, is that armed conflict represents a fundamentally different context than peacetime
or even times of international crisis—one in which “cyber norms should be expected to fall by the wayside
before or along with the transition from IHRL [International Human Rights Law] to LOAC [Law of Armed
Conflict].” Therefore, policymakers should exercise discretion when considering the normative implications
of this conflict and avoid muddying the waters between cyber behavior during wartime versus during routine
competition—especially because this may inadvertently undermine important efforts to establish cyber norms
where they are actually applicable.

Additionally, policymakers should not apply a one-size-fits-all approach to these different actors. Traditional
policy tools—such as placing diplomatic pressure against state sponsors of cyber proxy groups (like Biden’s
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warning to Putin in June 2021 at the Geneva summit against permitting groups to conduct cyberattacks
against U.S. critical infrastructure®) coupled with law enforcement action and disruptive campaigns, may

be more effective in addressing traditional cyber proxy actors, especially those over whom a state has more
effective command and control.>® These approaches (likely together with credible threats of retaliation, such
as repeated public affirmation that NATO’s Article 5 applies to the cyber domain®) appear to have worked

in dissuading Russia from directly ordering or enabling more advanced threat actors from conducting major
cyberattacks against NATO member states. While speculative, it is plausible that Russia’s decision to dismantle
the ransomware group REvil in January 2022—just one month prior to the invasion—was in part meant as a
signal to other groups of Russian control, perhaps to deter them from taking unwanted cyber action or to
nudge them fall in line with Moscow’s goals. One potential example of this is the February 25 statement by

the Conti ransomware group on its Dark Web site that it was “officially announcing a full support of Russian
government” and would respond to any “war activities against Russia.”®® This is notable because, previously,
Conti was not a politically motivated actor and was instead decidedly focused on cyber crime for financial
gain.® Indeed, the group’s decision to become political caused an internal rift and likely motivated a significant
leak of internal documents.52

However, it is unlikely that these traditional tools will be as effective against groups such as Killnet that have
a more indirect relationship with central government and that draw on a more international base of support.
These groups are likely to be less dependent on the safe haven provided by a government (especially because
their lack of sophisticated infrastructure, reliance on open-source tools, and global membership make them
relatively easy and low-cost to dis- and reassemble). This means that applying traditional levers to shape the
behavior of these groups through putting pressure on state sponsors is a fruitless endeavor.

Furthermore, the impact new cyber proxy actors are having on the Ukraine conflict—more in terms of shaping
political mobilization and cultivating or reinforcing narratives about the war, and less in terms of the actual
effects of their cyber operations—complicates how policymakers are typically inclined to address these groups.
In some ways, from a policy perspective, it is more straightforward to focus on thwarting, mitigating, or
improving resilience against cyber effects operations than it is to counter political narratives or offer credible
competing ones. Yet how these cyber proxies are shaping the conflict is more akin to political warfare than
coercion. This relates to a broader challenge Western policymakers are facing in the context of the Ukraine
war—namely, that while advanced liberal democracies are largely united and have remained more cohesive
than expected in pushing back against Russian aggression, a significant part of the world is either Russian-
sympathetic (such as China) or non-aligned (such as India).%* Of course, cyber proxy groups like Killnet and
the IT Army of Ukraine are only one element of the broader contest to shape the perceptions of different
audiences. Nevertheless, in evaluating the impact of these groups (and, by extension, applying policies to
address them) through the lens of “hackers for hire,” policymakers are missing their real role in the conflict.

Additionally, there is a tendency among policymakers and media to default to hyperbolic language when
depicting the workings of various cyber threat actor groups, regardless of their true stature.5* But blustery
rhetoric about these cyber proxy groups only plays into their narrative, which groups in turn use as a tool to
further rally their constituencies. Therefore, policymakers should take care to avoid inadvertently playing
into groups’ political narratives and providing fodder that enables them to increase their own visibility
within their audiences.

Finally, the recent announcement that the IT Army of Ukraine may be absorbed into Ukraine’s armed forces
suggests broader implications for cyber defense and resilience. The head of Ukraine’s National Coordination
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Center for Cybersecurity, Nataliya Tkachuk, shared with Newsweek that the government was motivated to
formalize the IT Army so that the group would, “become the basis for building the state’s cyber defense
capabilities, engaging cyber volunteers in these activities, and creating a cyber reserve.” The IT Army
appears to support this effort, commenting that, “We fully trust the efforts of the working group to legalize

a massive fight in the cyber sector and welcome the moment when it will stop being the grey zone. We .

. . believe that the integration of the IT Army into the cyber reserve will help in building a more effective
defense against cyber threats.”®® This transition is likely unprecedented. There are no known examples of an
informal hacktivist group becoming incorporated into a state’s regular armed forces. However, other states
have employed volunteer models for cyber defense. Estonia, for example, has pioneered one approach to
leveraging volunteer cyber defenders through its Estonian Cyber Defence League—which itself was created in
response to Russia’s cyberattacks against the country in 2007.% One key issue for Ukraine is how a force that
had previously been conducting a largely offensive mission will be able to shift to one focused on defense,
both in terms of skills and commitment to a different type of mission. The level of expertise required to carry
out low-cost disruptive attacks against Russian-aligned targets is different from that which is necessary to
defend domestic networks and systems. Another important question is which elements of the IT Army will
transition into regular forces, particularly given the group’s current international composition—as well as the
extent to which the government will be able to control the activities of those elements of the IT Army that

do not get subsumed under traditional command structures and prevent them from going rogue. Western
policymakers should closely follow how this process unfolds in Ukraine, as it could offer important lessons for
how governments could better integrate and leverage their own civilian cyber talent to improve cyber defense
and resilience.

The views expressed are personal and do not reflect the policy or position of any U.S. government organization
or entity.
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Lessons from Ukraine’s
Cyber Defense and
Implications for Future
Conflict

BY: JULIA VOO

Introduction

More than a hundred countries reportedly possess the capability to launch state-sponsored cyberattacks. The
Russia-Ukraine conflict presents a case study of two capable cyber powers applying their capabilities to achieve
national objectives in direct opposition to one another over a sustained period. This conflict has illuminated an
eight-year cyber struggle that escalated to include kinetic components last year. With conflicts between states
now frequently unfolding in the ambiguous space between peace and war, many national governments should
examine Ukraine’s cyber defense as a learning opportunity. Reorganizing to better defend against cyber threats
and maximizing capabilities in cyberspace was already a priority for numerous governments before this conflict.
While two-thirds of governments worldwide have introduced strategies to defend against threats in cyberspace,
more comprehensive measures are needed. The effectiveness of Ukraine’s defense, combined with the high
number of countries capable of launching offensive cyber operations, highlights the necessity for the proper
structures and relationships to approach cyber defense holistically and effectively. This cyber conflict is notable
for how Ukraine—with support from national governments, civil society, and the private sector—conducted a
strong cyber defense against a top-tier cyber power.

It is likely that 2023 will see Russia escalating its cyberattacks against Ukraine, and perhaps NATO partners,
to further its objectives.” While it is challenging to generalize the lessons from Ukraine’s cyber defense so far,
there are several key takeaways that other states should derive from the past year as they face cyberattacks
from not only Russia.
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Russia-Ukraine Conflict and the Value of Cyber Defense

Before Russia’s invasion of Ukraine, the world had not witnessed a kinetic conflict between two highly capable
cyber powers. Contrary to the anticipated crushing defeat many expected Russia to deliver to Ukraine due

to Russia’s extensive record as a capable offensive cyber actor, Ukraine has managed to successfully defend

its interests while demonstrating the role of cyber capabilities in conventional conflict.®® Ukraine had been
encouraged for years to build its cyber defenses and implement a “whole-of-society” cyber defense. As a
result, the lessons from this conflict are challenging to generalize given their specific context, including a
pre-existing gray zone conflict and unprecedented resources from international actors and the private sector.
Nonetheless, Ukraine’s cyber defense thus far merits reflection by other national governments looking to
strengthen their own moving forward.

EXPERIENCED CYBER DEFENDERS

Although Russia officially crossed into Ukrainian territory on February 24, 2022, Ukraine has been defending
itself from Russian cyberattacks since Russia’s illegal annexation of Crimea in 2014, with attacks escalating
ahead of the invasion. Over the past decade, Ukraine’s public, energy, media, financial, business, and
nonprofit sectors repeatedly suffered from Russian attacks. In 2015, Russia shut off part of Ukraine’s electricity
grid, leaving 230,000 people without power for six hours. In 2017, NotPetya malware deployed by the GRU
(Russian military intelligence) targeted hundreds of firms and hospitals worldwide, including Ukraine’s

power grid. Russia’s cyber operations since the beginning of the kinetic conflict have ranged from preventing
access to basic services to data theft, disinformation, wiper malware, DDoS attacks, phishing emails, and
surveillance software. Despite these challenges, Ukraine has managed to marshal its capabilities, resources,
and relationships to block and recover from setback after setback in cyberspace. A crucial component of cyber
defense is investment in both financial resources and human capital to ensure the recruitment and retention
of skilled cybersecurity professionals. The maturity of Ukraine’s security operations and incident response,
along with its battle-hardened cyber defenders, is difficult to overlook.

HOLISTIC NATIONAL CYBERSECURITY STRATEGY

More than two-thirds of countries now have some form of cybersecurity strategy to guide their overall cyber
defense.® A notable step in Ukraine’s consolidation of its national cyber capabilities was the adoption of its 2016
National Cybersecurity Strategy, which recognized the importance of all stakeholders in strengthening Ukraine’s
cyber defense, both inside and outside of government. National governments can increase their cyber resilience

in several ways: by introducing laws and regulations on cybercrime and cybersecurity; by implementing technical
measures to ensure that expertise is available to enhance cyber resilience; by establishing organizational measures
to ensure coordination between government agencies and relevant actors; and by developing capacity through the
growth of domestic cybersecurity industries, investments in R&D programs, and skills development. The Ukrainian
government sought to enhance collaboration among all government agencies, local authorities, military units, law
enforcement, research institutions, and civil society to improve Ukraine’s overall cyber defense.

The most effective cyber defense strategies are integrated into a country’s wider national strategies, including
military operations and intelligence gathering. Furthermore, cyber strategies must be continuously updated
and adapted to keep up with evolving threats and increase national resilience. Through the experience of
Russia’s invasion of Ukraine in 2022, there were key expansions to Ukraine’s 2021 strategy that involved “a
wider range of participants, including business entities, public associations, and individual citizens of Ukraine”
in addressing Ukraine’s national cybersecurity system.™
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CENTRALIZATION OF GOVERNMENT CYBER DEFENSES

Increasingly, national governments are streamlining the various departments responsible for different
aspects of cyber operations. There are clear roles within governments for structures such as intelligence
agencies, the military, law enforcement, and the foreign service; but for cyber defense, these often separate
components need to work in tandem. The 2016 Ukrainian cyber strategy also led to the creation of the
National Cybersecurity Coordination Center (NCCC). The NCCC, which brings together aspects of Ukraine’s
National Security and Defense Council, supervises and analyzes the state of national cybersecurity, including
preparedness for combating cyber threats and detecting and forecasting potential and actual threats. The
NCCC also hosts international and interdepartmental training courses.” Ukraine’s effective centralization and
coordination of its governmental cyber defenses demonstrate that these capabilities need to work seamlessly
together to ensure maximum effectiveness.

ALLIES SHARING INTEL AND TECH BEFORE AND DURING CONFLICT

One of the game-changing aspects of Ukraine’s cyber defense is the international support it received and
continues to receive. This support has come in the form of cyber expertise and intelligence from other
governments, such as the United States and the United Kingdom, as well as governmental organizations like
the European Union and the NATO.

International cyber partnerships and support for Ukraine started well before the February invasion. Since
2014, international partners, including the European Union, the United States, and the United Kingdom, have
mobilized resources to enhance Ukraine’s cyber defenses while also boosting their own. The United States and
Ukraine hosted the first bilateral cyber dialogue in 2017, which included participants sharing approaches on
organizing cybersecurity structures and cyber incident response procedures.” Since then, the United States
has provided $40 million in cyber capacity development assistance to Ukraine.” In 2021, the European Union
launched a cyber dialogue with Ukraine to strengthen its resilience and legislation in the area of cybersecurity.
In the months leading up to the invasion, cyber experts from U.S. Cyber Command and Ukrainian Cyber
Command conducted defensive cyber operations side by side to increase cyber resilience in critical networks.

Allies have continued to strengthen Ukraine’s cyber defense since the beginning of the invasion. For example,
the United States and the United Kingdom have provided intelligence briefings on Russian cyber operations,
including cyber threat intelligence on potential and ongoing malicious attacks such as Industroyer2 malware,
firewalls for defense, and DDoS protection. “ The U.S. government has also assisted Ukraine with identifying
and procuring hardware and software to support network defense. Notably, since the beginning of the
conflict, the U.S. Agency for International Development (USAID) has supplied technical experts to support
essential service providers and offered 6,750 emergency communication devices, including satellite phones
and data terminals, to strengthen the resilience of critical infrastructure networks and the government.” After
Russia invaded Ukraine in February 2022, the European Union deployed a cyber rapid response team to help
with threat detection and mitigation and has provided €29 million (roughly $31 million) to increase Ukraine’s
cyber and digital resistance.” Germany has also earmarked some of its 2023 budget to defend Ukraine against
Russian cyberattacks. 7

While the full extent of Russia’s cyber operations against Ukraine and NATO allies has not been made public
due to the secrecy surrounding respective vulnerabilities, information sharing between Ukraine and its allies
has been two-way.” Senior Ukrainian cyber defenders have also met bilaterally with national governments to
learn from each other as the conflict continues.” Allies who have sent reinforcements in the form of personnel
are in turn provided with expertise to better defend their own national networks against similar attacks. This
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two-way learning is set to continue, with Ukraine becoming an active participant in NATO’s Cooperative Cyber
Defence Center of Excellence in March 2022, which, through knowledge sharing, will result in a strengthening
of expertise for the alliance.

PRE-EXISTING PRIVATE SECTOR CYBER DEFENDERS

The Russia-Ukraine war has involved not only conventional military forces and proxies but also, most notably
for Ukraine, technology companies. This is unsurprising, as most of the digital infrastructure in Ukraine is
owned and operated by private companies. Moreover, it has long been recognized that a strong partnership
between the government and the private sector is needed for robust cyber defenses.®° The cumulative power
of the private sector has enhanced Ukraine’s defensive capabilities, including its ability to recover from
attacks, improve its battlefield effectiveness, and enhance its global appeal.

The collaboration between the private sector and Ukraine demonstrates an unprecedented case of what is possible
when there is an alignment of interests between a country at war and commercial technology companies with
significant resources at their disposal and an interest in one side’s victory. It remains unclear whether this is a one-
off case or a harbinger for future conflicts, but the implications for policymakers are considerable.

As an example, Microsoft played a critical role in defending Ukraine against Russian cyberattacks, although

it was not the only company to do so by far. In early 2022, Microsoft identified a novel trojan horse wiper
malware named FoxBlade, which was aimed at Ukraine’s government ministries and financial institutions.
After updating its virus detection systems to block the malicious code, Microsoft contacted Anne Neuberger,
the U.S. deputy national security adviser for cyber and emerging technologies, and established a secure line of
communication with cyber officials to help bolster Ukrainian defenses.® Since then, Microsoft and others have
continued to work with the U.S. government, NATO, and EU cyber officials to communicate any evidence of
threat actor activity spreading beyond Ukraine.®?

While Microsoft has been a significant contributor to Ukraine’s and the wider community’s cyber defense, it is
only one of many private sector companies that came to Ukraine’s aid. An important part of the private sector’s
contribution to Ukraine is not only the considerable resources received from specific entities but also the
collaboration between them to jointly provide Ukraine’s cyber defense. A collective of private sector and civil
society organizations has volunteered to deliver and maintain Ukraine’s immediate cyber defense needs since
the beginning of Russia’s invasion, forming a “Cyber Defense Assistance Collaborative for Ukraine” (CDACU).%
This informal group of volunteers leveraged relationships with Ukraine’s NCCC, building on pre-existing trust and
rapport, to understand how the private sector could help. The CDACU received requests for assistance ranging
from intelligence analysis, advice, and sharing to licenses, tactical services, and coordinated support.

BACKING UP CRITICAL DATA OUTSIDE THE ZONE OF CONFLICT

At the beginning of the conflict, Ukrainian government data was concentrated in data servers located within
Ukraine as an effect of data-localization policies. However, pragmatism on Ukraine’s part—acknowledging the
likelihood of an attack on these servers—combined with assistance from the private sector resulted in Amazon
Web Services (AWS), Google Cloud, and Microsoft migrating the data from Ukraine to servers located outside
of the conflict zone to enhance resilience.®* To defend against attacks that seek to immobilize businesses or
data, it is critical to build redundancy not only in networks but also by backing up data outside of the zone of
conflict. This protects data servers and facilitates rebuilding the economy at a later date. Currently, there are
moves in some countries towards data localization. The example of Ukraine underlines the need to protect the
physical components of cyberspace—and, in the likelihood of damage, to move data servers out of harm’s way.
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HACKTIVISM AND VOLUNTEERS

On February 26, Ukraine’s deputy prime minister and minister of digital transformation, Mykhailo

Fedorov officially announced the formation of a volunteer IT Army of Ukraine. * There appears to be some
coordination from the Ukrainian government, and state officials have clearly encouraged their activities.®® The
creation of this 150,000-200,000-strong volunteer-organized cyber force is unprecedented.®” The IT Army
has affected more than 600 online resources in Russia, including the federal post office and pension fund,
online banking, and video conference platforms. Anonymous, a hacking collective, has also declared “cyber
war” on Russia and claimed credit for DDoS attacks that took down the official websites of the Kremlin and the
Ministry of Defense, as well as hacking Russian state TV channels and posting pro-Ukraine content. % While
unorthodox, Ukrainian cyber defenses have been bolstered by this volunteer force.

Looking Forward: Challenges

THE OPEN INTERNET AND INFLUENCE CAMPAIGNS

This ongoing conflict provides valuable insights into the nature of warfare across the “splinternet,” where two
or more internets are fragmented and governed in differing ways. In this case, Russia has a tightly controlled
information space, and Ukraine is part of a more open data space. In Russia’s internet space, the narrative is
pro-Russia. China and a few others have aligned their narrative with Russia’s. However, Ukraine’s information
space—part of the broader more open internet—has been the target of a stream of influence operations.

The Russia-Ukraine conflict has been dubbed “the first TikTok war,” highlighting the role of social media in
modern conflicts. *© Social media has not only been used by warzone citizen journalists but also by people with
power and authority. Ukrainian president Zelensky, a former comedian and actor, has effectively used social
media to champion the cause of Ukraine and rally international support. Russian state media has also leveraged
the same platforms to disseminate fake news and propaganda. Meta, Twitter, Microsoft, Alphabet, and TikTok
have all taken steps to remove their content from their platforms.” The Biden administration has even taken to
briefing TikTok influencers on U.S. strategic goals.?? While social media companies are instrumental in stemming
the flow of propaganda, graphic material, and hate speech, questions remain. Should social media companies
be solely responsible for making these decisions during a conflict? Should there be special rules during periods
of armed conflict? What bodies could or should be involved in a shared oversight framework for prominent
platforms? While policymakers have been grappling with these and similar questions since before the Russia-
Ukraine war, the conflagration has made such issues more pressing than ever.

An open internet presents a significant challenge for national governments who support it—not only because
they are more vulnerable to malign attempts to influence public opinion, but because it is not possible, nor
desired, to control all information flows. Beyond considering the roles and responsibilities of platforms in the
face of malign influence campaigns, there is also the question of the psychological defense and resiliency of
the individual to these influences. If the convergence between information operations and cyber operations
in this conflict is a new norm in cyber warfare, then building societal psychological defense, or the collective
ability of society to resist foreign malign influence activities and disinformation, will likely become an
institutionalized and extended part of many national cyber defense efforts in societies that intend to maintain
a “free and open” internet. %

FUNDING PRIVATE SECTOR ALLIES

In the case of Ukraine, the private sector was willing and able to support its national defense, rapidly
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influencing the situation on the ground. While the private sector’s efforts have been crucial to Ukraine’s
defense, they have also come at a significant cost. Microsoft has spent over $400 million on the conflict and
will continue to provide gratis services throughout 2023 to the tune of an additional $100 million.** Starlink is
providing critical connectivity infrastructure to Ukraine, reportedly costing $20 million a month to maintain.
% Amazon is backing up the Ukrainian government, critical infrastructure, and university data outside of
Ukrainian territory at considerable cost.* Many U.S. tech companies have suspended the delivery of products
and services to Russia.

The behaviors of these tech companies should not be confused with altruism. For example, Microsoft’s
business outside of Ukraine could be affected by spillover from the conflict, so it is in its interest to step up and
defend against cyberattacks. More broadly, these predominantly U.S. tech companies could face regulatory
and social backlash in key markets in the United States and Europe if they were to remain neutral or continue
conducting business with Russia. Therefore, certain questions regarding the sustainability of this support
remain. For one, how long will firms be willing or able to provide these critical capabilities? While U.S.
secretary of defense Lloyd Austin III and UK prime minister Rishi Sunak have committed to support Ukraine
for the “long haul,” it is unclear whether this will also extend to supporting the private sector.”” Further, will
private sector companies request government subsidies for their efforts?*® How will these companies decide
which future conflicts to support, in kind or otherwise? And how would their bottom lines be affected by
taking a more active NATO-aligned worldview? It is still not clear how long these types of firms will be willing
and able to effectively donate these expensive services to Ukraine for the remainder of the conflict, or if this
kind of support would be replicable for any other besieged country in the future.

CONTROLLING DUAL-USE TECHNOLOGIES

DJI, a consumer commercial drone manufacturer, has inadvertently become an arms dealer in this conflict.
Both Russia and Ukraine have utilized commercially available drones, such as the DJI Mavic 3, which costs
under $2,000.% These affordable drones have extended the range of the Ukrainian army and provided
enhanced intelligence and communication capabilities. The Ukrainian army has even transformed some of
these hobbyist drones into unmanned kamikaze bombers capable of carrying munitions up to 800 grams and
of steering toward Russian targets.'°® While DJI announced it would halt drone sales to both Moscow and Kyiv
in response to their use in the conflict, commercial drones can still be sourced from other suppliers.'” This
example of a technology that is commercial first but could be used for defense purposes presents the problem
of some dual-use technologies. It also raises the issue of the difficulty for some allies to access equivalent
primarily defense technologies and raises questions around how these two issues could be addressed.

FUTURE INDUSTRY ADVERSARIES

Most of the large consumer tech companies involved in this conflict are American, with the notable exceptions of
Chinese-owned TikTok and DJI. However, it is worth considering an alternative scenario involving a conflict with
China; how would we expect commercial Chinese actors to behave in relation to the CCP? What frameworks exist
around governing tech companies in case kinetic conflict between technological superpowers (e.g., the United
States and China) were to emerge? How could companies that would potentially ally with an adversary behave

in such a conflict? How would cyber defenses need to adapt if equivalent consequential technology companies
instead supported the adversary? What would happen if a future conflict occurred in an environment where a
sympathetic private sector actor did not control various aspects of critical infrastructure?

Over 30 countries, representing more than half of the world’s economy, have announced sanctions and
export controls targeting Russia due to its military operations in Ukraine. These actions have impacted the
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development of Russian technology and e-commerce. While sanctions against Russian technology make sense
as an attempt to force compliance with international will, it is important to consider the long-term effects

of exacerbating the bifurcation in technology stacks, which is largely driven by U.S.-China tensions. While
bifurcation will decrease dependency, it is essential to consider the potential consequences of creating a more
fragmented global technology landscape in terms of access to resources and allegiances of companies with
strong links to adversaries.

ACCOUNTABILITY IS NEEDED

Negotiations at the United Nations created norms on responsible state behavior for the acceptable use of cyber
capabilities. UN member states have committed to abide by 11 cyber norms.'*> These norms include interstate
cooperation on cybersecurity, preventing the misuse of information and communication technologies in
sovereign territory, not damaging critical infrastructure, protecting critical infrastructure, taking steps to
ensure supply chain security, and not interfering with emergency response teams. Despite this significant
milestone, issues remain, including the lack of accountability.

States are constantly engaging in cyber operations to achieve their national objectives. However, some states
exert more restraint than others, with checks and balances in place at the national and international level placing
guardrails around their cyber operations—as the United Kingdom has described it, “responsible cyber power.”

103 However, this results in a situation where there is a group of states who are less restrained in their cyber
operations (e.g., Russia, China, and Iran), posing significant threats to other states that comply with regulatory
frameworks and exercise restraint (e.g., the United Kingdom and the United States).!°* The United States and its
allies have made efforts to hold state actors to account for their cyber operations which has manifested in the
form of attribution. There are numerous cases of attribution of state actors for hacking attempts and commercial
espionage.'°> However, attribution does not appear to deter states from behaving badly. Stronger forms of
accountability and consequences need to be developed so that there are consequences for states that do not
uphold international norms, which in turn could collectively enhance international cybersecurity.

WHAT PROTECTIONS FOR VOLUNTEERS?

Ukraine’s cyber defense has relied on hundreds of thousands of IT volunteers who have supported cyber
operations against the Russian state, but it is not clear to whether they are afforded any protection under
international law. According to the International Committee of the Red Cross, examples of participation in
hostilities include activities that “directly cause harm to another party, either directly inflicting death, injury or
destruction, or by directly harming the enemy’s military operations or capacity . . . interfering electronically
with military computer networks and transmitting tactical targeting intelligence for a specific attack.”°¢ It is
unclear to what extent a cyber operation conducted by a civilian—based in Ukraine or beyond—on Russia’s
government, propaganda apparatus, and industrial base would qualify as direct participation, or whether
volunteers are covered by international norms as non-state actors.'” For example, hackers geographically
based in some territories, such as the United States or the United Kingdom, joining Ukrainian cyberattacks,
could be breaking national law.'® The involvement of volunteer cyber forces from different geographies thus
presents new challenges for international norms and laws designed with states in mind.

CONCLUSION

There are significant ramifications from the conflict in Ukraine for the global cybersecurity community.
Significant investment in defense is essential to ensure cyber resilience in the face of evolving threats. While
this was clear before Russia’s invasion, it was not obvious that Ukraine’s cyber defense would be as effective
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as it has been so far. What is clear in Ukraine’s case is that the near-decade of having to defend its national
interest in cyberspace—which necessitated collaboration across government and with the whole of Ukrainian
society, combined with working with allies and the private sector—has resulted in its strong cyber defense to
date. Investing in cyber defense, preparing for hybrid warfare, prioritizing information security, and fostering
a culture of cyber awareness throughout society has enhanced its resilience and ability to withstand Russia’s
cyber and information campaigns.

Russia will likely remain an acute and persistent threat for many countries in the Western alliance. Therefore,
there is a lot that can and should be learned from Ukraine’s experience so far to put cyber defenders on a
stronger footing in the face of adversarial threats in cyberspace. Significant questions still remain around
whether or not this varied and novel alliance between allies, volunteers, and the private sector in cyberspace
can be replicated in another scenario. But what all will note from the Ukrainian case so far is that a good
defense is perhaps just as effective as a good offense.
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From Script Kiddies to
Cyber Warriors

The Private Lines of Defense in the Ukraine Conflict

BY: MELANIE GARSON

Introduction

From the early days of the Ukraine conflict, pundits globally awaited the first “cyber war.” Building on assumptions
of the evolution of warfare in the digital age and Russia’s consistent gray zone cyber activity in Ukraine since 2014,
governments and security analysts were anticipating the accompanying cyber “bomb,” and they quickly began to
puzzle over the lack of a clear cyber front. Many of these questions stemmed from a fundamental misunderstanding
of the complexity of offensive cyber activity, as well as of its limitations in delivering widespread guaranteed
impacts in the same way as kinetic activity. However, one year on, the State Service of Special Communication and
Information Protection of Ukraine (SSCIIP) reports that cyberattacks on Ukraine continue to escalate from their pre-
Christmas levels, with a particular focus on public institutions and civil infrastructure. '°° Global cyber activity has
reached some of the highest levels ever observed, heavily concentrated on Ukraine; however, due to the continued
efforts of a new collective cyber defense alliance, their ability to further Russia’s kinetic activity has been limited.

The unlikely combination of tech companies, tech platforms, tech workers, hobbyists, and hacktivists that helped
Ukraine working alongside governments and international organizations has mounted “arguably the most effective
cyber defense in history.”® By ensuring that the internet infrastructure is secure and operational, that internet
services are accessible, and that information is available and not weaponized, these non-state actors were able to
rapidly alter Russia’s military communications strategy. This new cyber defense alliance continues to be able to
thwart Russia’s cyber ambitions to impact critical communications pathways and has materially contributed to
tipping the balance of power in the conflict.

Whilst the rapid integration of these disparate cyber actors at the core of Ukraine’s wartime cyber command can
provide many lessons for states in their approach to a more holistic and cooperative cyber defense, the strategy
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opens up a new set of risks. Bringing in civil society and commercial actors into active cyber combat puts pressure
on key laws and norms, including the blurring of defensive and offensive cyber activity and the extent that this
legitimizes non-state actors as parties to the conflict—and, by extension, places them as well as states as legitimate
targets for retaliation.

This paper explores the role of these new defenders of the digital sphere and draws on the discussions of the
roundtable held with representatives of the platforms, infrastructure and content distribution networks, and civil
society actors as to provide recommendations for building clarity into the engagement with tech companies and
non-state cyber defenders and disrupters when these are thrust onto the frontline of cyber defense. '

The Never-Ending Consolidated Threat Surface

Russia’s vision of offensive cyber sits within a wider approach of “information confrontation” or “information
warfare” that encompasses both the network attacks that are at the basis of most Western conceptions of
offensive cyber activity and the information operations that usually sit within the U.S. definition of cognitive
warfare." This has been reflected in Russian Defence Ministry statements clearly defining a strategy of disruption
to both the physical network infrastructure and the information space in order to degrade the societal fabric

of an opponent."® Compounded by the rise of drone warfare and the multi-domain battlefield, the control of a
stable internet source is a key element of strategic success."™

With this conception of cyber, defense must span multiple physical and digital threat surfaces, from the
information layer through to the backbone of the internet infrastructure, most of which are out of the control
of states. Tech companies are now diversified throughout the internet stack, from the information layer,
down through the hardware and device layer, into essential services and access control, and all the way to the
backbone infrastructure. Meta owns more kilometers of subsea cables than British Telecom, and Starlink’s
mega-constellation of LEO satellites far outpaces that of the United Kingdom and the United States, with 3,236
satellites currently operational "

Simultaneously, the communications infrastructure is being consolidated, with a few companies being able to
provide services throughout the internet stack.

Major Providers: Communications Infrastructure

Amazon Alphabet Meta Microsoft
Platform . Google search Facebook, Instagram, Windows App, Bing, Azure
Amazon Shopping
BardAl Whatsapp OpenAl
Hardware & Echo, Ring, smart home Chromebook, Pixel, .
Portal, Quest headset Microsoft Surface
Devices products Google Home
Internet Amazon Web Services (AWS)
Services & Google Cloud Facebook Wi-Fi Azure, Cybersecurity services
Access CloudFront
Satellite internet service Senrlel
. . oogle Fiber 2 Africa subsea cable Investment in subsea cables,
Infrastructure (Project Kuiper).
subsea cables partners data centers
AWS subsea cables
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Source: Pete Furlong and Melanie Garson, Disrupters and Defenders: What the Ukraine War Has Taught Us About the Power of Global
Tech Companies (London: Tony Blair Institute for Global Change, 2022), https://www.institute.global/insights/geopolitics-and-security/
disrupters-and-defenders-what-ukraine-war-has-taught-us-about-power-global-tech-companies.

This consolidation has increased throughout 2022 and into 2023, as companies have added to their assets

at all levels of the communications infrastructure. Elon Musk’s purchase of Twitter in October 2022 added
a platform to the Space X family, Google Cloud’s acquisition of Mandiant increased its cloud security, and

Microsoft’s investment into OpenAl suggests that the trend towards developing representation throughout
the internet stack as well as control over new and emerging tech is set to continue. "6

With vast amounts of the core communication infrastructure now sitting in the hands of commercial
companies, the ability and agility to materially interfere with Russia’s multi-level cyber and information
warfare could not be achieved without the active and willing cooperation of tech companies.

The Front Line of Commercial Cyber Power

Before the tanks had rolled into Ukraine, many of the large tech companies had already started shoring

up Ukraine’s cyber defenses alongside governments and the NATO Cooperative Cyber Defence Centre for
Excellence, most notably Microsoft’s detection of the Foxblade malware attack on February 23, 2022."" This
marked the escalation of both high-profile and more subtle commercial cyber power taking on the defense

of Ukraine and limiting Russia’s actions across the physical and digital components of the communications
ecosystem, as well as supporting the dissemination of life-saving real time information and applications for
Ukrainians. Russia found itself up against the brightest cyber minds as well as the collective might of the global
cyber community.

Building Resilient Internet Infrastructure

The internet “backbone”—the wires, pipes, and servers that keep it operational—is notoriously fragile to
both environmental events and deliberate interference. Regaining operational function once it is damaged
can often be challenging, such as in Tonga which suffered nearly five weeks of internet outage after its
subsea cable was damaged in a volcanic eruption. Similarly, the recent Cyclone Gabrielle in New Zealand
and the earthquake in Turkey left vast areas with limited connectivity.

In Ukraine, human internet traffic dropped as much as 33 percent in the days immediately after the
invasion."® This was driven by Russia’s encroachment on the routing of data—leaving parts of Ukraine reliant
on Russian cables and subject to Russia’s restrictions and limitations—such as the Viasat KA-SAT attack that
impacted routers in Ukraine and consistent physical degradation to fiber optic cables and electrical power
facilities from targeted bombings."® Through the strategic destruction of over 4,000 mobile base stations,
thousands of kilometers of fiber optic cable, and 18 Ukrainian radio broadcast towers, Russia has prevented
local residents from sharing information or receiving information on humanitarian corridors.'*® Russia

also keeps its own soldiers in a media blackout so they cannot question their actions. As Russia physically
occupies cities, it also occupies the digital ecosystem, with internet traffic rerouted from Ukrainian networks
to Russian ones and Ukrainian internet service providers threatened with the loss of their communication
equipment unless they join the Russian networks.? A parallel more resilient and operational internet
became critical to Ukraine’s ability to counter the Russian offensive.

Starlink’s rapid response to Mykhailo Fedorov’s tweet that saw 500 terminals on the ground in Ukraine
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within five days, 25 of which were transmitting data within a week, has now been widely confirmed as being
determinative in ensuring military and civilian communications.’?? Between mid-March and December 2022,
Starlink traffic in Ukraine increased by 1,600 percent.'? Highly resilient and able to withstand electronic
jamming attacks more adeptly than previously anticipated, Starlink’s shoring up of Ukraine’s internet
infrastructure has been the lynchpin of basic battlefield communications, from weapons supply arrivals to its
more controversial use in drone warfare.

In parallel, internet backbone carriers were withdrawing their service provision in Russia. By March 7, 2022,
Cogent and Lumen—two of the world’s largest internet service providers, who had provided transit for Russia’s
key national fiber backbone operators including Rostelcom and Transtelcom, its key mobile phone operators,
and Russia’s search engine Yandex—stopped providing services. Driven by the possibility that the networks could
be used as part of Russia’s offensive cyber activity and concern for its employees, with downstream impacts felt
as far as Kazakhstan, Tajikistan, Uzbekistan, Belarus, and Iran, this exit left Russia with the challenge of finding
alternative infrastructure provisions to enable its strategic internal and external cyber operations. '>*

Embedding Internet Security

Activities on the Ukraine-Russia cyber front had been bubbling since 2016. However, the increase of malicious
cyber activity in the months prior to the physical invasion provided governments and tech companies
opportunities to secure the digital domain more effectively than the physical battlefield. The CyberPeace
Institute has tracked over 1,408 cyberattacks and operations from across 87 different threat actors related to
the Ukraine conflict, and whilst these numbers are significant, they likely still do not capture the full picture of
the cybersecurity threat.'? Cloudflare has reported that in March 2022 application layer attacks in Ukraine rose
by 1,300 percent and that between February 2022 and February 2023 an average of 10 percent of all traffic to
Ukraine was mitigations of potential attacks. At its high point on October 29, 2022, 39 percent of total traffic to
Cloudflare’s Ukrainian customer websites was DDoS attack traffic.’?¢

As previously noted, Microsoft’s Threat Intelligence Centre (MSTIC) had been working closely with Ukraine’s
government and was able to mitigate the “Foxblade” wiper software on 19 government and critical
infrastructure entities across the Ukraine government on the day before the war started. It continued to
provide support, identifying and protecting against numerous destructive cyberattacks on nearly 50 Ukrainian
agencies and entities as well as over 128 targets including government agencies and nongovernmental agencies
in 42 countries.””” Similarly, Cisco Talos was working closely with the government of Ukraine to respond to the
WhisperGate malware in January 2022 and translated their responses into protections for customers across
Ukraine.'?® Other companies, such as ESET and Recorded Future, have provided key services, tools, and
threat intelligence. Google has also reported its role in countering the 250 percent increase in phishing attacks
targeting Ukraine and 300 percent increase targeting NATO countries (as compared to 2020), as well as more
destructive attacks in Ukraine than in the previous eight years.’?

Both Microsoft and AWS were pivotal in securing Ukraine’s public sector infrastructure by facilitating the
transfer of its data from physical data centers to the cloud within 10 weeks of the Ukraine government passing
an urgent amendment to its data protection law on February 17, 2022, to allow data to be held externally.
Microsoft provided $107 million of technology services to facilitate this transition.”*° Ukraine’s deputy prime
minister and minister of digital transformation, Mykhailo Fedorov, highlighted the contribution of AWS in
migrating key public registers and records to the cloud as “one of the biggest contributions to Ukrainian
victory.”®®!
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And while large companies like Google have provided cybersecurity protections for over 150 humanitarian
organizations from DDoS attacks through its Project Shield, smaller companies essential to the cybersecurity
ecosystem have also thrown their weight into the collective defense of Ukraine’s internet. Cloudflare has been
providing internet availability monitoring services to Ukraine’s government, moving secure encryption key
data for customers out of at-risk data centers in Ukraine, Russia, and Belarus, and providing free protections
for Ukrainian organizations under its Project Galileo. Romanian company BitDefender offered a year’s worth
of free cybersecurity assistance to business, government, and private citizens of Ukraine. Similarly, California
based Vector Al offered its services free of charge for targets or organizations under attack, and companies
such as SentinelOne, Avast, and CrowdStrike offered services or decryptors for free.?

Ensuring Internet Accessibility

The number of companies controlling the distribution of content (content distribution networks or CDNs) is very
small and critical in facilitating internet accessibility. Companies with a very small market share can have a large
impact on access to the internet and companies such as Cloudflare—with 80 percent of market share—are in a key
position to keep the internet accessible.” The role of internet accessibility in countering Russia’s cyber offense

is more nuanced than that of ensuring security, as it requires managing compliance with sanctions alongside
providing access to the internet to balance Russia’s information warfare. While companies such as Fastly,
alongside a number of other web companies, quickly ceased working with Russian-based companies altogether,
other CDNs stopped paid services to comply with international sanctions but continued to provide free services.
Cloudflare, which had been threatened with Russian shutdowns previously, has taken the position that Russia
would celebrate their closure if they were to exit and opted to continue providing free, open, private, and secure
internet services to the Russian people to counter Russia’s attempts to raise a digital iron curtain.**

Similarly, Virtual Private Network (VPN) providers have continued to counter Russian attempts to separate
from the rest of the internet by providing avenues for Russians to stay connected to international media
sources. VPN use in Russia reached a peak demand of 2,692 percent above average on March 14, 2022. as
access to the open internet became constricted. Canada’s Windscribe publicly committed to providing an
extra 30GB of data freely to both sides of the conflict, ensuring that Russians have access to the open internet.
ProtonVPN waived all fees from Russian customers on the basis of a “strong moral obligation” to be there and
ensure the Russian people have freedom of access to the internet."

Secure Hardware for Hard War

The communications hardware and the apps that run on it have also become key determinants in the
offense-defense balance. Access to personal communication devices has become key, both for soldiers on
the battlefield and civilian threat alerts.”*¢ Affordable hardware is required for the internet, but the sanctions
regime has restricted most providers including Apple, Samsung, Lenovo, HP, AMD, Dell, and Intel from
operating in Russia and selling the semiconductors, computers, phones, and server hardware that form the
physical end point of the communications system. This also impacts the dual-use hardware that enables
critical technologies, such as unmanned drones. Ukraine can rely on diversified sources of communications
hardware to enable sophisticated battlefield technologies; however, Russia is buying communications
hardware, such as electronic jammers, on Chinese-owned AliExpress."”” This access to diversified supply of
trustworthy and secure hardware, in order to both operate and process the information gathered from drones,
has reshaped Ukraine’s ability to continually resist Russia.
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Defending the Information Frontier

With Russia’s cyber strategy heavily rooted in the battle for control of the information domain, it is at this

level that tech companies have had to fight some of their hardest battles. Russia’s physical digital occupation
strategy—restricting internet access through physical means, such as by rerouting networks—has been
accompanied by an equally draconian censorship strategy both inside Russia and in occupied parts of Ukraine.
While Russia’s media law punishing “fake news”—which was passed in the early days of the conflict—led to
most media companies and platforms being forced to leave Russia, its physical occupation in parts of Ukraine
have left Ukrainians without key information sources including Instagram, YouTube, and the messaging app
Viber."*® Google’s search engine was disabled in Donetsk, Luhansk, and Kherson on the claim that it was
advocating violence and terrorism against Russians, and Russia claimed to have shut Twitter, Instagram, and
YouTube in parts of Zaporizhzhia.”®

The role of tech platforms in balancing information flows and countering Russia’s massive influence operations
capacity became critical for both strategic and humanitarian reasons even before the kinetic offensive began. Early
signs of the Russian invasion were spotted by open-source researchers monitoring traffic data on Google Maps,
requiring Google to disable it in order to protect Ukrainian citizens from detection."® And as Russian state-owned
media became the driving force of disseminating false content about the invasion, platforms such as Meta, Reddit,
TikTok, Alphabet (the parent company of Google and YouTube), Microsoft, Spotify, and Telegram restricted access
to RT and Sputnik news in Europe—and in some cases globally—and their apps were banned from app stores.
Adobe prevented Russian government-controlled media organizations from accessing its creative and document
cloud services to avoid being complicit in the creation of harmful information. Google, YouTube, Twitter, and Meta
restricted Russian state-based entities from being able to monetize ads on their platforms, and companies including
Snapchat and the Japanese-based company Viber implemented wider bans on displaying ads across their apps.
Search engines including DuckDuckGo, Google, and Bing downranked links associated with Russian disinformation.
Even Chinese platforms such as Douyin, Weibo, WeChat, and Bilibili undertook a process of blocking accounts
spreading information that could put Chinese students in Ukraine at risk.'*!

In order to counterbalance Russia’s information offensive and recognizing the strategic and humanitarian
imperative to secure access to information, commercial tech companies across the ecosystem were quick to
facilitate alternative access to information, both for Ukrainians and Russians. Google disrupted over 1,950
instances of Russian information operation on its platforms in 2022, including claims that Ukraine operates
biolaboratories for generating biological weapons and information operations linked to destructive malware
attacks.'*? Microsoft’s Russian Propaganda Index run by its Al for Good Lab also recorded significant increases
in traffic to Russian propaganda websites from January 2022, with a rise of 216 percent in the last week of
February 2022." Through identifying the scope of the disinformation globally, tech companies enabled
governments, companies, and other organizations to implement counter-responses and neutralize the
disinformation strategies. Google’s Trust & Safety team has disabled accounts associated with coordinated
information operations, including the disruption of YouTube channels, blogs, and AdSense accounts, and has
removed domains from Google News surfaces.

Tech companies have also sought to balance this by providing alternate sources for legitimate information

to the Russian people. Twitter launched a parallel site on the dark web alongside its shadow-banning of
Russian government accounts. Media outlets have taken advantage of the increased Telegram use to create
new sources of news distribution, and Microsoft’s Skype extended free communication in and out of Ukraine.
Cumulatively, these rapid and far-reaching actions have restrained the impact of Russia’s digital information
blockade, as a strategic tool to facilitate both the active conflict and its supporting actions.
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Private Companies in the Trenches

Behind the tech companies, however, there is another cadre of private actors and companies in the trenches

of the cyber elements of the conflict. The cyber defense ecosystem also relies on a complex web of ethical
hackers, or “cybersecurity researchers,” who report vulnerabilities to companies and governments. Prior to

the conflict, ethical hacking was illegal in Ukraine, with fines for those found detecting bugs in state computers.
In early February 2022, however, in the face of mounting cyberattacks, the Ukraine government committed to
decriminalize bug bounties to allow for better detection of security vulnerabilities."* At the outset of the war,
homegrown cybersecurity companies such as Cyber Unit Technologies approached the government to offer their
help, forming the basis of Mykhailo Fedorov’s 150,000-200,000-strong IT Army.** Hacken.io, the Kyiv-based
bug bounty platform, also launched a “Cyber Army” to encourage security researchers on its platform to search
for vulnerabilities in Russian websites to be used by the government.*¢ Similarly, the Estonia-based bug bounty
platform HackenProof invited disclosure of critical vulnerabilities in both Ukrainian and Russian infrastructure,
with commitment to disclose them to the Ukrainian authorities for both defensive and offensive use."*” U.S.-based
cybersecurity research companies such as HackerOne, in compliance with the sanction regimes, were able to
continue facilitating bounty payments to Ukrainian cybersecurity researchers after resolving some technical
difficulties, but they paused payments to researchers in Belarus and Russia.

Challenges of Private Cyber Defenders in Geopolitical Crises

Whilst the response of tech companies to defend across the cyber ecosystem has been unprecedented and
contributed significantly to Ukraine’s success to date, it has not been without challenges. The limited exposure
of tech companies to engagement at this level has led at times to a lack of appreciation of the complexity of
their actions, as well as a lack of consistency and coherence across policies. From diplomacy by Twitter to
navigating sanctions regimes, political pressure, and the negative impacts of rapid decisionmaking, the lack of
experience that private cyber defenders have in navigating geopolitical crises has led to conflicting actions that
could at times undermine internet resilience and fail at countering Russia’s offensive cyber operations.

Moving Fast and Breaking Things

The rapid action of tech companies in the early days of the crisis reflects an agility that can be valuable to tip
the balance of power in a conflict. Whether responding to political and corporate pressure from the outpouring
of support for Ukraine, a need to protect employees, fear of sanctions, Russia’s “fake news law,” a genuine
demonstration of disapproval, or in some cases even to increase their public relations value, companies moved
fast and were far-reaching in their actions. Whilst this may have had measurable impacts at the time, it may also
not have offered sufficient time to consider the full ramifications of their actions for long-term cyber stability.
This at times has led to backtracking or possibly undermining avenues to counter Russia’s cyber operations.

The sanctions regime threatened the right of Russians to have universal connectivity and left the Russian
people more at risk of government information control strategies, as well as threatening the basic nature

of the open, globally connected, secure and trustworthy internet. After significant lobbying by Access Now
and the Wikimedia Foundation, in April 2022 the U.S. government issued an advisory providing exemptions
for companies providing internet services, recognizing the need to keep information flows accessible to
people in Russia and Belarus."*® However, this came too late for key companies such as Lumen and Cogent
Communications, who had already withdrawn their services from Russia, partly due to unclear policy. At the
other end of the spectrum, the bug bounty platform HackerOne found itself disabling payments to Ukrainian
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cybersecurity researchers whilst they sought to amend their systems to comply with the sanctions regimes.'4°
This prevented them from providing crucial support to Ukrainian researchers—as well as access to knowledge
of key vulnerabilities at a critical time, potentially.

While some companies tried to move slower to strike a more balanced position between supporting Ukraine
and preserving the integrity of the internet and access to information for Russians, they found themselves
under greater pressure from public calls from Ukraine’s government and consequent stakeholder pressures
rather than that of their own governments. In Myanmar, civil society organizations urged Telenor to stay

in place as an alternative might be complicit with the regime, thereby worsening the situation. Navigating
this level of geopolitical foresight is out of the scope of normal operating procedure for many companies
and opens the question of how home governments can shield companies that may have to make unpopular
decisions for long-term cybersecurity and internet stability.

Finding Coherence to Complexity

The Ukraine conflict has highlighted the challenge for commercial companies to find coherence and
consistency when navigating information warfare in the heat of complex geopolitical crises. While
companies may have acted quickly, this has sometimes been inconsistent with previous actions or policies
and has required them to backtrack on their actions. Meta was challenged by inconsistencies within their
own content moderation policies when evidence emerged that they had provided a temporary change

to their hate-speech policies to allow calls for violence against Russians and Russian soldiers, including
Russian president Vladimir Putin and Belarusian president Alexander Lukashenko.’*® They then had to
revise, limit, and reverse decisions in the face of accusations from Russia that they were fueling hate
against the Russian people.™

Social media platforms also found themselves caught in a dilemma when placed in the position of being the
evidence repository of war crimes that could be crucial for future criminal tribunals, particularly with how
this may intersect with their own terms of service preventing illegal and harmful content. Furthermore,
Twitter’s turn to international humanitarian law as the basis of banning tweets showing images of prisoners
of war highlighted not only the potential that private companies could be considered parties to the conflict
but the lack of clear internal or external guidelines for commercial actors’ decisionmaking in complex
geopolitical crises. Tech companies also found themselves caught in balancing public disclosures of their
support, having to tread carefully between protecting employees, following corporate principles, and
ensuring that their information does not provide strategic advantages for Russia—decisions outside of the
norms of its responsibility.

Companies reported that legal counsel was not always nuanced, making it hard for many to carry out a
holistic assessment of the wider geopolitical implications of their actions and manage the competing priorities
inherent to the cyber dimensions of the conflict. Key to this challenge is that companies are used to assessing
risks through a financial lens, rather than through societal priorities or by seeking to reduce their liabilities.
For a company that deals with encryption standards, an exit from Russia may be a reduction of liability; but
with a long-term geopolitical focus on cyber stability, if that company is replaced by a Russian equivalent,

the cyber ecosystem may be more insecure. If cyber stability is going to depend on the controllers of the
communications infrastructure being able to navigate through the complexity of both cyber-enabled and
cyber-dependent warfare, then new mechanisms are going to be required in order to guarantee greater
coherence in times of crises. This includes greater understanding of the decisionmaking procedures that
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companies undertake in addressing their involvement in geopolitical crises, as well as mechanisms to provide
companies with the foundational understanding of the impact of discrete actions through the internet stack—
such as withdrawal of service—on geopolitical conflict.

Wavering Clarity and Commitment

As tech companies responded both independently and under overt and covert political pressure to counteract
Russia’s deliberate strategy of cutting or destabilizing internet access, they could not predict the level of
long-term commitment this would entail. This has led to tech companies wavering in their commitments

and trying to limit the use of their infrastructure provisions, possibly creating greater instability. Starlink—
despite its importance to Ukraine’s defense, with over 150,000 Ukrainians using it daily to access the internet
by May 2022, and its role in enabling surveillance and reconnaissance aerial vehicles and unmanned aerial
vehicles—threatened to stop funding the program and asked the Pentagon to take over the costs.'*> Although

a large proportion of terminal and internet use costs were being covered by the U.S. Agency for International
Development (USAID) and other partners, Starlink was seeking further support.>® Further, SpaceX has
restricted the use of Starlink for drones, highlighting that the support was intended for humanitarian purposes
but not to be weaponized—possibly putting Ukraine at greater risk, both through the action itself and through
the public declaration of their position.'>

In November 2022, Microsoft pledged a further $100 million to Ukraine’s digital alliance, promising that
Ukraine would be able to use Microsoft’s cloud and data centers in Europe throughout 2023. While the
continued support is generous, as Microsoft chairman Brad Smith stated at the Munich Security Conference
in February 2023, it is a “one year at a time” approach.* This stands in contrast to state positions, such as the
U.S. promise to stand by Ukraine “for as long as it takes.”"* Questions arise as to the dangers of dependency
on critical infrastructure or cybersecurity support that can be withdrawn on a whim or under corporate
pressures and obligations to shareholders.

Cyber Defenders as Legitimate Targets

While Microsoft has been clear that its support in the Ukraine conflict is entirely defensive, as any offensive
action would violate its pledge made as a part of the Cybersecurity Tech Accord, from a legal standpoint
commercial tech companies may find themselves technically participants to the conflict and thus legitimate
targets for attack, particularly with the lines between consumer and military tech becoming more blurred

and many militaries relying on consumer tech for military."”” Even the most sophisticated companies might
not anticipate this, with Starlink’s restriction on the use of its terminals for offensive purposes reflecting that
they hadn’t fully anticipated this possibility. This would turn quite closely on the nexus between the private
company’s action and the consequent military action, or whether the data held in a private cloud was military
data.’® The recent attempt by Ukraine to draft a law to legalize its volunteer IT army into part of its cyber
command may help to mitigate the ambiguity for some individual security researchers.’® However, companies
may still remain exposed. Actions such as that of Hacken.io’s “Cyber Army,” in which the intention to hand
vulnerabilities to the Ukrainian authorities is clearly stated, could be construed as voluntary participation in
hostilities—and thus open the possibility of a private company becoming a legitimate target in retaliation.!s°

PREPARING FOR THE NEXT CYBER-ENABLED CRISIS

In an era of increasing converging crises, the risks exposed by the Ukraine war are not fading. Ukraine
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benefited from strong Western support, both politically and in the public sphere, making the case for tech
company action relatively clear. In other contexts, it may not be so straightforward. Tech companies have
struggled to balance their engagement in more complex crises such as ones in Myanmar and Ethiopia, and the
closure of international offices as part of the tech downturn—such as that of Twitter’s only African office—could
leave them ill-prepared to address future global challenges. It is also still not clear how companies will fully
address the crisis-inducing potential of generative Al systems and similar emerging technologies that could be
exploited in misinformation campaigns by reducing the barrier to generating synthetic media, deepfakes, and
malicious content.

The conflict in Ukraine has highlighted the challenges and dangers to cyber stability of trying to formulate
sensitive policies under pressure, along with the urgent need for tech companies to be able to assess the
impact of their individual and cumulative actions in a crisis or in post-crisis stabilization and reconstruction.
New mechanisms are needed, similar to Environmental, Social and Governance (ESG) frameworks or Covid-19
protocols, that embed geopolitical risk considerations into the corporate governance of those companies
responsible for the cyber ecosystem, in order to ensure coherence and consistency across geopolitical crises.
Companies should also seek to embed tech geopolitics experts who see beyond liability into more holistic
geopolitical impacts in their decisionmaking procedures, as well as civil society organizations that can provide
more nuanced pictures of situations in a country.

At the same time, governments and the international community need to rethink their interactions with big
tech to ensure that they are providing sufficient support for companies to balance their actions with the core
principles and norms of the liberal and democratic world order. The role of the company in the internet

stack often determines its level of interaction across the cyber ecosystem. Tech companies have highlighted
the need for neutral convenors to assist in helping align action without it appearing like big tech collusion or
strong-arming. Newer agreements and partnerships, such as the Declaration for the Future of the Internet and
the Freedom Online Coalition, have been formulated with these kinds of issues in mind but have struggled to
gain influence and traction.

Internet stability is at the heart of the multi-domain era of warfare. As militaries invest in increasingly
interconnected and intelligent weaponry, access to stable, resilient, and secure communications is crucial.
And as offensive strategies expand from the depths of the sea to potential interference in interplanetary
networking, the range of actors required to defend these domains far expand the capabilities of most
militaries alone. Cyber power will belong to those states that create the mechanisms to ensure the coherence,
consistency, transparency, reliability, and geopolitical responsibility of those private actors currently
defending the cyber front lines of the Ukraine conflict.
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Facing the Cyber State
Threat

A Strategic Approach

BY: AMY ERTAN

Introduction

In 2002, the NATO formally acknowledged the need to defend against cyber threats.!s' Over the following
two decades, cyber defense was institutionalized and understood as a core part of national defense, by both
allies and the alliance.!s? As an example, since 2016, NATO allies have recognized cyberspace as a domain

of operations in which NATO must defend itself as effectively as it does in the air, on land, and at sea. At the
national level, the majority of states have evolved their position on cyber defense through the development
of national strategies, the establishment of national authorities responsible for defending against cyber
threats, and a range of additional initiatives designed to deter, detect, defend against, and respond to
malicious cyber activity.'s®

These developments are intrinsically linked with changes in the increasingly complex cyber threat landscape.
Now more than ever, adversarial states have shown a willingness and capability to use cyber operations to
support their strategic objectives. As a result, cyberspace now plays a key role in strategic competition.

As NATO’s 2022 Strategic Concept explains, “Malign actors seek to degrade our critical infrastructure, interfere
with our government services, extract intelligence, steal intellectual property and impede our military
activities.”'s* For that reason, though recognizing that nations must defend themselves against the full breadth of
cyber threats, this paper specifically focuses on state-sponsored threat actors, who attempt to use cyberspace to
undermine their target’s national security to further their own strategic and military objectives.!s3

The war in Ukraine, for example, has highlighted Russia’s willingness to leverage cyber operations in the
run-up to—and during—the invasion, against Ukraine and others.'* Russia has used cyber operations to
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support a range of strategic objectives in Ukraine, from destructive malware to disrupt and degrade the
activities of the Ukrainian government and military to attacks on civilian infrastructure—including critical
national infrastructure—to undermine public confidence and trust in the Ukrainian government.'s” The uptick
in Russian state-sponsored activity against Ukraine in the months leading up to and including the start of

the invasion also showed that the attackers were maximizing their access to data and systems to support
intelligence gathering, stealing or leaking sensitive information to further their narratives.'® Some public
reports reveal the targeting of state and non-state actors through cyber operations and kinetic military strikes
simultaneously, though it remains unclear if these were coordinated.'®®

Beyond those involved in Ukraine, there are a number of state and state-sponsored actors that pose a threat

to NATO allies and like-minded states. The United Kingdom has highlighted that China and Russia pose the
greatest threat to its national security due to evidence of their sophisticated cyber capabilities, followed by
Iran and North Korea." Disruption due to malicious cyber activity has been felt recently across and beyond
the alliance.”” These include a significant disruption from major cyberattacks against Albania’s national
information infrastructure in mid-2022, which Albania and other nations have publicly attributed to Iran."
More recently, in March 2023, North Macedonia hosted a NATO senior stakeholder visit concerning its

ongoing experience defending against hybrid attacks, including cyberattacks.” Beyond the significant loss

of communications in Ukraine, a major cyberattack against private satellite provider Viasat in February

2022 was reported to have caused disruptions across Europe, far beyond Ukraine’s borders."” Throughout
2022, multiple industry research reports have highlighted an increase in malicious cyber activity on users
across NATO countries and have linked the activity to several state-sponsored threat actors, largely under

the direction of Russian government agencies as well as China-sponsored cyber actors.” Nor has Russian
malicious cyber activity been limited solely to targets in Ukraine. According to Google, phishing attacks against
users in NATO countries from Russian government-sponsored cyber threat actors increased by 300 percent in
2022 compared to 2020."7 These cyber campaigns are aimed at a broad range of targets, from government and
critical infrastructure to private sector organizations and citizens.

So far, malicious activity in cyberspace against NATO has been assessed as falling below the level of armed
conflict. Researchers focusing on cyber defense and national security nonetheless face a conceptual challenge:
while “cyber warfare” appears to set the bar too high, given that most cyber operations are below the
threshold of war, it is also inaccurate to say that current activity in cyberspace represents a “peaceful” state.
Experts have presented conceptual models to understand the current nature of cyberspace, speaking of a
state of “un-peace,” or attempting to understand cyber operations within the strategic studies lenses of “sub-
threshold” or “gray zone” warfare.”” In essence, the message for policymakers, as well as senior political and
military leaders, is clear: there is no peace in cyberspace.

The consensus at NATO is that, as stated firmly in the 2022 Strategic Concept, “Cyberspace is contested at

all times.”"”® It is no longer exceptional that states, including NATO members, face disruption to their critical
infrastructure due to malicious cyber activity.” Reflecting on recent cyberattacks against Ukraine, research by the
Economic Security Council of Ukraine argues that the opportunistic use of cyberspace to seek strategic advantages
is not expected to change any time soon."*° Instead, increasing aggression in cyberspace is the “new normal,” and in
the context of growing instability internationally, this has several key implications for cyber defenders.

Recognizing this new escalated baseline for state-sponsored cyber activity against NATO and like-minded
countries, including Ukraine, this paper reflects on the current cyber threat landscape to consider how NATO
allies and like-minded states may effectively defend themselves in this new normal. With a particular focus
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on the strategic landscape, the paper attends to the need for dynamic strategic positioning for cyber defense,
national and international resilience-building efforts, and sustainable engagement with relevant industry
actors in peacetime, crisis, and conflict.

A Comprehensive Strategic Approach to Cyberspace

Beyond Ukraine, attacks on NATO nations add to the growing body of evidence that cyberspace is always contested.
Russia “seeks to establish spheres of influence and direct control through coercion, subversion, aggression

and annexation,” using “conventional, cyber and hybrid means against us [NATO members] and our [their]
partners.”®! It is not alone. The People’s Republic of China (PRC) “strives to subvert the rules-based international
order, including in the space, cyber and maritime domains,” using “malicious hybrid and cyber operations and its
confrontational rhetoric and disinformation to target Allies and harm Alliance security.”*2 More generally, growing
geopolitical instability over the past year has brought security to the forefront of state agendas around the world
and prompted a revisiting of assumptions around national security and defense postures. Cyber defense must be
considered within this reckoning, reflecting how the cyber threat landscape has evolved.

Defending the rules-based international order requires a cohesive strategic vision, and states cannot go

this alone. Broadly speaking, democratic states must not loosen their commitment to the rules-based
order—they must instead, as the 2023 Munich Security Conference report reflected, do more to ensure a
stable proposal to make this order work for a greater number of states that may otherwise be attracted to
Russia and China’s attempts at revisionism.'®* In the cyber domain, there is an equal need to agree on how
democratic states can continue to cooperate to develop norms for responsible state behavior in cyberspace,
address issues of cyber deterrence, and raise the cost of malicious cyber activity against them. The 2023 U.S.
Cybersecurity Strategy outlines an ambitious national agenda for cyberspace that will only be strengthened
by sustainable partnerships and the effective use of international organizations, such as NATO, to form a
coherent international approach to adversarial state threats.’®* Consensus commitment to using international
frameworks to address strategic international threats in cyberspace, whether at the NATO alliance level or
beyond, provides a level of collective strength that exceeds any individual state’s efforts to challenge the
contested geopolitical landscape.

More specifically, the increasing ease with which authoritarian states use malicious cyber activity to
undermine the current rules-based international order requires a commitment from NATO allies and like-
minded states to refuse to tolerate this “new normal” and impose painful consequences in response to these
escalating levels of malicious cyber activity. This includes a refusal to accept the normalization of state-
sponsored malicious cyber activity against critical infrastructure. Democratic states can steer a proactive
course by explicitly noting recent escalation in cyberspace and refusing to be complacent to this new, raised
baseline of more frequent and disruptive cyberattacks by adversarial state-sponsored actors. This will involve
renewing their pledge to a norms-based approach to cyberspace, embracing a dynamic approach to develop
new policies and impose costs in line with the evolving cyber threat landscapes, and not sacrificing any
commitment to the principles of responsible state behavior in cyberspace, even as adversaries attempt to shirk
them in attempt to gain offensive advantages. Any alternative course risks being perpetually on the back foot,
handing the initiative to authoritarian states for them to shape cyberspace to their advantage.

Various international organizations can help facilitate this shift in vision to different degrees, including but
not limited to the NATO, the European Union, the United Nations, and the Organization for Security and
Cooperation in Europe (OSCE). NATO has made it clear that a single or cumulative set of malicious cyber
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activities may reach a level of an armed attack, at which point NATO’s North Atlantic Council may invoke
Article 5 of the North Atlantic Treaty.'®> This decision is to be taken on a case-by-case basis. Yet for this
threshold of “armed attack” to be meaningful, it is essential to have a clear understanding of baseline activity.
This means being proactive and refusing to become, as one NATO colleague puts it, a “boiling frog”—referring
to an analogy in which a frog in a pot does not realize its worsening situation if the water around it comes to

a boil gradually. States must ensure that they do not unwittingly build a tolerance to escalated activity, thus
prompting future escalation. Therefore, to prevent adversarial actors subtly raising the threshold of acceptable
malicious cyber behavior, states must both deliver on their rhetoric to hold responsible threat actors
accountable and double down on resilience to decrease the success of subsequent malicious cyber campaigns.

The decades-long debate on how deterrence applies in cyberspace has highlighted the complexities of feasibly
and consistently holding adversaries accountable.*¢ It has become clear that NATO deterrence in cyberspace

is underpinned by the ability to deliver meaningful consequences to malicious cyber threat actors.'®” Norms
work if they are upheld; states thus require the ability to impose costs on others who intentionally seek to
undermine them. The discourse on international norms in cyberspace reveals a contested and complex
environment in which in which many nations may have different positions.'®® Still, NATO allies have made

it clear in a 2022 statement that NATO is “ready to impose costs on those who harm us [its members]

in cyberspace.”'® It also pledged to revise the alliance’s deterrence and defense posture, including in
cyberspace.'® The successful application of these principles will call for action from beyond the NATO alliance.

Such a stance not only requires a vision that plans for a variety of future threat landscapes but one that also
enables collaboration between states and international organizations to develop a comprehensive answer to
cyber defense and deterrence. Within NATO, a coherent allied approach on how cyber contributes to overall
deterrence and defense will lay out the consequences of malicious activity in cyberspace to malign state
actors. This signaling, in addition to existing diplomatic and economic tools such as joint cyber attribution or
responses in other non-cyber domains, shows that allies can be dynamic and act firmly where norms continue
to be challenged by states.

At the national level, relevant stakeholders and decisionmakers across defense communities must understand
the nature of cyberspace and the challenges surrounding cyber deterrence concepts. Crucially, they must
also understand that the pace and scale of cyberattacks are unlikely to slow down unless actions are taken to
adapt and respond proactively. While cyber defenders might feel they are constantly firefighting attempted
cyberattacks, failing to make time to elaborate a strategic vision to respond to these attacks risks “missing

the forest for the trees” and remaining stuck in a reactive posture in which the firefighting will never cease—
and may in fact increase. Without a consistent conceptual approach to cyber deterrence, accompanied

by adherence to a comprehensive strategic vision both nationally and internationally, states remain
disadvantaged when adversarial states appear to act unpredictably. Strategic thinking also needs to include,
and take place on, a supra-national level.

Remodeling Cyber Resilience

Growing instability across the international landscape has prompted a refocus on cyber defense and resilience
as an integral part of national defense. Resilience in this context refers to society’s ability to resist and recover
from shocks and combines both civil preparedness and military capability; cyber resilience extends this state
to systems relying on cyber resources.”' There is a growing recognition that governments need greater insight
into their cyber resilience posture across the entire national ecosystem, including across the private sector and
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especially relating to critical infrastructure.”®? In line with a forward-looking strategic vision, a strong cyber
resilience posture has been recognized as essential to deter, detect, and prevent malicious cyber activity. Many
states have set out their intended plans to enhance their cyber resilience, either as part of a cyber defense
strategy or within broader national security doctrine.'*

Resilience forms a core part of NATO’s founding principles, in which Article 3 outlines the responsibility of
allies to “maintain and develop their individual and collective capacity to resist armed attack” via “self-help
and mutual aid.”** For cyber defense specifically, NATO encourages nations to strengthen their defensive
posture in cyberspace through three mechanisms: the NATO Defence Planning Process, which includes cyber-
related capability targets for allies over a four-year cycle; the Cyber Defence Pledge, whereby since 2016 allies
have committed to enhancing their cyber defenses with a focus on seven key objectives; and more broadly, the
support of each NATO nation’s seven baseline requirements for national resilience.'*>

As mentioned above, many NATO allies have already articulated their cyber defense vision. However,
resilience is a continuous and iterative process, and as states face the escalating security situation in the Euro-
Atlantic area, their momentum must not falter. Not only must states work to overcome persistent challenges
facing capability building relating to cyber defense, but they must also adapt to the threat landscape
considering activity in and beyond Ukraine.

Regarding the former, some challenges are systemic and experienced by the majority of states to some degree,
when it comes to strengthening their cyber defense and resilience posture. Limited investment, a shortfall in
the skilled cyber workforce (particularly in the public sector and the defense forces), organizational resistance
to change, legacy systems, and disengaged leaders can all lead to stagnancy in maturing a state’s cyber defense
and resilience posture.'”® To address and overcome barriers to greater cyber defense and preparedness,

states must be able to track progress and react whenever they risk falling short of delivering their strategic
visions. This requires top-level leadership across government and defense forces, a framework for effective
civil-military cooperation—particularly in the high-level transition from peacetime to crisis or conflict—and

a consideration of how cyber activity on critical infrastructure may impact military mobility. Enhancing
resilience and situational awareness means tackling systemic challenges relating to information-sharing at the
national level and between allies. Further, in recent years greater attention has been given to the importance
of a healthy national ecosystem of cybersecurity industry actors who can swiftly offer support in a crisis and
who are resilient themselves.

Effective resilience also means taking a comprehensive approach to cyber defense, which includes tackling
challenges in new ways. For example, while many states have now released plans addressing the education of a
cyber workforce, there is room for improvement. Few states have a defined strategy for the retention of cyber
expertise within the public sector, where they risk losing experts to competitive industry packages, and few
states have published a declarative perspective on how they are approaching recruitment of cyber experts for
the public sector or the military. For all states, there is a great deal of opportunity to explore in hiring through
targeting diversity of all kinds, whether based on gender, career stage (e.g., attracting mid-career talent from
other sectors into cyber defense), or discipline (e.g., attracting economists or psychologists into the field). This
example of recruitment is one of many in which adjusting to the modern defense environment requires a gear-
change in tactics, and states must continue to look forward to acting proactively and decisively.

Looking at current events, Ukraine has shown a significant amount about cyber resilience in times of conflict.
Significant commentary has focused on the fact that the large-scale cyber campaigns leveraged against Ukraine
have had little apparent success."” The foremost reason for this is often credited to Ukraine’s cyber resilience,
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much of which had been actively developed in response to previous Russian aggression against Ukraine,
particularly from 2014 onwards."”® Cyber capacity-building measures appear to have contributed substantively

to Ukraine’s resilience, and in turn, the war in Ukraine has prompted states to reflect on cyber defense

within broader resilience and crisis management response plans. There are opportunities across the board to
strengthen preparedness for a cyber crisis, whether it is by ensuring that there is a cyber crisis response plan

or by including cyber in national crisis response frameworks. Such plans should be comprehensive, involving
stakeholders across the public and private sectors, with regular exercising to maximize readiness in case of crisis.

A related view on Ukraine’s impressive cyber resilience posture heralds the significant assistance Ukraine
received from the United States and others since 2014, which allowed it to decrease its reliance on insecure
software and implement many of the cyber defenses that protected it against of Russia’s activity in
cyberspace. Outside of armed conflict, the principle of assistance to allies remains much the same and is
increasingly relevant beyond formal NATO structures. Ukraine showed allies how critical it is that where

a state needs help to protect itself against an aggressor, it gets the support required. Certainly, within the
NATO alliance, the principle of resilience follows the adage “a rising tide lifts all ships”; as the relatively
more vulnerable states mature their national resilience to malicious cyber activity, the alliance becomes
more resilient overall.

Beyond current commitments, NATO members and like-minded states must be empowered to highlight the
best use of capacity-building measures, perhaps by using national cyber maturity assessments (or similar) to
check where a state is not meeting minimum baseline levels of security or where they are not making progress
over time. The use of a metric-driven approach to cyber resilience—taking care to choose appropriate metrics,
of course—would enable states to check their progress over time and to highlight where they are struggling
with progress and may need assistance, such as the sharing of best practices, from allies.

Furthermore, events in Ukraine and beyond have highlighted the need for effective assistance coordination
mechanisms, which could be activated in response to significant malicious cyber activity. Currently, there are
no comprehensive frameworks for effectively coordinating cyber assistance in a crisis. Ukraine highlighted
this need for a coordinator to swiftly prioritize needs and allocate tasks to a range of public and private actors
offering bilateral assistance. Such a framework would need to think about how the receiver prioritizes its most
urgent needs in a cyber crisis (or a crisis with cyber aspects); articulates these needs to potential helpers;
deconflicts offers of assistance from various actors; arranges the logistics of assistance, including physical
movement and access to technology; and deconflicts any issues relating to legal constraints or privileges and
immunities, ensuring those offering support in a crisis are legally protected should their actions inadvertently
cause damage, in “Good Samaritan” fashion. Therefore, in taking a comprehensive approach, national cyber
crisis frameworks and response plans should consider how states could offer, but also receive, cyber assistance
from outside actors, including other states and industry providers. Using NATO as a platform, allied states

are working to operationalize these activities through the development of a virtual cyber incident support
capability, which will operate on a voluntary basis and use national assets.'*®

The final aspect, once an effective resilience plan is in place that accounts for all aspects of cyber defense

and crisis management, is to ensure that it works in practice via a comprehensive and holistic approach to
exercising and training, including national and international cyber exercises as well as meaningful integration
of cyber into joint exercises. These exercises, when mimicking a national crisis, benefit from drawing in
stakeholders across military and civil communities as well as from a range of relevant national actors, such

as critical infrastructure operators and the cybersecurity industry providers that would likely be engaged
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in a real-world cyber crisis. While care is needed to avoid duplication against existing exercises or training
fatigue where a limited set of skilled expertise is constantly refreshed instead of conducting business as usual,
exercising should be leveraged to ensure preparedness across a range of aspects.2*°

Sustainable Resilience and Private Sector Engagement

Any analysis of Ukraine’s cyber defense activities through 2022 would be incomplete without analyzing the
critical role of industry actors, many of whom donated (among other things) licenses, software packages,

and infrastructural services. In the immediate run-up to, and early stages of, the invasion in February 2022,
Ukraine rapidly ingested a range of private sector and bilateral state assistance in cyberspace.?! Actors from
the private sector proved instrumental in helping Ukraine react rapidly and defend against cyber threats
through the provision of cyber threat intelligence?®?, cloud data storage?®, and a range of cyber defense
products including denial of service mitigation services, incident response capabilities, and security software
licenses.?** In the information space, for telecommunications and broader support of digital infrastructure,
Starlink’s satellite terminals have been critical in maintaining communications by the Ukrainian military and
civilian authorities.?> Private sector support for Ukraine’s cyber defense efforts has played a significant role in
reshaping the conflict.?¢ This has been so significant that it has been recognized by the Ukrainian government,
to the extent that in May 2022, Google received the first Peace Prize from Ukraine in recognition of the
company’s support, which included a significant cybersecurity assistance package."’

This aspect of direct private sector involvement has prompted a more urgent approach to private-public
engagements, with the United States among those claiming to have increased collaboration with industry
partners on cybersecurity issues as a direct result of activity in Ukraine.?*® Increased private sector
participation, alongside the cyberattack against Viasat, also prompted discussions around private sector
actors’ place in a conflict, such when they may be considered legitimate military targets in cyberspace.?*
More broadly, there is an emerging and increasing concern around private sector dependencies and the
sustainability of private sector engagement in a crisis, particularly in cases where states may be reliant on
industry providers to provide or operate critical infrastructure support.?° Nowhere is this illustrated more
neatly than in the case of SpaceX’s Starlink, a satellite internet service that has been essential in maintaining
connectivity for critical services in Ukraine—and the Ukrainian military—since February 2022. When

SpaceX announced it was no longer planning to offer the satellites or licenses to Ukraine without cost—
having already spent almost $100 million supporting Ukrainian’s internet service—it prompted a scramble

in which other actors came forward to sponsor ongoing service delivery.?"! During a dramatic series of
public exchanges in autumn, SpaceX highlighted that the company could not “indefinitely” fund Starlink
connectivity in Ukraine.?? While service availability was eventually maintained with external assistance, the
loss of these services, which Ukraine has become reliant on during the conflict, could have been devastating
to Ukraine’s war effort.??

While Starlink may be an extreme example, with few competitors in the market of portable satellite
communications technology, the war highlights the sheer number and breadth of actors now enmeshed

in the provision of rapid cyber assistance to a state in conflict. Private sector actors cannot afford to give
products for free or below cost indefinitely. Ultimately, shareholders have a say, and as more organizations
announce their inability to donate services, the limits of this type of ad hoc free support will likely be
revealed over time. While Microsoft has announced its support free of charge until the end of 2023, for
example, the Telegraph reported that the company likely faced some business impact as a result, turning
down new cloud clients in mid-2023 due to capacity constraints.?*
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While private-public cooperation for cyber defense is by no means a novel topic for governments, there is no
agreed current market model for private sector actors to sustainably provide cyber assistance in the context
of a conflict or where receiving actors cannot necessarily cover the costs involved. Much like the required
coherent strategic vision for cyber deterrence discussed in an earlier section, the United Kingdom and its
allies will have to face the challenge of market sustainability soon as they look towards Ukraine and beyond.
Acknowledging the evolving cyber threat landscape in which we expect governments to continually face cyber
crises in the future, stakeholders need market incentives to ensure that they do not end up continually rallying
in an ad hoc manner, as in the case of Starlink in Ukraine.5

There are two kinds of incentives to encourage private sector actors to provide support to states who may not have
the resources to pay them directly. First, encouraging donations through the perspective of norms and in support
of democratic values. This admittedly relies on a moral incentive targeting the values and strategic positioning

of service provider—but it can be encouraged. When announcing continued support for Ukraine free of charge
through 2023, Microsoft referenced their support of “international stability and the protection of fundamental
rights across Europe and around the world.”?¢ Recognizing that for-profit organizations have different overarching
goals from government defense stakeholders, there is nonetheless a path forward for defense stakeholders to
harness and shape the way industry increasingly engages with norms.?” Second, coordinating alternative funding
mechanisms that might include ad hoc bilateral assistance from other states. This may involve the creation of an
emergency or sustained funding mechanism through which states with greater resources can contribute funds to
shore up a state’s cyber defenses, in line with the international resilience-building measures discussed above.

A focus exclusively on the first option—appealing to private sector non-financial motivations—is unlikely

to succeed in the long term. For the latter option, it is not yet clear what kind of body or group of states
might coordinate such a fund, or if this fund is politically feasible given the expectation of future attacks. A
sustainable approach will need to include both kinds of incentive to work for everyone involved and ensure
adequate market participation in the long term. This is a market challenge greater than any one nation; it will
require states to come together to determine an appropriate framework for engagement. Any framework, in
addition to accounting for sustainable provision of services in terms of funding, must also clarify the roles and
authorities where private sector organizations provide digital or cyber defense services to ensure seamless
integration into national defense. In spring 2023, SpaceX acted to restrict the Ukrainian military’s use of
Starlink connectivity for drone control, claiming that the organization’s technology was being weaponized
by Ukraine in a way not originally intended and at odds with its terms and conditions of service.?® While
private organizations must retain the right to provide their services as they wish, unexpected changes to the
service provision mid-conflict are not, putting it lightly, an effective way to engage and build a commercial
relationship. Mechanisms coordinating private sector assistance, in times of cyber crisis and broader conflict,
must set out clear frameworks for engagement at the start to avoid such ad hoc surprises.

Again, the driving force for any framework would be to take an active approach to the coordination of
assistance. This means setting structures in place so that when nations need to request external industry
support during a major cyber incident, mechanisms to arrange this support already exist and can be agile
while also accounting for sustainable deployment and maintenance.

Conclusion

The current strategic landscape demonstrates that cyberspace continues to be fertile ground for pushing
the boundaries of conflict and raising the level of malicious activity against states beyond what is considered

40 | Lewis, Lonergan, Voo, Garson, and Ertan



acceptable in the rules-based international order. Cyberspace is increasingly used by state-sponsored actors
to conduct malicious cyber activity, where they can achieve asymmetric effects while maintaining plausible
deniability and provocatively challenge the rules-based order championed by NATO and like-minded nations.

This contested cyberspace is well on the way to becoming the “new normal,” with a baseline that has
incrementally increased over time to the levels of pervasive disruption seen today. State-sponsored cyber
operations against critical infrastructure are happening more frequently, and nations must take a proactive
stance on cyber’s role in defense. States defending the norms-based order cannot be complacent nor
unaware of the “boiling frog” scenario; they must not subconsciously adjust to this new baseline of malicious
cyber activity and they must resist becoming more tolerant of their adversaries’ disruptive actions. Instead,
policymakers and political leaders must unite at a strategic and political level to present a strategic vision

for the rules-based order. For cyberspace, this strategic vision must address deterrence in cyberspace

and intolerance to adversarial activity. Second, resilience must remain a priority, particularly for all states
struggling to make progress on systemic challenges including resources, capacity-building, and funding.
Enhancing resilience means helping all those on whom one depends for overall security. Learning from
Ukraine, resilience must also include the ability to adapt quickly in a crisis, with the ability to receive and
deliver cyber assistance as required. Finally, there is a future in which cybersecurity providers to Ukraine

all withdraw their donated support due to their capacity constraints in a market economy, and this would

be hugely disruptive to Ukrainian cyber defense capabilities. The international community needs a model
for sustainable private sector provision of assistance—not just for Ukraine, but to be employed in principle
wherever a state needs emergency assistance and has funding constraints. The best time to have created such
a framework would have been before facing the risks of over-reliance on the private sector in the middle of a
difficult conflict. The second-best time is now.

The contents of this paper do not represent the official views of NATO. All views are the author’s own.
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