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SAFE Guidance Hierarchy 

For more information on SAFE framework and architecture/design guides, check out the SAFE documentation 
(select architecture/design tab).  

Cloud Business Flows 
SAFE uses the concept of business flows to simplify the identification of threats. This enables the selection of 
very specific capabilities necessary to secure them.  

This solution addresses the following business flows for a typical tiered web application hosted in the Azure 
cloud: 
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Public Cloud Attack Surface 
The secure cloud design protects systems by applying security controls to the attack surface found in the public 
cloud. The attack surface in public cloud spans the business flows used by humans, devices, and the network.  

Threats include; rogue identity, DDoS, web vulnerabilities, infections, and advanced persistent threats allowing 
hackers the ability to take control of your devices and networks.  

Considering the business flows elaborated in the last section (Figure 3), a deep dive into the attack surface for 
each of those business flows can be showcased as below. 

 

  
Public cloud attack surface 
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Secure Cloud Business Flows 
Developing a defense-in-depth architecture requires identifying existing threats and applying appropriate 
security capabilities to thwart them. Business flows and the corresponding attack surface and threat patterns 
that we defined earlier (Figures 3 and 4) are mapped to their corresponding security controls as below.  

 

  
Secure business flows 
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Tetration Dashboard - Weighted Score 

 

  
Tetration Dashboard - Compliance Score Board 

Refer to the Tetration documentation for more detailed information on cloud workload protection. 

Cisco Advanced Malware Protection for Endpoints 
The AMP4E agents installed on the cloud workloads provide us protection against zero-day attacks. Powered 
by Cisco TALOS, AMP4E not only relies on antivirus, but also uses machine learning and file reputation to block 
both file-based and file-less attacks. It also enables you to isolate the infected host before the malware is 
spread onto the others in the network. Advanced Malware Protection also supports taking forensic snapshots 
that help immensely with the security investigations. 
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Cisco Umbrella - DNS layer Security 

We deploy Umbrella Virtual Appliances (VA) in the Management tier of the Azure VNET. These VAs act as DNS 
forwarders to Umbrella. The Azure VNET offers the option to configure custom DNS settings, allowing us to 
point the cloud resources in a given VNET to Umbrella VAs instead of Azure local DNS. Every resource, that is 
launched into the VNET, will use these Umbrella DNS forwarders, to provide a control knob for the DNS layer 
security. 

 

  
Umbrella - DNS Traffic Monitoring 
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of protection from distributed denial of service (DDoS) and advanced web attacks that on-premises 
applications do. For this design, we validated two different solutions i.e. Azure WAF & DDOS service and 
Radware Cloud WAF & DDoS service.  

 

  
Azure WAF and DDoS protection 

Azure offers WAF and DDoS as native services that controls access to the application by allowing or blocking 
web requests. This protects web applications from common web exploits. In addition to web traffic protection, 
DDoS component provide network flow monitoring to protect against DDoS attacks. 
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Cisco SecureX threat response 

In this architecture, we are receiving information from Umbrella and AMP Cloud to provide threat intelligence, 
contextual approach, and threat hunting capabilities. Integrations for Stealthwatch Cloud, Radware Cloud WAF 
and DDoS service, and Cisco Firepower NGFW are also available. Refer to the Cisco SecureX threat response 
documentation for more details on available Cisco and third-party integrations. 

 

  
Cisco SecureX threat response - Threat Hunting 
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#!/bin/bash 

sudo yum install -y wget 

sudo yum install -y unzip 

sudo yum install -y lsof    // lsof utility is required for enforcing tetration policies 

sudo yum install -y ipset   // ipset utility is required for enforcing tetration policies   

sudo yum install -y httpd   // Installing httpd 

 

#Setting up the HTTPD server and downloading the application code and Duo plugin hosted in 
Azure Storage Account. 

sudo systemctl start httpd 

sudo systemctl enable httpd 

sudo setsebool -P httpd_can_network_connect 1    //Allow outbound connections from HTTPD 
daemon 

sudo wget https://safelabfiles.s3.us-east-2.amazonaws.com/wordpresscodefile.zip -P 
/var/www/html/ 

sudo unzip /var/www/html/wordpresscodefile.zip 

sudo wget https://downloads.wordpress.org/plugin/duo-wordpress.2.5.4.zip -P 
/var/www/html/wp-content/plugins 

sudo unzip /var/www/html/wp-content/plugins/duo-wordpress.2.5.4.zip 

cd /home/centos/ 

sudo systemctl restart httpd 

 

#Downloading the Tetration enforcement agent from Azure Storage Account and installing it. 

sudo wget 
https://safelabfiles.blob.core.windows.net/config/tetration_installer_intgssopov_enforcer_li
nux.sh 

sudo chmod 755 tetration_installer_intgssopov_enforcer_linux.sh 

sudo ./tetration_installer_intgssopov_enforcer_linux.sh --skip-pre-check 

 

#Downloading the AMP4E agent hosted in an Azure Storage Account and installing it. 

sudo wget https://safelabfiles.blob.core.windows.net/config/cisco.gpg  

sudo rpm --import ./cisco.gpg 

sudo wget https://safelabfiles.blob.core.windows.net/config/AWS_rhel-centos-
7fireamplinux_connector.rpm 

sudo yum install -y AWS_rhel-centos-7fireamplinux_connector.rpm 
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To finish our load balancer configuration, we need to add the backend pool, health probes and load balancing 
rules. For backend pools, we will add corresponding VSS for each load balancer. Make sure to upgrade VSS 
instances once the load balancer configuration is finished.  

Refer to the Azure documentation for detailed steps on how to set up internal load balancers. Once the 
backend pool, the health probes and load balancing rules as set up, the app and web VSS instances would 
show as below under the load balancer service.  

 

 

 






























































































