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API1:2023 - Broken Object Level Authorization
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public class UserController : ApiController
{

[HttpGet]

public User GetUser (int userId)

{

User user = UserRepository.GetUserById (userId)
return user;

[HttpPut]
public IHttpActionResult UpdateUser (User user)
{

UserRepository.UpdateUser (user) ;

return Ok () ;
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public class UserController : ApiController
{

[HttpGet]

[Authorize (Roles = "Admin") ]

public User GetUser (int userId)

{

User user = UserRepository.GetUserById (userId)
return user;
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[HttpPut]
[Authorize (Roles = "Admin") ]
public IHttpActionResult UpdateUser (User user)
{
UserRepository.UpdateUser (user) ;
return Ok () ;

(1) el S

@RestController
public class UserController {

@GetMapping ("/users/{userId}")

public User getUser (@PathVariable int userId) {
User user = UserRepository.getUserById (userId)
return user;

}

@PutMapping ("/users/{userId}")
public ResponseEntity<?> updateUser (@PathVariable int userId,
@RequestBody User user) {
UserRepository.updateUser (user) ;
return ResponseEntity.ok () .build() ;
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public class UserController : ApiController
{

[HttpGet]

[Authorize (Roles = "Admin") ]

public User GetUser (int userId)

{

User user = UserRepository.GetUserById (userId)
return user;

[HttpPut]
[Authorize (Roles = "Admin") ]

public IHttpActionResult UpdateUser (User user)
{

UserRepository.UpdateUser (user) ;
return Ok () ;
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API2:2023 - Broken Authentication
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POST /api/login

Body:

{

"username": "exampleuser",

"password": "secretpassword"
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[ApiController]
[Route ("api/[controller]") ]
public class UserController : ControllerBase
{
[HttpPost]
public IActionResult Login(string username, string password)
{
if (AuthenticateUser (username, password))

{

var token = GenerateAuthToken (username) ;
return Ok (token) ;
i

else

{

return Unauthorized() ;

[HttpGet]
public IActionResult GetUserData (int userId)
{

var userData = Database.GetUserById (userld) ;

return Ok (userData) ;
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[ApiController]
[Route ("api/[controller]") ]
public class UserController : ControllerBase
{
private readonly IUserService userService;
private readonly TIAuthenticationService authenticationService;

public UserController (IUserService userService,
TAuthenticationService authenticationService)
{
_userService = userService;
_authenticationService = authenticationService;

[HttpPost]
public IActionResult Login (LoginModel loginModel)
{
if ( authenticationService.AuthenticateUser (loginModel.Username,
loginModel.Password) )
{

var token =
_authenticationService.GenerateAuthToken (loginModel.Username) ;
return Ok (token) ;
t
else

{

return Unauthorized() ;

[HttpGet]
[Authorize]
public IActionResult GetUserData (int userId)

{

var identity = HttpContext.User.Identity as ClaimsIdentity;
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if (identity != null)
{

var userIdFromToken = identity.FindFirst ("UserId")?.Value;

if (!string.IsNullOrEmpty (userIdFromToken) &&
userIdFromToken == userId.ToString())

{

var userData = userService.GetUserData (userId);
return Ok (userData) ;

return Unauthorized() ;
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@RestController
@RequestMapping ("/api/users")
public class UserController {

@Autowired
private UserService userService;

@PostMapping ("/login")
public ResponseEntity<String> login (@RequestParam String username,
@RequestParam String password) {
if (userService.authenticateUser (username, password)) {
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String token = generateAuthToken (username) ;
return ResponseEntity.ok (token) ;

} else {
return
ResponseEntity.status (HttpStatus.UNAUTHORIZED) .build() ;

}
}

@GetMapping ("/{userId}")
public ResponseEntity<User> getUserData (@PathVariable int userId) {

User user = userService.getUserById (userId);

return ResponseEntity.ok (user);

(1 5la) oy

@RestController
@RequestMapping ("/api/users")
public class UserController {

@Autowired
private UserService userService;

@Autowired
private AuthenticationService authenticationService;

@PostMapping ("/login")
public ResponseEntity<String> login (@RequestParam String username,

@RequestParam String password) {
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if (authenticationService.authenticateUser (username, password))

String token =
authenticationService.generateAuthToken (username) ;
return ResponseEntity.ok (token) ;
} else {
return
ResponseEntity.status (HttpStatus.UNAUTHORIZED) .build () ;
t
}

@GetMapping ("/{userId}")
public ResponseEntity<User> getUserData (@PathVariable int userId,
@RequestHeader ("Authorization") String authToken) {
if (authenticationService.validateAuthToken (authToken)) {

User user = userService.getUserById (userId)

return ResponseEntity.ok (user) ;
} else {
return
ResponseEntity.status (HttpStatus.UNAUTHORIZED) .build() ;

}

}

10



SecureCoding.ir

iR sl S gy

.OAuth L (JWT (JSON Web Tokens 2iile 35S saldinl o )lailin) 55 8 Cu g 5l al slaa sl )

A salii) (TLS/SSL) Juai) (5 /K5 Sy iile abaaa Cile Sl JU) 50 5033 ()0 (5 58 5 &S 30y sl s )
sl fina S S ) end Cusa el Gl 5350 8 48 ISl 5 i ) a4 | e )l cile Sl

jL}A\&L\J}a.aé\_.\‘J}Jujauadbdjl.uc‘)ﬁih\_}d&\JJ(J‘,..\Q‘}AJJI\LA)&L\gﬁj\ﬁ\&\.&:mh\s&gﬁwjﬁﬁhﬂ
A ol (g )& e

_éﬁ}AUdQLﬁMJ\MJ\M)\wdﬁjggm&yoﬁﬁg}J}de\ﬁééfudu&xd\qﬁ&pjmj\o:\él.n\

API13:2023 - Broken Object Property Level Authorization
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PUT /api/items/{item_id}

Body:

{
"name": "Updated Item Name",
"price": 10.99,

"is_available": true
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[Route ("api/items") ]
public class ItemController : ControllerBase
{

private readonly IItemService itemService;

public ItemController (ITtemService itemService)
{

_itemService = itemService;

}

[HttpGet ("{itemId}") ]
public IActionResult GetlItem(int itemId)
{

Item item = itemService.GetItem (itemId);

return Ok (item) ;

}

[HttpPut ("{itemId}") ]
public IActionResult Updateltem(int itemId, [FromBody] Item
updatedItem)

{

Item existingItem _itemService.GetItem(itemId);

existingItem.Name updatedItem.Name;
existingItem.Price = updatedItem.Price;
existingItem.IsAvailable = updatedItem.IsAvailable;

_itemService.Updateltem(existingItem) ;

return Ok () ;
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[Route ("api/items") ]
public class ItemController : ControllerBase

{

private readonly IItemService itemService;

public ItemController (IItemService itemService)
{

_itemService = itemService;

}

[HttpGet ("{itemId}™") ]

public IActionResult GetItem(int itemId)
{

Item item = itemService.GetItem(itemId);

if (!IsUserAuthorized (item))
{

return Forbid() ;

return Ok (item) ;

13
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[HttpPut ("{itemId}") ]

public IActionResult Updateltem (int itemId, [FromBody] Item
updatedItem)

{

Item existingItem = itemService.GetItem(itemId);

if (!IsUserAuthorized

((1ska) oyl S

@RestController

@RequestMapping ("/api/items")
public class ItemController {

private final ItemService itemService;

public ItemController (ItemService itemService) {
this.itemService = itemService;

}

@GetMapping ("/{itemId}")
public Item getItem(@PathVariable int itemId) {

Item item = itemService.getItem(itemId) ;

return item;

14
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}
@PutMapping ("/{itemId}")
public void updateltem(@PathVariable int itemId, @RequestBody Item
updatedItem) {
Item existingltem = itemService.getlItem(itemId) ;
existingItem.setName (updatedItem.getName ()) ;

existingItem.setPrice (updatedItem.getPrice()) ;
existingItem.setAvailable (updatedItem.isAvailable())

itemService.updateltem(existingltem) ;

(1ska) oS

@RestController
@RequestMapping ("/api/items")
public class ItemController {

private final ItemService itemService;

15
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public ItemController (ItemService itemService) {
this.itemService = itemService;

}

@GetMapping ("/{itemId}")
public ResponseEntity<Item> getItem(@PathVariable int itemId) {

Item item = itemService.getItem(itemId) ;

if (!isUserAuthorized (item)) {
return ResponseEntity.status (HttpStatus.FORBIDDEN) .build() ;

return ResponseEntity.ok (item) ;

}
@PutMapping ("/{itemId}")
public ResponseEntity<Void> updateltem (@PathVariable int itemId,
@RequestBody Item updatedItem) {
Item existingltem = itemService.getlItem(itemId) ;

if (!isUserAuthorized(existingItem)) {
return ResponseEntity.status (HttpStatus.FORBIDDEN) .build() ;

existingItem.setName (updatedItem.getName ()) ;
existingItem.setPrice (updatedItem.getPrice()) ;
existingItem.setAvailable (updatedItem.isAvailable())

itemService.updateltem(existingltem) ;

return ResponseEntity.ok () .build() ;

}

private boolean isUserAuthorized(Item item) {
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AP14:2023 - Unrestricted Resource Consumption

Oms s Cinna g 50 SRS Sl i 4y s i Cansl 5350 53 0 s3me a0 s 43 201 55 (0 (5 Yy sl (gl Ada 5 40 g
238 G313 510 S e pae (slallad 45 o jaie (inas 5 API A2

e

1uadidie dib ge o ladi 4 Sl Jlu ) (5130 POST <l 63 )

POST /api/sms/send
Body:
{
"phone_number": "1234567890",

"message": "Hello, this is a test message."

}
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[ApiController]
[Route ("api/resource") ]
public class ResourceController : ControllerBase

{

private readonly ResourceService resourceService;

public ResourceController (ResourceService resourceService)
{

_resourceService = resourceService;

[HttpPost]
public IActionResult ProcessResource (ResourceRequest request)

{

string result = resourceService.Process (request);

return Ok (result) ;

19
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[ApiController]
[Route ("api/resource") ]
public class ResourceController : ControllerBase

{

private readonly ResourceService resourceService;

public ResourceController (ResourceService resourceService)

{

_resourceService = resourceService;

[HttpPost]
public IActionResult ProcessResource (ResourceRequest request)

{

if (!IsValidRequest (request))
{

return BadRequest () ;

bool success = resourceService.ProcessWithLimits (request);

if (!success)
{
return StatusCode ((int)HttpStatusCode.TooManyRequests) ;

return Ok ("Resource processed successfully");

private bool IsValidRequest (ResourceRequest request)

{

20
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@RestController
@RequestMapping ("/api")
public class ResourceController {

private final ResourceService resourceService;

public ResourceController (ResourceService resourceService) {
this.resourceService = resourceService;

}
@PostMapping ("/resource")
public ResponseEntity<String> processResource (ERequestBody

ResourceRequest request) {

String result = resourceService.process (request) ;

return ResponseEntity.ok (result) ;

21
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@RestController
@RequestMapping ("/api")
public class ResourceController {

private final ResourceService resourceService;

public ResourceController (ResourceService resourceService) {
this.resourceService = resourceService;

}

@PostMapping ("/resource")
public ResponseEntity<String> processResource (ERequestBody
ResourceRequest request) {

if (!isValidRequest (request)) {
return ResponseEntity.badRequest () .build() ;

boolean success = resourceService.processWithLimits (request) ;

if (!success) {
return
ResponseEntity.status (HttpStatus.TOO MANY REQUESTS) .build();
}

return ResponseEntity.ok ("Resource processed successfully");

private boolean isValidRequest (ResourceRequest request) {

22
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API5:2023 - Broken Function Level Authorization
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DELETE /api/comments/{comment_id}

[ApiController]
[Route ("api/data™) ]
public class DataController : ControllerBase

{

private readonly DataService dataService;

public DataController (DataService dataService)
{
_dataService = dataService;

}

[HttpGet]

public IActionResult GetData ()
{

var data = dataService.GetData();

((NET) _n sl oS
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return Ok (data) ;

[HttpPost]
public IActionResult UpdateData (DataModel data)
{

_dataService.UpdateData (data) ;

return Ok ("Data updated successfully") ;

{(.NET) s &y

[ApiController]

[Route ("api/data™) ]

[Authorize]

public class DataController : ControllerBase
{

private readonly DataService dataService;

public DataController (DataService dataService)

{

_dataService = dataService;

25
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[HttpGet]

[Authorize (Roles = "ReadAccess") ]
public IActionResult GetData ()

{

var identity = HttpContext.User.Identity as ClaimsIdentity;

var role = identity.FindFirst (ClaimTypes.Role) ?.Value;

if (role != "ReadAccess")

{

return Forbid() ;

var data = dataService.GetData()

return Ok (data) ;
t

[HttpPost]

[Authorize (Roles = "WriteAccess") ]

public IActionResult UpdateData (DataModel data)
{

var identity = HttpContext.User.Identity as ClaimsIdentity;

var role = identity.FindFirst (ClaimTypes.Role)?.Value;

if (role != "WriteAccess")

{

return Forbid() ;

_dataService.UpdateData (data) ;
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return Ok ("Data updated successfully");

(1) Ly sl S

@RestController
@RequestMapping ("/api/data")
public class DataController {
private final DataService dataService;

public DataController (DataService dataService) {
this.dataService = dataService;

}

@GetMapping

public ResponseEntity<List<Data>> getData () {

List<Data> data = dataService.getData() ;

return ResponseEntity.ok (data);

@PostMapping
public ResponseEntity<String> updateData (@RequestBody Data data) {

27
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dataService.updateData (data) ;

return ResponseEntity.ok ("Data updated successfully");

(1 ska) S

@RestController
@RequestMapping ("/api/data")
public class DataController {
private final DataService dataService;

public DataController (DataService dataService) {
this.dataService = dataService;

}

@GetMapping
@PreAuthorize ("hasRole ('ROLE READ'")")

28
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public ResponseEntity<List<Data>> getData () {

List<Data> data = dataService.getData() ;

return ResponseEntity.ok (data);

}

@PostMapping

@PreAuthorize ("hasRole ('ROLE WRITE')")

public ResponseEntity<String> updateData (@RequestBody Data data) {

dataService.updateData (data) ;

return ResponseEntity.ok ("Data updated successfully");
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AP16:2023 - Unrestricted Access to Sensitive Business Flows
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POST /api/tickets/buy

Body:

{
"passenger_name": "John Doe",
"flight_number": "AB123",

"departure_date": "2023-07-01"
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[Route ("api/orders") ]
public class OrderController : ApiController

{

private readonly IOrderService orderService;

public OrderController (IOrderService orderService)
{

_orderService = orderService;

[HttpPost]

public IHttpActionResult CreateOrder (OrderRequest request)
{

Order order = orderService.CreateOrder (request);
return Ok (order) ;

[HttpGet]
[Route ("{orderId}") ]

public IHttpActionResult GetOrder (string orderId)
{

Order order = orderService.GetOrder (orderId);

return Ok (order) ;
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[Route ("api/orders") ]
public class OrderController : ApiController

{

private readonly IOrderService orderService

public OrderController (IOrderService orderService)

{

_orderService = orderService

[HttpPost]
[Authorize (Roles = "Admin") ]
public IHttpActionResult CreateOrder (OrderRequest request)
{
// Validate the request and create a new order with proper
authorization

Order order = orderService.CreateOrder (request)

// Return the created order
return Ok (order)

[HttpGet]

[Route ("{orderId}") ]

[Authorize (Roles = "User") ]

public IHttpActionResult GetOrder (string orderId)
{

// Authorize the user access to the order
// Only users with the "User" role can access the order
Order order = orderService.GetOrder (orderId)

// Return the order
return Ok (order)

32
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}

// Other methods...

{(EENJSTRSIMEES

@RestController
@RequestMapping ("/api/orders")
public class OrderController {
private final OrderService orderService;

public OrderController (OrderService orderService) {
this.orderService = orderService;

}
@PostMapping
public ResponseEntity<Order> createOrder (@RequestBody OrderRequest

request) {

Order order = orderService.createOrder (request) ;

return ResponseEntity.ok (order) ;

}

@GetMapping ("/{orderId}")
public ResponseEntity<Order> getOrder (@PathVariable String orderId)

33
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Order order = orderService.getOrder (orderId) ;

return ResponseEntity.ok (order) ;

(1 sks) oSy

@RestController
@RequestMapping ("/api/orders™)
public class OrderController {
private final OrderService orderService;

public OrderController (OrderService orderService) {
this.orderService = orderService;

}

@PostMapping
@PreAuthorize ("hasRole ('ROLE ADMIN')")
public ResponseEntity<Order> createOrder (@RequestBody OrderRequest

request) {

Order order = orderService.createOrder (request) ;

return ResponseEntity.ok (order) ;

34
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}

@GetMapping ("/{orderId}")

@PreAuthorize ("hasRole ('ROLE USER') or hasPermission (#orderId,
'"READ'") ")

public ResponseEntity<Order> getOrder (@PathVariable String orderId)
{

Order order = orderService.getOrder (orderId) ;

return ResponseEntity.ok (order) ;
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API17:2023 - Server Side Request Forgery
J‘)‘J‘J‘)LMLAAAM\JG_\ML;U: Cud g 5 dLa.u‘)‘)J}Juiw»‘)dihm\};)iduu&n\Lgﬁdguu‘w\@b@el.«.n

Jla

ruadiia URL;&J‘)\ ﬁ)@&&b‘)dg\}GETQ‘»\P‘)J
GET /api/image?url=http://malicious-website.com/malware.jpg

((NET) _n sl oS

[Route ("api/images") ]

public class ImageController : ApiController

{
[HttpGet]
public IHttpActionResult GetlImage (string url)
{

using (WebClient client = new WebClient())
{

byte[] imageData = client.DownloadData (url) ;
return File (imageData, "image/jpeg"):;
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[Route ("api/images") ]

public class ImageController : ApiController

{
[HttpGet]
public IHttpActionResult GetlImage (string url)
{

if (!IsValidUrl (url))
{

return BadRequest ("Invalid URL") ;
}

using (WebClient client = new WebClient ())
{

byte[] imageData = client.DownloadData (url) ;
return File (imageData, "image/jpeg");

}

private bool IsValidUrl (string url)
{

return url.StartsWith ("http://trusted-domain.com") ;
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@RestController
@RequestMapping ("/api/images")
public class ImageController {

@GetMapping
public ResponseEntity<byte[]> getImage (lRequestParam("url") String
url) throws IOException ({

URL imageUrl = new URL (url) ;
byte[] imageData = IOUtils.toByteArray (imageUrl) ;
return
ResponseEntity.ok () .contentType (MediaType.IMAGE JPEG) .body (imageData) ;

}

(1ska) S

@RestController

@RequestMapping ("/api/images")
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public class ImageController

@GetMapping
public ResponseEntity<byte[]> getImage (lRequestParam("url") String

url) throws IOException ({

if (!isValidUrl (url)) {
return ResponseEntity.badRequest () .build() ;

}

URL imageUrl = new URL (url) ;
byte[] imageData = IOUtils.toByteArray (imageUrl) ;

return
ResponseEntity.ok () .contentType (MediaType.IMAGE JPEG) .body (imageData) ;

}

private boolean isValidUrl (String url) {

return url.startsWith ("http://trusted-domain.com") ;

1S s S Clalgiiy
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using System.Web.Http;
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namespace MyAPI.Controllers

{

public class UserController : ApiController

{

public IHttpActionResult GetUser (int id)
{

var user = Database.GetUser (id) ;
return Ok (user) ;

:(.NET) s &y

using System.Web.Http;
using Microsoft.AspNetCore.Authorization;

namespace MyAPI.Controllers

{

[Authorize]
public class UserController : ApiController

{
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[Authorize (Roles = "Admin") ]
public IHttpActionResult GetUser (int id)
{

var user = Database.GetUser (id);
return Ok (user) ;

((155) Rl S

@RestController
public class UserController {

@Autowired
private UserRepository userRepository;

@RequestMapping (value = "/user/{id}", method = RequestMethod.GET)

public User getUser (@PathVariable int id) {

User user = userRepository.findById(id) ;
return user;
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@RestController
public class UserController {

@Autowired
private UserRepository userRepository;
@PreAuthorize ("hasRole ("ADMIN')")

@RequestMapping (value = "/user/{id}", method = RequestMethod.GET)
public User getUser (@PathVariable int id) {

User user = userRepository.findById(id) ;
return user;
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[ApiController]

[Route ("api/inventory") ]

public class InventoryController : ControllerBase
{

private readonly IInventoryService inventoryService;

public InventoryController (IInventoryService inventoryService)

{

_inventoryService = inventoryService;

[HttpGet (" {productId}") ]
public IActionResult GetProductInventory (int productId)
{

var inventory =
_inventoryService.GetInventoryByProductlId (productId) ;
return Ok (inventory) ;

}

[HttpPost]
public IActionResult UpdateProductInventory (InventoryModel
inventory)

{

_inventoryService.UpdatelInventory (inventory) ;
return Ok () ;

:(.NET) s
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[ApiController]
[Route ("api/inventory") ]
public class InventoryController : ControllerBase

{

private readonly IInventoryService inventoryService;

public InventoryController (IInventoryService inventoryService)

{

_inventoryService = inventoryService;

[HttpGet (" {productId}") ]
public IActionResult GetProductInventory(int productId)
{

var inventory =
_inventoryService.GetProductInventory (productId) ;

if (inventory == null)
return NotFound() ;

return Ok (inventory) ;

[HttpPost]
[Authorize (Roles = "Admin") ]

public IActionResult UpdateProductInventory (InventoryModel
inventory)

{

_inventoryService.UpdateProductInventory (inventory) ;
return Ok (),

(1) Yy el S
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@RestController
@RequestMapping ("/api/inventory")
public class InventoryController {

private final InventoryService inventoryService;

public InventoryController (InventoryService inventoryService) {
this.inventoryService = inventoryService;

}

@GetMapping ("/{productId}")
public ResponseEntity<Inventory> getProductInventory (@PathVariable
int productId) {

Inventory inventory =
inventoryService.getInventoryByProductId (productId) ;

return ResponseEntity.ok (inventory) ;

}

@PostMapping
public ResponseEntity<?> updateProductInventory (@RequestBody
Inventory inventory) {

inventoryService.updateInventory (inventory) ;
return ResponseEntity.ok () .build() ;

(1 ska) S
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@RestController
@RequestMapping ("/api/inventory")
public class InventoryController {

private final InventoryService inventoryService;
public InventoryController (InventoryService inventoryService) {

this.inventoryService = inventoryService;

}

@GetMapping ("/{productId}")
public ResponseEntity<Inventory> getProductInventory (@PathVariable
int productId) {

Inventory inventory =
inventoryService.getProductInventory (productId) ;

if (inventory == null) {
return ResponseEntity.notFound () .build() ;

return ResponseEntity.ok (inventory) ;

@PostMapping
@PreAuthorize ("hasRole ('"ADMIN')")

public ResponseEntity<?> updateProductInventory (@RequestBody
Inventory inventory) {

inventoryService.updateProductInventory (inventory) ;
return ResponseEntity.ok () .build()

1R sl S Cilalgisy
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[ApiController]
[Route ("api/weather") ]
public class WeatherController : ControllerBase

{

private readonly IWeatherService weatherService;
public WeatherController (IWeatherService weatherService)

{

this.weatherService = weatherService;

[HttpGet]

public IActionResult GetWeather (string location)
{

WeatherData weatherData =
weatherService.GetWeatherData (location) ;
return Ok (weatherData) ;

:(.NET) s &y
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[ApiController]
[Route ("api/weather") ]
public class WeatherController : ControllerBase

{

private readonly IWeatherService weatherService;

public WeatherController (IWeatherService weatherService)

{

this.weatherService = weatherService;

[HttpGet]
public TIActionResult GetWeather (string location)
{

if (!IsValidLocation (location))

{

return BadRequest () ;

WeatherData weatherData =
weatherService.GetWeatherData (location) ;

if (weatherData == null)

{

return NotFound() ;

return Ok (weatherData) ;

private bool IsValidLocation (string location)

{
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return true;

(1) Ryl S

@RestController
@RequestMapping ("/api/weather")
public class WeatherController {

private final ThirdPartyWeatherService weatherService;
public WeatherController (ThirdPartyWeatherService weatherService) ({

this.weatherService = weatherService;

}

@GetMapping
public ResponseEntity<WeatherData> getWeather (dRequestParam String
location) {
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WeatherData weatherData =
weatherService.getWeatherData (location) ;
return ResponseEntity.ok (weatherData) ;

(1ska) S

@RestController
@RequestMapping ("/api/weather")
public class WeatherController {

private final ThirdPartyWeatherService weatherService;
public WeatherController (ThirdPartyWeatherService weatherService) ({

this.weatherService = weatherService;

}

@GetMapping
public ResponseEntity<WeatherData> getWeather (dRequestParam String
location) {

if (!isValidLocation (location)) {
return ResponseEntity.badRequest () .build() ;
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WeatherData weatherData =
weatherService.getWeatherData (location) ;

if (weatherData == null) {
return ResponseEntity.notFound () .build() ;

}

return ResponseEntity.ok (weatherData) ;

}

private boolean isValidLocation (String location) {

return true;
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