8N LOOKINGGLASS
QUpd

State of Cybersecurity 2022

Global Update on Workforce Efforts, Resources and
Cyberoperations




2 STATE OF CYBERSECURITY 2022: GLOBAL UPDATE ON WORKFORCE EFFORTS, RESOURCES AND CYBEROPERATIONS

CONTENTS

4 Executive Summary
4 Survey Methodology
7 Lingering Global Pandemic Affects Staffing

10/ Vacancies

14 / Pipeline Challenges

16 / University Insights

19 / Retention Challenges

20 / Employer Benefits

21 / Qualifying Workforce Issues
24 / Early Career Staff Insights
25/ Human Capital Mitigations

26 Cybersecurity Budgets Near Equilibrium

29 Threat Landscape
30 / An Abundance of Confidence
32 / Threat Actors and Attacks

35 Cybersecurity Maturity—Barriers Limit Cyberrisk Assessment
38 Conclusion—Big News Is Not Always Big Data
39 Acknowledgments

© 2022 ISACA. All Rights Reserved.



3 /STATE OF CYBERSECURITY 2022: GLOBAL UPDATE ON WORKFORCE EFFORTS, RESOURCES AND CYBEROPERATIONS

ABSTRACT

State of Cybersecurity 2022, Global Update on Workforce Efforts, Resources and
Cyberoperations reports the results of the annual ISACA® global State of Cybersecurity
Survey, conducted in the fourth quarter of 2021. This survey report focuses on the current
trends in cybersecurity workforce development, staffing, cybersecurity budgets, threat
landscape and cybermaturity. The survey findings reinforce past reporting and, in certain
instances, mirror prior year data. Staffing levels, ease of hiring and retention remain pain
points across the globe, and declining optimism about cybersecurity budgets reversed

course this year.

© 2022 ISACA. All Rights Reserved.



4 STATE OF CYBERSECURITY 2022: GLOBAL UPDATE ON WORKFORCE EFFORTS, RESOURCES AND CYBEROPERATIONS

Executive Summary

The eighth annual ISACA® global State of Cybersecurity
Survey continues to identify current challenges and trends in
the cybersecurity field. State of Cybersecurity 2022 analyzes
the survey results regarding cybersecurity staffing and
skills, resources, cyberthreats and cybersecurity maturity.
The survey findings are largely consistent with the findings
from prior years indicating that enterprises continue to lack
desired staffing levels and skills to combat cyberthreats:

- Any positive effect that the global COVID-19 pandemic
had on retention last year wore off. Enterprises are
engaged in a powerful battle to retain cybersecurity staff.

- Sixty-three percent of respondent enterprises have
unfilled cybersecurity positions.

- Sixty percent of enterprises report experiencing difficulties
in retaining qualified cybersecurity professionals.

+ Soft skills and cloud-computing skills are the top two skill
gaps that survey respondents see in today’s cybersecurity
professionals. Regarding recent university graduates,
respondents highlight soft skills again this year as the
area of greatest concern; however, technical skills appear

to be improving.

- To address skill gaps, cross training of employees and
increased use of contractors and consultants remain

primary mitigations.

-+ The trend to require a university degree for entry-level
cybersecurity positions is reversing. A smaller percentage
of enterprises are requiring university degrees.

The number of survey respondents who believe their
cybersecurity programs are appropriately funded increased
to 42 percent—a five percentage-point jump and the

most favorable report since ISACA began its state of
cybersecurity reporting. Last year's declining optimism
about cybersecurity budgets reversed course this year, with
55 percent of respondents expecting an increase in funding.

Although 82 percent of respondents believe their leadership
team sees value in conducting a cyberrisk assessment, only
47 percent of respondent enterprises perform an annual
cyberrisk assessment.

Despite the high-profile media attention to ransomware
attacks during this reporting cycle, cyberattack reporting is
mostly unchanged from last year.

Survey Methodology

In the final quarter of 2021, ISACA sent online survey
invitations to a global population of cybersecurity
professionals who hold the ISACA Certified Information
Security Manager® (CISM®) certification or have
registered information security job titles. The survey
data were collected anonymously via SurveyMonkey. A
total of 2,037 respondents completed the survey in its
entirely, and their responses are included in the results.’

The survey, which uses multiple-choice and Likert-scale

formats, is organized into seven major sections:
- Staffing
- Skills

- Cybersecurity budgets

- Cybersecurity threats
- Cybermaturity
- Cyberrisk measurement

-+ Organizational governance

The survey target population includes individuals who
have cybersecurity job responsibilities. Of the 2,031
respondents, 976 indicate that cybersecurity is their
primary professional area of responsibility.

Figure 1 shows demographic information about

the respondents, who hail from 109 countries and
territories. Figure 2 further illustrates the breadth

of survey input, showing that respondents represent
more than 17 industries.

1 Certain questions included the option to choose “Don't know” from the list of answers. Where appropriate, “Don’'t know” responses were removed
from the calculation of findings, consistent with prior-year survey reports. Result percentages are rounded to the nearest integer.
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FIGURE 1T-RESPONDENT DEMOGRAPHICS

92*%

ISACA
MEMBER

INDUSTRIES

TECHNOLOGY
SERVICES/CONSULTING

GOVERNMENT/MILITARY
(NATIONAL/STATE/LOCAL)

REGIONS

NORTH
AMERICA

EUROPE

ASIA

:‘ e00000000
§ o0 °

LATIN

AMERICA AFRICA

MIDDLE
EAST

OCE

ANIA

MAIN AREA OF RESPONSIBILITY

CYBERSECURITY
MANAGEMENT

COMPLIANCE

IT RISK
MANAGEMENT

CYBERSECURITY
PRACTITIONER

EMPLOYED IN
AN ENTERPRISE
WITH
AT LEAST

1,500

EMPLOYEES

© 2022 ISACA. All Rights Reserved.



6 STATE OF CYBERSECURITY 2022: GLOBAL UPDATE ON WORKFORCE EFFORTS, RESOURCES AND CYBEROPERATIONS

FIGURE 2—INDUSTRIES REPRESENTED
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Lingering Global Pandemic

Affects Staffing

Multinational enterprises and small businesses across
the globe encountered numerous adversities with the
onset of the COVID-19 pandemic. Still, there was an
underlying theme of confidence, perseverance and
flexibility last year, reflected in the ISACA State of
Cybersecurity 20217 report. Business leaders in every
region and industry were forced to think and execute
differently, and innovation blossomed. Enterprises
whose leaders balked at remote work prior to the
pandemic had to change their position to stay in
business and remain profitable. Morale and productivity
increased. However, those early benefits are now fading
as the world enters the third year of the pandemic.

There is currently an atmosphere of tension between
enterprises that want to return to prepandemic norms and
employees who want to hold onto newfound flexibility.
Although remote work became more prevalent—largely
out of necessity—many enterprises are now requiring
employees to make more use of their office workspaces.?

The ongoing struggle between employers and employees
is influencing staffing levels. In 2021, employees began
leaving their jobs in droves, a trend that became known

in the US as the Great Resignation. The desire for a
better work-life balance is one of the factors influencing
the trend, and employees in other parts of the world—
including Germany, Japan and China—are also shedding

jobs that demand more than they're willing to give. Labor
shortages in the UK have become acute.®

Although ISACA's State of Cybersecurity Survey data
focus on the cybersecurity profession, the power struggle
between business leaders and workers has had a
widespread influence on the technology and healthcare
industries overall.# Flexible work expectations increased
due to the pandemic and have become weighty
considerations when employees evaluate potential
career moves.® In 2021, employees pushed back

against mandates to return to a physical office space,
resulting in many enterprises revising or curtailing plans
to return to in-office work.® This issue and high-wage
expectations have led to an intense battle for talent.” The
ISACA State of Cybersecurity Survey responses confirm
this struggle—60 percent of respondent enterprises
experienced difficulties retaining qualified cybersecurity
professionals in 2021, which is a seven-percentage-point
increase from 2020 (53 percent).

Only 44 percent of ISACA survey respondents
manage security staff with less than three years of
work experience. The workforce pipeline challenges
with placing sufficient entry-level cyberprofessionals
strain an aging workforce. Sixty-five percent of survey
respondents are between ages 35 and 54; the largest
percentage of respondents (35 percent) are between

2 (ISC)*®, "A Resilient Cybersecurity Profession Charts the Path Forward: (ISC)? Cybersecurity Workforce Study, 2021, www.isc2.org//-/media/ISC2/

Research/2021/1SC2-Cybersecurity-Workforce-Study-2021.ashx

3 Hancock, T; “Lie Flat Meets the Great Resignation,’ Bloomberg, 8 December 2021, www.bloomberg.com/news/newsletters/2021-12-08/what-s-

happening-in-the-world-economy-lie-flat-meets-great-resignation

4 Cook, I.; “Who Is Driving the Great Resignation?” The Harvard Review, 15 September 2021, https://hbr.org/2021/09/who-is-driving-the-great-resignation

5 Venkataramani, S.; “Returning Employees to an Office? Consider the Talent Risks,” 3 June 2021, www.gartner.com/smarterwithgartner/returning-

employees-to-an-office-consider-the-talent-risks

6 Johnston, K;; “Workers Are Resisting Being Called Back to the Office—and Some Employers Are Scrapping Their Plans,” The Boston Globe, 18 November
2021, www.bostonglobe.com/2021/11/18/business/workers-are-resisting-being-called-back-office-some-employers-are-scrapping-their-plans/

7 WTW, “Difficulty Hiring and Keeping Workers Will Last Into 2022, Willis Towers Watson Survey Finds,” 25 August 2021, www.wtwco.com/en-US/
News/2021/08/difficulty-hiring-and-keeping-workers-will-last-into-2022-willis-towers-watson-survey-finds
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FIGURE 3—WORKFORCE BY AGE
Please select your age.

18-24
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Prefer not to answer
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ages 35 and 44 (figure 3). This result is problematic
because a global study reports that midcareer
employees, those from age 30 to 45 years old, are
driving the Great Resignation. Resignation rates of
midcareer employees increased 20 percent between
2020 and 2021.8

This year's survey findings on current staffing nearly
mirror those of last year (figure 4). For many years,

the demand for cybersecurity talent has steadily risen
and the job market remains promising for aspiring
practitioners and career changers if employers heed

the calls for more entry-level positions at scale. The
cybersecurity industry continues to be a seller's market.®

Employee burnout related to the lingering pandemic
and widespread reluctance to return to the office have
hampered retention. Sixty percent of survey responses
indicate organizations are struggling to retain talent,
which is seven percentage points higher than last year.
Further, multiyear data suggest that last year's results
were anomalous—uncertainty early in the pandemic

influenced employees to remain in place (figure 5).

8 Op cit Cook

40% 50% 60% 70% 80% 90% 100%

As in previous years, the data suggest that staffing levels,
retention and cyberattacks are somewhat interrelated.
Sixty-nine percent of respondents whose organizations
experienced more cyberattacks in the past year report
being somewhat or significantly understaffed. Similarly,
70 percent of respondents whose organizations
experienced more attacks indicate their employers
experienced difficulties retaining qualified cybersecurity
professionals, up seven percentage points from last year.

As in previous years, the data suggest that
staffing levels, retention and cyberattacks
are somewhat interrelated.

Additionally, 73 percent of respondents whose
cybersecurity teams are significantly understaffed say
their organizations experienced difficulties retaining
qualified cybersecurity professionals. This is an increase of
eight percentage points from last year and is conceivably

due to burnout related to the lingering pandemic.

9 Sellers are the cybersecurity job applicants (or employees); buyers are the hiring enterprises that are seeking qualified candidates.
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FIGURE 4—CYBERSECURITY STAFFING
How would you describe the current staffing of your organization’s cybersecurity team?

Significantly understaffed

Somewhat understaffed

Appropriately staffed
Somewhat overstaffed 2%
Significantly overstaffed 1%
Not applicable 2%
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FIGURE 5—RETENTION DIFFICULTIES (2019-2022)
Has your organization experienced difficulties retaining qualified cybersecurity professionals?
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FIGURE 6—UNFILLED POSITIONS
Does your organization have unfilled (open) cybersecurity positions?
NO
Don't know
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: 55 percent). The survey results indicate a modest
Vacancies 199 percent). The survey restlts indicate
improvement in the amount of time required to fill
Sixty-three percent of survey respondents claim a cybersecurity position (figure 7), with a five

their organizations have unfilled cybersecurity

positions (figure 6), which represents an eight

percentage-point increase in the percent of
respondents whose organizations take less than

percentage-point increase from last year's data six months to fill vacant positions.

FIGURE 7—-TIME TO FILL A CYBERSEC

URITY POSITION (2020-2022)

On average, how long does it take your organization to fill a cybersecurity position with a qualified candidate?
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Technical cybersecurity positions remain the top vacancy
again this year (figure 8). For managers and directors who
are exploring new opportunities, the survey data echo last
year's positive finding of the largest increase in vacancies
at the executive or C-suite level since 2019. Year-over-year
data on unfilled positions are illustrated in figure 9.

With regard to future demand (figure 10), respondents
expect slightly higher growth across each of the five
categories of positions, compared to last year survey
results. Figure 11 shows five-year trending on future
demand, which overturns last year’s indication of a
leveling off in hiring demands.

FIGURE 8—PERCENTAGES OF UNFILLED POSITIONS AT GIVEN ORGANIZATIONAL LEVELS
How many of your unfilled (open) cybersecurity positions are at the following levels?
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FIGURE 9—UNFILLED POSITION REPORTING (2018-2022)"
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Technical cybersecurity positions remain the top vacancy again this year. For
managers and directors who are exploring new opportunities, the survey data
echo last year's positive finding of the largest increase in vacancies at the

executive or C-suite level since 2019.

10 This figure compares reported unfilled position data for 2018 to 2022 State of Cybersecurity reports. Percentages represent the sum of all

reported vacancy percentages for each position and exclude the “None” responses.
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FIGURE 10—FUTURE HIRING DEMAND
In the next year, do you see the demand for the following cybersecurity position levels increasing, decreasing or
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FIGURE 11—HIRING DEMAND TRENDING (2018-2022)
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Pipeline Challenges

Survey data support previous reporting that hiring
managers have low confidence in cybersecurity
applicants’ qualifications. Figure 12 shows that 55
percent of those surveyed generally do not believe
applicants are well qualified.

Among those who regard fewer than half of applicants
as well qualified, 53 percent report the average time

to fill an open position as three to six months; among
those who regard more than half of applicants as well
qualified, 50 percent of respondents report the same
average duration to fill an open position—i.e., three to
six months.

Among hiring managers with more favorable opinions
of applicants’ qualifications, 38 percent report no
meaningful difference in the time to fill positions;
among hiring managers with less favorable views

of applicants’ qualifications, 39 percent—just one
additional percentage point—report no meaningful
difference in the time to fill positions.

Thus, hiring managers’ general attitudes toward
applicants’ qualifications do not correlate to significant
statistical differences in the time enterprises spend
filling positions.

Figure 13 shows that prior hands-on cybersecurity
experience remains the primary factor (73 percent) in
determining whether a candidate is considered qualified.
The largest skill gap continues to be soft skills (figure 14).

In this year's survey, cloud computing is an addition to
the list of skill gaps available for respondents’ selection
(figure 14). Survey responses indicate that cloud
computing is the second-largest skill gap among
cybersecurity professionals (52 percent), just behind
soft skills—the top skill gap identified (54 percent). Other
notable gaps include security controls implementation,
coding, software development-related topics (e.g.,
languages, machine code, testing, deployment), data-
related topics (e.g., characteristics, classification,
collection, processing, structure) and networking-
related topics (e.g., architecture, addressing, networking
components).

FIGURE 12—PERCENTAGE OF CYBERSECURITY APPLICANTS WHO ARE WELL QUALIFIED
On average, how many cybersecurity applicants are well qualified for the position for which they are applying?

0% 0%
76-100%
Not applicable
Don't know

o
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FIGURE 13—CANDIDATE QUALIFICATIONS
How important are each of the following factors in determining if a cybersecurity candidate is qualified?
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Survey responses indicate that cloud computing is the second-largest skill
gap among cybersecurity professionals, just behind soft skills—the top skill
{:_3 gap identified.

OJ | l'\ Other notable gaps include security controls implementation, coding, software
development, data-related topics and networking-related topics.
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FIGURE 14—QUANTIFIED SKILL GAPS

What are the biggest skill gaps you see in today’s cybersecurity professionals?
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(e.g., configuration, 22%
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Other (please specify) 4%
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University Insights

Universities remain the primary source for supplying the
talent pipeline. Survey respondent opinions continue to
be split on whether recent graduates with a university
degree are well prepared for the cybersecurity challenges
facing enterprises (figure 15). However, university
degrees appear to be losing favor, with only 52 percent
of organizations requiring a degree to fill entry-level

I [
w

54%

52%

40% 50% 60% 70% 80% 90% 100%

cybersecurity positions—a six percentage-point decrease
from last year's data (figure 16).

Most geographic areas report a decline in organizations
requiring a university degree, with the largest drop reported
in the Middle East and Oceania. This trend is a change from
last year, when report data indicated that the trend toward
requiring a university degree was increasing. Figure 17
shows, by region, the percentage of enterprises that require



17 STATE OF CYBERSECURITY 2022: GLOBAL UPDATE ON WORKFORCE EFFORTS, RESOURCES AND CYBEROPERATIONS

a university degree for entry-level cybersecurity positions, difference between respondents from organizations
based on 2021 and 2022 survey data, and indicates the requiring a university degree for entry-level positions and
direction of the trend in each region. respondents from organizations that do not require a

) o university degree for entry-level positions. Among those
As for skill gaps among recent university graduates, the o ] ) o
o ) o whose organizations typically require a university degree
survey responses highlight soft skills again this year N )
for entry-level positions, 33 percent either strongly agree
(figure 18) as the area of greatest concern. However, S ) i
) . : or agree that recent university graduates in cybersecurity
most of the technical skills listed show a decreasing ] ) o
) ) ) are well prepared for the challenges in their organization.
gap from prior-year data (figure 18), suggesting slight o
) i ) ] Only 23 percent of those whose organizations do not
improvements in technical skills among recent graduates. ) i ) -
require university degrees for entry-level positions

With respect to their beliefs about graduate preparedness either strongly agree or agree that recent cybersecurity
for organizational challenges, there is a significant graduates are well prepared.

FIGURE 15—CYBERSECURITY DEGREE CONFIDENCE
To what extent do you agree or disagree that recent university graduates in cybersecurity are well prepared for the
cybersecurity challenges in your organization?

Strongly agree

Agree 23%

Neither agree nor disagree 40%

Disagree 18%

Strongly disagree 5%

Don’t know 9%
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FIGURE 16—UNIVERSITY REQUIREMENT
Does your organization typically require a university degree to fill your entry-level cybersecurity positions?
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Don't know
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FIGURE 17—ENTRY-LEVEL DEGREE REQUIRED—PERCENTAGES BY REGION (2021-2022)

REGION
Asia

Africa

Europe

Latin America
North America
Middle East

Oceania

FIGURE 18—SKILLS GAPS AMONG RECENT GRADUATES
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Recruitment remains a challenge for many enterprises.
Survey data shown in figure 19 highlight the ongoing
mismatch between hiring managers and their human
resources (HR) recruitment efforts, largely consistent
with last year's findings. Shortening the time to fill

open positions may depend on closing this gap. Of

the respondents who say HR always or frequently
understands their cybersecurity hiring needs, 35 percent
report filling open positions takes two months or less, an

increase from last year's 30 percent.

FIGURE 19—COMPREHENSION OF HIRING NEEDS BY HR
How often do you feel your HR department fully understands your cybersecurity hiring needs to properly

prescreen candidates?
Always 8%
Frequently 22%
Occasionally
Rarely 25%

Never 5%

0% 10% 20% 30%

Retention Challenges

Although the 2021 ISACA report data indicated an
improvement in employee retention, this year's data
indicate a reversal of those improvements. Sixty percent of
survey responses point to difficulty with retaining talent—a
seven percentage-point increase from last year. However,
some change is evident in the factors survey respondents
view as instrumental in cybersecurity professionals’
decisions to leave their positions (figure 20).

Forty-five percent of this year's respondents say high
work stress levels is a contributing factor, compared
with 42 percent last year. Workplace stress may be a

40%

40% 50% 60% 70% 80% 90% 100%

consequence of multiple factors, including difficulty in
retaining staff, disclosure of high-profile vulnerabilities, an
indiscriminate and dynamic threat landscape, and supply
chain compromises.

Some employers’ requirements that employees return
to offices may underly the increases in this year'’s
survey of limited remote work possibilities and inflexible
work policies as factors that contribute to quitting. The
percentage of respondents indicating retirement as a
reason for departure remained static from last year,
which may indicate that lucrative benefits packages are
tempting some employees to join other organizations

instead of retiring.

S(+

Although the 2021 ISACA report data indicated an improvement in employee

retention, this year's data indicate a reversal of those improvements.
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FIGURE 20—WHY CYBERSECURITY PROFESSIONALS LEAVE THEIR JOBS
Which, if any, of the following factors do you feel are causing cybersecurity professionals to leave their current jobs?

Recruited by other companies

Poor financial incentives (e.g.,
salaries or bonuses)

Limited promotion and
development opportunities

High work stress levels

Lack of management support 34%

Poor work culture/environment 30%

Limited remote work
possibilities

Inflexible work policies

Limited opportunities to work

with latest technologies (e.g., Al) 20%

Desire work in new industry 16%

Family situation changes (e.g.,
children born, marriage)

Retirement 12%

Switching careers (e.g., leaving

cybersecurity entirely) Lo%

Lack of workplace diversity 8%

0% 10% 20% 30%

Employer Benefits

New to this year’s report are responses concerning
organizational benefits. Competitive benefits can
positively influence employee retention. Sixty-six
percent of respondents indicate their employers
pay employee certification fees, and 55 percent of

I
(-]
2

59

%

47%

45%

40% 50% 60% 70% 80% 90% 100%
respondent employers pay certification maintenance

(e.g., renewal) fees. These benefits provide

opportunities for employees to acquire and maintain
credentials that cybersecurity job postings often

highlight as required or desired. Fifty-six percent of
respondents report their employers offer a flexible

work schedule (figure 21).
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FIGURE 21—-EMPLOYER BENEFITS

Which of the following benefits does your employer offer? Select all that apply.

Pays employee
certification fees

Flex work hours

Pays employee
certification maintenance

University tuition
reimbursement

Recruitment bonus 20%

Paid volunteer time 19%

Signing bonus 16

None of the above 1

o
&

Qualifying Workforce Issues

This year's survey addresses specific skill issues
affecting the cybersecurity workforce. When asked

to select the most important security skills their
organizations need today, 52 percent of respondents
place cloud computing (figure 22) in their top five
lists. Communication (both listening and speaking) is
the top soft skill security professionals need in their
organizations, according to 57 percent of respondents
(figure 23). Only 16 percent of respondents selected
honesty as one of the top security skills needed in
their organizations, a surprising finding considering

its importance to any protection-related occupation,
especially cybersecurity. If this low number is an
indication that honesty is not prioritized, there may be
long-term ramifications, particularly in light of 60 percent

33%

.
&

10% 20% 30%

66%

56%

55%

40% 50% 60% 70% 80% 90%

of survey respondents’ belief that most organizations

underreport cybercrime, even if required to do so.

Many US and UK consumers share the belief that
cybercrimes are underreported, yet India and Australia
consumers assume reporting is accurate due to
governmental mandates, ISACA's internal research
suggests.

Only 16 percent of respondents selected
honesty as one of the top security skills
needed in their organizations, a surprising
finding considering its importance to

any protection-related occupation,
especially cybersecurity.

100%

11 ISACA, Consumer Cybersecurity Research Report (unpublished), December 2021
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FIGURE 22—TOP 5 SECURITY SKILLS
Please choose the top five most important security skills needed in your organization today.

Cloud computing 52%

Data protection 47%

Identity and access
management (IAM)

Incident response 43%

DevSecOps 36%

Endpoint security

(e.g., EDR, XDR) =2

Data collection and correlation

(e.g., SIEM, SOAR) -

Vulnerability scanning 30%

Threat detection technologies

(e.g., DS, IPS, UTM) 29%

Threat hunting 28%

Penetration testing 27%

Vulnerability discovery %

Forensics 21%

Network segmentation 17%

Virtualization 1
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FIGURE 23—TOP 5 SOFT SKILLS
Please choose the top five most important soft skills needed by security professionals in your organization today.

Communication

(listening/speaking skills) S7%

Critical thinking 56%

Problem-solving 49%

Teamwork (includes

. . %
collaboration and cooperation) 44

Attention to detail 38%

Adaptability to change

Decision making 30%

Leadership qualities 29%

Time management 27%

I w
N
&°

Attitude

Work ethic

3

Writing skills

Conflict resolution

Honesty 16%

Empathy 13
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name security controls as one of the areas of training

Early Career Staff Insights

most needed by security staff with less than three

Another new topic in this year's ISACA State of years of work experience. Training in soft skills (e.g.,
Cybersecurity Survey concerns the professional communication, critical thinking and flexibility) follows
development needs of security staff with less than closely, with 57 percent of respondents noting the need
three years of work experience. Six in 10 respondents (figure 24).

FIGURE 24—PROFESSIONAL DEVELOPMENT NEEDS FOR STAFF WITH LESS THAN

3 YEARS EXPERIENCE

Thinking about your security staff with less than 3 years of work experience, in which of the following areas is pro-
fessional development/training most needed? Select all that apply.

Security controls (e.g.,
endpoint, network, application) 60%
implementation

Soft skills (e.g., communication,
critical thinking, flexibility, 57%
leadership)

Networking-related topics
(e.g., architecture, addressing, 48%
networking components)

Data-related topics (e.g.,
characteristics, classification, 42%
collection, processing, structure)

Network operations (e.g.,
configuration, performance
monitoring)

w
o
oF

System hardening 35%

Computing devices
(e.g., hardware, software, 25%
file systems)

Pattern analysis 23%

Software development-related
topics (e.g., languages, machine 23%
code, testing, deployment)

Coding skills 22%

Other 2%

No professional training/ 29,
development is needed

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

100%
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Human Capital Mitigations

With respect to specific actions employers have
taken to address skill gaps, responses this year
closely resemble last year’s results (figure 25). Cross
training of organizational personnel and increased
use of contractors and consultants remain primary

mitigations. Training increases two percentage points

from last year, and increased use of contractors or
consultants increases five percentage points, after a
slight decrease in 2021. Artificial intelligence continues
its upward trend to 25 percent, from 22 percent last
year; however, its use in respondent security operations
is unchanged from last year. Employer actions to
overcome soft skill shortcomings are illustrated in
figure 26.

FIGURE 25—MEANS OF MITIGATING TECHNICAL SKILLS GAPS
Which, if any, of the following has your organization undertaken to help decrease technical cybersecurity skills gaps?

Select all that apply.

Training to allow nonsecurity
staff who are interested to
move into security roles

Increased usage of contract
employees or outside
consultants

Increased reliance on
artificial intelligence 25%
or automation

Increased use of
performance-based training to 22%
attest to actual skill mastery

Increased use of
reskilling programs

Increased reliance on credentials
to attest to actual subject 19%
matter expertise

Nothing has been done 14%

Organization has no skills gap X3

&°

Other 1

0% 10% 20%
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30%

45%

42%

40% 50% 60% 70% 80% 90% 100%
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FIGURE 26—MEANS OF MITIGATING NONTECHNICAL SKILLS GAPS
Which, if any, of the following has your organization undertaken to help decrease nontechnical skills gaps?
Select all that apply.

Online learning websites
(e.g., LinkedIn Learning®,
Coursera®, edX®, etc.)

Mentoring 45%

Corporate training events 42%

Academic tuition reimbursement 24%

Nothing has been done 17%

Organization has no
nontechnical skills gap

Other

o
N

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Cybersecurity Budgets Near
Equilibrium

After three years of steady decreases in the number percentage-point increase and the most favorable report
of survey respondents who believe their organization’s since ISACA began its state of cybersecurity reporting.
cybersecurity budget is significantly underfunded

(figure 27), this year's data suggest a slight course Survey respondents show overwhelming optimism
reversal, albeit by just one percentage point. What about funding for next year, with 55 percent expecting

is clearly good news is that the number of survey budget increases (figure 28) while 38 percent expect no
respondents who believe their cybersecurity programs change. Multiyear data (figure 29) suggest that budgets
are appropriately funded is 42 percent—a five arein fact leveling.
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FIGURE 27—CYBERSECURITY FUNDING PERCEPTION
Do you feel your organization’s cybersecurity budget is currently:

a
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Significantly underfunded
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Y
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39%

43%

Somewhat underfunded
41%
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42%

~N
8°

Appropriately funded
38%
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®2022 2021 @2020 @2019

Survey respondents show overwhelming optimism about funding for next
year, with 55 percent expecting budget increases, while 38 percent expect
no change.

T
| I@

© 2022 ISACA. All Rights Reserved.



28 STATE OF CYBERSECURITY 2022: GLOBAL UPDATE ON WORKFORCE EFFORTS, RESOURCES AND CYBEROPERATIONS

FIGURE 28—ENTERPRISE SECURITY BUDGET OUTLOOK

How, if any, will your organization’s cybersecurity budget change in the next 12 months?

Significantly increase

Somewhat increase

Remain unchanged

Somewhat decrease

Significantly decrease
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FIGURE 29—FORECASTED SECURITY BUDGET INCREASES (7 YEAR)

80%

70%

61%

60%

50%

40%

30%

20%

10%

0%

2016 2017

64%

2018 2019 2020
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Threat Landscape

Despite a tumultuous year, the respondent data cyberattack in the coming year. This result seems overly
related to cybersecurity attack reporting in ISACA optimistic, especially when considering that consumers
State of Cybersecurity 2021, Part 2,'> more closely believe cybercrimes increased in the past 12 months
align with prepandemic data, as shown in the five- and nearly half of consumers in developed markets
year comparison in figure 30. This year, 43 percent recognize they can be a victim of cybercrime, based on
of respondents indicate that their organization is the ISACA Consumer Cybersecurity Research Report.™
experiencing more cyberattacks (figure 31)—an eight Nonetheless, approximately 20 percent of worldwide
percentage-point increase from last year. However, consumers (50 percent in India) believe there is zero
only 57 percent of respondents believe it is likely or likelihood of their becoming a victim of cybercrime,™
very likely that their organization will experience a ISACA's research suggests.

FIGURE 30—YEAR OVER YEAR COMPARISON OF CYBERSECURITY ATTACK REPORTING™

70%
62% 62%
55% 52% 53%
36% N 359 36%
31%
28%
o 11%

More attacks Same number of attacks Fewer attacks

60%

50%

40%

30%

20%

10%

0%

® 2018 @2019 @®2020 @2021 @2022

FIGURE 31-CHANGE IN NUMBER OF CYBERSECURITY ATTACKS
Is your enterprise experiencing an increase or decrease in cyberattacks as compared to a year ago?

50%

40%
43%

30%

20%

10%

0%

19%

More attacks Same Fewer attacks Prefer not to answer

12 ISACA, State of Cybersecurity 2021, Part 2: Threat Landscape, Security Operations and Cybersecurity Maturity,
www.isaca.org/go/state-of-cybersecurity-2021

13 Op cit ISACA, Consumer Cybersecurity Research Report
14 Ibid.

15 The responses ‘I don't know” and “prefer not to say” are omitted from this figure.
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An Abundance of Confidence

Survey respondents’ confidence in the ability of
their cybersecurity team to detect and respond to

fully manage approximately half of their five

major security functions (identify, protect, detect,

cyberthreats reaches an all-time high of 82 percent’s—

a five percentage-point increase from last year

(figure 32). This confidence is remarkable, considering
that 46 percent of respondent enterprises have a security
staff of just two to 10 individuals. Further, in-house staff

FIGURE 32—ORGANIZATIONAL CONFIDENCE (2020-2022)

partially outsourced.

respond and recover), with most of the remainder

Cybersecurity education and awareness training

awareness, with 80 percent'” of survey respondents
reporting at least some positive impact (figure 33).

programs continue to positively impact overall employee

How confident are you overall in your organization’s cybersecurity team'’s ability to detect and respond to cyberthreats?

Completely confident

Very confident

Somewhat confident

Not so confident

Not at all confident

Don’t know

Prefer not to answer

92022 @2021 @2020
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16 Eighty-two percent is the sum of completely confident responses (8%), very confident responses (35%) and somewhat confident responses (39%).

It is the highest confidence response since ISACA introduced its State of Cybersecurity report eight years ago.

17 Eighty percent is the sum of the “strong positive impact” response (34%) and the “some positive impact” response (46%).
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FIGURE 33—CYBERSECURITY AWARENESS PROGRAM IMPACT (2020-2022)

What impact, if any, do you feel that cybersecurity training and awareness programs have had on overall employee

cybersecurity awareness in your organization?

Strong positive impact

Some positive impact

Little positive impact

No positive impact

Don’t know

Prefer not to answer

®2022 @2021 @2020
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Confidence in the ability of cybersecurity teams to detect and
respond to cyberthreats reached an all-time high of 82 percent—
a five percentage-point increase from last year.

© 2022 ISACA. All Rights Reserved.
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Threat ACtorS and AttaCkS Findings on sources of exploitation are also consistent

with last year's results (figure 35). Twenty-five

The top three cyberattack concerns of survey percent of respondents report that cybercriminals are

respondents remain unchanged for the third responsible for their enterprise being exploited this year,

consecutive year (figure 34): 18 percent of exploits at respondent enterprises stem
Enterprise reputation (79 percent) from hackers, and 11 percent of exploits at respondent
enterprises are attributed to malicious insiders and

Data breach concerns (70 percent) nation-state actors. Of interest, nonmalicious insider

+ Supply chain disruptions (54 percent) exploits remain steady at 8 percent.

FIGURE 34—ORGANIZATIONAL CYBERSECURITY CONCERNS
What are your top concerns related to a cybersecurity attack on your organization? Select all that apply.

Organization’s reputation 79%

Data breaches resulting
in customer physical or 70%
financial harm

Cyberattack on supply chain 54%
or business disruption -

Loss of proprietary trade secrets
(e.g., COVID vaccine research, 33%
intellectual property, etc.)

Organization’s stock price/ 3

financial performance

Your professional reputation 28%

Organization job security 22%

I o
&

&

Your personal job security

Other
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FIGURE 35—THREAT ACTORS
If your organization was exploited this year, which of the following threat actors were to blame? Select all that apply.

Cybercriminals

Hackers

Malicious insiders

Nation/state

Nonmalicious insiders

Hacktivists

Not applicable

Don’t know
Prefer not to answer
Other I 1%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Social engineering remains the predominant report, as illustrated in figure 36. Despite high-profile
cyberattack method (13 percent), followed by attacks during this reporting period,’® the percentage
advanced persistent threat (APT) (12 percent), security of respondents reporting ransomware attacks is
misconfiguration (10 percent), ransomware (10 only one point higher than a year ago, reinforcing the
percent), unpatched system (9 percent) and denial observation that high-profile press coverage does not
of service (9 percent). Responses about attack types necessarily reflect a change in the predominance of
vary from the ISACA State of Cybersecurity 2021, Part 2 an attack type.

. Despite high-profile attacks during this reporting period, the percentage of
@ ' respondents reporting ransomware attacks is only one point higher than a

/ year ago, reinforcing the observation that high-profile press coverage does not
.. necessarily reflect a change in the predominance of an attack type.

18 Touro College Illinois, “The 10 Biggest Ransomware Attacks of 2021," 12 November 2021, https:/illinois.touro.edu/news/the-10-biggest-ransom-
ware-attacks-of-2021.php
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FIGURE 36—ATTACK TYPES

If your organization was compromised this year, which of the following attack types were used? Select all that apply.

Social engineering: Psychological manipulation of people to
perform actions or divulge information

Advanced persistent threats (APTs): A set of stealthy and
continuous computer hacking processes

Security misconfiguration: Unpatched flaws or default credentials
at any layer of application stack

Ransomware: Malicious software that threatens to publish victim’s
data or perpetually block access to it, unless ransom is paid

Unpatched system: A vulnerable computer or network device not
patched for a well-known vulnerability

Denial of service (DoS): A cyberattack that makes a machine or
network resource unavailable

Third party: Any incident attributed to third parties (including
supply-chain parties)

Sensitive data exposure: Web applications or API do not properly
protect sensitive data

Injection flaws: SQL, NoSQL, OS or LDAP injections of untrusted
data, sent to an interpreter as part of a command or query

Broken authentication: Application functions related to
implementation issues of authentication and session management

Broken access control: Policy enforcement issue resulting in
unauthorized disclosure, modification or destruction of data

Insider theft: Cybercrimes committed by an organization’s
employees

Insufficient logging and monitoring: Lack of monitoring high-value
auditable events and system errors, or failing to preserve logs

Cross-site scripting (XSS): Inclusion of untrusted data in an
application or new web page

Physical loss of mobile devices (e.g., stolen laptops or cell phones)

Mobile malware: Malicious software specifically targeting
mobile devices

Man-in-the-middle attacks: Attacker secretly relays or alters
communication between two parties

XML external entities (XXE): Old or poorly configured XML
processor issue

Cryptojacking: Secretly using computer resources to mine
cryptocurrencies

Watering hole: Attacker guesses or observes websites that a
group uses and infects them with malware

Living off the land (LOTL): Dual usage of off-the-shelf and
preinstalled system tools for nefarious purposes

Insecure deserialization: Untrusted data are used to abuse
application logic

Other means of cyberattack

Not applicable

Prefer not to answer

Don't know
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Cybersecurity Maturity—Barriers
Limit Cyberrisk Assessment

ISACA introduced cybersecurity-maturity (cybermaturity)
questions in the ISACA State of Cybersecurity Survey
conducted at the end of 2020. Responses to these
questions offer insight into the effectiveness of
enterprise security investments and provide a baseline
for comparative analysis this year and beyond. Fifty-five
percent of respondents believe their board of directors
adequately prioritizes enterprise cybersecurity and

75 percent believe that their enterprise cybersecurity
strategy is aligned with enterprise objectives. These
responses are largely in line with last year’s survey data.

In this year's survey, 41 percent of respondents say their
enterprises conduct cyberrisk assessments annually,
compared with last year's 39 percent (figure 37). The
two percentage-point increase is minor, and the annual
interval—perhaps at best viewed as acceptable—likely is
not frequent enough, given the rate at which enterprise
digital ecosystems are changing.’® The increase in the
percentages of respondents whose enterprises perform
cyberrisk assessments more often than annually is small
(33 percent in 2022 and 32 percent in 2021), but it could
signal a winning trend to watch.

Sixty-six percent of respondents’ enterprises currently
assess their cybermaturity—a near mirroring of 2021
data (figure 38).

Conducting cyberrisk assessments is critical to effective
monitoring of risk factors and to improving response
capabilities. Although the low percentage of enterprises
that conduct cyberrisk assessments more often than
annually appears to show a lack of prudence on this
score, resource challenges and other constraints can
limit some enterprises to making annual assessments.

Conducting cyberrisk assessments is
critical to effective monitoring of risk factors
and to improving response capabilities.

Enterprises face many obstacles to conducting frequent
cyberrisk assessments. Time (cited by 43 percent of
respondents) was the primary barrier, followed by lack
of personnel to perform assessments (40 percent). See
figure 39 for all responses.

19 Tech-Wonders.com, “‘How Often Should Your Business Perform Cyber Risk Assessment,” www.tech-wonders.com/2021/10/how-often-should-

your-business-perform-cyber-risk-assessment.html
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FIGURE 37—CYBERRISK ASSESSMENT (2021-2022)
How often is a cyberrisk assessment performed on your organization?

IZ%

3%

Never
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Every 7-12 months
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Annually
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Every 1-2 years
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FIGURE 38—CYBERMATURITY ASSESSMENT
Does your organization currently assess its cybermaturity?

@®@Yes @No @Don'tknow

100%
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FIGURE 39—CYBERRISK ASSESSMENT OBSTACLES

Which, if any, obstacles does your organization face in conducting a cyberrisk assessment? Select all that apply.

Time commitment

Not enough personnel to
perform assessment

Lack of internal expertise

Leadership buy-in

No obstacles in place

Priorities for assessment are
not objective or data driven
(e.g., executive bias)

Lack the right cybertools
to effectively perform an
assessment

Cost of cybertools

Not enough funds to
outsource to third party

Consolidating and
reporting findings

Other
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Conclusion—Big News Is Not

Always Big Data

The cybersecurity workforce shortage is not going away.
It appears to be getting worse, perhaps influenced by
job seekers considering flexible working hours a major
factor in stay-or-go decisions. Enterprises that support
or favor remote work have an advantage attracting
qualified talent.?’ Resilience is key—especially in today's
high-demand, low-supply industries. A lengthy time to fill
vacancies increases workplace stress and can influence
employees to look elsewhere for opportunities that more
closely match their desired work-life balance.

Formal education programs offer benefits; however,
respondent data affirm that employers are heeding the
advice of ISACA and many others by removing degree
requirements—especially for entry-level positions.

At a minimum, recategorizing degrees as desirable
versus required increases the potential talent pool

for an enterprise.

Given the ongoing seller's market for cybersecurity
professionals, enterprises are encouraged to focus
on competitive total benefits packages as opposed to

competitive salaries alone. Salary expectations vary, but
it is likely that many small- to medium-size enterprises
simply cannot compete with larger enterprises on
salary. With the likelihood that budgets will continue to
level, enterprises may find themselves constrained with
respect to additional headcount salaries and should
therefore identify other ways to remain competitive in
sourcing and retaining talent.

Cyberattack reporting is mostly unchanged from
last year and, despite the media buzz surrounding
ransomware attacks during this reporting cycle,

the data nearly mirror the results of a year ago.

Cybermaturity efforts take time and human capital—
both of which are in short supply within the industry.
Finally, although nearly half the surveyed enterprises
have settled into a yearly risk assessment cycle,
that interval is not optimal. It allows too much time
for significant environmental deviations to occur,
which could weaken response plans and undermine

organizational resilience.

20 Kier, L.; "Remote Work: The Ultimate Equalizer for Talent Acquisition and Employee Experience," Forbes, 10 August 2020, www.forbes.com/sites/
forbescommunicationscouncil/2020/08/10/remote-work-the-ultimate-equalizer-for-talent-acquisition-and-employee-experience/?sh=714d56d57986
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About ISACA

For more than 50 years, ISACA® (www.isaca.org) has advanced the best
talent, expertise and learning in technology. ISACA equips individuals with
knowledge, credentials, education and community to progress their careers
and transform their organizations, and enables enterprises to train and build
quality teams that effectively drive IT audit, risk management and security
priorities forward. ISACA is a global professional association and learning
organization that leverages the expertise of more than 150,000 members
who work in information security, governance, assurance, risk and privacy
to drive innovation through technology. It has a presence in 188 countries,
including more than 220 chapters worldwide. In 2020, ISACA launched One
In Tech, a philanthropic foundation that supports IT education and career
pathways for under-resourced, under-represented populations.

About LookingGlass

LookingGlass develops cybersecurity solutions that empower organizations
to meet their missions and reduce cyberrisk with a comprehensive

view of their attack surface—outside-in and inside-out—layered with
actionable threat intelligence. By linking the risk and vulnerabilities from

an organization’s attack surface to customized threat actor models,
LookingGlass provides a more accurate view of cyberrisk and enables
systematic definition and deployment of mitigations to defend against the
threats that matter.

Learn more at https://lookingglasscyber.com.

Disclaimer

ISACA has designed and created State of Cybersecurity 2022: Global
Update on Workforce Efforts, Resources and Cyberoperations (the “Work”)
primarily as an educational resource for professionals. ISACA makes
no claim that use of any of the Work will assure a successful outcome.
The Work should not be considered inclusive of all proper information,
procedures and tests or exclusive of other information, procedures
and tests that are reasonably directed to obtaining the same results.

In determining the propriety of any specific information, procedure

or test, professionals should apply their own professional judgment

to the specific circumstances presented by the particular systems or
information technology environment.

RESERVATION OF RIGHTS
© 2022 ISACA. All rights reserved.
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Phone: +1.847.660.5505
Fax: +1.847.253.1755
Support: support.isaca.org

Website: www.isaca.org

Learn more:

www.isaca.org/state-of-

cybersecurity-2022

Participate in the ISACA
Online Forums:

https://engage.isaca.org/onlineforums

Twitter:

www.twitter.com/ISACANews

Linkedin:

www.linkedin.com/company/isaca

Facebook:

www.facebook.com/ISACAGIobal

Instagram:

www.instagram.com/isacanews/
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“LookingGlass provides the data,
in whatever format we need, that
helps pinpoint and prioritize what
and where we need to be looking
to jumpstart our investigations.
Without LookingGlass, some of
our most effective operations
would slow to a crawl or stop.”

- U.S. Federal Law
Enforcement Agency

“LookingGlass is essential to

our third-party risk management

program. Their non-invasive, continuous

monitoring capability complements our

organization’s point-in-time, questionnaire-based
assessment process, giving us a holistic view of our
suppliers’ overall information and cybersecurity posture.

)

— Fortune 100 Financial Services Company

Get the Intelligent View of Your Attack Surface.
Find out more at LookingGlassCyber.com.





