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Introduction

“I have a whole set of hacking books and hacking movies 
and me and my buddies get together all the time and say 
our stories are way better,” says Pete Nicoletti, Chief Data 
Officer at Cybraics and former CISO at Hertz. “I made a 
service where we would go way beyond the vulnerability 
scan or pen test; We would actually physically break into 
a building and then, from the site, typically break into the 
network and show you where you’re vulnerable - so not 
only your physical security systems but also your network 
and internet facing security system.

“We would write very comprehensive reports; we were 
100 percent successful in breaking into buildings and ac-
quiring crown jewel information. We did banks; we did 
very large companies. I've come in through skylights, as 
well as walking behind people in turnstiles… you name it. 
I've invented lockpicks to break certain types of locks that 



90 Days - A CISO’s Journey to Impact:  Define Your Role - 17

there wasn't a lock pick for. Pretty crazy stuff.”
Few CISOs can draw on a background as colorful as Mr. 

Nicoletti’s. Though the cybersecurity world can seem like 
a Hollywood script at times, when it concerns state-spon-
sored espionage or gangsters running drug empires 
through the ‘dark web’, most of the day-to-day is about 
patching vulnerabilities, painstakingly seeking out securi-
ty gaps and reiterating the same basic security advice to 
your colleagues. The target is perfection, even if perfection 
can never actually be achieved.

The fundamental questions every CISO must ask are 
what you are trying to protect, who you need to protect 
it from and the tools with which you can do so. It sounds 
simple but this is a challenge that is growing more complex 
with the growth of cloud computing, the Internet of Things 
and other technologies that blur the edges of the estate and 
open up more avenues for attack.

To be a success, a CISO needs to address these questions 
on a strategic and a tactical level, balancing day-to-day 
security with long-term projects that will ensure that the 
organization is well positioned to handle future threats. 
How that plays out in practice will depend to a large extent 
on the structure of your organization. Increasingly, CISOs 
are being positioned within the organization to report to 
the CEO, though many report to the Chief Security Officer, 
Chief Information Officer or another executive.

Ultimately, as a C-Suite position, this is a job that requires 
a long-term view and that means developing a robust strat-
egy. And yet, the strategy also needs to be flexible enough 
to deal with circumstances that change quickly. This isn’t 
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contradictory. The end goal of the strategy remains but the 
most effective CISO will have a plan B in mind and will not 
be afraid to pivot when it becomes clear that plan A isn’t 
working. Even so, there are quick wins that any CISO can 
target in their first 90 days, which will help to build their 
standing within the organization and ensure that they hit 
the ground running. Examples of some of those quick wins 
are included within.

We would like to thanks all of the leading CISOs who 
gave their time and shared their expertise with us to help 
bring this book to life. We are sure that you will find plenty 
of useful tips within, though we cannot offer any advice on 
how to abseil into a building through the skylight.
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1. The cybersecurity estate

The first question with any kind of security is: what are 
you trying to protect? Whether it’s a building, a VIP or an 
apartment, what you are protecting will define a lot of 
your actions. Next, you need to know who or what you are 
trying to protect them from - kidnappers, robbers or tres-
passers, for example. And finally, you have to know what 
tools are at your disposal - alarms, guard dogs, cameras 
and so on.

Cybersecurity is no different, except that the answers to 
those questions are sometimes unclear. If you are protect-
ing a building then the physical limits of that building are 
obvious but that isn’t the case when it comes to the build-
ing’s cybersecurity. Even the tools at your disposal can be 
a little unclear - does tool A protect us from threats 1 and 2 
or only from threat 1? Do we even have a tool for threat 3?

When it comes to assessing the cybersecurity estate, 
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therefore, the first questions are very basic. Can you define 
your network’s boundaries? You can’t protect something if 
you don’t know it’s there. Do you know about every device 
on the network, not just the ones that are being used reg-
ularly? Is there a forgotten computer that somehow is still 
connected? Next, do you know what all those devices are 
doing? The realm of ‘shadow IT’, where staff members find 
their own solution to a problem without informing IT and 
end up using an insecure application, is one problem here.

That brings us to the users. Do you know who they all 
are? They aren’t always employees - there’s the client who 
is given access to the network because it’s the most effi-
cient way to give them the data they need and the child 
who uses Mum’s laptop to play games. It’s hard to get visi-
bility of all these users but it needs to be done. Finally, do 
you know what they are all doing? This includes, as men-
tioned above, the shadow IT apps, the games, the dubious 
websites they shouldn’t be visiting on a work computer 
and so on.

“What’s interesting about these questions,” says Kevin 
Emert, CISO of Scripps Networks, “is that they are not se-
curity questions. They are IT practice questions.” Having 
answers to them is vital to an organization’s cybersecurity 
posture but the CISO needs to work with others to establish 
them. From the outset, we can see that the role of a CISO is 
collaborative and will involve a degree of negotiation.

Of course, there are degrees of protection, too. To go back 
to the building example, you will probably allow anyone 
to enter the lobby but might require anyone going beyond 
that point - to the elevators, say - to have a pass. Other areas 
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of the building will require people to have a pass and know 
the key code to enter certain rooms, for example. Key staff 
will have a secretary who will screen visitors, and so on.

The equivalent in a cybersecurity situation would be to 
determine the ‘Crown Jewels’, the things that you absolute-
ly must protect. In some businesses, these are so vital, for 
example, the designs for a new generation of military air-
craft, that they are never on the network at all. Most orga-
nizations, however, will be happy simply to put extra secu-
rity around the really important data.

Companies with more mature cybersecurity operations 
will be able to answer the above questions more readily. 
For others, more work may be involved. In either case, the 
next step in assessing the cybersecurity estate is to, in the 
words of Lester Godsey, CISO for the City of Mesa, ensure 
that you “eat your vegetables”. That is, to take care of the 
basic cybersecurity tasks.

Mr. Godsey says the expression covers questions like 
“how mature is your vulnerability management effort? Do 
you have adequate protections for all your endpoints? Are 
you collecting data about your environment? How often 
are you patching? It sounds simplistic but until you at least 
have the wheels in motion on that you can’t go further. You 
need to eat your vegetables first.”
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Threat analysis

The above gives us some starting points for answering 
that first question: what is it you are trying to protect? The 
next issue, when assessing the cybersecurity estate, is to 
establish who you are trying to protect it from. What are 
the threats you face? Most of these are tangible and many 
are straightforward - viruses, phishing attacks and other 
threats that can be predicted and defended against.

Outside of the straightforward threats, the most com-
mon source of insecurity is the users themselves. Accord-
ing to the Netwrix 2018 Cloud Security Report, almost 58 
percent of organizations that had a security incident in 
2017 blamed it on insiders1. Often this is simply a problem 
of awareness; users don’t realize that what they are doing 
is a security risk or they have forgotten in the rush to get 
the job done. In some cases, they are aware of the risk but 
ignore it for the sake of convenience. Finally, many users 
dismiss the risk because they assume they are not a target; 
it’s easy for a user to think that the data they handle is not 
important enough or their role in the company not high 
profile enough but this isn’t the case. One significant risk is 
that a user’s credentials could be stolen to allow an attack-
er to enter the system.

That means that a proper assessment of the cybersecu-
rity estate will consider the level of awareness users have, 
how often this awareness is reinforced or supplemented 
through training and how frequently a problem arises be-

1 https://blog.netwrix.com/2018/01/23/cloud-security-risks-and-concerns-in-2018/
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cause of user behavior. The CISOs we spoke to for this book 
generally argued that the best training makes the issue per-
sonal. Users need to understand that everyone is a poten-
tial target and that they should take certain measures, both 
in their professional lives and their personal lives. Like the 
organization itself, users must eat their vegetables.

Another kind of insider threat is the malicious actor. 
This could be a user with a grudge against a colleague or 
the company, or someone stealing data for personal gain. 
As Martin Littmann, CTO and CISO at Kelsey-Seybold, put 
it: “We know that internal threats are some of our greatest 
threats because, if I’m doing a good job of protecting access 
to my network and everything else, then the best way for 
somebody to take advantage of me is to be my friend.”

At the other end of the scale from user threats, are those 
from nation states or attackers backed by nation states. In 
most cases these are targeted at certain types of company 
- those in defense, finance or critical infrastructure, for ex-
ample. However, there is some evidence that nation states 
are happy to support cyber criminals simply for the dis-
ruption they cause to rival nations. As with users, the key 
to protecting your organization is understanding what the 
goal of these attackers is. If it’s industrial espionage then 
you have to make sure that company secrets are treated as 
crown jewels and protected accordingly.

Part of the reason that defining the boundaries of the net-
work has become so difficult in recent years is the rise of 
the Internet of Things (IoT) and the move to cloud services. 
Though both of them increase risk, neither one is going 
anywhere. Indeed, they are going to be used much more.
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The IoT raises the possibility of attackers gaining access 
to the network through a connected vending machine, an 
air quality monitor or some other device that could easi-
ly be installed without much thought given to network se-
curity. It seems convenient that the vending machine can 
monitor stock levels and automatically order replacements 
and it is - so long as the method for doing so is secure.

The picture is further complicated when users bring 
in their own IoT devices, which are connected to the net-
work or used to handle company data. The IT department 
often doesn’t know these devices exist, much less what 
they are used for.

Cloud computing

Cloud computing, meanwhile, blurs the boundaries of 
the cybersecurity estate. It can be hard to know where your 
data is. Many companies report that the largest cloud pro-
viders offer very limited scope for specifying where data is 
stored. Companies that have been assured that their data 
will not leave a certain jurisdiction, for example, the EU, 
report finding that when the network suffers an unexpect-
ed outage, their data has been sent elsewhere.

Even if this does happen, the data is still the responsibil-
ity of the company that it belongs to, not the cloud provid-
er. That puts pressure on organizations to consider every 
eventuality with regards to where their data is held and 
processed. Once you add shadow IT to the mix, the risks 
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increase. Many IT and security professionals have stories 
about businesses that have contacted a cloud company 
about using its services only to be told that their company 
already has several accounts through shadow IT.

So far, the questions we have considered have definite 
answers. It might take time to find every device on your 
network but those devices can be counted and a meaning-
ful answer reached. However, a significant element of the 
cybersecurity world is intangible. Intangible threats can 
be things that you might never know, such as how many 
times a particular password has been stolen or previously 
unknown attack vectors.

As one of our interviewees put it: “We are constantly in 
the business of looking for types of threats that we don’t 
know about yet.” This means more than just looking for 
an attack that you didn’t know was coming; the modern 
CISO has to have a plan for dealing with an attack using a 
method that they did not previously know about. It’s like 
being in charge of defending a medieval castle and sud-
denly finding that you are under attack by paratroopers.

Ransomware, a form of attack that has been rising in re-
cent years, appears to have been usurped by crypto mining 
malware -  a new growth industry for attackers. As of May 
2018, the Coinhive crypto miner is thought to be the most 
prevalent malware, having affected 22 percent of organi-
zations worldwide2. Meanwhile, more and more organiza-
tions are seeing ‘fillers’ attack techniques - that is, attacks 
that do not use malicious executables. The Ponemon Insti-
2 https://www.nasdaq.com/press-release/mays-most-wanted-malware-cryptomin-
ing-malware-digs-into-nearly-40-of-organizations-globally-20180607-00604
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tute reports that 77 percent of successful attacks in 2017 
used fileless techniques3.

Summary

The technology world moves quickly. Today’s attack 
methods and threats will continue to evolve and will look 
different five years from now. However, so will the cyber-
security landscape of the organization. CISOs should ex-
pect cloud penetration to have reached a point where it 
makes less and less sense to talk of a perimeter. Alex Bu-
rinskiy, lead security engineer at Cengage, says: “Is perim-
eter security going to be gone in five years? No. Is it the 
beginnings of the end for perimeter security? Probably.” 
Alongside these changes, CISOs are confident that they will 
be able to draw on more tools.

In five years everything might have changed. And yet 
everything will remain broadly the same. Securing the en-
terprise will still be about those same fundamentals: What 
do you want to protect? Who are you protecting it from? 
And what tools do you have at your disposal?

3 https://www.barkly.com/ponemon-2018-endpoint-security-statistics-trends
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KEY QUESTIONS

1. Where are the boundaries of the cybersecurity 
estate?

2. What are you trying to protect - and who from?

3. What are the intangible threats?

4. Are you keeping an eye on the future?
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2. The role of the CISO

The position of CISO remains a relatively new one in the 
corporate world. Fewer than half of companies had a se-
curity executive in 2006 but by 2011 this had risen to 80 
percent of businesses. Not all of these will have the title of 
CISO, so they are unlikely to be C-suite executives. Even for 
those who are designated CISO, their position within the 
org chart varies from one organization to another. Accord-
ing to PwC’s 2018 Global State of Information Security Sur-
vey, 40 percent of CISOs and other security executives re-
port directly to the chief executive, a quarter (27 percent) 
report to other board members and a similar proportion 
report to the chief information officer. Others report to the 
chief security officer (17 percent) or the chief privacy offi-
cer (15 percent)4.

There are pros and cons to all of these reporting lines. 
Though there has been a trend towards CISOs reporting to 
4 https://www.pwc.com/us/en/services/consulting/cybersecurity/library/information-se-
curity-survey.html
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the CEO, a report in Security Roundtable in May 2018 noted 
that this is not always desirable because of the CEO’s lim-
ited bandwidth5. “The greater number of principles who 
directly report to the CEO reduces the executive’s ability to 
focus on strategy and organizational leadership,” lawyer 
Steve Berlin said.

The structure of your organization will have an effect 
on how your role works in practice, which makes it impos-
sible for this chapter to be too specific. However, broad-
ly speaking, the CISO will always be the person who has 
responsibility for the information security strategy of the 
entire organization. That means being responsible for the 
staff who manage information security, managing vendors 
of third-party information security products, acting as an 
‘evangelist’ and educator on information security across 
the business and, in many cases, liaising with regulators 
and law enforcement organizations as necessary.

Don’t be 'Dr. No’

The CISO is often seen as the organizational blocker, 
much like the IT department, telling people they can’t do 
things and forcing them through unwieldy processes in 
the name of compliance. The CISO will point out that these 
steps are necessary and in the interests of the company, 
protecting its business - and everyone’s jobs. This often 

5 https://www.securityroundtable.org/whats-the-best-reporting-structure-for-the-ciso/
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cuts no ice, however, and it is easy to find yourself in a po-
sition where colleagues just want to work around you. The 
result is a growth in shadow IT and the adoption of risky 
processes - often ones that the CISO is not aware of.

This can be avoided, however. A significant task for a 
new CISO is undertaking a bit of a PR exercise. You need 
to shape how the organization sees you and explain how 
you want to work with them. As with so much in life, first 
impressions count.

“I used to say that I’m not a no-CISO, I’m a know-CISO. 
So I ‘know’, rather than say ‘no’,” says Pete Nicoletti. “I 
would tell people that although security is always viewed 
as something that’s going to slow down or stop a process, 
my goal is to lubricate business and to speed it up, as well 
as to make it more secure.”

Mr. Nicoletti said that ways to do that include removing 
complexity that increases risk and introducing tools that 
make processes happen faster and more easily. He says: “I 
realized that business has to get done and I can't be the one 
to shut things down without offering a solution that frank-
ly makes it better and that's typically what I did.”

Sometimes the CISO might think an idea is too risky and 
that the most sensible option is to say no. Even in this case 
it is still possible to explain the risks and indicate that you 
advise strongly against a particular course of action. This 
allows the business to take responsibility for the decision 
and, in drawing on your advice, they are working with you 
to reach a solution, rather than simply being told no. This 
changes the dynamic of the relationship; some people in-
stinctively reject being told no, particularly by someone 
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who is not their boss, but by working with them you are 
more likely to win them over to your point of view.

“My goal is not to be a blocker but to help facilitate the 
conversation,” says Lester Godsey. He adds: “I genuinely 
think that most people want to do the right thing.” He says 
that he believes most of the  unnecessary risks taken in the 
organization are taken because of ignorance, rather than 
a disregard for risk. That means that, for the bulk of your 
colleagues, simply educating them about risks they are tak-
ing will help to cut down on poor decisions.

Jake Curtis, CISO of a large international media compa-
ny, emphasizes the importance of being flexible. He says: 
“Our security policy might have super-specific rules about 
passwords but the stakeholders may need to quickly im-
plement a prototype without being able to implement that 
policy completely. The classic approach would be to tell 
them to stop immediately because they haven’t met the re-
quirements. However, we’re more likely to acknowledge 
that we’re dealing with intelligent people and they know 
the risk is minimal. They just need a running prototype and 
they can take care of the password issue in a later step. Typ-
ically, we’ll find a pragmatic way forward. We want to make 
sure that security is not considered to be an impediment.”

It can be useful for the CISO to go beyond facilitating de-
cision making and become the company evangelist and ed-
ucator for security best practice. Mr. Nicoletti argues that 
security measures should always be incentivized with a 
‘carrot’ and not a ‘stick’. When people feel that if they make 
a mistake they could be publicly shamed for it or, worse, 
receive disciplinary action, they are much more likely to 
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try to hide their mistakes and cover up any decisions that 
backfire. On the other hand, staff who are incentivized to 
report errors, perhaps through the possibility of a bonus or 
a public acknowledgment of their good judgment, will be 
an asset when it comes to improving security.

So, for example, in a ‘blame’ culture a staff member who 
clicks on a link in a phishing email might try to hide what 
they’ve done, exposing the company to a risk of a breach. 
In a ‘reward’ culture, that person is more likely to come 
forward - admitting their mistake but knowing that they 
can play a role in good security by bringing it to the atten-
tion of the CISO’s team.

Of course, even in a reward culture, there will still be 
times when someone is deemed to have acted with negli-
gence or malice and the company will want to discipline 
them. The point is not to absolve people of responsibility 
for their actions, but to put in place a framework that en-
sures that risk is minimized and breaches are spotted early.

Moreover, there will be times when you do have to say 
no. Chris Carney, of the Meredith Corporation, says: “We're 
both trying to make the business successful and I would 
make sure that whoever I'm dealing with has a clear un-
derstanding of how my decision will help that. Of course, 
they're going to have their own view. If it comes down to a 
decision point where it's my call against theirs on the way 
things should go, then it's a question of who is ultimate-
ly accountable. If it's something that impacts the security 
of the enterprise and the organization, then I pretty much 
have to tell them that it has to be this way.”
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Take an enterprise view

The security demands of an organization are complex 
enough but they cannot be the sole focus of the CISO’s time 
and attention. Mr. Godsey says: “If you are a CISO and your 
only focus is on the cybersecurity aspect, then in my opin-
ion, you fail that as a CISO; because there's a C in front of 
your title for a reason. And so you need to have an enter-
prise view with regards to how security fits in the bigger 
picture of what the organization's goals are.”

This broadens the above need to facilitate the conversa-
tion; it’s not just about facilitating the conversation around 
decisions where risk is specifically identified but around 
decision making for the business as a whole and being the 
person who ensures that risk is constantly considered.

Learning to operate at this level for the first time can be 
challenging, especially since the bulk of CISOs come from 
a technology background, rather than a business back-
ground. At the C-Suite level, business language is the lingua 
franca, and however much the CISO needs their colleagues 
to understand technological considerations, those conver-
sations have to happen in business language. One CISO, 
who works for a major global manufacturer, said that one 
of his earliest realizations on becoming CISO was that “I 
had to learn how to talk the language”.

This means the cognitive load of taking on the CISO role 
can be enormous: it requires a level of technology exper-
tise and management skill that might be greater than the 
individual has had to deal with before, and it also demands 
a knowledge of overall business and the specific sector in 
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which the company operates. This is a lot to get to grips 
with and is unlikely to be manageable in the first 90 days. 
Indeed, that CISO says that it can take six months to get to 
grips with a new sector. He adds that this is a problem any 
time a CISO changes sectors - there will be a period of time 
devoted to adjusting to the new model. That’s unavoidable 
if the CISO is to reach their potential.

He adds: “If I'm the CISO of a hospital and then go to an-
other one, and another one, I know already all the pitfalls. 
However, it's a different kind of role being a CISO in health 
and a CISO in manufacturing or a CISO of a financial insti-
tution. I do think you really need to learn about the busi-
ness but I don't think a CISO needs to be the expert on the 
business - that would be unrealistic.”

Gaining that knowledge means getting onto the ‘factory 
floor’ and meeting people. Of course, the company prob-
ably has numerous PowerPoint presentations about how 
it does business, but there is no substitute for getting this 
information first hand and that means meeting the people 
who are carrying out the business tasks. This can be a two-
way exchange of information because while you are meet-
ing them to learn how they work, you can also use this time 
to evangelize about security and explain your own ways 
of working. One reason why this technique is so effective 
is that people in the business will appreciate that you are 
taking the time to listen to them and, therefore, are more 
likely to make the effort to reciprocate.

The more you understand about the business, the better 
an idea you will have of where the threats are. Different 
sectors face different threats and different types of busi-
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ness have different types of information to protect. This is 
partly why information security knowledge is not entirely 
transferable - though the basic principles remain the same, 
trying to protect industrial secrets from nation-state espi-
onage is a different task to protecting customer data from 
thieves seeking credit card data.

The daily routine

How you carry out your role on a daily basis will depend 
on many factors, including the size of your department 
(and the size of the company), the maturity of your securi-
ty infrastructure, the frequency with which your organiza-
tion is targeted and your personal working style.

Many of the CISOs we spoke to warned of the dangers 
of being too hands-on. There’s a tendency to want to play 
a role in everything, especially if you have stepped up to 
CISO from a junior role that was more focused on carry-
ing out tasks. The shift to the CISO role is often a matter of 
shifting from a tactical role to a strategic one. Too much 
focus on detail means less time to look at the big picture 
and think strategically.

Just as it is easy for a CISO to spend all day poring over 
the minutiae of the information security program, so it 
is possible to get locked into an endless series of strategy 
meetings. This is the opposite problem, where the CISO is 
so focused on strategy that they have no idea what’s hap-
pening day-to-day. Balance is key and some kind of routine 
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might be necessary to help achieve it. Perhaps one day is 
set aside as free from meetings and this could be the day 
that you check-in with your team members to make sure 
you’re aware of the important details? Others prefer to 
block meetings during certain times of day, though this can 
sometimes be difficult to enforce.

Nevertheless, there will be an element of routine tasks 
to the job. Some CISOs told us they like to start the day by 
catching up on security news and news from within their 
company’s sector, just to get a sense of what is going on. 
Others prefer to start by ‘checking the fences’ - looking at 
the defenses they have in place and making sure that ev-
erything is working as planned.

A portion of each day will also be devoted to response, 
whether to minor incidents that perhaps need to be met 
with a slightly tweaked approach or more significant in-
cidents that need action before they become a crisis. If an 
actual crisis occurs then daily routine will have already 
gone out of the window and you should be implementing a 
well-practiced response plan.

Other ongoing tasks include reviewing new technology 
and tools to determine whether they can form a useful part 
of your arsenal. Overlapping this is the need for vendor 
management. CISOs we spoke to agreed that talking to ven-
dors is useful but they warned that the time spent has to be 
controlled. CISOs who shut themselves away from vendors 
entirely are denying themselves a useful source of intelli-
gence and the chance to sense-check their processes and 
plans. At the other extreme, CISOs who make themselves 
too available will struggle to get anything done. There 
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needs to be a healthy balance. Some CISOs suggest that a 
vendor management policy be set early so that it can be 
followed exclusively.

It should be clear by now that a CISO has numerous re-
sponsibilities and needs a range of skills. When you first 
start as a CISO, you will have gaps in those skills. That’s un-
avoidable, but try to be aware of where those gaps are and 
take steps to deal with them. In the long term, that might 
be some form of training combined with, in the short term, 
hiring someone who is strong in that area. For example, if 
you are weak in project management then make your first 
hire an experienced and well-organized project manager.

Finally, don’t be afraid to delegate. This is an extension 
of the point above about not getting too caught up in either 
detail or strategy. We will discuss team building in more 
detail in Chapter Six but the key point is that when you 
have in place the team you want, trust them to get on with 
the job. This will allow you to focus on your priorities.
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Summary

As we mentioned in the introduction to this chapter, 
your role as CISO will be determined to a great extent by 
where the role sits in the org chart. However, it will also 
be shaped by how you carry out the role. The more active 
or passive you are, the more your stance is proactive or 
defensive, the more you dictate to staff or educate them 
- all these things will determine how the organization per-
ceives you, how much autonomy they grant you and how 
your role combines with the role of other C-suite execu-
tives and key staff members.

You can be seen as 'Dr. No’, who prevents people from 
doing things, and therefore as an obstacle to be overcome, 
or you can make yourself a trusted partner, keen to help 
the business meet its goals but always with an awareness of 
risk. It is obvious from the way that distinction is phrased 
that every CISO we spoke to for this book advocated the 
latter approach.
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KEY QUESTIONS

1. Do you know where you, as CISO, sit within the 
org chart and what that means?

2. Are you going to be 'Dr. No’ or 'Dr. Know’?

3. Do you understand the business well enough to 
really understand how risk affects you?

4. Are you able to balance the day-to-day 
efficiently alongside ongoing projects
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3. Strategy

In the previous chapters, we have looked at taking stock 
of the cybersecurity estate and the role you can expect to 
play as CISO. These are the tasks that will feed into how you 
develop your strategy for the organization. The next chal-
lenge is executing your strategy, including finding some of 
the quick wins that will help you to establish yourself and 
your team within the organization.

Remember that your strategy exists to further the goals 
of the organization. Les Correia says: “I would not decide 
on a strategy independently of the company strategy. The 
strategy would actually come from the company itself. If 
the goal is to go digital or to sell more widgets then I would 
develop a strategy that matches that.”

Within that overall goal, there are still many variations 
of strategic approach. The path you take will be determined 
by the risk appetite or risk tolerance of the organization. 
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How much risk are the senior executives willing to take 
in pursuit of their goals? How much risk are they permit-
ted to take, given regulatory or compliance constraints that 
might affect their operations? These will differ, not only 
from one company to another but also from one time to an-
other; For example, if a competitor has just acknowledged 
a significant breach then the whole sector might become 
more cautious.

Risk appetite will vary within the organization, too. The 
legal department will always be more cautious than the 
creatives, for obvious reasons. In developing your strategy 
you will need to balance all these risk attitudes to make the 
organization as secure as possible, while also maximizing 
opportunity. Eliminating risk is neither possible, nor desir-
able - all business involves risk - but a good strategy is one 
that takes a considered view.
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Strategic objectives

One overriding part of your strategy, before we even 
consider specific objectives or cybersecurity programs, 
will be to establish yourself. There is an element of public 
relations to this, and it may not come naturally to every 
new CISO. However, it is important for building confidence 
in you, as CISO, in your cybersecurity program, and in your 
team. How you go about it will depend on the role of cyber-
security within your company and how it is viewed. You 
will need to work much harder in a company that has had 
no clear security strategy before, for example.

In the early phase of your time as CISO you will want 
to establish how you make decisions and run your depart-
ment. Since security is so dependent on human behavior, 
the staff in your company need to have an idea of your 
approach. Will you govern security by edict or be collab-
orative? Will you tempt with the carrot or punish with the 
stick? Or a combination of both? This should be considered 
as part of your strategy from the outset because consistency 
early on will pay dividends later. For what it is worth, the 
CISOs we spoke to for this book unanimously favored man-
aging security collaboratively and the carrot over the stick.

As with many parts of this book, it is impossible to give a 
detailed guide to how you should proceed. Every CISO role 
is different. However, you will want to define a small num-
ber of strategic objectives. Some of these should be short-
term - so-called quick wins, which we will discuss below 
- and others will be long-term projects, either because they 
are less essential or simply because they need more time 
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and resource. How many strategic objectives you define 
will depend on your resources and how far into the future 
your plan looks.

For each strategic objective, outline the benefits to the 
business of carrying it out, the initiatives necessary to 
meet it and the projects planned for each initiative. In this 
example the ‘objective’ is the overall goal that you want to 
achieve - for example, preventing data loss - the ‘initiative’ 
is something specific that will move you towards the objec-
tive - for example, decreasing phishing incidents - and the 
‘project’ will be a specific part of the initiative - for exam-
ple, compulsory email security training.

Your own terminology might vary, of course. You should 
use language that makes sense to you and that fits with the 
communication style of your business. The important thing 
is that you define, in clear and precise language, what you 
intend to achieve and how you plan to achieve it. This will 
be a living document and we will discuss below the need 
to be willing to change plans when necessary, so do not be 
concerned about committing yourself in writing to some-
thing that might not come to fruition. If you like, add a note 
to this effect in the introduction to your plan.
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Quick wins

A quick win or two early on can do wonders for estab-
lishing your reputation within your organization. Given 
the importance of quick wins, these should not be left to 
chance. Look for opportunities to create them so that you 
build momentum. Once again, where you look depends 
on the organization. Perhaps some obvious measures 
have not yet been employed or you might be in a situation 
where all the low-hanging fruit has been plucked by your 
predecessor. However, our CISOs offered a few pointers 
on where to look.

“An example of a generic quick win might be, do you have 
your patching up to date? We're seeing all these companies 
failing at patching; if you find that patching is a problem, 
then maybe the company doesn't have a good tight policy 
around it,” says Clint Lawson, CISO at MidFirst Bank. “You 
need to implement a policy, ensure that it gets sponsorship 
and move towards it. Your initial gap assessment might 
also find that the company doesn't have a password poli-
cy, they're not filtering Internet traffic, or they don't have 
endpoint protection. These are all examples of quick wins 
that you might find in some companies and they're all im-
portant to address.”

Email security was highlighted as a strong contender for 
a quick win, for a number of reasons. First, email touch-
es everyone across the company so there are few better 
ways of making yourself welcome than tackling a spam or 
phishing problem. Second, it’s the kind of project that can 
be completed within the first 90 days, giving you a solid 
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foundation as you move out of the honeymoon phase of 
your time as CISO. And third, it cuts down on problems that 
could easily develop into something more serious. Every 
CISO we spoke to emphasized that email remains a signif-
icant avenue of attack, even after staff members have had 
training about email security. Everyone receives so many 
emails that it takes only a momentary lapse in concentra-
tion to click on the wrong link.

Another quick win is establishing a vulnerability man-
agement program or a patch management program. Many 
organizations will have these in place, but if they don’t then 
both are good tactical measures that can help the organiza-
tion in the short term and lay the foundation for programs 
you might deploy in the long term.

Endpoint security is another area to consider. Many en-
terprises are still using legacy AV, which most users hate 
and consider a necessary evil. Legacy AV has a poor repu-
tation because of its performance overhead, which users 
notice particularly during a scan or when copying large 
numbers of files, and its low efficacy against today’s threats. 
According to a recent SANS study, although antivirus was 
the tool most commonly used to detect the initial vector of 
attack, only 47 percent of attacks were detected this way. 
In recent years, new technologies have been deployed to 
solve the same problem in different ways. For example, us-
ing machine learning to defend endpoints, or simplifying 
the architecture using cloud and automation. 

Machine learning and automation provides a good op-
portunity for quick wins. Modern attackers know what de-
fenses they are likely to face and have methods for evad-
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ing them. Enterprises that do not implement automation 
in the discovery and, especially, remediation of attacks 
will be left behind. They are likely to be targeted regular-
ly by common malware that can easily evade traditional 
defenses and cause damage, putting the CISO in constant 
firefighting mode. The underlying quick win of automa-
tion is time-saving. It does not eliminate the need for a pro-
fessional workforce, but it will remove the need to keep 
them occupied with repetitive tasks and free them to do 
meaningful work. 

No one wants the next data breach to happen in their 
backyard. However, it isn’t possible to block every conceiv-
able security hole proactively. As such, the best way to be 
proactive is allowing the latest technologies, like AI, to do 
the work for you. This doesn’t mean chatbots. Those are 
a nice gimmick but this is about using automation to pre-
vent and clean up malware attempts, rather than trying 
to get machines to understand conversation. There is also 
a subtle difference between implementing AI technologies 
to proactively prevent endpoint breaches and AI that will 
discover what happened after a breach. Being proactive 
means investing in a security layer for the last mile, with 
multiple layers of protection and visibility, including AI 
and automation.

Finally, employee education is a strong contender for a 
quick win. Employees are the first line of defense in cy-
bersecurity, so improving their understanding is immedi-
ately beneficial. Even if the company has security educa-
tion plans in place, there is usually more that can be done 
because these programs are never really finished. They 
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also have the benefit of making you and your team visi-
ble throughout the company, which helps you to establish 
yourself. There are several ways to do this, from showing 
people how to be more secure in their work tasks, to help-
ing them to apply security standards to their personal use 
of technology, and that good personal security will lead to 
better behavior at work. Some of the CISOs that we spoke 
to even mentioned writing regular security newsletters for 
distribution to the entire staff.

When plans go wrong

However well defined your plans are, you will find that 
they do not always run smoothly. In the first place, emergen-
cies might arise. If your initial assessment of the company’s 
cybersecurity landscape turns up a major vulnerability, for 
example, then your strategy will need to shift immediately 
to that. Worse, you may uncover signs of a breach and have 
to move into investigating and recovering from it.

These are rare exceptions, however. More likely, your 
plans will run into the common blockers that affect any 
organization. A 2017 study by Deloitte identified three 
common barriers to building “a more proactive and busi-
ness-aligned security organization”6. First, leadership and 
resource shortcomings. This can encompass everything 
from a poorly defined or poorly funded security program 
6 http://deloitte.wsj.com/riskandcompliance/2017/03/13/the-new-ciso-leading-the-strate-
gic-security-organization/
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to an IT director with a poor understanding of security 
strategy. Second, security that is inadequately aligned 
with the business, which most commonly means that the 
security team are seen as the ‘blocking’ department that 
prevents the rest of the business from being productive. 
And third, a poorly defined security organizational struc-
ture. This can mean that the CISO does not have the au-
thority or position necessary within the hierarchy to di-
rect meaningful change.

Ideally, if such barriers are present at your organization, 
you will identify them during the information gathering 
phases described in Chapters One and Two. If so, by the 
time you come to set out your strategy, they should either 
have been dealt with or you should be able to factor them 
into your planning. Removing these barriers will require 
support at board level, however. It is not something that 
the CISO will have the power to do by themselves.

Kevin Emert says he often compares strategic planning 
to driving from New York City to San Francisco. Your strat-
egy is how you choose to travel; You could go by air or road, 
for example, and each of those choices would lead to other 
choices about the type of vehicle you use, and so on. He 
says: “Let’s say you’re driving and you get to Kansas and, 
all of a sudden, there’s a road closure. You’re going to have 
to take a different route. You still have the goal of getting 
to San Francisco, but now, due to problems outside your 
control, you’re going to have to adjust your strategy.”

Your cybersecurity strategy could meet similar road-
blocks and preparing for those should be part of your strat-
egy. Much of this is psychological. Avoid getting so wedded 
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to your strategy that you refuse to change or wait too long 
to change. Don’t become convinced that pivoting means 
that you made bad decisions on your initial strategy. Trust 
that you made the best decisions at the time when you de-
vised your original strategy and accept that the best deci-
sion to make now is to change your plan.

With that in mind, you should allow for a plan B. It 
doesn’t necessarily need to go into your strategic plan, 
though it might. When confronted with circumstances that 
force you to change your strategic plan, the best response 
might be to bring forward something that was in the plan 
but not due to be worked on in the short term. On other 
occasions, it might be better to put a completely new pro-
gram in place instead of whatever was in your initial plan. 
This will be a lot easier if you consider some of these out-
comes in the first 90 days. For example, saying to yourself 
‘this is how I see my strategic plan working but if a breach 
were to happen then we would do this and this instead’ or 
‘I plan to do this but a regulatory change affects this area of 
our business then I will start this program instead’. 

Good planning means considering what happens when 
plans go awry.
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KEY QUESTIONS

1. Do you understand how risk appetite and risk 
tolerance balance in your organization?

2. Have you considered how your strategy will 
support your working style?

3. Have you assessed where the quick wins 
might be?

4. Do you have a plan B in place in case plan A 
fails?
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4. Conclusion

The CISO role is complex and covers a broad area. This 
book should have given you a sense of what the role looks 
like and how to approach it. The advice here can all be 
shaped to your particular circumstances.

In conclusion, let’s recap the 12 questions that this book 
has asked you to consider.

1. Where are the boundaries of the cybersecurity estate?

This is becoming increasingly hard to grasp in an era of 
cloud computing and the Internet of Things but it is crucial 
to your security plans.

2. What are you trying to protect - and who from?

Every company has assets but they are different. Are you 
protecting corporate intellectual property from industrial 
espionage or customer data from thieves? What you are 
trying to protect will shape your approach to security.
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3. What are the intangible threats?

These are the hardest to quantify but you need to consider 
where they might be.

4. Are you keeping an eye on the future?

New threats are arising all the time. You need to be sure 
that you can see what’s on the horizon.

5. Do you know where you, as CISO, sit within the org chart 

and what that means?

Your place in the hierarchy will have a strong effect on 
what you can achieve and how quickly.

6. Are you going to be 'Dr. No’ or 'Dr. Know’?

Our research strongly suggested that the latter is the best 
choice.

7. Do you understand the business well enough to really 

understand how risk affects you?

You have been hired for your technical expertise but be-
ing effective at your job will mean understanding how the 
business works.

8. Are you able to balance the day-to-day efficiently 

alongside ongoing projects?

Expect to find yourself beset by competing demands from 
the outset and make a plan for how you will deal with that.



9. Do you understand how risk appetite and risk tolerance 

balance in your organization?

Everything in business involves risk but companies have 
different views on how to balance it. Your strategy will 
have to fit within your company’s risk appetite.

10. Have you considered how your strategy will support your 

working style?

Consider your working style - collaborative or individual, 
for example - and how your strategy will fit in with that.

11. Have you assessed where the quick wins might be?

Quick wins will be vital to establishing yourself in your 
new role and letting your colleagues know what you are 
capable of.

12. Do you have a plan B in place in case plan A fails?

Not everything will go according to plan. Try to consider 
what you would do if certain things go wrong.

Determining your answers to the questions above will 
help you to understand what the CISO role looks like for 
you and give you a headstart on the road to success.

Good luck!


